
!

!

!"#$#%&$#'(#)&&*+#(,#-"(.+#/012"3+04567.80#9  

&#6:%; *<3".=>?9  @;3A=>B9 CD"!%B *#(("> $;'4E">F 

RESTRUCTURING OF COMPUTER NETWORK SYSTEM                                

HOYA LENS THAILAND COMPANY LIMITED  

PLANT PATUMTHANI 

>"3$#"*4;39    G%!CF> 

 

*+#((">,H!6CIJ!:">FK.$L >,27>H>JM(10(!"#IJ!:"8"4H=%!,N8# 

$#6OO"76I7!##4I",8#&%PQ68  ,"1"76I7!##4+04567.80#9  

+P)76I7!##4I",8#9  

,R"&%>.;+*>*=3F@;3 – OFM$'2 > 

5.I. 2555 

!"#$#%$#$#&$#% '(#)&&&&&*+#(,#-,#,#"((((((....+#/012"3+04567.80#9

& 6:%;&# *<3".=>>>>?9?? @;3AAAAA====>B9BB CD""""!!!!%B!!!! *#(("> $;'4E">F

RESTRUCCCCCTURRRRRIIINNNG OOOOOFFFFF   CCCCCCOOOMMMMMPPPPUUUUTTTTTEEEERRR NNNNNEEETWWWWWORK SYSTEM      

HOYYYAAAAA  LLLLLEEEEENNNS THHHHAAAILAND CCCCCOMPPPPPAAAAAANNNNNNYYYY LIMITTTTEEEEED  

PLLLLLANT PATUMMMMTTTTHANNNNIIII 

>"3$#"*4;3933    G%!G%G% FFF>>>>>>!C

****+#((""""">>>>>,,,,,HHHHHH!!!!!!H!!H CCCCIIIJ!!!:""""">>>>>FK.....$$$.$.$>>>>>,,,27>>>HHHH>>>>>>JM((((1111000((((!!!!""""""######IIIIIIJJJJJ!!!!!!:::"""8888"4H===%%%%!!!,,,,NN888#

$#$#$#OOOOOOO"""""77776I7777!!######44444I",,,8888####&&&&&%%%%%%PPPPPPQQQQQ6666888888QQQQ   ,"1"7776III777!!!!!####44444+++++04444567.80#####99999

++++P)777766666IIII7777!!!!####4IIII""""",,,8#9

%>.;+*>*=3% =3=3@;3FF333 OFM$2 >$$



!"#$#%&$#'(#)&&*+#(,#-"(.+#/012"3+04567.80#9                                                                   

&#6:%; *<3".=>?9  @;3A=>B9 CD"!%B *#(("> $;'4E">F 

RESTRUCTURING OF COMPUTER NETWORK SYSTEM                                               

HOYA LENS THAILAND COMPANY LIMITED PLANT PATUMTHANI 

>"3$#"*4;39    G%!CF> 

*+#((">,H!6CIJ!:">FK.$L >,27>H>JM(10(!"#IJ!:"8"4H=%!,N8# 

$#6OO"76I7!##4I",8#&%PQ68  ,"1"76I7!##4+04567.80#9  

+P)76I7!##4I",8#9  

,R"&%>.;+*>*=3F@;3 – OFM$'2 > 

5.I. 2555 

+P)!##4!"#,0& 

...............................................................................  $#)E">,0& 

     (0"C"#39 $#67%8# +(!D".>6B)  

...............................................................................  !##4!"#,0& 

    (0"C"#39 820.!F3#86 S8-E(T%3)  

...............................................................................  0"C"#39;FM$#J!:" 

    (0"C"#39 B#.764=    A,>0'-4)  

              ...............................................................................  $#)E">,H!6CIJ!:","1"76T" 

(0"C"#39 B#.7#"!# I#F.T7(;#%539)  

=61,6;E6U10(,R"&%>.;+*>*=3F@;3-OFM$'2 > 

&#6:%;&# *<3".=>?9 @;3A=>B9 CD"!%B! *#(("> $;'4E">

RESTRUCTURING OF CCCCOOOOOMMMPUTER NETWORK SYSTEM                    

HOYA LENS THAILAND COMMMMMMPANNNNY LIMITED PLANT PATUMTHANI 

>>>"3$#"*4;393     G%!CG%G% F>!C

*+###(((((((">,,,,H!H!H!CCCCIIIIIJJJJ!:">FK.$$.$.$>,,27777>H>JM(10((!!!"#IIIJ!!!!:""88888""""4H=%!,N8#

$#$#$#OOOOOO"7776IIII777!!!!##########4444IIII"",,,,88888###&&%%%PPPQ6668888PQQQ   ,,,,,""""11111""77776IIIII77777!##4++++0004555567777.....8888800#9

+++P)76I7!##4444IIIII",8#9

,,RRRR"&%>.;+*>*=3&%&% =3=3@;;333333FF333  – OFM$'$$2 >>>>$$

5.I. 25555 

+P)))!!!#####4444!!!!""#,,00&

......................................................................................................................   $#)E">,,,,,00000&&&&&

     (0"CCC"#339 $#67%$#$# 8888###%% +(((!!!!!D"..>>>>66666BBB..>>>>> )  

................................................................................................................  !!!#######4444!"#,,000&

       (((((00"""C"####333339 888882000...!!!!!F33###86 S8-88EEEE((((TTTTT%3333TTTT ))))  

.............................................................................................    00"""CCCC""""#39;;;;FFFFM3 $$#J$#$#!:"

    (0"CCC""""#####33339999 B#.7644444===   AAAA,,,,>0'-4>0 )))))  



! 

!"#$%&'(()* "#$%$&'%$()$*''+,$)-$.#)/,$01!2#3,14567/81$9 

'$6:&; +<3#/=>?9 @;3A=>B9CD#"&B +$))#> %;(4E#>F 

RESTRUCTURING OF COMPUTER NETWORK SYSTEM                                            

HOYA LENS THAILAND COMPANY LIMITED PLANT 

PATUMTHANI 

+,-./01*  >#3%$#+4;39    G&"CF> 

&2345!)  76H7"$$4H#-8$9  -#!#76H7"$$4,14567/81$9 

$)6)'1780#9':;<)  1#C#$39 B$.764=     A->1( .4 

=*>;()*80#9':;<) >#3>5B=I$),9"J= 

!"#$?'5<>8  '$6:&; +<3#/=>?9 @;3A=>B9  CD#"&B 

9'3.@8AB';56/C5*&-) K=68/=>?9A72>8# 

 

?8C'B9 

 $#3)#>"#$%L6'&86)#>-M"6CN'&'>FO /%P >-2 7>M>QR )!1)-M"6CHQ":#  (Co-operative 

Education) CPE – 492$#3=*/1F3BS#3T>$#3)#>N'&'>FO /%P >'&>;Q"!.14J=A=*$#3=*/1F3B82#)U!1)

"#$-M"6CHQ":#S#,/$F3>;FR1 %F "#$HQ":# 2555 ;FR'$6:&;+<3#/=>?9 @;3A=>B9 CD#"&B+B3M>.#;FR;FR

@B.$&'41'M4#3,01"#$/%P >Help Desk Support A=*@B.VJ"41'M4#3TM.;D#+,$))#>/"FR37"&'"#$

%$&'%$( )$*''+,$)-$.#) Network ;FR+$))#> %;(4E#>F  ?QR )4F"#$%$&'%$( )"#$/W0R14821!1) 

Network S#3T>+$))#> +B3>D#;X:YF;FR/"FR37!.1)4#%$&'TW. A=*4F"#$/%=FR3> IP Address +B3

/>0R1)C#";#)'$6:&;+<3#/=>?9 @;3A=>B9 CD#"&B 8.1)"#$>D# IP Address /B64'#)-27>!1)+$))#> 

%;(4E#>F @%TW.T>M>273!1) Global CQ)8.1)4F"#$3"/=6" IP Address Class>&O>@% 

C#""#$%L6'&86)#>;D#TM.$*''"#$/W0R14821!1) Network 4F,7#4/%P >$*/'F3'4#"!QO> 

-#4#$V>D# IP Address T> Class ;FR'$6:&;8.1)"#$@%TW.T>M>273!1) Global @B. A=*4F"#$C&B

$*/'F3'"#$TW. IP Address TM42/50R1)2#3821"#$ Support T>1>#,8 

'$:;'$ +<3#/=>? @;3A=>BCDB #"B +$))#> %;(4E#>

RESTRUCTURINGGGG OF COMPUTER NETWORK SYSTEM           

HOYA LENS THHHHAAILLLLAAND COMPANY LIMITED PLANT 

PATUMTHANNNNIIII

+,-./01*  >#3%$#+4;3339993    G&"CF>"C

&2345!)  76H7"$$4H###--8$9  -#!#76H7""""$$4,14567/81$9

$)6)'1780#1 9':9'9';<)  1#C#$39 BB$$$.764=     AAAA---->1( .411

=*>;()*80#9':9'9 ;<) >>>>#3>555BBBB=I$),9"""""J===

!"#$?'5<>8?'   '$6:&;;;;'$ +++++<<<<33####///==>>>>>>??????9999???? @;;;;3AAAA=====>>>>>>BBBBB999BB  CCCCCDDD##"""&&BBBBB

9'3.@8AB';55556666';;; /C5*&-)*& KKKK===66668/=>?9A77722>>>>8#

???88888CCCCC'''''BB99

$###3333)#>>>>"####$%L6'&888886LL )))#>-M"6CN'&'>FO /%P/%%>-2 7>M>>>>>>QQQQQQR )!1)----MMMMMM"6CCHQ"""":::::#  ((((CCCCCooooo-operat

Eddddduuucccaattiiion) CCCPE –––– 492$#33333======****///11111FFF33333BBBBS####33333TTTTT>>>>>$$$####3333)###>>>>>N'''&&&''''''''>>>>>FFFFFO /%%%%PPP/%%%%/%%%%>>>>''&>>>>>;;QQQ"""""!.14J=AAAAA=====*$$$#####333=*/111F33BBBB888822#)U!

"#$-MMMM"""""666CHHHHHHQQQQQ"""""::::::#S#,/$F333>>>>;FR1 %F """#$HHQQ":# 222225555555555 ;;;FFFFFR''''$6666::&'$$$$$ ;+++<3#/=>?????&& 9?? @;3A===>>>>>BBBBBB99BB CCCD##"""""&&BBB+B3M>& .>>#;

@B.$&BB '''4441111'''''MMMM444###33333,01"##$$$$/%P >/%/% Help  Deesk Suupppppppport AAAAA=====**@B.VVVJJJBB "441'M4#####33TMMMM...;;;;;DDMMM #####+++++,$$$$$))))))))###>>>>>///"FR/"/"37"&'"

%$&%$%$'''''%%%%%$( )$****''+++,,,,,$$$$$)))))----$.-$-$##))))) NNNetwork ;FR+$))#> %;(4E#>F ???QR )))))444FFFF"###$$$$%%%%%$$$$$&&&$$'%$( ))))"""#$/WWWWW0R111114821!

Netwwwwworkk S#3T>>>+++++$$)))))##>>>>>> ++++BBBB3333>>>>>D>>#;XXX::YYFFFF;;;;;FR:YYYYY /////"""FR3333777!!!!.111))))444444####%%%%$$. &&$$'TTTTWWWW..WWW AAAAAA====****444FFFFFF"#$$$///%%%%%===FR%=%=3> IP AAAdddddress +

/>0R1)C#";#)'$$$66:&'$$$$ ;;;;+++++<3#///====>>>???:&:& 9? @@@;3333AAAA====>>>>>>BBBBB99BB CCCCCDDD#####""""""&&&BBBBBB 888888.....11111)"#$>888.... DDD#>  IIPPP AAAAAddddddresssss  /B64444'#)-27>!!!!1)+$))

%;(4E#>FFFF @@@@%%%%TTTW.WWT>M>.. >>73!1) GGGGGlloooobballll CCQQQQ)8.1))))4F"#$$3"/=6"""/=  IPP  AAAAAdddddress Class>&O>@%>&>&

C#""#$%L6'&86LL )#>;D#TM.MM$*''"#$/W0R14821!1) Network 4F,7#4/%P/%/%>$*/'F3'4#"



! 

!"##"!$$%&$'!() 

 

 "#$$#%&'()*#+,"*#-.*/#01$2"34$5#&'(6%257&  89:#,;<=> -&:?;<.>  "@#$7. A7BC?ADE 7<&'( 18 

/2FG<#:< +.3.2555 F4CE7<&'( 5 AG;#!/ +.3.2555 0DCH;I1*)*#+,"*#-.*%76!E#/%J * ?;KL%K06$#%M>

AD#CNI<$#%&@#C#<I<0F#<&'("%2C 8.:&'(%#:C#<$#%LO267A2C#<01$2"P676<'B  0@#,%Q";G;DEC-.*.*E:.'

"#$!E#/%DE//RS?;K$#%0<760<G<"#$1;#:TD #: .7C<'B  

1. S#"#%:> .%.E2/;  ?0<SG */ (S#"#%:>&'(L%4$5#01$2"34$5#)  

2. !GM<+.;  M%C!>$J; (+<7$C#<&'(L%4$5#)  

3. !GMU%#+C3>  EC3>E 7V<#$2" (+<7$C#<&'(L%4$5#8!%CC#<) 

?;K%E/F4C6G!!;&D#<SR(<S'$1;#:N&D#<  =4( CS#""K<@#/#$;D#E-.*-/D1/.&'(I1*$#%

0<760<G<  $#%01$2"34$5#/#A;S.,LQ <S:D#C.' "4C)S$%#6)S6+%K!GM&G$N&D#<&'(!S:I1*$#%

WDE:,1;RS/# M 8S$#0<'B.*E: 

 

        <#:L%#8/&:>   X7$"'< 

           4   AG;#!/   +.3.2555 

"#$$#%&'()*& #+,")*)* *#-.*../#01$2"34$5#&&&&&''''(6666%257&6%   89:#,;<=>== -&:?;<.>..  "@#$7. A7BC?AA7A7 DE 7<&E7E 7 '(

/2FG<#:< +.3.2555 F4CE7<&'( 5 AG;#!/ +.3333..25555555 0DCH;I1*)*11 #+,")*)* *#-.*%7.. 6!E#/%J */% ?;KL%K06$#

AD#CNI<$#%&@&&#C#<I<0F#<&'(&&"%2C"% 8.:&'(:&:&%%%%#:C#<$$$$#%LO267A2OO C#<01$2"P676<'B 0@#,%Q";G;; DEC-.*.*.. EEE

"#$!E#/%DE//RS?;K$#%0<760<G<"#$$$111;#:TTT#: .7CCC<<<.7.7 'B

1. S#"#%:> .%.E2/;  ?0<SG */////S  (S#"#%:>&'(: L%4L%L%$555#01$2"34$5#)  

2. !GM<+.;  M%C!>$J;!  ((++++<7$C#<&&&&&'''(LLLLL%%4L%L%$5#)  

3. !GMU%#++++CCCC3333>>>  EEECCCC3>E 7> VVVVV<<<<#$E7E 7 2" (+<<<<<77$$$CCCCCC####<<<<<&'(L%4L%L%$5####88!%CCCCCCC#<<<<)))) 

?;K%%%%EEEE////F4C6666G!!;&D#<<<<SSSSSRRRR(<<<SSSS''''$11111;;;;#:::N&&&&DDD######<<<< ====44444(( CCCCSS####""""""K<@#////#$;;D####EEEEE--.*..-/D//1/.&'(I1*11

0<760<G<<   $$$####%01$$$2""""""333344444$$$$55##/#A;S..,,,LLLQQQ,LLLLL<S:D#C.' "4CCC))))S$%#6))))SSS666666++++%%K!GM&GG$$$$$NNN&D#<&'(!S:I1*1

WDE:,1111;;RRRRS////#### MM 8888SSSSS$$$$$#0<<<<<B..***EEEE:.*.*

          <<<#:LLLLL%%%#8888//////&&&:>:   XXXXX77777$"'''<<<$""""

           4444   AG;#!/   +.333.2555 



  

 

 !"#$% 

          &'(! 

 

!"#$%&'(            ) 

*+,,+*--./-0*12           # 

31-!$4               

31-!$4,1-1             5 

31-!$4-6//-0*(!           7 

#))*+ 

1. #)',!            1 

 1.1 589(:;0"<9,$= )( 3>1?/-0*(!*1-        1 

 1.2 ;$*@A0BC-*+D)( 3>1?/-0*(!*1-        2 

 1.3 -6/:!!*1-D$%( #E*- :;0*1-!-+F1-( #E*-       4 

 1.4 ,G1:F?'  :;0F?H1"<9 1?"<9?$*2I*@1J%H-$!.(!F.1&      5 

 1.5 K?$* 1?"<9/-I*@1 :;0,G1:F?' )( K?$* 1?"<9/-I*@1      5 

 1.6 -0&0LM;1"<9/N+!$,+ 1?         6 

1.7 M$,>C/-03 #EF-8(DC%.C' F.1&)( *1-/N+!$,+ 1?F-8(O#-  1?"<9 

J%H-$!.(!F.1&PFH/N+!$,+ 1?3F*+D2I*@1       6 

1.8 Q;"<9#1%M'1D0J%H-$!D1**1-/N+!$,+ 1?F-8(O#-  1?"<9J%H-$!.(!F.1&    6 

 

 

 

 

 

         &

!"#$%&'(            

*+,,+*--./-0*12           

31-!$4!              

31-!$4,1-1             

31-!$4-64-4-//-0*(!           

#))*+

1. #))''''',,,!''               

 11111.1 5555589((((:;0000""<<999, $00"" = $$ )))( 3>1??////---0*(!*1-,$,$          

 1...2222 ;;;;;$*@@@A0B;;$$ C----*+++D)( 3>1?/-00****((((!!!!!***11111----          

 1.3 -6/::::!!*****1-D$-D%( ####E****-- :;0*1-!-+F1-( #E*-       

 1.4 ,G1:::::FFF????''' :;0FFFF??HH1"<9 1?"<9?$" *2?$?$ I*@1J%H-$%% !.(!F.1&      

 1..55555 KKKKK?$* 1?"<9//-----IIII/----/-*@@@@@111 :;;;;0,,,GG1:FFFFF?'    )))))((( KKKKK?$****    1?"""<<<9/---III/---/-*@1111        

 1.66 -----00000&&&&&0LM;1""""<<<<<999/N+!$,+/N/  11??         

1.7 MMMMM$,>>>M$M $ C////----003 ####E##FFF-8(DDDDC%%%%%...C'  FFFFF.....1&)))))((((     *****1-/N+++!!!!!$$$,+/NN/      11111???FFF-----88(((O####---    11111????"""""<<<9999"""

J%H-$%% !...(((((!!!!!FFFF....1&PPPFFFFHFF/////NNNN+!$,+//NNN  1?3F*+D2I*@1       

1.8 Q;"""<<9#1111%%%%M'1D0JJJJJ%HHHH----$$$$$%% !!!!!DDDDD11111*********1111---////NNNN+!!!!$,,,,+///NNNNN    1111?????FFF----8(((((OOOO####----   111?"<<<99?"J%H-$%% !!!!...(((!!!!F.1&    



D 

 

 !"#$% (-./) 

          &'(! 

 

#))*+ 

2. )012*3456)78'849*)*+:;( :'<!"=>?#$-?@!'        7 

 2.1 IP Address           7 

 2.2 Subnet Mask           9 

 2.3 Gateway          11 

 2.4 Domain Name System (DNS)        12 

 2.5 VLAN (Virtual Lan)         17 

 2.6 .1,-R1? IEEE 802.11        22 

 2.7 Three Layer Hierarchical Model       25 

 2.8 Switch Port Mapper         28 

 2.9 Microsoft Office Visio        29 

3. 3A'@!'<!"B,!6'?'@!' @!'C?67"!5&D345 "E=A4-.!@F      31 

 3.1 :Q? 1?*1-/N+!$,+ 1?        31 

 3.2 -1&;0L(<&% 1?"<9?$*2I*@1/N+!$,+P? 1?3F*+D2I*@1     31 

 3.3 )$=?,(?*1-%G1L?+? 1?"<9?$*2I*@1/N+!$,+ 1?F-8(O#-  1?    32 

4.  "E=A4<!"B,!6'?'@!'          49 

 4.1 )$=?,(?:;0Q;*1-%G1L?+? 1?        49 

 4.2 Q;*1-M+L#-10FE)H(.6;        55 

 4.3 M+L#-10FE:;0M+D1-AE)H(.6;O%&L/-<&!L"<&!Q;"<9J%H-$!*$!M$,>C/-03 #E   

      :;0DC%.C' F.1&*1-/N+!$,+ 1?F-8(*1-D$%"G1O#-  1?     55 

         &

#))*+

2. )012*3456)78'849*)*+4949 :;)*+)*+ ( :'<!"=>;((; ?####$$$$--????>> @!'        

 2.1 IP Address           

 2.2 Subnet Mask           

 2.3 Gatewayyyyy           1

 2.4 DDDDoooommmmmaaain NNNNNaame SSSSyyyssttttteeeemmmmm  (DDDDDNSSSSS))))        1

 2.5 VVVLLLLAN ((((VVVViiiirrttttuuuuaal Lan)          1

 2.666 ...1,,,-----RRRRR11111? IIIEEEEEEEEEEEE 802.11            2

 22222.7 TTTTThhhhrrree LLLLayerrr Hierarchhiiicccal Model        2

 2..888 SSSSSwwwittttcccch Poorrrrrt Mapper           2

 2..99 Micccrrosooooffffft Office VVVViiiisio        2

3. 3A'@@@@!!!!'''''<<<<<!!!!"B,!6'?'@!''''' @!!!!!''''C?666777"!!!5&&DDDDD333334555     """""EEEEE=====AAAAA4----....--!!!@@F      3

 3.1 :::::QQQQQ????? 1?*1111-/N+!$,+/N/  111?        3

3.2 -----1&&&;;;0000LLLLL(((<&%    1111?"<9???$?" *****222??$$ IIII**@@@@@11111/N+!!!!!$$$$$,,,+++++/N/N PPPPP??? 1?33333FFFF****+F*F*DDDDD222I***@@@@@111     3

 3.3333 )$=?,(???*****11111---%%%%)$)$ G111LLL??+?    1111????""<9?$" *2?$?$ I*@1/N+!$,+NN  1?FFFF-----8(((OOOOO##----      11111?????    3

4.  """E====A4<!"BBBBBBB!6'?'@!!!'''''          4

4.1 )$=?,(?:;0Q;*1-%)$)$ G1L?+++? 1?        4

4 2 Q;*1-M+L#-10FE)HF (.)H)H ;. 5



S 

 

 !"#$% (-./) 

          &'(! 

 

#))*+ 

5. #) "E= 345G(/6 '/3'5         64 

 5.1 3-C/Q;*1-%G1L?+? 1?        64 

 5.2 /$4F1P?*1-%G1L?+? 1?        65 

 5.3 :?M"1 *1-:*HJ)/$4F1        66 

 5.4 )H(L3?(:?0D1**1-%G1L?+? 1?       66 

6/< !"/(!@/?@           67 

H!7A'C<           68 

 *. -1& 1?*1-/N+!$,+ 1?/-0DG13$/%1FE       69 

="5C$-?AI(J$B),!87"@@!'          85 

         &

#))*+

5. #) "E= 345G(/6 '/3'5         6

 5.1 3-C/Q;*1-%G%%1L?+? 1?        6

 5.2 /$4F1P?*1-%G%%1L?+? 11?????        6

 5.3 :?M"1 ****11-:***HJJJ)////HH $//4444F1        6

 5.4 ))H((((LLLL33333?(::::?????0D111*****11111-----%%%%%))HH GG1111L????+++?    111???       6

6/< !!!!""""/(!@@///????@@@////               6

H!!!!7A'C<<<             6

*..  -1&   11?****11111-/N+!$,+/N/N   1111????//-0DGD13$/%1F$ EF       6

="5C$-?A5C5C III(((JJJJ$$$AAAAAAA BBBBB)))))$$ ,,,,!87"@@!'            8



  

 !"#$%&!"!' 

&!"!'()*          +,-! 

 

2.1 !"#"$%"#&'($ Class )*$ IP Address         8 

2.2 !+,*-("$#./&''01234)+546.$67 !""#$%&       14 

2.3 '()*+,$-./0!""1 2345(64#/-#7 !',&80.829:       15 

3.1 '$.$-!;4%$.0<="('=-$4#>%=?:@%A$        31 

4.1 '$.$-'()*+,$-%$.%B$>4  IP Address C>3,       51 

 

 !"!#$%&         '

2.1 '$.$-%$.!",- Class 5*- IP Addresss         

2.2 '()*+'('( ,$-./0!""1 2345(5564#/-#7 !"""""""#$%&       1

2.3 '()*+'('( ,$-./0!""1 2345(5564#/-#7 !!!!'''',&80.829:       1

3.1 '$.$-!;4%$.0<="('=0<0< -$4#>%=?????::@@@%A$        3

4.1 '$.$-'()*+,$-%$.....%%%%BB$$>44444    IPPPPP     AAAddress CCCCC>33,,,33         5



  

 

 !"#$%"&''"()*# 

"&'+,-          ./0! 

 

1.1 !"#$%&'()*+,"-./ 0 1)234"/5         1 

1.2 67/)589(:; $%&'()  *+,"-./ 0 <),6./=0  >?"@(=        2 

1.3 -./A0)587B"/@"% Tint A5          4 

1.4 %C16$$@"%>(=9(:;D;E0@%          5 

2.1 67/7(;FD; Domain Name         13 

2.2 @"%6$B; VLAN DD@-1G/ 2 H2= !",I/ Switch 9(J-=5,J      17 

2.3 @"%-HK8D39BDFD; Access Port         18 

2.4 @"%-HK8D39BDFD; Trunk Port         18 

2.5 @"%6$B; VLAN 6$$ Port Based VLAN       19 

2.6 @"%6$B; VLAN 6$$ Mac Address Based VLAN      20 

2.7 @"%6$B; VLAN 6$$ IP L%KD Subnet Based VLAN      20 

2.8 @"%6$B; VLAN 6$$ Protocol Based VLAN       21 

2.9 @"%DD@6$$ Three Layer Hierarchical Model       25 

2.10 *E%;A%M";@"%DD@6$$ Three Layer Hierarchical Model     26 

2.11 *1%6@%3 Switch Port Mapper        28 

2.12 *1%6@%3 Microsoft Office Visio        29 

3.1 F(:/9D/@"%1N&$(9&;"/*E%;;"/        34 

3.2 !"#@"%-FM"*1%6@%3 Switch Port Mapper       35 

3.3 !"#@"%-.KD@ IP Address FD; Switch L%KD Hub I/*1%6@%3 Switch Port Mapper  36 

3.4 !"#@"%-.KD@ IP Address FD; Sever I/*1%6@%3 Switch Port Mapper    36 

3.5 !"#@"%-.KD@ Map Ports I/*1%6@%3 Switch Port Mapper     37 

3.6 !"#@"%6A=; IP Address I/*1%6@%3 Switch Port Mapper     37 

"&'+,-'+         .

1.1 !"#$%&'($% )*+,"-./ '('( 0  1)234"/5         

1.2 67/)589() : ((;9(9( $%&'()$%   *+,"-./ 0  <),6..../=0==  >?"@(=        

1.3 -./A0)587A B77"/@"% Tint A5          

1.4 %C16$$@"%>(>>=9(:;D;E0@%          

2.1 67/7(;FD; Dommmaaaaiiinn NNaaaammmme          1

2.2 @"%6$B; VVVVLLLLLAAAAAN DDDDDDDD@-1G//-1-1   2 HHHHH2222===== !!""""",,,II///// SSSwiiittchhhh 99999(((JJJ--====999(( 555,,,,JJJ         1

2.3 @"%-HK8D3999BDDDFD; AAAAccccccceeeesss Port         1

2.4 @""""%%%%-HKKKK8DD33339BDFFFFDDDDD;;;;; Trrruuuunnkkk Port           1

2.5 @"%6666$$$$B;  VVVVLLLLANNNN 6$$$$ Port Basseeedddd VVVVLAN       1

2.6666 @"%6$$$B;;;  VVVVLAAAAN 6$$$$$ Mac Address BBBBaaaasssseeeeedddd VVVVVLLLLAAAANNN      2

2.7 @"%%%6$B; VLLLAAAAN 66666$$ IP L%%KDDDDL%%%%  Subnet Based VLAN      2

222...888 @"%6$B; VLAAAAANNNN 6$$ Prrrrootocol Based VLAN       2

2.9 @"%DDDDDDDD@@@@66666$$ Three LLLLLayeeeerrr Hiiiieeraarrchiiiiiccccal MMMMMooodddddeeeelll       2

2.1000 ****E%;AAA%%%%%MMA%A%""""";;;;;@@@@"%DD@@@@6$$ Thrrreee LLayer HHHHiiiierarrccccchiiiccaaalll Mooodeell     2

2.11 ***111%6@%%%%%3 SSSSwwwwiiiittch PPPPoooort Maaaapppppppppeerr        2

2.122 ***1111%6@@@@%3 Micccrrrrooooosssssooofffftttt Offiiiccceeee VVVVisio         2

3.1 FFFF((((:::::/9D/@"%111NFFFF(( &$$$$(((9&&&11NNN ;"/*****E%%%%%;;;;;;;;;;""""/////        3

3.2 !!!""""#@"%-FM""""****1%6@@@%%%%33333M  Switccchhh Porttt MMMMMaapppper       3

3.3 !"#@"%-.KD@ IP Address FD; SSwitch LLL%%%KDDDDLLL%%%%  HHHuub I/*****11111%6@%3 Switch Port Mapper  3

3 4 !"#@"%-.KD@ IP Address FD; Sever I/*1%6@%3 Switch Port Mapper 3



O 

 

 !"#$%"&''"()*# (12*) 

"&'+,-          ./0! 

 

3.7 !"#@"%-FM" Network Connections        40 

3.8 !"#@"%-FM" Properties FD; Local Area Connection      41 

3.9 !"#@"%-FM" Internet Protocol (TCP/IP)        41 

3.10 !"#@"%-1.58,/ IP Address         42 

3.11 !"#@"%-FM" Properties FD; My Computer       42 

3.12 !"#@"%-FM"<1-1.58,/ Computer Name       43 

3.13 !"#@"%-1.58,/ Computer Name        43 

3.14 9(JD,B"; Layout I/LMD; Main Office        45 

3.15 %",.P-D5,=!",I/ Layout         46 

3.16 -J1 IP Reserve          47 

3.17 %",.P-D5,=FD; IP Reserve         48 

4.1 @"% Mark on layout          50 

4.2 Layout @BD/@"% Update         53 

4.3 Layout L.(;@"% Update         54 

4.4 !"#9(JD,B";@BD/@"%>(=-%5,;.?"=($ IP Address       56 

4.5 !"#9(JD,B";L.(;@"%>(=-%5,;.?"=($ IP Address       57 

4.6 !"#9(JD,B";@BD/@"%)?";"/>(=%P$$-HK8D39BD Network      59 

4.7 !"#9(JD,B";L.(;@"%)?";"/>(=%P$$-HK8D39BD Network      60 

4.8 !"#9(JD,B";@BD/@"%-#&83ABJ/FD; Distribution Layer      62 

4.9 !"#9(JD,B";L.(;@"%-#&83ABJ/FD; Distribution Layer      63 

 

 

"&'+,-'+         .

3.7 !"#@"%-FM"F  Network Connections        4

3.8 !"#@"%-FM"F  Properties FD; Local AAAArea Connectiiioon      4

3.9 !"#@"%-FM"F  Internet Protocol (TCCCCP/IP)        4

3.10 !"#@"%-1.581.1.,/ IP Address         4

3.11 !"#@"%-FM"F  Propppppeeeertiesss FFFD;;;     MMMy Computteeeerrrr           4

3.12 !"#@"%----FFFFM"""""<<1-11.....M 55581....1 ,/ CCCCooommmmmpppppuuuuutttterrr NNNNaammmee          4

3.13 !"#@"%---1111.581.1.,/ CCCCoooommmmppputer Name        4

3.14 9999((JJD,999((( BB""";;;; Laaayyyyyoooouuuuut I////LLMMMLDDD; Main OOOOffice        4

3.15 %",,.....P--DDDDD5,,,,==!""",,,,I/ LLLLayout         4

3.11116 -J1 IPPPP  RRRRReeeseeerve            4

3.17 %"",,.P-D5,====FD;;;  IP Reservvvveeee         4

444...1 @"% Mark onnnnn laaaayyout          5

4.2 Layoooouuuutttt @@@@@BBBDDD/@"% Upddddaaate           5

4.3 LLLLayout LLLLL.....((((;;;;;@@@"%.....  Upppppdate         5

4.4 !"#9(JD,,,,,B";;;@@@BDDDD////@"%%%%>>>>(=-%5,;;;;;.....????""==(((($$$$$==  IP AAAAAddddddddddrrrrress       5

4.5 !!!"####9(JJJJD,B";L.(((;;;@@@@@""""%%%>>>>(=-%5,;;;;....?""""=($= IP Address        5

4.6 !!!!"#9(JD,B";@@@BBBD////@"%)???";"""""/////>>>>>((((=====%%%%%PPPPP$$$$$$$$$----HHHHHK8DDDDD33339999BDDDD NNNNNeettttwwwwwooooorrrrkkkkk      5

4.7 !!!""""#9(JD,B"""";;L.(;@@"""%%%%%))?";"/>>>(=%P$$$$$$$---HHK8D39BD NNNeettttwwwwork      6

4.8 !"#9(JD,B";@BD/@"%-#&83ABJ/FDD; Distrrriiiibbbbbuuuutttiiiooon Layer      6

4 9 !"#9(JD,B";L.(;@"%-#&83ABJ/FD; Distribution Layer 6



 1 

 

 !!"# 1 

 !$%& 

1.1 '(#)*+,!"#-./01)023&$45,6) 6&5 

 !"#$%&'()*+#,+&) : ,)-./0 123&45'67 80395':7 ;<&+/: 

0=">/?@$%&'()*+#,+&) : 853 %''AB513C-' ><&,5()* &C-(/>37 #<&4D#C/E,F)=    

;/@BG/:(0FHC&'= 12130 

10)I/A07  :  (+662) 901 - 2021 %J@ 30 

10)$&)   :  (+662) 516 - 1209 

 

 

574!"# 1.1 D&A,)-./0123K&45'67 (0FHC&'= 

 

 !$%&$

1.1 '(#)*+,!"#-./01)023&$45,666)))) 6&5!

 !"#$%&'()*+#,+&) : ,)-./0,)))) 123&45'6766 8800000395':7:: ;<&+/:

0=">/? //@$%&'()*+#,+&)>/>/  : 88888553 %''AAAABBB513C-'3C3C >>>>><<<<&,5()* &C-(/&C&C >37 # <&4D#C/E,F)=,,    

;/@BG// /:(((((0/ FHHHCCCC&'= 12130 

10)I/IIA07  :  ((((++6666666622))))) 99990001 - 2000022222111 7 %%%%JJJ@@@ 333300 

10)$&)   :::  (+66666622) 516 - 120999 

574!"####4!4! 1.1 D&A,,,,)))---..//,,,,)))) 001123..// K33&45'67 (0FHC&'=



 2 

 

 

 

574!"# 1.2 9L'0=">/?@ ,)-./0  123&45'67 80395':7  ;<&+/: 574!!!"#!! 111.222 99L''''00000===""">>>>////00000 ?? //@@@@>// ,,,,)----...///0000,)))))    11111222223&&&445'''677 800333999995555':7::  ;;;;<<<&&&&&+//:::::



 3 

 

1.2  +.689,:;56<=1)023&$45,6) 6&5 

1.2.1  >?&@A4B $@&1)0 5<8.! 

,)-./0 123&45'6780395':7 ;<&+/: 4(M ',)-./0N'4O)!#P#@,)-./0 123&O#)74(#)74) /"' 

;<&+/:N'()*40IE="(FK ' 6J" @4(M ',)-./0LQ RL5->45'$7$<&B)/,9GK'>& /?''<&P#@()*40IE="(FK ' 1:3N'(=  
A.I. 2516 ,)-./0 123&O#)74(#)74) /"' ;<&+/: 8:R)/,+&)4 -E G';&+)/S,&5803NBR4PR&H&5@0F'N'
)& #&T&;/+)803 6J" @4(M '+&)P3&3S&'+&)L5->O)/? @9)+P#@,)-./0 1:38:R;/:>/?@,)-./0 123&45'67
80395':7 ;<&+/: PJ?' T 45P0=" 392/1 BHQK 2 %''AB513C-' ><&,5()* &C-(/>37 #<&4D#C/E,F)=;/@BG/:
(0FHC&'= ;:0*4,=3' T G/'0=" 8 H+)&OH A.I. 2517 :RG30F';:0*4,=3' 5 5R&',&0 95*8:R)/,+&)
$K@4$)-H+&)5@0F';&+$<&'/+@&'OT*+))H+&)$K@4$)-H+&)5@0F'N'+&)L5->45'$7+)*;+$<&B)/,
9GK'>& (Ophthalmic Glass Lens) 4A!"#+&)$K@##+ H=+<&5/@+&)L5->4)-"H9)+()*H&T 2 5R&' -?'>K#(=  
(/;;F,/'8:RP3&3$&P&8(3 /@ '-OH#F>$&B+))H8240O ;/@BG/: #3FC3& 

'/,>/?@9>K4)-"H4(- ::<&4'-'+&)4(M '>R'H& ,)-./0 123&45'6780395':7 ;<&+/: 8:R0<&+&)P3&3
+<&5/@+&)L5->95*H=+&)5@0F'N'+&)L5->95*A/U'&L5->D/TV745'$7$<&B)/,9GK'>& '-:NBHKW 0="H=
OFTD&A$Q@(R #'$QK>5&:0/"G 15+#3K&@$H<"&4$H#>5#:H& ;'(/;;F,/',)-./0X 8:R)/,H#,BH&3NBR4(M '
IQ'37+&)L5->95*;<&B'K&345'$7NBR9+K,)-./0N'4O)!#123&0/"G15+ 

1.2.2  C+<-D.9EF1)0GHI& 

Lens 0="L5->N' HOYA LENS THAILAND CO.,LTD '/?';*L5->4YA&* Lens A5&$>-+ 

95*Lens +M;*9,K@8:R 3 ()*4D0NBEK W :/@'=?  

1) Lens Cast O!# 45'$70="L5->##+H&1:30="8HK8:R0<&+&)4O5!#,'<? &3& B)!##*8)>K&@ W 4(M '
45'$70="P&3N')&O&%Q+0="$F: 

2) Lens Dip O!# 45'$70="0 <&+&)4O5!#,9PM@ 4A!"#(R #@+/')#3P=:PKG' ;*H=)&O&$Q@PJ?'H&+GK&
Lens Cast 9>KGK&45'$7 '-:'=?$&H&)%4O5!#,9PM@ 8:RB5&3W)#, +M;*0<&NBRH=)&O&9>+>K&@+/'8(>&H
+&)4O5!#,>K&@W'/?' 9>K45'$7 '-:'=? ;*8HK$&H&)%>/:9$@8:R 

3) Lens Coat O!# 45'$70="0 <&+&)4O5!#,9PM@ 95*4O5!#,'<? &3& 4A!"#'<&8(4PR&4>&#,+K#'0=";*
'<&##+8(P&31:30="45'$7 '-:'=? ;*$&H&)%(R #@+/')#3P=:PKG'95*>/:9$@8:R45'$7 '-:'=? ;*##+$=
4P=3GW 6J"@;*H=)&O&9A@+GK&45'$70="+5K&G8(PR&@>R' 

1.2.1  >?&@A4A4A4$@&1)0 5<8.! 5

,)-./0,) 123&45'676680395':7:: ;<&++++///: 444(M4(4(',)-./,) 0N'4O)././ !O)O)#P#@,)-./0,) 123&O#)7))4(#)7))4)
;<&+/:N'()*40IE/ ="(FK 'EE 6J"@4(M4(4(',)-./,) 0L// Q R0LL55Q RQ R ->>>>>45'$7777$$$<$$$ &B)/,9GK'>& /?''<&P#@()*40IE="(FK 'IEIE 1:3N
A.I. 2516 ,)-./0,) 123&O#)7#)#)4(#)7))4) /"' ;;;;<<<&+/: 8:R)////:: ,,,,,+&)4 -E G';&+)/S,&5803NBRBB4PR&H&5@0F'
)& #&T&;/+)803/ 6J" @4(M4(('+&)P3&3S&''''+&)L5->O)/? @9999)+P#@,)-./0,) 1:38:R;/:: :>;/;/ /?@,)-./0,) 123&45
80395':7: ;<&+/: PJ?' T 45P0=" 392/1 BBBBHQK 2 %''AB513333C-'33CC ><&,5()* &C-(/&C&C >37 # <&4D#C/E,F)=;/,, @B;/;/
(0FHC&'= ;:0*4,=3' T G/'0G/G / =" 8 H+++++)&OH A..IIII. 22517 :RG333330:R:R F';:0*4,=3' 5 5R&',&05R5R 95*8:R)/:: ,+
$K@4$)-H+&)5@0F';&++++$$$$<<&''''/+@&'OOOT*+))HHHH+++&&&)))$$$$$K@4$)-H+&&&&&)5@0000FFF'NNN''''++&)L5-55>45'$7+)*;+$<&B
9GK'>& (Ophthhhaaaalmic GGGGGlass Lennnnnsssss)))) 4AAA!!!""#####+&&&&&))))$$$$$K@####++++ HHHH===+ <++&&&&5555////@@@@+&&&&&))))L5->4))))-"HHHH9)+(((())))*H&T 2 5R&' 5R5R -?'>
(/;;F,/; '8:,/,/ R::PPP3333&3$&P&8((((3333R /@3333 '''''----OOOOH#F>$&BBBB+))H88240OOOO ;/@BG;/;/ ///:G ####3333FFFCCCCC33&&&333

'//,>'/'/ ///???@9>>>>>KKK4444)))))-----"""H4(((4((::::::::<<<&&4'-'+&)))4444((M4((4('>R'H& ,)-./0,) 111123&45'6666768888000033955555''''':::::7: ;<<<<&&&++/////: 88888::::R0<::: &+&)P
+<&5/@+&))))LLL55->>>>>999955*HHHH=+++&)5555@@@0F'N'+++&&&&))))LLLL5---L5L5>95*A/U'&LLL55555->>>DDD/TV745'''''$$$$7$<$ &BBBBB))////,,,,9999GGGK''''>>>&&&&  '--:NBHKHHW
OFTTTTTD&AAA$$Q@@(((RR@(@(####'$$$$QQQQK>5&::0000/""G 15+#3K33&@$H<"&4$H#>5#:H& ;'(/((;;F,/; ',,,)))),/,/ ---. /,,,)))) 0XXXXX././ 8888::RRR)))))/::: ,,,,H####,,,,,BBBBHHHH&3NBRBB
IQ'''333337+++++&&&&&)))L5->95*****;<&BBB'''K&345'$7NBBBBBRBB999+KK,)-./0N'4O)!,) #123&000/00"GGGG15+/

1...2222.2  C+<-D.99999EEEEF11)0GHIII&&&&

LLLeeennnnsssss  00="L5->N'  HOYA LLEENNS THHHHAAAAAILLLLLAAAAANNNNNDDDDD   COO..,LTTTD '///??''''';*L5'//' ->44444YYYYYAAAAA&&&* LLLLLeens A5&$
95*LLLLLens +++M;****9999,K@8:R:: 33333 R ()*4D0NNNBEEEK W :/@'''':/:/ ====???

1) LLLens Caaaassssstttt  OOOO!!!!##### 45'''$$$7000="$$$$ L5->##+H&1:30="30308HKHH8:R0<:: &&&+++&&&&&)444OOO5555!####,,,'''<<????? &3& B)!!!####*8888)))>>>K>>&@ W
45'$$$$$70="$$$$ P&&&&3N')&OOOO&%%%QQQQ++++0=="$$$F::::+0

2) Lennnnssss DDDiiiippppp O!#### 45'''$$$7000==="""0 <<<<$$$ &+++&&)))44OOO5555!!!!####,,,,99999PMMMM@@@@9PPPP 4A!!!!!"""#(((RRRR#(((#(((#@++++/'''''))####333P=:PPPPPKKGGGGG' ;;;;*H=)&O&$$$$$QQQ@PJ?'H&+
Lens CCast 9>KKKKGKK&45'$7 '-:'=?$&&&HHH&)%4444OOO5!!!#,,,9PM@9P 88:RR::B5&&&&3WW)#,,,, +M;*0<&NBRH=BB )&O&9>+>KKK&@+/'8(>/
+&)4O5!#,>K&@W'/?' 9>K45'$7 '-:'=? ;*8HKHH$&H&)%>/:9$@8:/ R::

! 7 =" < ! M ! <<? !" << 8( R K ==="



 4 

 

N'45'$70/?@ 3 ()*4D00="+5K&GH&N'4,!?#@>R'$&H&)%'<&8(0<&+&) Tint 4A!"#'<&8(()*+#,
9GK'+/'9::8:RB5&3$= '<&9Z /"' 0/'$H/3 $,&3>&4H!"#$GHN$K 

 

574!"# 1.3 45'$70="LK&'+&) Tint $= 

1.3 574*  6&5=.J)0>F65 *+,6&5 5<K&5)0>F65 

 )Q(9,,+&);/:#@O7+&)P#@9L'+ Information Management ;*9,K@##+8( 2 $KG'O!# 

System Development 95* System Support 1:30=" System Development ;*9,K@##+4(M ' Mass 

Holt & Mass OS, Logistics Development, P&F Development, RX Development, Web 

Development, Programmer Center 95* System Testing  95*0&@ System Support ;*9,K@##+4(M ' 

Help Desk, IT Security Control, Infra. Control, Software Support, IT Service Solution 

 

 

 

 

 

 

9G'+'9::8:B5&3$ '&9Z ' 0'$H0 3H $,&3>&4H#$GHN$

5557444!""""##4!4! 1111..3333 444555''$$$7000=""""LLLLL$$$$ KKKLL&&&&'++&&&) TTTTTiiinnnttttt   $$$$=

1.3 55557444****     66666&&&&&5=.....JJJJ))00000>.. F65 *+++,6&5 5<K&5)0>>>>FF665

))))Q(9999,,,,,,,++++&&&);/;;:#####@O7+&)P#@9L'+ Information Managemmmmeent ;;;*****99999,,,,KK@####+8( 2 $KG'

Syyyysssssttttteeeem DDeeevvveloooopppppmennntttt 95* Systeeemmmm Support 1:30===="300 SSSSyyyyyssssttteem Develooooppppmennnnt ;;;*9,K@##+++4444(((((MM '444(((((((  M

Holt &&&& MMMass OSSSSS, Logisstttttiiiiics Development, P&F Develllllooopment, RXXX DDDDDeeeevvvveloooopppppmmment, W

DDeeeeveloppppmennttt, Prrrooogrammeeeeerrr CCCCeeeeennnnnttttteeeer 9999955555***** SSSSSyyyyysssssttemmmmm Tesssstttttiiiiinnnnngggg  999995**00000&&&@@@@@   Systemm SSSSupppppppport ;*9,K@@@@##+4

Help Deeeessskkk,,,, IIIITTTT Security CCControl, IInfffrrra. Conttttrrrrrolll,   Soooffffftttttwwwwaare SSSupppport, IIIIITTTT Serviceeeee  SSSSSoooolluuuttttiiiiooon 



 5 

 

574!"# 1.4 )Q(9,,+&);/:>/?@#@O7+) 

1.4 -%&*K$L0 *+,K$M&!"#0&$!"#$.6NO68&PJM5. @) K@&I 

 ><&9B'K@0="8:R)/,H#,BH&3N'+&)$B+-;O)/? @'=?  O!# IT Support (Help Desk Support) 1:3H=

B'R&0="O!#+&):Q95)*,,O#HA-G4>#)7 

1.5 Q$.60&$!"#45O68& *+,-%&*K$L01)0Q$.60&$!"#45O68& 

A'/+@&'0="()J+.& : 'A:5   T)@O7+Q5 

><&9B'K@  : IT Specialist 

Information Management 

System Development System Support 

Help Desk 

IT Security Control 

Infra. Control 

Software Support 

IT Service Solution 

Mass Holt & Mass OS 

Logistics Development 

P&F Development 

RX Development 

Web Development 

Programmer Center 

System Testing 

574!"#4!4! 1.4 )Q(9,,+&);/;;:>/?@#@@OOOOO7+)

1.4444 ----%&&&&&*****KK$LLL0$ *+,KKKKK$$$$MM&&&&&!!!!!"""""##0&&&&$!!""""####$....!!! 66666NNNN$...$ OO666688888&PPPPPJJJM5.     @@)   K@@&I666NNN

><&9999BBBBB'''''KKKK@@0="8:R))))////:: ,H#,BHHH&3NNN'+&)$$$$BBBB+-+;OOOO)))))/? @'''====??? O!### ITTT Supporrrrtt (HHeeeelllpppp DDDesk Suupppport) 1:

B'R&&&&&00000="O!&&&0000 #+&)))):Q95555))))****,,,,,,O####HHHA-G4>#)77

1.5 Q$.60&&&$$$!!!!""###4445O454568& *****+++++,,,,,-----%%&&&&&****KKKK$$$$$L000001111))))0000QQQQQ$$$$.66660000&&&&&$$$$$!"""""###44444555OOO444455444 668&

A'/+@&'0="""()J()()+.& : '''AAA:5   TTTTT)@O7++++QQ5O

><&9B'K@  : IT Specialist 

System Development System Support

Help Desk

IT Security Control 

Infra. Control 

SSSSSoftware Support 

IIIITTT Serviccccceeee Solution 

Mass Holt & Mass OOOOSS

Logistics Developpppmment 

P&F Developmmmmeent 

RRXXXX Develllopmennnnttt 

WWWWeeeebbbb DDDDDevelopmentttt 

Prrrooograaaammmmmer Ceeennnnnter 

Systttteem Testing 



 6 

 

1.6 5,I,A?+&!"#4R< .-<0&$ 

([-,/>-@&'$B+-;4)-"H>/?@9>KG /'0=" 18 H-%F'&3' 2555 %J@G/'0=" 5 >F5&OH 2555  

1.7 ?.-3;45,20>FK5()=;J@;L0K@&I1)06&54R< .-<0&$K5()G>500&$!"#PJM5. @) K@&I

SKM4R< .-<0&$2K6<=NO68& 

1.7.1 4A!"#IJ+.&)*,,+&)0<&@&'P#@4O)!#PK&3O#HA-G4>#)7N'1)@@&' 

1.7.2 4A!"#()/,()F@+&)4 !"#H>K#4O)!#PK&3D&3N'1)@@&' 

1.7.3 4A!"#;/:)*4,=3,4O)!#PK&3 

1.7.4 4A!"#'<& IP Address N',&@$KG'P#@1)@@&'8(N RN'B'KG3P#@ Global 

 1.7.5 4A!"#\J ++&)9+R8P(/EB&N'+&)0<&@&' 

1.8 C+!"#>&J?L&=,PJM5. =&66&54R< .-<0&$K5()G>500&$!"#PJM5. @) K@&I 

 1.8.1 8:R4)=3')Q R+&)0<&@&';)-@N',)-./0 

1.8.2 $&H&)%5:(/EB&0="4+-:PJ?')*BGK&@+&)N R@&'P#@LQ RN R 
1.8.3 +&)4 !"#H>K#P#@4O)!#PK&3D&3N'1)@@&'NBRH=OG&H4(M')*4,=3,H&+3-"@PJ?' 

 1.8.4 5:)*3*4G5&N'+&)0<&@&' Support 

1.8.5 $&H&)%'<&OG&H)Q R0="8:R;&++&)0<&@&' 8(N RN'+&)0<&@&'N'#'&O> 

([-,/>-[[ @&'$B+-;4)-"H>/?@9>KG /'0// =" 18 H-%F'&3' 2555 %J@G/'0=" 5 >F5&OH 2555  

1.7 ?.-3?.?. ;45,20>F>>K5()=;J@;L0K@&I111))))06666&54R< .-<RR 0&$K5()G>500&$!"#$!$!PJ!"#"#!!! M5.JJ  @) K@5.5.

SKMKK4R< .-<4R4R 0&$2K6<=NO68&

1.7.1 4A!"#IJ+.&)*,,+&)0<&@&&&&'''P#@4O)!#PK&3333O#HA-G4>#)7N'1)@@&'
1.7.2 4A!"#()/),()F@+&)4 !"#H>>>>KKK#4O)!#PK&3D&3N'''''1)@@&'
1.7.3 4A!"#;/:)*4,=3,4O)!#PPPPPK&&3
1.7.4 4A!"#'<&'  IIIIPPP AAAAdddddress NNNNN',&@$$$GGGGG'''PPP###@@@@@1)@@&'88888(((N RNN''''BBB'''' R R ''GGG3P#@ Global 

 1.7.5 4A!"#\J#\#\+++++&&&)9+R8P((((RR /((EEEEBB&&&&&NNNN'''''++++&&&&)))))000<<000&&&@&&&'''''

1.8 C+!"""##>>>>&J????L&&&&====,,,,PPPPJJM5.JJ  =&66&&&554R5.5. < .-<4R4R 0&$KKK555()G>500&$$$$!!!!!"""##!PPPPPJ!!!!""#"#!!!!!!!!! M5.PJPJ  @@@@))) K@&I5.5.

11.8.1 88888:::::RRRR::44)==33''')Q R')+&&&&&)0<&@&';;;;;))---@@NNNNN''''',,,,, -..../000,,,,)))
1111.888.222 $$$$&HHHH&)%55555:(/((EB&0="4+-:PJ?')*BGK&@+&)N R  @&'P#@LQ RLN     Q RQ R RRR     
1.888.3333 +&&&&)4 !"#HHHH>K#P#@4O)!####PPPK&&&&&3D&3N'1)@@&'NNNNBBBBRHHH=BBBB OG&H4(M4(4(')))))***4,=333,,,,,HHHH&&&&&++3-"@PJ?'

 11.8888..4 5:::)*33333*4G5&N'''''+++++&)0<00&@&' Support 

1.8.5 $&&&&&HHHH&&)%'<&OGGGG&&&HH))QQQQQ R00="HH)) 88::R;;;&&&+++++++&&&))0000<:: &&@&'' 88((NNN    RNN''++&&&&)))))0000<&@&'N''''###'&O>   
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 !!"# 2 

!$%&"'()*!+,-,(."!"#/01 /-234567 897:3- 

2.1 IP Address 

IP Address  !"#$%$&'($)*+#,!$ Internet Protocol Address '-".#$ )/0123%($)'2-4"5
'"#67,)*"289*!/3)'2-4"5:;23<<)'2-"0!$ =>4:?@A12A*'"/9<< TCP/IP B@$)12> <)=> <&+)1+ ;
).#-";&C<<@$;)/0=>4 :;23<<)'2-"0!$ %($)1+ ;%3*@"5#>.#$ )/0 IP &($.;DE,@:.@&C<'"#67,)*"28 
9/3"F1&2G8"-4;H:;)'2-"0!$ );+*),728' =>4*@"5&$2 IP =CI5;>I ),/$#>&$2A"; @$ 0@"#J/ .2-"KC455$;:DH 

%3K$#$2B=2$<*($9.;!50"5)'2-4"5=>4)2$*@"5&$2K!50@"#J/E1 %3ED@E#!L7D6/$D),/$K!50@"#J/ .$&
'"#67,)*"28 A *@"5&$2K!5EM/80@"#J/E1:.@'"#67,)*"28 B '"#67,)*"28 A %3*@"52J @%C& .2-"
#"5).+;'"#67,)*"28 B )K> &!"; AD &$2"@$5"75.#$ )/0 IP Address 0"5'"#67,)*"28 B :.@
BJ&*@"5%$&;CI;%N5"$OC A12A*'"/)1+;*C,2C<K!50@"#J/23.,!$5=CI5 2 )'2-4"5  

IP Address %3123&"<D@, *C,)/0 4 ?FD ?FD/3 8 <7* (2,# 32 <7*) K$#$2B9=;'!$ED@ 256
4
 

.2-" 4,294,967,296 '!$ %$& 000.000.000.000 BN5 255.255.255.255 AD %3#>)'2-4"5.#$ %FD “.” 0CI;
23.,!$5?FD )?!; 192.168.100.1 .2-" 10.24.99.105 )1+ ;*@;  AD .#$ )/0 IP Address 0"5)'2-4"5
'"#67,)*"289*!/3)'2-4"5%3#>'!$E#!P(I $&C; K745=>4*C,)/0 4 ?FD;>I<"& '-" Network ID &C< Host ID PN4 5
%3<"&:.@2J @,!$ )'2-4"5 Computer " J!:; network E.; 9/3)1+ ;)'2-4"5E.;:; network ;CI; AD  

Network ID 9/3 Host ID %30NI;" J!&C<,!$ IP Address ;CI; " J!:; class "3E2 ).*F=>4*@"5#>&$29<!5 

class &+)6-4":.@)&7D',$#)1+ ;23)<> < )1+ ;&$29<!5 IP Address ""&)1+ ;.#,D.#J!;CI;)"5 AD 
.#$ )/0 IP Address  C59<!5""&)1+ ; 2 K!,;ED@9&! K!,;=>4:?@)1+ ;.#$ )/0)'2-"0!$  (Network 

Address) 9/3K!,;=>4:?@)1+ ;.#$ )/0)'2-4"5 (Host Address) PN4 5.#$ )/0=CI5 2 K!,;;>IK$#$2B9<!5
""&*$#/C&QG3&$2:?@5$;ED@ 5 Class D@, &C;ED@9&! Class A, B, C, D 9/3 E K($.2C< Class D 9/3 

E =$5.;!, 5$; InterNIC (Internet Network Information Center: .;!, 5$;=>4ED@2C<&$2%CD*CI5%$&
2CR<$/K.2CR PN4 5=($.;@$=>4)&>4 ,&C<&$2""&#$*2R$;9/3%CDK22.#$ )/0 IP Address :.@&C<
'"#67,)*"28:;)'2-"0!$ =C4,A/&) ED@#>&$2123&$O.@$#:?@5$; AD K745=>4%3)1+ ;*C,%($9;& Class 0"5 

Network &+'-" Bit =$5P@$ #-"KFD0"5*C,)/0*C,92&0"5 IP Address (=>491/5)1+ ;)/0R$; 2 9/@,) 

!$%&"'()*!+,-,(."!"#(.(. /0!"#!"# 1 /-234560110 7 8975656 :3-

2.1 IP Address 

IP Address  !"#$%$&'($)****++#,!$ Internet Prrrroooootocol Address '-".#$ )/0123%(%%$)'2---4
'"#67,)*"289*!/3)'2-4"5:;23<<))))'''2-'2'2"0!$ ====>4:::??@?A12A*''''"/9<< TCP/IP B@$)12B@B@ >1212 <)=> <&+
).#-";&C<<@$;)/0=>4 :;;;;22223333<<)'2222-'22""0!$ %($)))11111++++)111111111;;;%%%33333*@"5#>.#####$$$ )/000 IIIIPPP &($.;DE,@,:.@@ @&.. C@@ <'"#67,)*
9/3"F1&2G8"-4GG ;H:;)''''22-''22"0!$ );++***)),,722228888''''')),,, =====>4****@@"""""5&&$$$2@@  IIIIPPPP  ===CI55555;;;;===CC >I ),,,/////$#>>>>&$2AAAAA""; @  $ 0@"#J/# .2-"KC455$;:
%3K$#$2B===222$<*((($$$$9999.;;;!5000""""55555)))'22-----4444"5=>444)2222$$$$***@@""5&$$22KKKK!5555500@@"#J/EEEEE11111 %%%%33333EEED@DDE##@@ !!!##LLL77DDD6/$DDDDD))),/$K!50@"#J/# ...
'"#67,)*"28 AAAA ***@"""""5555&&&&&&$$22KKKK*@@ !5EM/80@// "####0@0@ JJ/E1:.@..'"#67,,,,)))**"28 B '''""""#####666777,,,)*"222288  A %3*@"52J @%C&52 .
#"5)....++++;'"#6667,,,,)))****"""""228  BBB ))))KKK>>> &!"; AAAAAD &$2"@""$5"75.#$      )/0 IP AAAAAddddddrrrrreessssssss 000000"""""55555'"#677,,,,))*"28 B 

BJ&*@"5%$$$$&;;;;;CI;;;;%%%N5""""$$$$$OOC A11112A*'"//)))1111C +)111111;*CC,2C<K!50@@"#J/23....,!$5=CI5 22 )))'2-4"55555
IPPPP  AAAAAdddddreeeess %3333111123&"<D@DD, *C,))////0000 44444 ????FDDDDD ????FFDDDD/3 8 <7* (2,# 33332222 <7*))))) K$$$$#####$$$$22B99=;''''!$ED@DD 2@

.2--".2  4444,,22294,967,,,2222296 ''''!!!$ %$& 000000..00000000.000.000 BN5 255.2555.2222255555.255 ADDDDD  %3#####3###3 )'2-4"5.####$$$   %FD%  “.” 

223333....,,,,,!$$$$555?FDDDD? )?!; 199222.168.10000000.1 .2-".2  10.24.99.105 )1+)1)1;*@;*   AAAADDDD  .#$ )////0 IIIP AAAdddddressssssss 0000"""5)'2---4
'"""""###6667,,,,))*"222289999*!///333)'2-4"5%%%%333####>>>>'''''3#### !!!''$$$$$EEEEE#!!!##PPPPP((II $$$$$&&&&&CCC;;;;; KKKKK77777445555=>>>>4*****C= ,)/0000***CC    44444 ???FDDDDD;>>I<<<<<""""&&&&& ''-" Netwwwwworkkkk   IID &C<<< HHHHooost ID 

%3<"&::::...@@@2222JJJJ @@@@,,,,,... !!!!$$$$ )'2-4"5 CCCComputerr "   JJ!:; netttwwwwwooooorrrrk EEEEE....;; 9///3))11++)11)11;)'22222----4"5E.;:::::;;;;;  nnnetttwwwwork ;CI;;C;C
Netwwwwwoooork IDDDDD 9999/////3 Hosssstttt ID %30NI;;;"   JJJ!&C<,!$ IIIIPPPP Addddddddrrrrressss ;CI;;;;C;C "" J!:; claaasssss ""3333EEEEE22 )).*F=>4**@* """5#**@@ >&$29
classsssss &+)6-4""""":::::.@@..)&&&&77DDDD''',,$###))))111+)1)1;2333))<<>>  << )1+)1)1;;;&&&$$$2229<!5 IPPPP AAAAAddddddress """"&&&)))))11111++++)11111)1111;;;..#,,,,,D.#J!;CI;;;)"5;C;C
.#$$   )////0 IIIIP Addreeessssssssss        CC555999<  CC !!5"""""""""&&&&)1+ ;)1)1  2 K!,;ED@DD9&! KK!,,,,;;;;===>>>>>4::::????@??))))11111+++)1111)1111;;;;;....#$ )/0)'222---"0000!$$$$    (Netw

Addrrrress) 9/3K!,,,;;====>>444:::?@??)111+++)111)111;;;;.....#####$$$$$    )))))/////00000)))'''222--44""55 ((((Hoossstt AAAddddddddrrrrreeeeessssssss) PPPPPNNNNN444 55555.....#$ )///0==CCCIII555 2 K!,;;>IKKKK$#$2B9
""&****$#/C&QGG33&$2222::::???C @??555$$$$;EEED@@@DD 55555 Class @@@ D@@@@, &&&&D@D@ CCC;;;EEEEEDCC @@@@DD9999&! Class AAA,, BBBB, CCC,,,, DD  9999////3 EEE K($.2C<2  CCCClass D 999
E =$5.;!, 5$; InterNIC (Intttteeeerrrnnnnneeeeett NNetwooooork Infffformattiiiiooonnnnn  CCCCCeeeenter: .;!, 5$;=>4ED@2CDD <&$2%CD*CI5%
2CR<$/K.2CR.2 PN4 5=($.;@$=>4)&>4 ,&C<&$2""&#$*2R$;9/3%CDK22.#$ )/0 IP Address :.@@@...
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;C4;)"5 AD =>4B@$ Bit =$5P@$ #-"KFD)1+ ; 0 &+%3)1+ ; Class A B@$)1+ ; 10 &+%3)1+ ; Class B B@$)1+ ; 110 

&+%3)1+; Class C AD #>&$29<!5DC5;>I  

9343:!"# 2.1 *$2$5&$29<!5 Class 0"5 IP Address 

Class Range 

A 

B 

C 

D 

E 

0.0.0.0 

128.0.0.0 

192.0.0.0 

224.0.0.0 

240.0.0.0 

BN5 

BN5 

BN5 

BN5 

BN5 

127.255.255.255 

191.255.255.255 

223.255.255.255 

239.255.255.255 

247.255.255.255 

%$&*$2$5=>4 2.1 K$#$2B"S7<$ ED@DC5;>I  

1. Class A .#$ )/0 IP Address %3" J!:;?!,5 0.0.0.0 BN5 127.255.255.255 #>E,@K($.2C<
%CDK22:.@&C<"5'8&20;$D:.T!=>4#>'"#67,)*"28)?-4"#*!"U$ :;)'2-"0!$ %($;,;#$&H 

2. Class B .#$ )/0 IP Address %3" J!:;?!,5 128.0.0.0 BN5 191.255.255.255 #>E,@K($.2C<
%CDK22:.@&C<"5'8&20;$D&/$5 PN4 5K$#$2B)?-4"#*!"'"#67,)*"28:;)'2-"0!$ ED@#$&BN5 

65,534 )'2-4"5 

3. Class C .#$ )/0 IP Address %3" J!:;?!,5 192.0.0.0 BN5 223.255.255.255 #>E,@K($.2C<
%CDK22:.@&C<"5'8&20;$D)/+&9/3:?@&C<'"#67,)*"28K!,;:.T!:;)'2-"0!$ "7;)*"28);+*
K$#$2B*!")?-4"#&C<'"#67,)*"28:;)'2-"0!$ ED@ 254 )'2-4"5 

4. Class D .#$ )/0 IP Address %3" J!:;?!,5 224.0.0.0 BN5 239.255.255.255 K($.2C<
.#$ )/0 IP Address0"5 Class ;>I#>E,@)6-4":?@:;)'2-"0!$ 9<< Multicast 0"5<$5 

Application )=!$;CI; 

5. Class E .#$ )/0 IP Address %3" J!:;?!,5 240.0.0.0 BN5 254.255.255.255 K($.2C<
.#$ )/0 

IP Address 0"5 Class ;>I %3)&+<K($2"5E,@:?@:;";$'* 1C%%F<C;%N5 C5E#!ED@#>&$2;($#$:?@
5$;AD %3#>0@" &),@;" J!&+'-"*C,)/0 0, 127 %3:?@:;',$#.#$ 67)OQ %3E#!:?@)1+ ; Address 0"5 

Network DC5;CI; Network :; Class A %3#>'!$*C,)/0*C,92& :;?!,5 1 – 126 

&%3)1;)1  Class C AD #&$29<5D5;

9343:!"# 2.1 *$2$5&$29<!5 Class 0"5 IP Addddddrrrrreeeeess

Class Range 

A 

B 

C 

D 

E 

0.0.0.0 

128.0.0.0 

192.0.0.0 

222224444.000.0.0 

2222444000..0000.0000.0 

BN5
BN5
BN5
BN5
BNNNN555

127.255.255.255 

191.255.255.255 

223.255.255.255 

239.255.255.255 

247.255.255.255 

%$&*$2$5=>>44 2222...1 K$#$$$$2222BBB"""""SS77<<<$ ED@DCDD 5;;DCDC >I

1.. CCCClllaaaasssss AAAA .....#$    ))))//00000 IP Addddddress %3" J!:;???,5555  0.0.0.0 BBNNN55555  1277....222255555.222225555555555.2255555555  #>E,@K(,, $.
%%%CDK22222:::::...CC @&&&&.. C&&<<<"5'''''888&20;$DDDDD:::::...TTTTT8 !TT======>4#####>'''""###66667,,,,,))))******"""""222228)????----4"#*!"UU$$$$$$ :;;;)))''''22222-----''2"""""0!!!!$ %($$$;;;;,,,,;#$&H

222. CClasssss B .#$    ))))/0 IP Address %3" J!:;??,5 128.0.0.0 BN555555 191.222225555555555.2225555.22225555555  ###>EEEE,@K(,, $.
%CDKKK22:::::.CC @&.. C&<<<"5'8&20;$$$DDDD&&&/$5 PN4 5K$#$2BB)))?????--4"""#*!"'"#666677777,)*""""288::::;;)'2-'22"0!$$    EEEEED@DD#$&
665555,,,5534 ))'2-4"""""5

3. Class CCCCC ...#$ )//0000 IIIIPPP AAAddddddrrreeessssss %%%%333"""     JJJJ!::;??,,,,,55 1111199999222.00.000....000 BBBN5 2233..22225555.255.255 #>EEEEE,,,@K(,, $.
%%CCCCDDDDKKKKKK2222:CCC .@&. C&&<"55555''8&20;;$$D))/+&9/3333:::::?????@&???? CCCC&&<<<<<''"""""###67,,)*"""28K2KK,;;;;:.T!TT:;))))'''''2222-'2' """000!$ "7;)*"28
K$#####$$$$222222BBBBBB*!")?-4""""#&C<'"##667,))*"28:;;;)))))''''2-'2'2"00000!$   EEEEEDDD@DD 25554 @ ))''2-4"5

4. Claasssss DDDDDD ...#$$    )/0 IPPPPP Addddddddddrrrresssss  %%%%%33333""" J!:;??????,,,,5 222222244..00000...0.0  BBBNNNNN5 222223333399999.25555555.2555555.255 K($.
.#####$$ )/0 IIIIIPPPPP AAAddddddrrreeesssss0"5 Class ;>I#>E,@E,E,)6-4":?@??::;;;;;)))))'''2-'2'2""""00000!!!!!$$$$    99<< MMMMuuulticccaaaasstttt 0"5<
AAAApplicatttiiiiioonn  )))=!!$;;;CCCCCIIII;;;;;

555. Class EEEEE .....##$ ))))///000 IIIPPP AAAAddddddddddrrreeessssss %%%%33333"""""    J!!!!:::::;;;;;?????,,55 240...0000.00000.0000 BN5 22222544444...255.255.22555 K($.
.#$ )/0

IP Address 0"5 Class ;>I %3)&+<K($2"5E,@,,:?@@ @??:;";$'* 1C%%<C;%<C<C N5 C5E#C !##ED@#>DD &$2;($#$
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%$& IP Address K$#$2B=>4%3"S7<$ ED@,!$)'2-4"5 Computer 2 )'2-4"5" J!:; Network ,5
)D> ,&C;.2-"E#!AD &$2)12> <)=> < Network ID 0"5 IP Address B@$#> Network ID B@$*25&C;&+
9KD5,!$" J!:; Network ,5)D> ,&C; )?!; )'2-4"5 Computer )'2-4"5.;N4 5#> IP Address 1.2.3.4 %3" J!:; 

Network ,5)D> ,&C<">&)'2-4"5.;N4 5PN4 5#> IP Address 1.100.150.200 );-4"5%$&#> Network ID *25&C;
'-" 1 (Class A :?@ Network ID 1 Byte) 

2.2 Subnet Mask 

Subnet Mask )1+ ; Parameter ">&*C,.;N4 5=>4*@"523<F',<'J!&C<.#$ )/0 IP Address .;@$=>4

0"5 Subnet '-" *C,=>49<!5 IP Address =>4ED@#$:.@)1+ ;&/F!# !"  ?!, :;&$29 &9 3,!$K!,;:DU$ :;

.#$ )/0 IP Address )1+ ; Network Address 9/3K!,;:D)1+ ;.#$ )/0 Host Address DC5;CI; %3

KC5)&*ED@,!$ )#-4"23<F IP Address :.@&C<)'2-4"5'"#67,)*"28 %($)1+ ;*@"523<F Subnet Mask /5E1D@, 

=F&'2CI 5 Default Subnet Mask 0"59*!/!3 Class %3)1+;'!$DC5;>I  

1. Class A %3#> Subnet mask )1+ ; 255.0.0.0  

.2-")/0R$;K"5DC5;>I  11111111.00000000.00000000.00000000 

2. Class B %3#> Subnet mask )1+ ; 255.255.0.0  

.2-")/0R$;K"5DC5;>I  11111111.11111111.00000000.00000000  

3. Class C %3#> Subnet mask )1+ ; 255.255.255.0  

.2-")/0R$;K"5DC5;>I  11111111.11111111.11111111.00000000 

*($9.;!5 0"5 Bit E.; :;.#$ )/0 IP Address =>4BJ&&C;E,@:.@)1+ ; Network Address .2-" 

Subnet Address %3#>'!$0"5 Bit *($9.;!5=>4*25&C;:; Subnet mask )1+ ; 1 )K#" 

./C&&$26-I;R$;0"5&$2=($ Subnet %3#>./C&&$2=($5$;" J!,!$%3*@"5 -# Bit :;*($9.;!5=>4

9*!)D7#)' )1+ ; Host Address #$:?@)1+ ; Sub-network Address D@, &$29&@E0'!$ Subnet Mask :.@

)1+ ;'!$:.#!=>4).#$3K# PN4 5KJ*2=>4:?@:;&$2'($;,G'-" 2  &&($/C5 n-2 AD %3#>&$2,$59L;)6-4"=>4%3

=($&$2'($;,G Subnet DC5;>I  

)D ,&;.2"E#AD &$2)12 <)= < Network ID 0"5 IP Address B$#B  Network ID B$*25&B
9KD5,!$" J!:; Network ,5)D> ,&C; )?!; )'2-4"5 Computer )'2-4"5.;N4 5#> IP Address 1.2.3.4 %3" 
Network ,5)D> ,&C<">&)'2-4"5.;N4 5PN4 5#> IP AAAAdddddddddrrrrress 1.100.150.200 );-4"5%$&#> Network ID *25
'-" 1 (Class A :?@?? Network ID 1 Byte) @

2.2 Subnet Mask 

Subnet Mask )1+ ;)1)1  Parametteeeer ">&*C,.;N4 5=>4*@5= "55523<*@*@ F',<'J!&C<.#$ )/0 IP Address .;

0"5 Subnet '-" *C,=*C*C >49<!5 IP Addrreeess =>4ED@DD####$$::...@ @..)1+)1)1;&/F!#####  !" ?!, :;&$29 &9 3,!,,$K!,;:DU$ 

.#$ )/0 IP Addressssss )1+ ;)1)1  NNNNeeetttwwworkkkk AAddrresssssss 99//33K!,;:DD)))111+)11;;;;;.#$ ))))//0 Host Address DC5;DCDC CI;

KC5)&*EDKC @,DD !,,$ )))####----4"22333<<<FFF IIIIP Addddddddrrrreeeessssss :::::.....@&..... CCCC&&<))''''222---444"""55''""""####66666777,,))***"""28 %%%%%((((($)1111+)1)1;;;*@"552222333<<<<F Suubbbbbnnnnet Mask /5E1D

=F&'2CI 5 Defaullltttt Suuubbbbnnnnneeeetttt Massk 0"59*!////!!!!3 Class %3)1+)1)1;'''!$DC5;>I

111. Class AAAAA %%%%3333##>>> SSSubbbbnnnnet maskkk ))))111++ ;)111)111  255.0.0.0  

.....222-""""")))////000RRRR$$$$$;K"""""5555DC5;>I  11111111.00000000.00000000.00000000000000  

2. Clllaaaassssssssss BBB  %%%3#> SSSSubnet mask )))111+;;;))111111  2255.255.0.0000  

....2222-"")/000R$;;;;;K"5DC5;;;;;>I    1111111111.11111111.00000000000....000000000000000  

3. Class CCC %%%%333#> Subnnnneeetttt mmmmmaaaaasssskkk )))1111+;;;))111111  22222555555555.222555555.25555555...0000     

...22222----""""")))////0R$;K""55555DC5;>>IIII  111111111111.11111111111111111111111111.111111111111111.00000000000000 

*****(($$99999.;;;;;!5555 0"55 BBBBit E.; :::::;....#$ )/00000  IP Addddddddddrrrreeess =====>>>44BJ&&&&C;E,C @,,:::::.....@@ @..))11+;;;;))11111  NNNNNetttwwwwoooorrrrkkkk AAAAddress .

Subnnnneeeettt Addddddrress %33333###>>>''''333##### !!!!'''$$$00000"5 BBBiiittt  *($9.;!5=>4*25&C;:;C  Subnet mmmmmaaaask ))))111+;;;;;))))111111  111 )K#"

./C&&$2222666-I;;;;R$;0"5555&&&&&$$$22222====(((($$$$====  SSSSuuuuubbbbbnnnneeeeettttt %%%%33333####>...../////CCC&&&&&&&&&$$$22222==($55$;" J!,!$%%%%3**@@@"""""5 -#5  Bit :;;;;*(**$9.;

9*!)D77####)' ))111+;;))1111   Host AAAddddddddress ####$:?@?)1+ ;;;;)1111)1  SSSSuuub-netwwwwooorrrkkkk Addreeesssss D@,   &&&$$29&D@D@ @E000''''@@ !'$$$$ SSSSuuuuubbbbbnnneeeeet Mask 

)1+)1)1;'!$:.#!=>4).#$3K# PN4 5KJ*2=>44:?@@@??::;&$2'''(''$$$$;;;;,,GG'-"G'  2  &&($/C5/  n-2 AD %3#3#3#&$2,$59L;)6-4"=>>>4

= ( ( SSuubbnneett DC >I
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1. .$%($;,; Segment =CI5.#D=>4*@"5&$2 Subnet Address %($;,;:; Segment :;=>4;>I  ;C<

%($;,; Network =>4" J!:;9*!/3VC450"5 Router .2-"0"5 Switch Layer 3 .2-" .$&#>&$2 

Implement VLAN %3;C<%($;,;0"5 VLAN &+ED@ 

2. %($;,;)'2-4"5 computer =CI5.#D:;9*!/3 Segment (:;=>4;>I K##F*7 ,!$%($;,;)'2-4"5 #>

%($;,;:&/@)'> 5&C;)  

3. .$%($;,; Bit =>4%3*@"5 -##$:?@)1+ ; Subnet Address AD 67%$2G$%$& 0@".1 9/3 0@".2 AD 

"$OC KJ*25!$  H B@$ -##$%($;,; x Bit 9/@, B@$;($)"$ 2 #$ &&($/C5D@,  x 9/@, .C&/<""&

">& 2 9/@,ED@'!$#$&&,!$ .2-" )=!$&C<%($;,; Subnet Address =>4)2$*@"5&$2 0CI;*!"#$&+*@"5

;($ Bit =>4)./-"%$&&$2 -##$)0@$KJ*2)D7# '-" 2  &&($/C5 n -2 

4. ;($ Subnet Mask =>4ED@#$'($;,G2!,#&C<.#$ )/0 Network Address )D7#)6-4".$ Subnet 

Address =CI5.#D=>4)1+ ;E1ED@ )6-4"=>4%3;($E1&($.;D:.@&C< Network 9*!/3 Segment 

5. '($;,G.#$ )/0 IP Address =>4)1+ ;E1ED@=CI5.#D:;9*!/3 Subnet 9/@,;($E1 &($.;D

:.@&C<)'2-4"5 Computer )'2-4"5 Server 9/39*!/3 Interface 0"5 Router %;'2< '-"B@$

K##F*7ED@ IP =>4#>?FD.#$ )/0 Network )1+ ; 20.0.0.0 PN4 5=$5)=';7'%3).+;,!$)1+ ;.#$ )/0 

IP Class A =>4 )1+ ; Private IP Address K$#$2B&($.;D:.@)'2-4"5 ED@*CI59*!.#$ )/0 

20.0.0.1 - 20.255.255.254 AD #>.#$ )/0 Network )1+ ; 20.0.0.0 9/3.#$ )/0 Broadcast 

)1+ ; 20.255.255.255 9/@,B@$;($#$:?@%275&+%3).+;,!$)'2-4"5 Computer %3).+;&C;=CI5.#D

)62$3,!$" J!:; network )D> ,&C; 

%$;,; Network =" J:;9*/3V50"5 Router .2"0"5 Switch Layer 3 .2".2 .$&#

Implement VLAN %3;C<%($;,;0"555 VVLAN &+ED@DD

2. %($;,;)'2-4"5 computer =CI5.#D::::;;99***=C=C !**/3 Segment (:;=>4;>== I >>K##F*7# ,!$%($;,;)'2-4"5

%($;,;:&/@/)'> 5&C;)  

3. .$%($;,; Bit =>4%3*@"5 -##$:???@@@@????)1@@@@ + ;)1)1  Subnettttt Address AD 67 6 6%$2G$%$& 0@".1 9/3 0@".2 

"$OC KJ*25!$ H B@$ B@B@ -##$%($;;;;,,,; x Bit 9/@,/ BBBBB@$;BB@@ ($)"$ 2 #$ &&($/C5D@,  x 9/@,/ .C&/<"

">& 2 9/@,ED@ @'DD !'$#$&&,!$ .2---".2222 )=!$&C<<<%%%($;,; Suuuubbbbnet Address =>4)2$*@"5&$2 0CI;*0C0C !"#$&+

;($ Bit =>4)./-"%$$$&&&&$2 -######$)0@2 $K0@0@ J***2222)D7#K ''''-" 2  &&&&&($/C5/  n ---2222 

4. ;($ Subnet MMMMask =>>44EEED@DD###$$$'(($$$$$;;;;,,,,,GGGGG22222!!,###&C<<<<....####$$$    ))))////000 NNNNetworrkkkkk Address )D7#)6-4".$ Sub

Addddddrrrress =CCIII5.#DDDD======C=C >>>444))11111++)1111)1111;;EEE11ED@DD )6666----4"=>>44%3;(($EEEE11111&&&&(&&$.;D::....@@@&&&&.... CCC@@&&&&<<<<< NNNNNeetwork 9*!/////3 Segment 

5. ''''($$;;,,,GG.....###$$   )))/0000 IIIIP Addreeeess =>4)1+)1)1;E1ED@=CCCCDD III CC5555.#D:;;;;9999****=CCC= !**///3 SSSubneetttt 99////@,,,,;;;;($E1 &($.

:.@&.. C@&@&<<<<))))'''''2222--4"5555 Cooommmmputer )'''''2---4""""55555 SSSSSeeerrrrvvveeerrrr 99999////333399999*!!////3 Interfffffaaaace 000"""""55555 RRRouterr %%%;;'2< '-

KK##FFF****7777## EDDDD@@@@DD IP =>4####>>>>>?FD.#$ )/0 Network )1+ ;)1)1  20.0.0.0 PN4 5=$55555)=';;;7777'''%%%%333)))))....++;,,,,!$$$$))))1111+)11;;;;.#$ 

IP Classsss A =>4 )1+ ;)1)1  PPPrrrrriiivvate IP Address K$###$$$$222B&($.;DD::::.@..)'22222----4"5 ED@**CDD I@ C@ C55559999******CC !...#$ 

220000.00.0.1111 - 222200.255.25555555555.254 AD # # #.#$ )/0 Network )1+++++ ;;;)11111)1111  20.0.0....000 999/3...####$ )))////00000 BBBroadc

)1+ ;;;;)1)1  2000.22255.2555....22225555555 999///@@,BB@@@@@$;;;;;($$$##$$$$$:?@@@@@??%%%%%2275&+++++%%%%333).+++++;;;,!$$$)'22-----444 """"5 Compputeeeerrrr %3).....+;;;&&&&CCC;;=CI5.

)662222$$$$3333,,,,!$" J!:; nnnnnetwork ))DD>> ,,&C;
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2.3 Gateway 

)1+ ;%FD*!")?-4"#0"5)'2-"0!$ =($.;@$=>4)1+ ;=$5)0@$KJ!23<<)'2-"0!$ *!$5 H <;"7;)*"28);+* 

:;',$#.#$ 0"5 Router 23<<)'2-"0!$ 123&"<D@,  Node 0"5 Gateway 9/3 Node 0"5 Host 

)'2-4"5'"#67,)*"280"5LJ @:?@:;)'2-"0!$  9/3'"#67,)*"28=>4)'2-4"59#!0!$ #>R$;3)1+ ; Node 9<< 

Host K!,;)'2-4"5'"#67,)*"28=>4',<'F#&$2%2$%2U$ :;)'2-"0!$  .2-"LJ @:.@<27&$2"7;)*"28);+* '-" 

Node 9<< Gateway 

:;23<<)'2-"0!$ 0"5.;!, SF2&7% )'2-4"59#!0!$ =>4)1+ ; Node 9<< Gateway #C&%3=($.;@$=>4

)1+ ;)'2-4"59#!0!$ 9<< Proxy 9/3)'2-4"59#!0!$ 9<< Firewall ;"&%$&;>I  Gateway  C52,#BN5 Router 

9/3 Switch )1+ ;"F1&2G8=>4#>',$#K$#$2BKJ5:;&$2)?-4"#*!")'2-"0!$ *!$5H )0@$D@, &C; AD K$#$2B

)?-4"#*!" LAN ./$ H )'2-"0!$ =>4:?@A12A*'"/*!$5&C; 9/3:?@K-4"K!50@"#J/*!$5?;7D&C;ED@" !$5E#!#>

0>D%($&CD *C," !$5)?!; )?-4"#*!" Ethernet LAN =>4:?@K$ K!59<< UTP )0@$&C< Token Ring LAN ED@ 

Gateway )1+ ;).#-";;C&91/U$Q$=>4= ($:.@)'2-"0!$ =>4:?@A12A*'"/*!$5?;7D&C;K$#$2B

K-4"K$2&C;ED@ .$&A12A*'"/=>4:?@2C<K!50@"#J/0"5)'2-"0!$ =CI5K"5E#!).#-";&C; Gateway &+%3=($

.;@$=>491/5A12A*'"/:.@*25&C<1/$ =$59/3).#$3K#&C<"F1&2G80"5W$28D9,28=>49*!/3

)'2-"0!$ :?@5$;" J!;CI;ED@D@,  DC5;CI;"F1&2G8 Gateway %N5#>2$'$9659/30CI;*";:;&$2*7D*CI5%3

PC<P@";=>4KFD:;<22D$"F1&2G8)'2-"0!$ =CI5.#D 

Default Gateway '-" =$5./C&:;&$2K-4"K$2&C< PC =>4" J! Subnet "-4; AD K!,;:.T!9/@,%3

.#$ BN5 PC =>4= ($.;@$=>4 DHCP Server )#-4"#>0@"#J/=>4*@"5K!5""&E1 Subnet "-4; 0@"#J/&+%3,745L!$; 

Default Gateway 

K$#$2B"S7<$ ED@,!$ Default Gateway #C;&+'-" IP Address *C,.;N4 5=>4BJ&&($.;DE,@K($.2C<

:?@)1+ ;?!"5=$5:;&$2*7D*!"K-4"K$2&C<)'2-4"5"-4;H:;)'2-"0!$  1&*79/@,:;)'2-"0!$ )D> ,&C;.2-",5 

LAN )D> ,&C;%3*@"5#>)/0 Default Gateway )<"28)D> ,&C; B@$E#!)1+ ;" !$5;CI;%3=($:.@E#!K$#$2B

)?-4"#*!"0@"#J/&C;ED@ 9/3=>4K($'CTE#!K$#$2B%3;($)/0 IP 0"5 Default Gateway #$:?@)1+ ; IP 

)1+)1)1;%FD*!")?-4"#0"5)'2-"0!$ =($.;@$=>4)1+)1)1;=$5)0@$KJ!23<<)'2-"0!$ *!$5 H <;"7;)*"28

:;',$#.#$ 0"5 Router 23<<)'2-"0!$ 122223333&&&&"<D@DD,  Node 0"5 Gateway 9/3 Node 0"5 H

)'2-4"5'"#67,)*"280"5LJ @L:?J @J @ @??:;)'2-'2'2"0!$ 9999/3'""""#67,)*"28=>42 )'2-4"59#!0!$ #>R$;3)1+ ;)1)1  Node 9

Host K!,;)'2-4"5'"#67,)*"28=>42 ',<'F#&&&$$$2%2$%2UUUU$ :;)'2-'22"0!$ .2-"LJ @"L:.J @J @ @..<27&$2"7;)*"28);+*;

Node 9<< Gateway 

:;23<<)'2-"0!$ 0"5.;!,    SF2&7% )''22-4"59#!0!$    =>4)1+ ;)1)1  Node 9<< Gateway #C&%3=#C#C ($.;

)1+)1)1;)'2-4"59#!0!$ 9<< PPrrroooxxxy 9/3)))))''2-4"59###!00000!!$ 999<<<<<< Firewwwwall ;""&&&&%%%$&;>I  Gateway  C52,#BN5 Rou

9/3 Switch )1+)1)1;"F1&2222GG8=>4#>GG ',$###KKK$$#####$22222BBBBKKKKKJJ5::;;;&&&$$$$2222))))?-4)?)?"""""####****!""")))))''''2-----"0!$   *****!!$5H )0@$D@, &C; AD K$#$

)?-4"#*!" LAAANNNN ./$ H )''''2222-"""00000!!$$$$   =>>>444:?@??A112222AAAA*'"/*@@ !!**$5&&&&C;; 9/3::????@@@KKKK-----444???? """""KK!55550@"#J/*!$5?????;;;;7D&C;EDC @DD" !$5E

0>D%($&CDDDD **C,"""   *C*C !!!$$55555)))))?????!;; )))))????----4444""""#####****!" Ethernnnnet LAN =>4:?@??K$   KKKK!59<< UUUUTTTPPPP )00@@@$$$$&&&C< Tooookkkkenn  RRRRiiiinnng LAN ED

GGGGGattteeeeewwwwaaay ))1++)1)1;)))...#-";;C&&99991111/U$Q$=>444= ($=$= $:.@@@@..)'222---"""0!$ =>4:???@@@@@????AAAA12AAAAA*****'""""////****!**$5555????;77D&C;K$#$

K-4""""K$2&C;;;EEEEDDDDDC @@DDDD .$$$&A12222AAA*'"/=>4==:?@2C?? <KK!5550000@""""####J///00000""""5555))))''''2-"0!$ =CI5K"5EEEE#C !##).###----""";;;;;&&&&CCCCC;;;; Gatewaaay &+%3

.;@$=>>>4449991/5A11112A*****''''"/:.@..****222255&C<1/$ =$59/3).#$33KKKK#&C&<"F111&&&&&2G88888GG00"55WW$28DDD9,28=>42 9*

)'''''2----"0!$ :?@??5$;"""""   JJJ!;;;;CCIII;EDCC @D@DD ,,,,  D@D@ DC5;DCDC CI;"FFF1&2G8GG Gatewayyy %N5#>2$'''$9659////300000CI;*";:;&$22222*C 72*2*D*CI

PC<PPCPC @@";;;;====>>4KKKKKFDDDDD:::;<22D$"F;;;;==== 11111&22222GGGG8GG)'''2---"00!$  =====CCCII5....#####D

DDDeefffaaaauuuullllt Gatewwwwway '-" =$$55.//C&:;&$$$2222KC -42K2K"KKKKK$$$$$22&&&CCCC< PPPC ===>>>4" J! Subbbbnet """"--44;;;; AAAD   KKK,;;;::.T!9/@

.#$$$$$    BN5 B  PCCCCC =>4==($$$....;;;;;@@$$$$$=>4 DDHHHHCCP Server )#-444"#>0@"# "#@@ J/=>444* @/= "5K*@*@ !5""""&&&&&EEEE111 SSSSSuuuuubbbbbnnnet "-4;;;;; 0@"#0@0@ J/////&&&&+++%3,745L

Defaaault GGGGGaaaaateway 

K$#$222BB"S7777<<<<<$$$    EEEEEDDD@,DD !,,$ DDDDDefault Gatewway #CCCC;;;&CC +'-" IP AAAAdddddresssss  ***C,,,,....;***CC NN4 5=>>>>4BJ5=== &&($.;DDE,@K(,, $.

:?@??)1@ +)1)1;?!"5=$5:;&$2*72*2*D*!"K-4"KK$$$$22222&&&CCC<)'2-4"""""55"""-4;;HHHH:;)'2222---'222' """"00000!$$$$$  1&*7&*&*9/@,:;)'2@ -'2'2"0!$ )D> ,&C;.2-

LAN )D> ,&C;%3*@"5#>)/0 Default Gateway )<"28)D> ,&C; B@$E#B@B@ !##)1+)1)1;" !$5;CI;%3=($:.@..E#!##K$#$
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)'2-4"5 PCED@  &*C," !$5 Default Gateway =>4).+;H&C;" J!=C4,E1&+'-" IP Address 0"5 Router 

)?-4"#*!""7;)*"28);+**$#<@$;  

2.4 Domain Name System (DNS) 

?-4"AD)#; )1+ ;K745=>4#;FQ 8K2@$5 9/3B-",!$)1+ ;=2C6 8K7;=$51CTT$ AD 9*!/3123)=O%3#>

.;!, 5$;2C<L7D?"<&$2%D=3)<> ;?-4"AD)#; )?!; 123)=OE=  2C<L7D?"<AD  "OJ; 8K$2K;)=O

)'2-"0!$ 123)=OE=  - THNIC : Thailand Network Information Center"  

Domain Name System (DNS) )1+ ;&$2*CI5?-4")1+ ;*C,"C&Q2)6-4":?@9=; IP Address =($:.@

5!$ *!"&$2%D%($ =($.;@$=>4'/@$ K#FDA=2OC6=8'-" )#-4"#>';*@"5&$2%3A=2OC6=8.$:'2 ';;CI;&+%3

)17 DK#FDA=2OC6=8DJ )6-4"'@;.$.#$ )/0A=2OC6=80"5';=>4*@"5&$2*7D*!" '"#67,)*"28&+)?!;&C; )#-4"

*@"5&$2K-4"K$2&C<'"#67,)*"28)'2-4"5"-4; )'2-4"5;CI;&+%3=($&$2K"<B$#.#$ )/0 IP 0"5)'2-4"5=>4

*@"5&$2K-4"K$2D@, &C< DNS Server PN4 5%3=($&$2'@;.$.#$ )/0DC5&/!$,:;R$;0@"#J/9/@,9%@5:.@

AWK*8DC5&/!$, =2$< #>&$2)2> &&$29=;=>4 IP D@, AD)#;);#,!$ Name-to-IP Address Mapping PN4 5

?!, :.@K$#$2B)2> &?-4"),+<EP*8ED@K3D,&0NI;AD E#!*@"5%($*C,)/0 &/E& Name-to-IP Address #>

&$2&($.;DR$;0@"#J/K!,;&/$5:;&$2%CD&$29&@E0R$;0@"#J/:.@ )6-4"1@ "5&C;&$2*CI5?-4"P(I $&C; AD  

Domain Name System #>A'25K2@$5R$;0@"#J/9<</($DC<?CI; &/E&./C&0"523<< DNS =($.;@$=>4

91/5?-4"9/3.#$ )/0 IP Address .2-"=($&/C<&C;ED@ AD 23<< DNS %3#>&$2&($.;D Name 

Space =>4#>&X)&GY8" !$5?CD)%; #>&$2)&+<0@"#J/)1+ ;R$;0@"#J/9<<&23%$  9/3=($5$;:;/C&QG3

E'/9";D8 / )P728M),"28 (Client / Server) AD #> DNS Server =($.;@$=>4:.@<27&$2'@;?-4"9/391/5

0@"#J/:.@*$#=>4)'2-4"5/J&0!$  (DNS Client) 2@"50"#$ &$2=($5$;9<<E'/9";D8 / )P728M),"28 

(Client / Server) ;>I= ($:.@)'2-4"5'"#67,)*"28=>4= ($.;@$=>4)1+ ; DNS K$#$2B)1+ ;ED@=CI5)'2-4"5

)P728M),"28 9/3E'/9";D80"5 DNS :;)'2-4"5)D> ,&C; 23<< DNS Domain Name 9<!5""&)1+ ; 3 

K!,;'-" 

 

)?"#*"";)*"2);**$#<$;  

2.4 Domain Name System (DNS) 

?-4"AD)#; )1+)11;K745=>4#;FQ 8K2@$5 9999//3B-",!!!$$$)1+)11;=2C6 8K7 ;=$51C11TT$ AD 9*!/3123)=O%

.;!, 5$;2C<L7D?"<&$2%D=3)<> ;?-4"""AAAAD)#; )?!;;; 123)=OE= 2C<L7D?"<AD  "OJ; 8K$2K;)

)'2-"0!$ 123)=OE=  - THNIC : Thaiiiilllland Network IInnnnnformation Center"  

Domain Name System (DDDDDNS) )1+)1)1;;;;&&&$$$2*CI5?-4")11111+++)1111)111;*C,"C&Q2)6-4":?@??9=; IP Address =(

5!$ *!"&$2%D%($% =($.....;;;;@@@$==>>>>44'''''///@$    KKKKK#FDA=2OCCCCCOO6===888''''---"==== )#-4"#>';;;;**@"555&&&$22%%%%3333A=2O@ COO6=8.$:'28 ';;CI;&

)1)1)1DK#FDA=2OOOOCOO6666====8DJJ=== )6666--4444""""'@;....$$$.....#####$$$$$    )/////000AAAAA====222O@ CCCOO66=8880000"""""555'''';;;;====>>>>44****@@@;;;==== """""5&$2****@@ 7DDDDD*****!" ''''"""""####66667,)*"28&"2 +8&8&)?!;&C;

*@"5&$2K*@*@ -4"K$$$2222&C<''""""####6666777,,,,)*"28)'2-4"55"""----444;55""""" )'2-4"5;CI;&&&&&++++%%%%3=($&$2K""""<<<<<BBBBB$$$#.#$    ))))///0 IP 0"5)'2-4"""

*@"5&&$$$$$22K*@*@ ---444""KKKK$2DDDD@@@@,,,,,     &&&C<<<  DDDDNNNNS Serveeerrrrr PN4 5%3=($&$2'@;..$$$$.#$ )//0000DDCCCC5555&&/!$$$$$,,,,::::;;;;;RRR$$$$;;;0@@0"####JJJJ//9/@,9%@

AWK*8DCC** 55&&&&&/DCDC !$$$$$,,,, ===2$$$$<<<< #>&&&$$$2)2> &&$$2229999=;=>>>444 IP D@, AAAD)###;;;));#,D@D@ !,,$ Naaaammme-tttttooooo-IPPPP   AAAAdddddrrrreeeess Mapping

?!,,,, :.@..K$####$$$$2222B)22222>>> &?-4"""""),+<EP*8**ED88 @DDK3DDD,,,&&&&0000NI;;;;AAADDDDD    EEEE###!##*@"5%*@*@ ($*C,)/0 &&////E& NNNNNaaaammmmmeee-to-IP AAAAddddress

&$2&($...;DDR$;;;0000@"####JJJJ/////K!,;&/$$$$5555::::;&$2%C%D&$29&@E0R$;0@ @@00"####J////:.@.. )6-4""""11111@""111"5&&&&C;&&$$$$22*CI55??----4"P(II $&C;

DDDDDooomain Name SSSSSyyysssstem #>A''''25K2@K2K2$5RRR$;0@"#JJ/9<</($DC<?CI; &///E&./C//&0000"""""523<< DNS =====($.;

91/5?-445?5?""""9999/////33333.#$ )/0 IIPPPPP AAAAAddrreess .22222-----""""====((($$$$$&&&&&/CCCCC<<<<<&C;;;;EEEEDC @DD AAD   23<<<<<<< DNS %%%33333#####>>>&&&$22222&((($.;D Na

Spaccccee =>>44#>&&XXXXX)))))&&&&&GGGGY8" !$$$$5?CD)%; ###>>>&$$$2)&+<00@@@"""""#J/)))11111+))11;RRRRR$$$$;00@@@""#J//9<<&&&&&223%$    99999////3=($5$;;;;:;/C//&Q

E'/9";D8DD / )))))P722288888)P MMMM))),,,,,"2822 ((((CCCClienttt ///// SSeerrrrvvvvver) AAAAADDDDD     # # # DNNSSSSS SSSeeeeerrrvvveeerrr ===($....;;;@@@$=====>>4:::::.....@.<<<<<277&&&&&$2'@@;?-4"9/391

0@"##0@0@ JJJ/::::..@..*$$$$#=>4)'2-444 """5555/////JJJJ&&&0000!$$$  (((DDDDNNNNNSSS Client) 2@"50"##$$$$ &&&&$$$2====($$$555$$$$$;;;;;999<<E'/999""";DDDD888DD ///  )P728)P M),

(Clieeennnnt / Serrrvvvverrrr)))) ;>I= ((($:.....@@@@@....)))))''''2222----4 """""55555'''''"""#####666667,,,,,)))))****""""22228=====>4====(2222 $$$$.....;;;;;@@@@@$$$$=>>44444)))11111+++ ;)))1111111111  DNS KKK$$#$2B)1++)11;EEEEED@=CDD I CC5)'2=C=C ---4

)P728)P MMM)))),"2822 9/3333EEE'/9"";;;;;DDD888DD0"5 DDDDNS :::;;;;))'''2-44'2'2"5)D>  ,,,&&&C;;;; 23<<<< DNS DDDoomain NNNNNaaammmeeee 9<!555""&)1+)1)1

K!,;'-";'
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1. Name Resolvers : DC5=>4ED@&/!$,#$9/@,,!$%FD123K5'8./C&0"5 DNS '-"&$291/5?-4"

'"#67,)*"28 :.@)1+ ;.#$ )/0 IP :;)="#0"5 DNS 9/@,)'2-4"5E'/)";=8=>4*@"5&$2

K"<B$#.#$ )/0 IP %3)2> &,!$ "2>AP/8M),"28 (Resolver)" P"M9,28=>4= ($.;@$=>4)1+ ;2>

AP/8M),"28;CI;%3BJ&K2@$5#$&C<9"66/7)'?C;.2-""$%%3)1+ ;E/<2$2>=>4#>" J!:;)'2-4"5E'/

)";=8 

2. Domain Name Space : R$;0@"#J/23<< DNS #>A'25K2@$5)1+ ;*@;E#@ PN4 5%3)2> &,!$ 

"AD)#;);#K)1P (Domain Name Space)" 9*!/3AD)#;%3#>?-4"9/3K$#$2B#>AD)#; !" 

.2-"PC<AD)#; (Subdomain) &$2)2> &?-4"%3:?@%FD (.) )1+ ;*C,9<!59 &23.,!$5AD)#;./C&

9/3AD)#; !"  

3. Name Servers : );#)P728M),"28 '-")'2-4"5'"#67,)*"28=>42C;A129&2#=>4%CD&$2R$;0@"#J/

<$5K!,;0"523<< DNS );#)P728M),"28%3*"<&/C<&$22@"50"=C;=>AD &$2'@;.$0@"#J/

:;R$;0"5#J/*C,)"5 .2-"%3K!5*!"&$22@"50" E1 C5);#)P728M),"28"-4; B@$);#)P728M),"28

#>)2+''"28D0"5K!,;0"5AD)#; 9KD5,!$ );#)P728M),"28;CI;)1+ ;)%@$0"5AD)#;;CI; 

(Authoritative) B@$E#!#>&+%3)2> &,!$ Non-Authoritative 

2.4.1  4;5'  23498<: Domain Name 

 

4;5!"# 2.1 9L;LC50"5 Domain Name 

'"#6,)*"2 :.)1;.#$ )/0 IP :;)="#0"5 DNS 9/,)'2"5E'/)";==*= "5&

K"<B$#.#$ )/0 IP %3)2> &,!$ "222>" AAP/8//M),"28 822 (Resolver)" P"M9,28=>4= (22 $.;@$=>4)1+)1)1

AP/8//M),"28 8;C22 I C;%3B;C;C J&K2@$5#$&C<9""""6666///7)'?C;.2-""$%%3)1+)1)1;E/<2$2>=>4#>$2 " J!:;)'2-4'2'2"5E

)";=8

2. Domain Name Space : R$$$;0@"#J/23<<<<<< DNS #>A'25K2@K2K2$5)1+)1)1;*@;E#@ @## PN4 5%3)2> &

"AD)#;);#K)1P (Domain NNNName Space)" 99999*!/3AD)#;%3#>?-43#3# "9/3K$#$2B#>AD)#; 

.2-"PC<AD)#;C  (Subdomainnn) &$2)2>   &&?-4"%3:????@%FD??????  (.) )1+)11;*C,9<!59 &23.,!$5AD)#;.

9/3AD)#; !  " 

3. Name Serverrrrss : );#)P72228)PPP MM)))),,,,"222228822 '''''---")'''222-4""""555''''"""####66667,,,))))****"28=>42C2 ;;;;A129&2#=>4%C#=#= D&$2R$;0%C%C @"

<$5555KKKK!,;0"523333<<<<<<<<< DDDDNNNS );###))P777288)P M),"28822%333****"<&/CCC<<<<&&&&&$$$$$222222@"""""50"=C;=>AAAAADDD &$2'@'';.$0@"

::::;;;RRRR$$$;;00000"""""555##J##////***C,,,,)))))"""""5 .2-"%%%%3K!5*!"&$22@"50"""" E1 C  5);;;;###)))P7772288)P MMMM),"2888""""---4;;;;22 BBBB@$$$$))));#)PBBB@@ 728)P M),

#>)2+'''''"""""228DD0000"5KKKK!!!! ,;0"5AAAAAD))#####;;;;; 999KKKKDDDD5555,,,,,!$$$$ ))));#)P728)P MMMMM),""2228;;;;;CCCC222 III CC;;;;;))))1111+++)1111)1111;)%@$$$0000""""5AD)#;

((Autthhhhooriiittttaative))))) B@$E#B@B@ !##>&+&%3)2> &,!$ Non-Authoritative

2.4.1  444;;5555''   23444999998<<<<:999  Domaaaaaiiiiinnn Name 
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 #>&$29<!52J19<<)1+; 3 2J19<<:.T! '-" 

 2.4.1.1 ,=*>-?8<-@;:@A= (Top Level Domain) 

  )1+ ;&$2&($.;D?-4"AD)#;);#:.@#>',$#.#$ :;&$2<"&123)U=0"5"5'8&$2 

.2-"?-4"0"5123)=O .2-")1+;?-4"AD)#;=>423<F)1@ $.#$ 0"5"5'8&29<!5""&)1+; 2 123)U='-" 

 2.4.1.1.1 2J19<<AD)#;0CI;KJ5KFD9<<K$&/ (General Internet DNS Top Level Domains: 

gTLDs) )1+ ;2J19<<#$*2R$;=>4:?@&C; )1+ ;&$2%CD9<!5*$#/C&QG3&$2:?@5$; )?!; 

9343:!"# 2.2 *C," !$52J19<<AD)#;0CI;KJ5KFD9<<K$&/ 

Domain Name +B3>C>3. 

com )'2-"0!$ 0"5)"&?; 

edu )'2-"0!$ 0"5.;!, 5$;&$2ON&Q$ 
gov )'2-"0!$ 0"5.;!, 5$;2CR<$/ 

mil )'2-"0!$ 0"5.;!, 5$;=.$2 

net )'2-"0!$ 0"5LJ @:.@<27&$2"7;)*"28);+* 

org )'2-"0!$ 0"5"5'8&$2=>4E#!#F!5.,C5&($E2 

 2.4.1.1.2 2J19<<AD)#;0CI;KJ5KFD9*!/3123)=O (Country Code Top Level Domains: 

ccTLDs) )1+ ;2J19<<=>4:?@<!5<"&BN5123)=O)%@$0"5AD)#; .2-"=>4*CI50"5AD)#; )1+ ;./C&&$2

%CD9<!5*$#/C&QG30"<)0*=$5UJ#7O$K*28 .2-"?-4"123)=O )?!; 

 

 

 

 

2.4.1.1 ,=*>-?8<-@?8?8 ;:@A= (Top Level Domain)

  )1+)1)1;&$2&($.;D?-4"AD)#;;;;;);####::.@#>.. ',$#.#$ :;&$2<"&123)U=0"5"5'8''

.2-"?-4"0"5123)=O .2-")1+)1)1;?-4"AD)#;=>4==22223<F)1@)1)1$....#$ 0"5"5'8&29<!5""&)1+;)1)1  2 123)U='-"='='

 2.4.1.1.1 2J19<<AD)#;0C00I;KKJJJJ5555KFD9<<K$&//// (((General Internet DNS Top Level Doma

gTLDs) )1+)11;2J19<<#$*2R$;=>4;=:?@&&&?? CCC&;; )1+)11;&$2%CD9<!5***$$#/C&QG3&$2:?C @??5$; )?!;

9343:!"# 2.2 *C," *C*C !$52JJJJ11119999<<<<<<<<AD)####;;;0C522222 I;KCC J5KKKFDDDD999<<<<<<<<<K$&/KKK

Domain NNNNaaammmmmeeee +++BBBB3333>>>>>CCCCC>>>3.

cccoooommmmm )'2-"0!$ 0""""5)"&?;
eeddddu )'2-"0!$ 0"5.....;!, 5$;;;;;&$2222OON&&&&QQQQQ$$$$$
gov  )'2-"0!$ 0"5.;!, 5$;22222CCCCRRRR<$/////
mmiiiiill ))))''''22--""""0000!$$$$    0000""""5.;!, 5$;=....$2
nnnnnet )'2-"0!$ 0"5LJ @L::....J@J @ @...<<<<27&$2"7;;;;)))))**"288888);+*);
org )'2-"0!$ 0"5"5'8&$222===>4E#!###F!5.....,,,,C55555&($E2

2.44.1111..1111..22 2J19999<<<<<AD)#;;00C00I;;KJ5KFD9999****!/311111233333)))====O (((Coouuntry CCCCCode TTTTToooopppp Levellll Doma

ccTLDs) )))))11111+)1)1;;;222JJJ11111999<<<<<====>4<=<=:?@<?? !<<55555<<<<<""&&&&&BBBBBN51222223333)))))=====O)%@%%$00000"""""5AAAAADDDDD)))###;;;;; .2222-"""=>>>4*****CCCC= I CC555550000"""""5ADDDDD)#;**CCC )1+)1)1;./C&&

%CD9<<<%C%C !5555****$####/C&QG330000"""""<<<<))))0000***=$5555UUUUJ####75555UUUU O$K*28 .2-"?-4"123)==OOOO ))))???!!!;
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9343:!"# 2.3 *C," !$52J19<<AD)#;0CI;KJ5KFD9*!/3123)=O 

Domain Name +B3>C>3. 

at ""K)*2>  

au ""K)*2)/>  

ca 9';$D$ 
ch K,7*)P"289/;D8 
cn K$S$2G2CR123?$?;%>; 

de ) "2#;> 
dk )D;#$28& 

fr V2C45)OK 

jp T>41F! ; 

nz ;7,P>9/;D8 
th E=  

uk K.2$?"$G$%C&2 ("C5&ZQ) 

us K.2CR")#27&$ 

2.4.1.2 ,=*>-?8<-!"#@D: (Second Level Domain)  

)1+ ;2J19<<0"5?-4"AD)#;=>4*!"%$&2J19<<AD)#;/($DC<=>4.;N4 5 (Top Level Domain) PN4 5

2J19<<:;/C&QG3=>4K"5;>I.#$ BN5?-4"0"5AD)#;:;AD)#;:;/C&QG3K$&/ gTLDs .2-"123)U=

0"5AD)#;:;AD)#;9*!/3123)=O ccTLDs AD %3)1+ ;K!,;0"5 ?-4"AD)#;=>423<F"5'8&2)?!; holt 

PN4 5)#-4"2,#0CI;KJ5KFD Top-level 9/@,)2> &,!$23DC< ?-4"AD)#;:;23DC<=>4 2 )1+ ; holt.com PN4 5?-4"

AD)#;:;23DC<=>4 2 )1+ ;?-4"=>4K$#$2B)?-4"#*!"ED@.2-""$%%3)2> &,!$ ),"28?C;=>4"!$;ED@0"5 Internet 

Address 

  

 

Domain Name +B3>C>3.

at """"""K)*2> *2
au """KKK)*2)/> )/
ca 9';;;;$$D$
ch K,7*)PPPP"""289/;D8
cn K$S$2GGGG222CR123?$?;%>;;%;%
de )) "2#;>
dkk  )D;;;;;#$28&$2
fr VVVV22C224555)))))OOOOOKK
jp TT>41111F! ;;;;
nnnnz ;7,P>9//;;;D8
tthh E= 
uuukkkk K.2$?""""$$$$$GGG$%C&2 ("CCCC55555&&ZQQQ"C"C )))))  

us KKKK....222CRRRR")#27&$

2.4.1.2 ,,,,,===*>-?8<-!!!!?8?8 """"##@@@@DDD::::: (((((SSSeeecccccooooonnnddddd LLLLLeeevvveeeeellll Doommmmmaaaaiiiiinnnn)))))   

)1+)1)1;;;;22222JJJJ1111119<<0""""5?-4??"AD)##;=>>>4*;===; !**"%$&&&22222JJJJ19<<<<<AAAAADDDDD)#;;;/(//$DDC<=>4.;;;;;NNN4 5;;;;;  (Tooopppppp  LLLLevel DDDDoomain) 

2J19<<<<<<::::;////CCC///&&&&QQQGGGGGG3333===>4K"""5555;>I.#$$$$     BBBBNN5?????---4"""""0"55555AAAAADDDDD)))))###;:;;;;;AAAAADDD)#####;;;;;::;;;;;/////C//&QQGGGG3KKKKKK$$$$$&&&&&///// gTTTTLLLLDs .2-"123)

0"5AAADDD))#;;:::::;AD)##;;;;;;999999****!!!!**/////33111222333))))====O ccTLDs AD %3)1+)11;K!,,,;;;;00000"""555 ????---444""""AAAADDD)#;=>4;=23333<F"5555''''888&&&2)?!; h

PN4 5)###-----444"2,#0CI;KJ555KKFDDDDK  Top-lllevvvvveeeeelllll 99999/////@@,,,,,)))222>   &&,,,!$23DDC<<<DD ???-4""""AAADDDDD))))#####;;;;:::::;;;;;22223DCDD<===>>>4444 2 )1+ ;)1)1  holt.ccccoom PN4 555

AD)#;;;:;23DCD<<<=>4 2 ))1111+)111111;;;;;???----44"=>4K$$$$$#$2B)?--444"#**!!"EEEED@@DD.2--"""""$%%3))))2>>>>  &,,!!!$$$$ ))),,,,""""28888?C2 ;;==?C?C >>4";;==== !"$;ED@DD0000"5 Inter

Address 
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2.4.1.3 ,=*>-?8<-!"#@3> (Third Level Domain) 

 2J19<<AD)#;/($DC<"-4; H .#$ BN5 2J19<<AD)#; /($DC<0CI;=>4 3, 0CI; 4 *!"E1 PN4 5)%@$0"5

AD)#;123)U=;CI;H K$#$2B=>4%3K2@$5?-4"AD)#;/($DC<=>4K$# /($DC<=>4K>4  !" /5E1ED@">&)1+ ; Sub 

AD)#;=>4BJ&9<!5""&%$& SLD ">&?CI;.;N4 59/3#>* ($9.;!5BCD%$& SLD =$5D@$ P@$ #-" :?@)1+ ;?-4" !"

0"5"5'8&2 )?!; pat PN4 5)#-4"2,#0CI;KJ5KFD Top-level 9/3 0CI;=>4K"5 Second Level 9/@,)2> &,!$23DC<

?-4"AD)#;:;23DC<=>4 3 )1+ ; pat.holt.com 

2.4.2  DNS Server 

DNS Server  !"#$%$& Domain Name System Server '-")'2-4"5<27&$291/5?-4"),+<)1+ ;

.#$ )/0 IP PN45&$291/5?-4";>I"$%)&7D:;)'2-4"5 local )"5 %$& Cache :;)'2-4"5 local .2-"%$&)'2-4"5

<27&$20"5LJ @:.@<27&$2)62$3 )<"28 IP Address )1+ ;*C,)/0=>4:?@E#!'!" K3D,&9/3%($ $& D@, ).*F;>I

%N5#>&$2'7D23<<*CI5?-4"9<<=>4)1+ ;*C,"C&Q2:.@#>',$#.#$ )6-4"&$2%D%($ED@5!$ 0NI; %N5)1+ ;=>4#$

0"5 DNS Server 

0@"%($&CD0"523<< DNS 2C<2J @)[6$3*C,"C&Q2/3*7; (ASCII Character Set) :; RFC 1035 

23<F,!$KCT/C&QG8=>4:?@ED@:;AD)#;);# '-" 

1. *C,"C&Q2 a BN5 z (Case Insensitive) 

2. )/0 0 BN5 9 

3. )'2-4"5.#$  *7UC5'8 (-) 

 

 

 

 

2J19<<AD)#;/(//$DC<"-4;<" H .#$ BN5 B 2J19<<AD)#; /($DC<0CI;=>4 3, 0CI;0C0C  4 *!"E1 PN4 5)%@$0

AD)#;123)U=;C;;I;H K$#$2B=>4%3K2@$5?-4"ADDDD)#####;/(//$DC<=>4K$# /($DC<=>4K>4=  !" /5E1ED@">&DD )1+ ;)1)1  S

AD)#;=>4BJ;=;= &9<!5""&%$& SLD ">&?CI;.;N4 559999/3#>>****(3# $9.;!5BCD%$& SLD =$5D@$ P@$ #-" # :?@??)1+)1)1;?-4"""

0"5"5'8&2 )?!; pat PN4 5)#-4"2,#0CI;KJ5KFDDDK  Top-levelllll    9/3 0CI;=0C0C >4K"5 Second Level 9/@,)2> &,!$23

?-4"AD)#;:;23DCD<=>4 3 )1+ ;)1)1  pat.holt.cooommmm 

2.4.2  DNS Server 

DNS Serverr  !"#$%%%%$$$&& Dommmmmaainnn NNNNammmmee SSSSSyyysstemmmm Serrvvvvveer '-"))))'''2-4"5<27&$291/5?-4??"),+<)

.#$ )/0 IPPP PPNNNN44 5&$$222299991111///55???-45??""""";;;;;>>>I """$$$$$%%%)&777D:;;;;))))'''222-4'2""55 llllooccccaaaaallll  )"5 %$$$$$&&& CCCCCaaaaaccccche ::::;;;;)))'''2----444''2"5 llllooooocal .2-"%$&)'2---4

<27&$20"5LJ @5L:....J@J @ @@@.....<<<<222227&&&&$$$22222))))6662222$$$$333 )<"28 IPPPPP Address )1+)1)1;*C,,,,))))/0=>4:?@??EEE###!##''''!!!!""""" KKKK3D,&&&999/3%($ $& D@, ).D@D@

%N5#>&&&&$2'7D23333<<<<<<<<*CCCCIIIII 55????---4"9999<<<<=>4)1+)1)1;;;;**C,"C&Q2:.@#>.. ',$#.....#$ )6---4444"""""&$2222%DDDD%%%%%((($$$$$EEEEEDDDDD@DD5!$ 0NI;;;; %N5)1+)1)1;=>>>4

0"5 DNNNSSSSS SSSeeeerrrvvvveer 

0@"%0@0@ ($&CDDDD0"555223<< DNNSSSSS 22CCC<2J @<2)[6$3*C,"C&Q2/3*777;;;;;3** ((ASCII CCCCChharaaacccccter Set) ::::;;; RRRRFC 10

2223333<<F,<<< !!$$$KCCTT///CC&QGGGGG8=>4GGGG ::::?@??ED@@ @DD:;AAAAADDD)#;);#@@ '-"

1. **CCCC,,,,"""*C*C CCC&&&Q2 a BN5 zz  ((Case Innnsennnnsitive)

22222. )/0 00000  BBBBBNNNN55 9

3333. )'2-4"""""5.####$$$$        *7UUCCCC* 5555'''UUCC 8 (-)8



17 

 

2.5 VLAN (Virtual Lan) 

VLAN (Virtual Lan) )1+ ;&$2%CD9 &&$2)?-4"#*!")'2-"0!$ :;2J19<<=>4)2> &,!$ Domain PN4 5
%FD123K5'80"5&$29 &""&)1+ ; Domain ;>I  &+)6-4":.@)'2-4"5'"#67,)*"28=>4" J!*!$5 Domain E#!
K$#$2BK-4"K$2&C;ED@=CI5;>I )6-4"',$#1/"DUC 0"5)'2-"0!$  2,#=CI5K$#$2B)674#123K7=S7U$6&$2
=($5$;0"5)'2-"0!$ ">&D@,  :;.;N4 5)'2-"0!$ "$%123&"<D@,  Switching Hub ./$ H*C, 9/3:; 

Switching Hub .;N45*C,"$%123&"<D@,  VLAN ./$  H Domain .2-"./$  VLAN &+)1+ ;ED@ &$2
9<!5 VLAN %3=($:.@)'2-4"5'"#67,)*"289#@%3)?-4"#*!"&C;:; Switches Hub )D> ,&C; 9*!" J!*!$5 

VLAN &C; E#!K$#$2BK-4"K$2&C;ED@ 2,#=CI5E#!K$#$2B#"5).+;&C;ED@D@, P(I $E1 9/3=>49;!;"; 

.;N45 VLAN K$#$2B&23%$ E1*$# Switches Hub *!$5 HED@ )?!;&C; U$ :*@ Switches Hub 0"5 

Cisco 1 *C, K$#$2B*7D*CI5 VLAN ED@#$&BN5 64 VLAN 9/3=CI523<<K$#$2B#> VLAN ED@#$&BN5 

1024 VLAN 

 

4;5!"# 2.2 &$29<!5 VLAN ""&)1+; 2 ?FD U$ :; Switch *C,)D> , 

:;&$2K2@$5 VLAN ;CI; Port 0"5 Switch ;CI;%3=($.;@$=>4" J! 2 123)U= '-" Access Port 

9/3 Trunk Port PN4 5%3#>.;@$=>4:;&$2=($5$;*!$5 H &C;E1*$#=>4 System Administrator %3)1+ ;';
&($.;DE,@ PN45.;@$=>4./C& H 0"5=CI5K"59<<;>I'-" 

 

 

VLAN (Virtual Lan) )1+)1)1;&$2%CD9 &&$2)?-4"#*!")'2-"0!$ :;2J19<<=>4<=<=)2> &,!$ Domain

%FD123K5'8''0"5&$29 &""&)18 + ;)1)1  Domain ;;;;>>>>III &+)6-4":.@..)'2-4"5'"#67,)*"28=>42 " J!*!$5 Domain 

K$#$2BK-4"K$2&C;EDC @=CDD I CC5;=C=C >I )6-4"',$#1/"DUUUUUCUU 0""""5)'2-"0!$ 2,#=CI5K$#$2B)674#123K3K3K=S7U$6&
=($5$;0"5)'2-"0!$ ">&D@, :;.;N4;;5)'2-""0000!!$ "$%111123&"<D@DD,  Switching Hub ./$ H*C,* 9/3
Switching Hub .;N45*C,"$%123&"<DC @DD,,,    VLAN ../////$ H Domain .2-"./$  VLAN &+)1+)11;ED@DD
9<!5 VLAN %3=($:.@.)'2-4"5'"#67,)****"289#@%3)?-4"#*****!"&C;:;C  Switches Hub )D> ,&C; 9*!" J!
VLAN &C; E#!##K$#$2BK-4"K$2&C;EEEEDC @DD 2,#=CI5E#C !##K$#$$222B#"5).+;&C;EDC @D@DD , P(I $E1 9/3=>49;!;
.;N4 5.;  VLAN K$#$2B&23%$ E1***$$$$# Switcccchhhes HHub *!$55555 HED@DD )?!;&C; U$ :*@** Switches Hub @
Cisco 1 *C, K$#$2B*****777D*CIII5 VVVVLLLLAAAAANNNN EDDDDD@DD##$&BN5&B   666644 VLAN 999///333====CI55523<<<<<K$#$2B#> VLAN ED@DD#$&
1024 VLAN 

4444;;;;55555!!!!!"#!!! 2.222 &&&&$$29<!!5 VLAN ""&)1+;)1)1  2 ?FD U$ :::;;;;; SSSwwwiiittttccccchhhhh  ***CCC,)D*C*C >    ,,,,,

::::;&$2KK222@@@K222222$555 VLLAAAANNNNN ;;;;;CCCCCIII;;;;;;;;CC   PPPPooorrrrttt  00"5 Swiitch ;CIII;;;;%%%%%33333====;;C;;C (((($$$$.....;;;;;@@@$$$$=>>>44" J! 222 1111223)U= ''----" AAAAAccess P

9/3 TTTrunk Poorrrrttt PPPNNNN44 5555%%%%%333##>....;@@@@@$$===>4:::::;&$222===(((==$$555$$$;;;;****!!!$$$$555 HHHHH &CCC;EEE1*$$$#####===CC >4#===#  SSSSyyysteemmmmm AAddddmmministratorrrr %3)1+)1)1;
&($.;DEEEEE,@@@,, PNNN44 5.;@$=>4./C&/ H 0""5555====CI5KKK""""59<<<<;>I'-"
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1. Access Port 

 

4;5!"# 2.3 &$2)?-4"#*!"0"5 Access Port 

)1+ ; Port =>4= ($.;@$=>4)?-4"#*!"23.,!$5 Switch %$& Client E1 C5 Switch PN45)2$%3:?@K$  Lan 

9<<K$ *25 (Straight Through) :;&$2)?-4"#*!" 9/3 Port =>4BJ& Set )1+ ; Access Port ;>I %3#> Traffic 

0"5 VLAN )6> 5 VLAN )D> ,=>4,745L!$;""&#$ C5 Port ;>I  .2-" Port ;>I %3*!"" J!&C<"F1&2G8=>4#>'!$ 
Mac Address )6> 5'!$)D> , )?!; 

- Port =>4 Set 23.,!$5 Switch 9/3 Client 

- Port =>4 Set 23.,!$5 Switch 9/3 Server 

- Port =>4 Set 23.,!$5 Switch 9/3 Router (#>0@"9#@,!$ Router =>4)?-4"#*!";CI; %3*@"5E#!:?! 
Router =>4= ($.;@$=>4:;&$2 Route Traffic 0"5 Inter VLAN) 

2. Trunk Port 

 

4;5!"# 2.4 &$2)?-4"#*!"0"5 Trunk Port 

Access Port 

Trunk Port 

4;5!!"#5!5! 2.3 &$2)????---4"""##*!"0"5 AAAAAccess Port 

)1+ ;)1)1  Port =>4==(((($$$$.;@$==>>>>4)))??---4"#*!""""22223.....,,,,!$$$5 SSSSwiiiiitttttccchhh %%%$$$$$&&&&  CClliiient E1  CCC5555      Switch PN45)2$%3:?@??K$  L

9<<K$ *2555 ((((Straaaiiigggghhhhtt Thrrroooouuuuuggggghhhh))))) :::::;;;;&$2222))))????-44)?"""###**!"""" 9999/////3333 PPort =====>>>>>44BBBJJJJ&&&&& SSSSet )11++ ;;;;)11111)1111  AAAccessssssss  Port ;>I %3#> Tra

0"5 VLAN ))666>>> 5 VVVVVLLLLAAAANNN )D> ,=>4,7,= 775LLL!$$;""&#$ C5  PPooort ;>I .2-".2  PPPPooooorrrt ;>I %3****!""" J!&C<"F1&2G8=>4#>GG
Mac AAAAAdddress )6>     555'''''!!!!$)DDD>  , )?!;

---  Pooooorrrtttt  ===>>44444 Seeeettt 23....,!$5 Switttccchhhh 999/3 Client 

- PPPoooorrrrtt =>4 SSSSet 23333.,!$5 Switch 9/3 SSeeerrvveeerr 

- Port =====>>>>4444 Settt  23.,!$5 Swwwwwiiittch 9/3 Router (#>0@@@@"""9999###0@0@ @,# !,,$ Routeeeerrrr =>4)?????----4444"#*!";CI;;; %%%3333****@@@"5E#@
Rooouuuutttteeeerrrr ==>4====($$$$..;@$$$$=>4::;;;;&$2 Roooouuuuute Traffic 0"5 Inter VLAN) 

2. Trunkkkkk PPPPoooorrrrrtttt  

"##

Access Port Access PortAccess Port 

Trunk PortTTTTTTTrunk PoorrtttTrunk PortTrunkkkkkkk PPPPPPooTrunk Poo
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)1+ ; Port =>4= ($.;@$=>4 Connect Switch *C,"-4; H =>4*@"5&$2:.@)1+ ;K#$?7&0"5 VLAN *!$5 H 

&C;#$" J!D@, &C; 9/3=($.;@$=>4K!5L!$; Traffic 0"5./$  H VLAN :.@&23%$ E1 C5 Switch *C,"-4; 

H =>4#> Port =>4BJ&&($.;D:.@)1+ ; VLAN )D> ,&C;&C< Switch *C,*@;=$5ED@ .2-" =>4)2> &&C;AD =C4,E1
,!$ Uplink Port .2-"%($5!$ H,!$ Trunk Port )1+ ; Port =>4#>'!$./$ H '!$,745L!$; )?!; VLAN ./$ H 

VLAN .2-"#>'!$ Mac Address ./$ H '!$,745L!$; ;C4;)"5 *C," !$5:;&$2 Set Port :.@)1+ ; Trunk 

Port &+'-" 

- Port =>4= ($.;@$=>4 Connect E1 C5 Switch *C,"-4; H )?!; Uplink Port 

- Port =>4= ($.;@$=>4)?-4"# E1 C5 Router *C,=>4= ($.;@$=>4 Route Traffic 23.,!$5 VLAN 

VLAN #>=CI5.#D 5 ?;7D DC5*!"E1;>I  

1. Port Based VLAN 

 

4;5!"# 2.5 &$29<!5 VLAN 9<< Port Based VLAN 

)1+ ;&$29<!5 VLAN AD :?@ Port )1+ ;*C,<"&,!$"F1&2G8=>4)?-4"#*!"&C< Port ;CI;" J!:; 

VLAN :D )?!; Switch =>4#> 4 Port &($.;D:.@ Port 1 2 9/3 4 )1+ ;0"5 VLAN )<"28 1 9/3 Port =>4 3 

)1+ ;0"5 VLAN )<"28 2  

 

 

 

&;#$" JD, &; 9/3=$.;$=K$= 5L$; Traffic 0"5./$ H VLAN :.&23%$ E1 5  Switch *,*
H =>4#> Port =>4BJ&&($.;D:.@..)1+ ;)1)1  VLAN )D> ,&C;&C< Switch *C,**C*C @;=$5ED@ @DD .2-".2 =>4)2> &&C;AD =C C==4,C
,!$ Uplink Port .2-"%($5!$ H,!$ Trunk Port ))))11111+++ ;;;;;))))111111111  Port =>4#>'!''$./$ H '!$,745L!$; )?!; VLAN ./$
VLAN .2-"#>'"# !$ Mac Address ./$ H '!$$$$$,745L!$$$$;;;; ;C4;)"5;C;C *C," *C*C !$5:;&$2 Set Port :.@..)1+ ;)1)1  Tru

Port &+'-"
- Port =>4= ($.;@$=>4 Connect E1 CCC5     Switch *C,"""*C*C -4;,""" H )?!; Uplink Port 

- Port =>4= ($.;@$=>4)?-4"# E1 C5    RRRRouter *C,=*C*C >4= (,= $....;@$=>4 Route Traffic 23.,!$5 VLAN 

VLAN #>=CI5.#D=C=C  5 ?;7D?; DDDCCCC55*DDDCC !"E1;;1;1;I

1. Port Based VLAN 

4;5!"#5!5! 2.55  &$$29<!5 VVVVLLLLAAAANNNNN 99999<<<<<<<<< Poorrt BBBased VVVVVLAN 

)1+)1)1;;;;;&&&&&$2229999<<<<<!5 VLLLLAAAAN AAAAADDDD  :::?????@????? Pooooorrrrttt )))1+)1)1;*C,,,,,<<<<<"""&&&&&,,,!$$$"""F11111&2222GGG8888=>4GG ))))?????----4444""""#####*!"&&&&CC< Port ;CI;" ;C;C

VLAAAANNNN ::D ))))?!; Swiitttcccchhhhh ===>>>>>44####> 444 Pooorrrrtttt &&&&($.;D:.@.. Port 1 2 @ 9/3333 4444 ))11+++++)11111)11;;;;000"""""5555  VVVLAN )<"""228 1 9999////3 Port 

)1+)1)1;0000"5 VLAN ))<""""288 2  
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2. MAC Address Based VLAN 

 

4;5!"# 2.6 &$29<!5 VLAN 9<< Mac Address Based VLAN 

)1+ ;&$29<!5 VLAN =>4"$OC  Mac Address )1+ ;./C& %N55!$ *!"&$2 Configure );-4"5%$&E#!

*@"5&($.;D)/0.#$ 0"5 Port 9/3E#!*@"5&C5,/,!$.$&#>&$2 @$  Port 9/@,%3=($:.@)1/>4 ; VLAN  

3. IP .2-" Subnet Based VLAN  

 

4;5!"# 2.7 &$29<!5 VLAN 9<< IP .2-" Subnet Based VLAN 

)1+ ;&$29<!5 VLAN AD :?@0@"#J/=>4= ($5$;2!,#&C< Network Layer )1+ ;./C& Switch %3

*2,%K"< IP =>4 Header 0"59*!/3 Packet AD 1&*7 IP .2-" Subnet-based VLAN %3BJ&*7D*CI5<; 

Switch Layer 3 )=!$;CI;  

 

 

4;5!!!!"#!! 2222...6 &$299999<!5 VLAAAAANNNNN   999<<<<<< Mac AAAAAddddresssss    BBBBaaaasssed VLAN 

)1+)1)1;&&&&$$$$22222999<<!555   VVVVLAANNNN ==>4"""""$$$$$OOOOC OOOOO  MMMMac Addressss )1111++)1111)1111;;;;....////CCCC&&&&&///// %%%%N5555!$ ****!""""&$$2222 CCCCoooonnfigure );-4"5%$&

*@"5&*@*@ ($.;D)//0000.#$$$$    00000""""555 PPort 9/3E###!##***@@"5&*@*@ C5,/,!$.$$$$&&&&#>&$2 @$  PPPPoooorrrrtttt 9/@,%33=====((($:.@..)1/>41/1/ ; VLAN

3. IP .....2-"...2  Subbbbnnnnneeeeetttt Baaaassssed VVVVVLAN  

4444;;5555!"##!! 2222.777 &$29<!!5 VLAN 9<< IP .2-".2  Subneeetttt  BBBBassseeeeddddd VVVVVLLLANNNNN  

)))1111++++)11111)11111;&$29999<!5555 VLLAAAANNNNN AAAAADDDDD     ::::??@@0@@@??? "#0@0@ J/=>>>4==(/=== $$555$;2!!,,,##&&&&&C<<<<< NNNNNeeeeettttwwwwwoork LLLayeeer )1+)1)1;.....////CCC&/  Switch 

*2,%%%%KKK"< IP ====>>>>44 Heeaaaaaddddeeerr  0000"5999*****!/3 Packkkett AAAADDD    1111&&&&&**7&**&  IP .2-".2   SSSSSubneeet-bbbaaasssseed VVVLLAN %3BBBBJJJ&*7D*CI5

Switch Layer 3 )=!$;CI;  
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4. Protocol Based VLAN 

 

4;5!"# 2.8 &$29<!5 VLAN 9<< Protocol Based VLAN 

)1+ ;&$2&($.;D VLAN AD "$OC  Protocol =>4= ($5$;<; Network Layer )?!; IP, IPX .2-" 

AppleTalk ;($#$:?@:;&2G>=>4)'2-"0!$ 123&"<D@, ./$  Segment .2-"*7D*CI5 Switch ./$ H *C, 

2,#=CI5)'2-4"5'"#67,)*"28*!$5H #>&$2:?@ Protocol =>49*&*!$5&C;  

5. Application Based VLAN  

9<!5 VLAN AD "$OC  Application :?@5$;)1+ ;./C& E#!'!" ;7 # );-4"5%$&#>'!$:?@%!$ :;

&$2*7D*CI5KJ5 %FD123K5'80"5&$29 & VLAN AD "$OC  Application ;>I  )6-4")"-I"123A ?;8:.@&C< 

Application 9*!/3*C, :.@K$#$2B:?@ Bandwidth ED@" !$5)*+#123K7=S7U$6 9/3K$#$2B9 &

123)U=0"55$;""&ED@" !$5?CD)%; ).#$3K($.2C<.;!, 5$;=>4*@"5:?@5$;=>4)[6$3)%$3%5LJ @:?@&/F!#

*!$5 H   

54),.0-E!"#F)G=148 F32234!H3 VLAN 

1. %($&CD&$2962!&23%$ 0"5 Broadcast traffic E#!:.@K!5L/&23=<*!"123K7=S7U$6
AD 2,#0"5Network .2-")2> &,!$ 1 VLAN '-" 1 Broadcast Domain ;C4;)"5 

2. K$#$2BK2@$5&/E&D@$;',$#1/"DUC ED@5!$ 0NI; )?!; &$2K2@$5 Access Control List <;
"F1&2G8 Layer 3 9/3/D',$#)K>4 5)&>4 ,&C<&$2DC&%C<0@"#J/ (Sniffing) 

444;5555!!!!"""#5!!!5  222.8 &&&&&$$$29<!5 VLAAANNNN  9<< Protoooccol BBBaasedddd VVVVLAN

)1+)1)1;;;&&&$2&&((($$$....;;DDD  VVVLLLLLAAAAANNNN AAAD "$$OOOOC    OOOOOO  PPProttoooccoooolllll ==>44= (($5$$$;;;;;<<<;;;;;  NNNetwooorrrkkk Layeeeeerrrrr )?!; IP, IPX .

AppleTalk ;($$$####$$$:::::??@@?:::::;;;;;&&&&2GG>====>42GGGGG2 )'2-"0!$     123&"<D@D, ..////$  Segmmmmeeeenntttt ..2222-"*7D***CCIIIII555 Switch ./$ H

2,#====CCCCIII5555)'2-4"5''''"""""####67777,,,,))))***"22288***2222 !**$5H #>&&&&&$$$$$2:?@?? Proottooccool @ =>49*&&&&****!$5&C;  

5. AAAAAppllliiicaatttiiooooonnnn Baaaased VVVVLAN  

999<<<<!55 VLLLANNNNN AD "$OOOCC    OOOOO  Application :?@??5$;)1+)1)1;./CCC&&&&&/ E#!##'!" ;;;;;777 # )));-4""""55555%%%%$&&###>'&### !''$:?@%?? !%%$ 

&$$$$2*7D*CI5KJ5K %FD111112223K5'800""""5555&&&$$$222999   &&& VVVLLLLLAAAAANNN AD  """""$$OOC   OOOOO  AApppppppllllliccccaaation ;;;;>>>>II )))66-4")"-I"123A  ?????;8;;:.@@@....

Applicattttiiiooonnnn 9*!/3*C,* :::.@..K$#$$$2BBB:?@?? Bannnndddddwwwwwidtttthhhhh  @ ED@DD""" !$55)*+#1111123K3K=S7UUUU$$$$6666 9////3K$#$2B9

123)))))UUUU=0"5555555555$$$$;;;;;""&EEEEDDDD@DD" !$5?CD)))%%;; ).#$33KKKKK((($.2CCCCC<<<<<.;;;;!!, 555$;;=>4*@;= "5::::????*@*@ @??5$;;;====>>>>>444))[[[666$3)%$3333%5LJ @L:?J @J @ @??&

*!$5 HHHHH   

54),,,,,.0----EEE!!!"#---- F)G=144444888==  FFFF32222333344444!!!4848 H33333!!!!   VVVVLLLLAAN 

1. %%($$&&&&CCCD&$296662!!&23%%%$$$$ 0"5555 BBBBrrroadcasssstttt tttrrraffic E#!#:.@@@@KKK...KK55L/&2333====<<<<****!"""""111222223K3KK=S7U
AD 2,#0"5Network .2-")2> &,!!$ 1 VLANN '''''-"""" 111 Broadcast Domain ;C4;)"5;C;C

2. K$#$2BK2@$5&/E&D@DD$;',$#1/"DU@ CUU EDC @5DD !55$ 0NI; )?!; &$2K2@$5 Access Control List 
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3. LJ @:?@K$#$2B=>4%3)'/-4"; @$ E1 C5 VLAN (Subnet) "-4; H ED@AD )6> 59'!&$2)1/>4 ; 

Configure 0"5 Switch 9/3 IP Address 0"5 Client )6> 5;7D)D> , E#!% ($)1+ ;*@"5#>&$2 @$  Switch 

.2-" K$ :D H 

4. K$#$2B2"52C<&$20 $ *C,0"523<< Network =>4%3)674#0NI;:;";$'*ED@5!$  );-4"5%$&#>
&$2,$59L;)&>4 ,&C<&$2=($ Subnet 9/3&$2 Design 23<<=>4E#! ND*7D&C<=$5&$ U$6">&*!"E1 

5. K$#$2B,7)'2$3.81CT.$=>4)&7D0NI;:;23<<ED@5!$ 0NI; )?!; :;23<<#>&$29<!5 VLAN E,@ 

3 9L;& ED@9&! Sale , Engineer 9/3 Server ,C;.;N4 5 User 0"5 Sale A=2#$9%@51CT.$&C<LJ @DJ9/

23<<,!$:?@5$; Internet E#!ED@ LJ @DJ9/23<<',2%3B$# User &/C<E1,!$';"-4;:;9L;&)1+ ;D@, 

.2-"E#! B@$E#!&+9KD5,!$)1+ ;=>4)'2-4"50"5 User ';;CI;';)D> , 9*!B@$.$&)1+;=CI59L;& &+*@"5A=2)?+'

&C<9L;& Engineer D@, ,!$)1+ ;).#-";&C;.2-"E#! B@$E#!)1+ ; 9KD5,!$)1+ ;=>49L;& Sale 9L;&)D> , 

DC5;CI;&+=($&$2*2,%)?+'1CT.$=>49L;& Sale " !$5)D> , =($:.@&$2,7)'2$3.81CT.$5!$ 0NI;#$&9/3&$2

0"<)0*:;&$2,7)'2$3.81CT.$&+9'</5 =>4K($'CT*";&$29&@1CT.$&+',2;($./C&&$2 OSI Layer )0@$

#$?!,  %3=($:.@.$K$).*FED@)2+,0NI; 

2.6 >394I3- IEEE 802.11 

)='A;A/ > IEEE 802.11 )1+ ;)='A;A/ >K($.2C<&$2)?-4"#*!""F1&2G8*!$5HL!$;K-4"E2@K$ =>4
& ($/C5ED@2C<',$#;7 #" !$5962!./$  9/3 745)#-4")12> <)=> <&C<)='A;A/ >"-4;H " !$5)?!; 

Bluetooth, HiperLAN, GPRS K745=>4).+;ED@" !$5?CD)%;&+'5%36"ED@%$&"F1&2G8'"#67,)*"28*!$5H 

%3#>"F1&2G8 IEEE 802.11 WLAN *7D*CI5%$&A255$;.2-" Built-In #$D@,  

IEEE  !"#$%$& The Institute of Electrical and Electronics Engineers '-" #$*2R$;&$2
=($5$;0"523<<)'2- "0!$ E2@K$  PN4 5&($.;DAD KB$<C;,7O,&22#EMM@ $9/3,7O,&22#
"7)/+&=2";7&K8;$;$?$*7 KB$<C; IEEE )1+ ;KB$<C;=>4& ($&C< DJ9/#$*2R$;,7%C 9/36C\;$',$#2J @
9/35$;,7%C :.#!H */"D%;)L 962!',$#2J @ AD );@;D@$;EMM@ $&($/C5 '"#67,)*"28 A=2'#;$'# 

23<<"7)/+&=2";7&K8 23<<,CD'F# 

#$*2R$; IEEE 802.11 )1+ ;)='A;A/ >K($.2C< WLAN =>4;7 #:?@" !$5962!./$  AD 
#$*2R$; IEEE 802 .11ED@2C<&$2)L 962!:;1>  2540 PN4 5"F1&2G8*$##$*2R$;;>I %3#>',$#K$#$2B
:;&$22C<K!50@"#J/ D@, ',$#)2+, 1 9/3 2 Mbps D@, K-4""7;M2$)2D .2-"'/-4;,7= F=>4',$#B>4 2.4 GHz 

9/3#>&/E& WEP PN4 5)1+ ; =$5)/-"&K($.2C<&$22C&Q$',$#1/"DUC :.@)'2-"0!$  9/3);-4"5%$&:;
?!,592& IEEE 802.11E#!#>&$22"52C<./C&&$2 Quality of service (QoS) 9/3&$22C&Q$',$#

Configure 0"5 Switch 9/3 IP Address 0"5 Client )6 5;D)D , E#%$)1;*"5#&$2 $  Swi

.2-".2 K$ :D H
4. K$#$2B2"52C<&$20 $ *C,0"523333<<<<<<<<< Network =>4%3)674#0NI;:;";$'*ED@5DD !55$ );-4"5%$

&$2,$59L;)&>4 ,&C<&$2=($=  Subnet 9/3&$22222 Desiiiiggggn 23<<=>4E#! ND*7D&C<=$5&$ U$6">&*!"E1
5. K$#$2B,7)'2$3.81C. T.$=>4)&7DD0000NNNNIIII;:;23<<<<<ED@5DD !@5@5$ 0NI; )?!; :;23<<#><#<#&$29<!5 VLAN

3 9L;& ED@D9&! Sale , Engineer 9/3 SSSServer ,C;.;,C, C NNN4 5.;;;  User 0"5 Sale A=2#$9%@%51@ C11T.$&C<LJ @DJL

23<<,!$:?@??5$; Internet E#!##ED@EDED LJ @DJ9999/23<<',2%3B$$$$$# User &/C<E1,C !,,$';"-4;:;9L;&)1+)1)1;D

.2-"E#!## B@$E#B@B@ !##&+9KD5,!$)1+)1)1;=>4)'2-4"5555500"5 Useerrrr ''';;;CI;';)))DDDDD> , 9*!B@$.$&)1B@B@ +)1)1;=CI59L;& &+*@"5A=2*@*@

&C<9L;& Engineer DDDDD@,,,,  ,DDD@DDD@ !!$$$$))))111+)1)1;)))).....#--";&C;.2---""""EEEE#!## B@$E#B@B@ !##)1+++ ;;;)11111)11 9KKKDDD5,,,!!!$$$$)))11+)1)1;=>49L;& Sale 9L;&)D>>>

DC5;DCDC CI;&+=($&$2222****22222,,,%)????+'''''1C11TTTT....$$=====>>>499999LLLLL;;&&&&& Saaallllee "  !!!$5)))DDDDD>>>>     ,, =====(($$$$:.....@@@@...&&&&$2,7)'2222$$$$33.81111C. TTTTT....$5!$ 0NI;#$&9/3&

0"<)0*:;&$$$2222,72,2,)'22$$3333....88811111CCCC.. TT.$&+9'<////5555 =>4K($'CT*";;;;;&&&&$29&@1C@ T..$$$$&&&&&+++++''''',2;($../////CCC&&&&$2 OSI Layer 

#$?!,     %3===($$$::.@.......$$$$KKKKK$)....**FEEEEDD@@DD)2+,0NI;

2.666  >>>>33399994444I333---- IEEEEEEE 802.11 

)='A;AAAA/ / /  IIIIIEEEEEEE 802..11111111 )1++)1)1;)='A;A/ >K(/ / $.2C<&$$$2222))))?-4"#*!""""""F1111&2GGG8*GG !**$5HHL!$$$;K-----4444"E2@E2E2K$
&&&($$$$$//CCCC5EEEEDCCC @2CCDD <',$#####;;;;7    #" !$55999962!./$ 9/3 745)#-4")12>1212 <)=>    <<&C<)='''''A;;;;;A/C >>>"---44/ / ;H """" !$5)
Bllluuuueeetttoooooootttthh,,, HHHHHiiperrLLLAN, GGGGGPPRRRRRSSSSS KKK77774445=>44)).+++++;;;;;EEEEDD@@@@DDD""""" !$$55555???CD)%%%%;;;&++''55%3336""EEEEED@DD%$&"F11111&2222GGGG8G''''"#####66667,,,,))***"28*2 !*
%3#>"FFF3# 1111&&&&2GGGG888GGG IIIIIEEEEEEE 802.11111 WLANNN **777D*CI5%$&&&&AAAA225555555$$;;;;;....22C --"..22  BBBuiilllt-In ####$$$$D@, 

IIIEEEEEEEEEEE  !!!!!"#$%$$$$$& The Insssttituuute of EEEElllleeectricaaaaalllll    aannd EEEleccctronicss  Enggggiiiiinnnnneeeeeeeers  ''''-"" ###$*2R$;&
=($555$$$$$;0"522223<<<<<)))''''2222- "00!!!!$$$   E2@@E2E2K$ PNNNNN444 5&(((($.;DAAAD KB$<C<<;;;;;,,,7777OO,,,,&&&&&222222#EMMMMMM@MMMM$9/3333,,,7O,&2
"7)/+&&&&&=22222"";;;;7777&K8;$;;;;;$?????$$$$$****7777 KKKKBBB$<CCC;;;;<  IIIIEEEEEEEE )1+)1)1;KB$<C;=>4&&&&;=== (&&$$$$$&&&&&CCC<< DDDDDJJJ99999////####$$$$$***2RRR$;,7%C;,  9999//33336666%C%C C\\\\;$',$
9/35555$;,7%C;,  :.####%C%C !!##H */"D%;;;;;)))))LLLL    99999666662222!''',,,,,$$$$$#####2JJJ @#22222 AAAADDDD     )));;;@;;;;DDDDD@@@@@$$$$;;;;;EMMMMMMMMMM@@@@MMMMMMMMMMMM$&($/C5/ ''''"#####67,)*"28 A====2'#;$
23<<<<<"7)/+&=2""";7&K88888 2223333<<<<<,CD''FFFF#''''

#$*2R$; IEEE 802.11111 )))111+++)111)111;)='''A;A/// >K(///  $.222C<<<<.22222  WWWLAN =>4;7 #:?@??" !$5962!./$ 
#$*2R$; IEEE 802 .11ED@2CDD <&$2)L 962!:;1>;1;1 2540 PN4 5"F1&2G8GG*$##$*2R$;;>I %3#>',$#K$#$
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1/"DUC  C5#>?!"5A.,!" J!#$& K!5L/:.@ IEEE *CI5'G3=($5$;)6-4"12C<12F5)674#)*7#AD 'G3=($5$;#>
L/5$;=>4)2$=2$<&C;D>" !$5 IEEE 802.11a, IEEE802.11b,IEEE802.11g, IEEE802.11n 

2.6.1  >394I3- IEEE 802.11a 

 #$*2R$; IEEE 802.11a )1+ ;#$*2R$;92&=>4ED@2C<&$2123&$O""&#$ :?@)='A;A/ >=>4
)2> &,!$ OFDM (Orthogonal Frequency Division Multiplexing) )6-4"=($:.@"F1&2G8K$#$2B2C<K!5
0@"#J/ED@D@, ',$#)2+, 54 Mbps 9*!#>&$2:?@'/-4;,7= F=>4',$#B>4 5 GHz PN4 5)1+ ; !$;',$#B>4K$S$2G3
K($.2C<&$2:?@5$;:;123)=OK.2CR")#27&$ " !$5:;123)=OE= 0"5)2$;CI;E#!";FT$*:.@:?@5$;
"F1&2G8 IEEE 802.11a );-4"5%$&',$#B>4 !$;;>I  (5 GHz) ED@%CDK22K($.2C<&7%&$2"-4;9/@, 9/30@")K> 
">&" !$5'-"2CO#>0"5KCTT$G#>0;$DKCI; 123#$G 30 )#*2 PN4 5KCI;&,!$2CO#>KCTT$G0"5 

IEEE802.11b =>4#>0;$D123#$G 100 )#*2 9/3)2-4"50"52$'$=>4KJ5&,!$ IEEE 802.11b =($:.@ IEEE 

802.11a ED@2C<',$#;7 #;@" #$& 

 

2.6.2  >394I3- IEEE 802.11b 

#$*2R$;;>I ED@2C<&$2)L 962!)#-4"1>  2542 PN4 5 )1+ ;=>42J @% C&&C;D>9/3:?@5$;&C;" !$5962!./$ 
#$&=>4KFD #$*2R$; IEEE 802.11b :?@)='A;A/ >=>4)2> &,!$ CCK (Complimentary Code Keying) 

L;,&&C<DSSS (Direct Sequence Spread Spectrum) )6-4"12C<12F5',$#K$#$2B0"5"F1&2G8:.@
2C<K!50@"#J/ED@D@, ',$#)2+,KJ5KFD 11 Mbps L!$;'/-4;,7= F',$#B>4 2.4 GHz ()1+ ; !$;',$#B>4=>4
)2> &,!$ ISM : Industrial Scientific and Medical ) PN4 5BJ&%CDK22E,@" !$5K$&/K($.2C<&$2:?@5$;
" !$5K$S$2G3D@$;,7= $O$K*28, "F*K$.&22# 9/3&$296= 8 AD "F1&2G8=>4:?@',$#B>4 !$;;>I
" !$5)?!; IEEE 802.11, Bluetooth, A=2OC6=8E2@K$ , 9/3)*$E#A'2),M PN4 5K!,;:.T!9/@, IEEE 

802.11 WLAN =>4:?@&C;" J!:;1C%%F<C;%3)1+ ;"F1&2G8*$##$*2R$; IEEE 802.11b ;>I 9/3:?@
)'2-4"5.#$ &$2'@$=>42J @% C&&C;D>:;;$# Wi-Fi PN45)'2-4"5.#$ &$2'@$DC5&/!$,BJ&&($.;D0NI;AD K#$'# 

WECA (Wireless Ethernet Compatability Alliance) AD "F1&2G8=>4ED@2C<)'2-4"5.#$ &$2'@$DC5&/!$,
ED@L!$;#$*2R$;&$2*2,%K"<9/3K$#$2B;($E1:?@5$;2! ,#&C<"F1&2G8 >4.@""-4;H=>4ED@2C<
)'2-4"5.#$  Wi-Fi 

 

 

L/5$;=)2$=2$<&;D" $5 IEEE 802.11a, IEEE802.11b,IEEE802.11g, IEEE802.11n 

2.6.1  >394I3- IEEE 802.11a 

#$*2R$; IEEE 802.11a )1+)1)1;#$$$$$*2R$;;;;92&=>4ED@2CDD <&$2123&$O""&#$ :?@??)='A;A/
)2> &,!$ OFDM (Orthogonal Frequencyyyy Divisionnn Multiplexing) )6-4"=($:.@"F.. 1&2G8GGK$#$2B2C<
0@"#0@0@ J/ED@D@DD , ',$#)D@D@ +,)2  54 Mbps 9*!#>&&&&$$$$2:?@??'/-4;,7=    FFFF=>4    ',$#B>4 5 GHz PN4 5)1+)1)1; !$;',$#B>4K$S$2
K($.2C<&$2:?@??5$;:;123)=OK.2C.2.2R"""")#27&$ " !$5:;;;1111123)=OE= 0"5)2$;C;;I;;;E#C !##";FT$*:.@..:?@??
"F1&2G8G IEEE 802.11a );-4"5%$&',,,,$$#B>4 ); ! $;;;;;>>I  (((55 GHz) EEEEDDD@%CDD DK22K%C%C ($.2C<&7%&$2"-4;9/@,/ 9/30@"
">&" !$5'-"2CO#>0"5KCTTTTTTT$$$$G#>0;;;;$DKCI; 111222333#####$G 33300000 )##****222 PN4 5KCI;&,!$2CO#>KCO# TT$G0
IEEE802.11b =>4#>0;$$$DDDD123#$GG 1110000000 )#####****22222 9///3)))2222----4""""5555000"""""555522$$$'''''$=>>>4KJ= 5&&,,,,,!!!!$ IEEE 802.11b =($:.@.. IE

802.11a ED@222CDD <<<',$####;;7777 ####;;@""""     #####$&&&;

2.6.2   >394IIIII333---- IIIEEEEEEE 888802.11b 

##$*222RRRR$;;;;;>I ED@2222CCCCCDD <&$2)L 962!)#-4"1>"1"1 2542 PN4 5 )1+)1)1;=>42J @% C;= &&%C%C C;DDDDD>>>>9/3::::???@@@@????555$$$;;;;;&C;;;""""     !$$$$555999962!./
#$$$$&&&&&====>4KKKKFFFFD&&&===== #$*2RRRRR$; IIIEEEEEE 802.11111bbbb :::::?@@??)='A;A/ >=>444/ / )2> &&&&,,,!$ CCK (CCoooompliiiimmmentary Coodddddeeeee Keyi

L;,&&&&&&CCC<DDDDSSSSS (DDiiiiirrrect Seqqqqquuuuuence Spread Spectrum) )6-4"111122222C22<12F5',,,,$#KKK$##$$$$$22222B00""""555"FF1&2G
2C<<<<K!50@"#J/ED@DDD@@@D ,,,   ',$#)2222+,,,KKKKJJ5555KKKKKFDDDDKKKKK  1111111111  MMMMMbbbbbpppsss L!$;;;;'''''////-4;;;;;,,,,,7===  F''''',,,,,$$$$####B>4 2.4 GGGGHz ()1+)1)1; !$;;;;;''',$#
)2> &,!$ IISSSSMMMMM  : Industriaaaaalllll Scienttiiificc and MMMMeeedddddiicaaalllll ) PPPNNN4 5BJ&&%CDDDK22EEEE,C @," !$5K$$$$&&&&&////KKK(($$$....2C<&$2:?@?
" !$5555K$S$22GGGGG33333DDDD@$;,7====  $O$K*288,, """F*K$.&&&&&22### 99999////3&$$$29966= 8 AAAAAD "FF11111&&&&&2222GGG8=>4GG :?@@@@??'''',,,,$#B>4 #B !  $
" !$5)?!!; IEEEEEEEEEEEEE 8000022.1111,,,,  Bluetttoooooooooth,, AAAAA=2OOOOOCCOO66666=====8E288 @E2E2K$     ,,,, 9999/////333))***$$$$$EEE#AA'''2),,,MMMMM PPPPPNNNN44 5KKK!,,;::::.T!TT9/@,/  IE

802.1111111  WWWWLLLLLAN =====>>>>44:::::?????@@&&&&&??? C&&;;;"   J!!!:::;;;1C11%%F<C% ;%3)1<C<C +)1)1;"F1&2G8GG*$####$$$$$****22RRRR$$$$;;;;;  IIEEE 88880002.11111bbbb ;>I 9/3
)'2-4"""555.####$$$$ &$2'@@$$$$$=>>>42222JJJ @@@% C$= &&&&CC CCC;;;;;DDDD>>>:::::;;;;;;;;;$$$## Wi-FFFFiii PPPPPN4555)))'''''222-4""""55.#$$$$$     &&&&$$$$$22222'''''@@@@$$$$$DDDDCC555&/!$$$$,,,BBBBJJ&&&($.;DDDDD00NNNIIII;AAAAAD K#$
WECCCAA (Wireleeesssss EEEEttttthhernneeeettt CCCooommmpaatttaabbbbbiiillliiiittttyyy AAAAAllllllliiiiaaaaannnncccceeee)) AAAAADD  "F111&22222GGG88=====>>4GGGG EEED@2CDD <))))'''''2-44""""5.#$ &$2222'@$DC5&/
ED@LDD !LL$$$;;;####$$$**222RR$;&$2*2,%KKKK""<9/////3K$####$2B;;;((($EEEE1111:?@??5$;;;;2! ,#&CC<"F1&2G8888 >>>>4.@@@GG """""---4;;H=>4ED@@@DDDD
)'2-4"5.#$  Wi-Fi 
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2.6.3  >394I3- IEEE 802.11g 

 #$*2R$; IEEE 802.11g )1+ ;#$*2R$;=>4ED@2C<&$26C\;$0NI;#$%$& 802.11b AD  C5'5:?@ 
'/-4;',$#B>4 2.4 GHz 9*!#>',$#)2+,:;&$22C< - K!50@"#J/)674#0NI;" J!=>423DC< 54 Mbps .2-")=!$&C< 

#$*2R$; IEEE 802.11a )6> 59*!,!$',$#B>4 2.4 GHz  C5'5)1+ ;'/-4;',$#B>4K$S$2G3" J!).#-";)D7# 

DC5;CI;%N5 C5#>1CT.$)2-4"50"5KCTT$G2<&,;%$&"F1&2G8=>4:?@'/-4;',$#B>4)D> ,&C;" J!D> 

2.6.4  >394I3- IEEE 802.11n 

 #$*2R$; IEEE 802.11n "$%%3 C5E#!B-",!$)1+ ;#$*2R$;%275H );-4"5%$& C5E#!ED@123&$O 

""&#$" !$5)1+ ;=$5&$2 )62$3 C5'5" J!:;?!,523.,!$5&$26C\;$" J! 9/3:&/@)K2+%K#<J2G89/@, PN4 5
#$*2R$; IEEE 802.11n %3)1+ ;&$26C\;$9<<&@$,&23ADDD@, &$2:?@)='A;A/ >#$&#$ )0@$#$
?!,  )6-4")674#',$#)2+,:;&$22C< - K!50@"#J/:.@KJ50NI; AD %3#>',$#)2+," J!=>4 300 Mbps .2-")2+,&,!$ 
Lan 9<<#>K$ =>4#$*2R$; 100 BASE-TX ;"&%$&;>I  C5#>23 36-I;=>4:.@<27&$2&,@$50NI; AD 
)='A;A/ > =>4 IEEE  802.11n;($#$:?@&+'-")='A;A/ > MIMO PN4 5)1+ ;&$22C<K!50@"#J/%$&)K$
KCTT$G./$ H *@; 62@"#H &C; =($:.@ED@',$#)2+,KJ5#$&0NI; 9/3 C5:?@'/-4;',$#B>49<< Dual 

Band '-"=CI5 2.4 GHz 9/3 5 GHz 0NI;" J!&C<"F1&2G8,!$""&9<<#$:.@=($5$;&C<'/-4;:D.2-"=($5$;
&C<=CI5K"5'/-4;62@"#H &C;ED@ PN45=($:.@<$5123)=O=>4 C5E#!ED@";F#C*7:.@:?@)'2-"0!$ E2@K$ #$*2R$; 

IEEE 802.11a "$%%3#>1CT.$ &C<&$2:?@5$;)'2-"0!$ E2@K$ *$##$*2R$; IEEE 802.11n 

#$*2R$; IEEE 802.11g )1+)1)1;#$*2R$;=>4ED@2CDD <&$26C\;$0NI;#$%$& 802.11b AD  C  5'5C
'/-4;',$#B>4 2.4 GHz 9*!#>',$#)2+,:;&$22CCC<<<<<22222  - K!50@"#J/)674#0NI;" J!=>423DC<D  54 Mbps .2-")=!$$$
#$*2R$; IEEE 802.11a )6> 59*!,!$',$#BBB>4  2.4 GGGGHz  C5'5)1 C C +)1)1;'/-4;',$#B>4K$S$2G3" J!).#-";)
DC5;DCDC CI;%N5 C5#>1CT.$)2-45# "50"5KCTT$G2<&&&&,,,,;%$&""""F"""1&2G8=>4GG :?@??'/-4;',$#B>4)D> ,&C;" J!D>

2.6.4  >394I3- IEEE 802.11n 

#$*2R$; IEEE 802.11n """"$%%3 C5EE##C !##B-",!$)1+)1)1;;;;#$*2R$;%275H );-4"5%$& C5E#C !##ED@DD123&@
""&#$" !$5)1+)1)1;=$5&$2 )62$3 C555'''''5" J!:;???????,523333.,!$5&$$$22226C\;$$""" JJ! 9/3:&/@//)K2+%K#<J2G89/@,/
#$*2R$; IEEE 802222..11n %%%%3333)))11111+))1111111;&$$$$2222266C\\;;;$9999<<<<<<&&&&@$$,&&223AAADDDDDDDDDDD@@@DDDD, &$$$2222:?@@@ @??)='A;A/ / / #$&#$ )0@
?!, )6-4")674###'''',$$###))22+,,,,::::;&$$$$2222222C<222  ---- KKKKK!50@@@@"###JJJJ//:::..@@KKKJJ.. 555000NNNNNIIIII; AAADDDD    %%%33333#####'''',,,$#)2++++,,,,,""""   JJJ!====>>>4 3300000000 Mbps .2-")2+,&
Lan 9<<#>K$$$    =>4#$$$$****22222RRRR$$$$;;; 100 BAAAASSSE-TX ;"&&&&&%%$&;>I  C5# C C >>>23333     333336-I;=>4:....@@...<<<27&$2&,@$50NI; AAA
)='A;;;;;AAA/   /   / ====>>>>444 IEEEEEEEEEEEEEE   8800002.11n;($####$:?@&?? +@&@&'-")='A;AA//// / /  MIMOOOO PPPPN4 5)1111+)1)1;;;;&&&$222222222C<<<<<K!!!55550000@"#J/%$&
KCTT$GGGG..../$ H *@;;;; 62@"""""#H &C;;;; ===($$$$:::::...@@@@.EEED@@@@DD',$###)))2222+,,,,,KKKKKJJ555#$&0NI; 99999/3    CCC555:::::????CC @@@@@???''''///-4;'''',,,,$$#B>49<< D

Baaannnnnddd '''-""""=CI5 222.444 GGGGHz 999///3 5 GHz 0NI;" J!&C<"FF1&2G8,GG !,$""&9<<#$:::::.....@=(... $55$$$$;;;&&&CCCC<<<<<'''/---44;;;;::::DDDD....2-.2.2"=($5
&C<<<<<=====CI555KKK"5'/-----44444;666662@"##HHHH &C;EDC @DD PN45====($$$$::::.@@@..<$5123)=O=>44 CCO=O= 5EEEE#### CC !##ED@DD";F#C*7; :....@..:?@??)''''2-"0!!$ E2@E2E2KK$$$$    #####$*2R
IEEEEE  88880002222...11111a ""$$%%%%%%33333#>1C3# T.$$$$$ &&CCC<&$2:?C @5$;)'2-?? "0!$ E2@22K$ *$$$######$*2R$$$$;; IEEEEEEEEE  888880002.1111111n 
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2.7 Three Layer Hierarchical Model  

 

4;5!"# 2.9 &$2""&9<< Three Layer Hierarchical Model 

 Cisco ED@&($.;D2J19<<&$2)?-4"#*!" Network 9<< Three Layer Hierarchical Model )1+ ;

?CI;""&)1+; 3 )/) "28 ED@9&! 

1. Core Layer  

2. Distribution Layer  

3. Access Layer 

 

44444;;;5555!"""###5!5! 22.9 &$2""""&&&9<< Three Laayyyyer Hierarrchhhhiiiicccccaaalll Modeellll

CCiscoo EEEEEDDDDD@&DDDDDD (@&@&$$$....;DDDDD22J19<<&&&&$$$2))?????-4)?)?"""""#####****!"""" NNNNeeeettttwwwwoooorrrrrkkkk 9999<< Threeeeeeeee Laayyyeeeerrrrr  HHHHHiiierarchhhhiiiiccccaal Model 

?CI;;;;;"""""""&&&&&))))111?C?C ++++ ;))11111  333 )))/)))    "28 EEEDDDD@@@@DDDDD9&!

1. Core LLLayeeerrr  

2. DDDDistrriiiibuuutttion Layyyeeeeerrr  

3...  AAAAAccccccessss Layer 



26 

 

 

4;5!"# 2.10 A'25K2@$5&$2""&9<< Three Layer Hierarchical Model 

2.7.1  Core Layer 

Core Layer B-"ED@,!$)1+ ;OJ; 8&/$50"523<< Network AD .;@$=>4./C&0"5 Layer ;>I'-"=($

K745=>4)2> &,!$ Forward Packet AD *C,#C;%32C< Packet =>4" J!:; Layer *!$5H#$9/@,=($&$2 Forward 

""&E1 AD <;*C,#C;%3<22%F)K@;=$5.2-" Routing Table )6-4"=>4%3ED@=($&$2 Forward Packet E1

 C5 Network *!$5HED@" !$5BJ&*@"5 9/3)1+ ;&$2)?-4"#*!" Distribution Layer ./$ H *C,%FD)0@$E,@

D@, &C;AD =>4"F1&2G8=>4)/-"&:?@)1+ ; Core Layer ',2)1+ ;"F1&2G8=>4#> Interface ',$#)2+,KJ5 E#!

).#$3&C<&$2=>4%3K2@$5 Policy .2-":.@"F1&2G8=($5$;:;&$2123#,/L/#$&H );-4"5%$&%3#>L/*!"

&$2=($5$; "$%%3=($:.@)&7D',$#/!$?@$:;&$2K!5L!$;0@"#J/ B@$%($;,;0"5"F1&2G8*!"6!,5"-4;H 745

#$&  745#>L/*!"&$2K!5L!$;0@"#J/:.@?@$/5*$#E1D@,  PN4 5 Core Layer ;>I ).#$3K($.2C<&$2""&9<<

:;23<< Network =>4#>0;$D:.T! )?!; #.$,7= $/C  B@$:;23<< Network =>4#>0;$DE#!" $&#$& 

"$%%3E#!#> Core Layer AD #>)6> 5 Distribution Layer &C< Access Layer &+ED@ 

4;5!!!!"#5!5!   22222..11110000 AA'25K2@K2K2$5&&&$$$$$2""&9<< Thhhhhrrree Layer HHiiiieeeerrrraaaarrrchical MMMMModel 

2.7.1  Coreeee  LLLLLaaaaayyerrrr  

Cooorrrreeeee   Laaayyyyyer B-"""""ED@,DD !,$)1+)11;OJ; 8&///$$$$55500000"""5555522223333<<<<< Network AD    ....;@;;$=====>>>>4..////C&&&&&000"5 LLayeeeerrr ;>I'-"""

K745=>>4444)2>>>>    &,!$ Forrrwwwwarddddd Packet AAADDDD  *C**,#C;%32C<32  Packet =>4"   J!::::;;; Layer ****!$5HHHH#$9/@,=($$&$2 Forw

""""""""&EEEEE111 AD <;*****C**,,####CC;%3<22222222%F)K@;=$5.2-".2  Routing Table )6-4"""====>4%3ED@=====((((DD $$$$&&&&&$2 Forward Paaaaacket 

 C5 Netwwwwoooorrrrkkkk   *!$5HED@DD"   !$$$$$5BBBBBJ&&&&*@""""5 999/333)))))11111++++)11)11;;;;&&&&&$$2)))))????-4"####***!" DDDisttrributiiiiiooon Layer .....///$     H *CCC,%*C*C FD)0@

D@,  &&&&D@D@ CCCC;;;AAD   ===CCC >>>>444"""""FFFF   ===== 11111&2G8====>>4GG )/-"&:?@??)1+++ ;)111)111  Core LLLLLaaaayerrr ''',,,,,2222)1+)1)1;;;"F111&2G8=====>>>>4#>GG  Inteeerrrrrfffffaaaacccce ',$$####)2+,KJ5,K

).#$3&CCC<&$$22222==>4%%%%33KKKK2@$5 PPPPolicy .....2222---"":::::.....@"F..... 1&&&&&22222GGGGG8=(GGGGG $5$;;;;;:::;;;&&&&&$$$$2221111222223#,,,//LLL/////####$$$$$&&&&&H )));;---44"5%$&%3#>L/

&$2===((($$$5555$; "$%%3====((($$$$$:::::...@@@@@))))&&7D',,,$$$$#####/!$?@$:;&$2KK5L!$;0@"#JJJJ////## BBB@@@@$%%%%B@B@ ($$$;;;;;,,,,;;;000"5"F1&222G8**GG !*""""666!,5"-4;H

#$&     7745#>L/*!"&&$$$2KKKK!!55L!$;0@@@@"""""#####JJJJ/////:::::.....@@?????@....... $$$$$///555****$$$###EE111DDDD@DD,,,,, PPPPN4 5555 CCCCCooooree LLLLayer ;;>>>III ))))...###$$$$3K($.2CC<&$$$$2""&9

:;2333<< Netwwwwoork =>>>>>4###>>00000;$D:....T!TT )?!;;; ###.$,7777= $$//CC /// BB@$:;23333<<B@B@  NNNNeeettttwwwork =====>>>4###>00;;;$DEEEE#!##" $&#

"$%%3E#!##> Core Layer AD # #)6> 5 DDDistribuuuttttiiiiooooonnn LLLayer &&CCCCC<<< AAccess Layer &+ED@ED
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2.7.2  Distribution Layer 

Distribution Layer )1+ ; Layer =>4= ($&$2)?-4"#*!"&C< Access Layer ./$ H%FD)0@$
D@, &C; %$&;CI;%3=($&$2K!50@"#J/*!"E1:.@&C< Core Layer "F1&2G8 Switch =>4= ($5$;:; 

Layer ;>I#C&)1+ ;"F1&2G8=>4= ($5$;:; Layer 3 PN45%3*@"5)1+ ; Switch =>4K$#$2B Forward Packet 

ED@'!";0@$5)2+, AD =>4"F1&2G8 Switch =>4:?@:; Layer ;>I*@"5#>% ($;,; Port #$& 9/3)6> 56" 

2"52C<&$2=($ Policy :;127#$GKJ5 HED@ 9/32"52C<&$2=($ Routing *!$5H )1+ ; VLAN 

Routing K($.2C<2"52C<&$2)?-4"#*!"E1 C5 Switch =>4= ($5$;:; Access Layer );-4"5%$& Switch 

:;?CI; Layer ;>I  B-")1+;)K#-";%FDOJ; 82,#0"5 Switch *!$5H =>4" J!:; Access Layer 

2.7.3  Access Layer 

Access Layer :; Layer ;>IB-"ED@,!$)1+ ; Layer =>4:&/@?7D&C<LJ @:?@5$;#$&=>4KFD.2-"
K$#$2B"S7<$ ED@5!$ H&+'-")1+ ; Switch .2-" =>4:?@)K> <*!")0@$&C<)'2-4"5'"#67,)*"280"5 

User "F1&2G8=>4= ($5$;" J!<; Layer ;>I  #C&)1+ ; Switch Layer 2 AD =>4"F1&2G8:; Layer ;>I
%3*@"5#>&$2'($;N5BN5&$2:?@5$;L!$; Remote Connection )6-4")0@$KJ!U$ :;)'2-"0!$  )1+ ;
"F1&2G8=>4#>&$22"52C< MAC Address :;127#$G=>4#$&ED@ 9/3#>&$2 Share Bandwidth, 

Bandwidth Management 9/3 MAC Address Filtering AD :;&$2=($5$; Switch =>4" J!:; 

Access Layer %3=($&$2 Forward Packet *!"E1:.@ Layer =>4KJ50NI;E1*$#/($DC< 

?1D="?D:234DD2'  *+4JD?K3./-4;5'   Hierarchical Model  

1. 9 &',$#*@"5&$2=>4#>" J!" !$5./$&./$ ""&)1+; Layer )6-4":.@K$#$2B;($
"F1&2G8=>4#>'FGK#<C*79*&*!$5&C;#$:?@" !$5#>123K7=S7U$6 9/3*25*$#',$#*@"5&$2%275  

2. )&7DOC& U$60"523<<)'2-"0!$ #$& 

3. 5!$ *!"&$2<27.$2%CD&$2 9/3&$2,7)'2$3.81CT.$=>4)&7D0NI; 

4. #>',$# -D. F!;:;&$2)674# /D .2-")?-4"#*!"23<<)'2-"0!$ K2@$5.2-"12C<)1/>4 ; 

Policy ED@5!$  

5. LJ @DJ9/23<<%3#>',$#)0@$:%:;A'25K2@$55!$ 0NI;  

 

 

Distribution Layer )1+ ;)1)1  Layer =>4= ($&$2)?-4"#*!"&C< Access Layer ./$ H%F%%D)0@$0
D@, &C; %$&;CI;%3=($&$2K!50@"#J/*!"E1:.@&&&&&.. CCC@&&&@ <<<<< Core Layer "F1&2G8G Switch =>4= ($5$;:;
Layer ;>I#C&)1#C#C +)1)1;"F1&2G8=>4= (GG $5$;:; Layer 3333 PNN4 5%%%%33*@"5)1@ + ;)1)1  Switch =>4K$#$2B Forward Packet 

ED@'DD !''";0@$5)2+,)2 AD =>4"F = = 1&2G8GG Switch =>4:::????@@??:; Layyyyer ;>I*@"5#*@*@ >% (5# $;,; Port #$& 9/3)6> 56"
2"52C<&$2=($=  Policy :;121212#$GKJ5K HHHHED@DD 9/32"""5552C<&$2=($=  Routing *!$5H )1+ ;)1)1  VLAN 

Routing K($.2C<2"52C<&$2)?-4"#*!"E1111 C5   Switch =>4= (((($$$$5$;:; Access Layer );-4"5%$& Switch 

:;?C?I; Layer ;>I B-")1+)11;)K#-";%FDOJ;    8882,#0"5 Switch ***!$5H =>4" J!:; Access Layer 

2.7.3  Access Layerrr   

Acceeeesssss LLLaayyyyeeeerr :;;; LLLLaaayyyyyeeeeerrr ;;;>III B-----"EEEEEDDD@@@@,,DD !,,$$$))11++ ;;;))111  LLLayyeeeerrrr ===>4:::::&&&////@???7//// D&C<<<LLLLJJ @<<<LLLL::???JJ @@ @??5555$;;;;####$&=>4KF&= D.2-".2
K$#$2B"S7<$$$    ED@5DD !55$$$$$    HHHH&&&+++'''---")1+ ;)1)1  Switttcccch .2-".2 =>4:????@@@@????))))KK> <*!")0@@@$&&&&CC<<<<<)))'''''2-4"5'""""#####67,)*"280"5
User """"F111&&2222GGGG888=>4=====(((GG $$$$55555$;;""""  J!!!<<<<; Layer ;>>I #C&)1#C#C + ;)1)1  Switchhhh  Layer 2222   AAAADDD    =>>444""""FFFF = = 1111&&&&222GGGG8GGG:::::;;;;; Laaayyyyer ;>I
%3*@"55####>&&&&&$2'(((($;NNNNN5BBBBN5&$22222::?@??5$;L!$$$$;;;; RRRRReeemote Connnneeeeccccctttttiiiiiooonnn )6-4")))00000@$KJ!!UUUU$$$    :::::;;;;)))'2-'2'2""""0000!!!$ )1+ ;)1)1
"F11111&&&222GGGGG8===>>>>4#>GGGG &&$$$22222""""52C<52  MMMMAC Address :;121212#$G=>4#$&ED@DD 9/3#>>>&&&&&$2 SSShhhhaaree BBBannnnddddwwwwwiiiddddtttth, 

Baaaannnnndddddwwwwidth MMMannnnnagemmmmeent 9/3 MMMMAAAACCC Address Filteringggg AAAD :;&$2====(==$5$;;;; Switch =>4""    J!:::::;;
Acceeessssss   Laaaayyyyeer %333=($&&&&&$2=  Forwwwwwaaard Packet *!"E1:.@.. Layer =>4KJ500000NNI;E1*$####//($DDCCCC<DDD

?1DDD===""""??DDDD::::22223333344444DDDDD2'  *+44JDDDD??KK33333./----4;55'       HHHHiiiiieeeeeraarrrrrccchicccccaaal MMMoodeeel 

1. 9999     &&&&''''',$#****@""""5&$2=>4#>2= """ J!"" !$5./$$$&&&&./$$$$     """"&)1++ ;)111)11  LLLayer )6666-----4":....@..KKKK$$$#####$2B;($;
"F1&&&&2G8=>4#>'''''FFFFGG GGGGGK####<<<<CCC***7<<<< 99*&&&&***!$5&&CCCC;;;##$$:::::????CCCC @:::???" !$$$555##>>1111123K3K3K=SSS77777UU$$$66 99//333*22225555*$#####''''',,,$$$##*@@@"""""5&$2%227555%222   

2. )&7DOC& UUU$$$$666660000""""555223<<<<<<<<))))'''2-"0!$ #$&
3. 5!$ *!"""&$$$$222<27.$2%%%%%CCCCCDDDDD&&&&&$$$$$2222 99999///333&&$$$2,7)'22$$333.81111C... TTTTT.....$$$===>>>>>4))))&&&&777DDD0NNIII;
4. #>',,,,$$# ----DDDDD....    FFF!;;;;;:;&$$$$2222)67)6)6444# /D .2222----""""))??-----44"###*!"23<<)''''2-----"0!!!!$$$$  KKKK222@$$$$5.222----""""12C22<)1///>>441//1  ;

Policy ED@5DD !55$ 
5. LJ @DJ9/23<<%3#>',$#)0@$:%:;A'25K2@ @K2K2$55!$ 0NI;
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2.8 Switch Port Mapper 

 

4;5!"# 2.11 A129&2# Switch Port Mapper 

Switch Port Mapper )1+ ; Utility .;N450"5 Solar Winds )1+ ; Utility =>4?!, LJ @DJ9/23<<:;

&$2'@;.$"F1&2G8U$ :;)'2-"0!$ ,!$9*!/3"F1&2G8;CI;BJ&)K> <" J!&C< Switch Port .#$ )/0"3E2

2,#E1BN5&$2*2,%K"<.#$ )/0 IP Address, .#$ )/0 MAC Address 9/3KB$;3&$2=($5$;0"5

9*!/3 Port <; Switch ED@D@,  AD =>4',$#K$#$2B0"5A129&2# Switch Port Mapper #>DC5;>I  

1. ?!, LJ @DJ9/23<<:;&$2'@;.$"F1&2G8)'2-"0!$ ,!$"F1&2G8)'2-"0!$ :D)K> <" J!<; Switch 

Port .#$ )/0"3E2ED@ AD LJ @DJ9/23<<E#!% ($)1+ ;*@"5)K> ),/$E/!&$2E/!*$#)?+'%$&K$ =>4)D7;E,@ 

2. ?!, LJ @DJ9/23<<:;&$2*2,%K"<127#$G&$2:?@5$;0"5 Port <; Switch 9*!/3 Port 

)6-4"123A ?;8:;&$2,$59L;&$20 $ )'2-"0!$ :;";$'*ED@ 

3. DJKB$;3&$2=($5$;9/3',$#)2+,0"5 Port 0"59*!/3 Port 

4. &$2=($L/&$2'@;.$E1 C5EM/8 Excel, PDF, CSV 9/3 HTML 

 

4;5!"#5!5! 2.11 A129&2# Switch Port Mapppppeeeer 

SSSSwwwiitch Porrrrrttttt Mapperrrr    ))))1111+++ ;)1111)111  Utility .;N450"5 Solar Wiiinnnnnddddds )1+ ;)1)1  UUUUtilittttyy ==>4??????,,,, LJJJJ @@@DJJJ LLLL 9/23<<

&$$$$$2'@;.$"F1&2GGGG8GGUUU$ :;)''''22----''22"""00000!$$$$$     ,,,!$$$$$99999*****!/////3333""""FF111&&&&&222G8;;;;;CGG I CC;;;;BBBBB;;;CC J&&&&&))))KKKKK>  <<<<<"""""     JJJ!&&&&C< Swiiiitttttccch PPPort .#$   ))/0"3

2,#E1BBNNNN555&&&&$$$$2222****2,%K"<<....#$ )/000 IPPPP Addreesssssss, ....##$$$$$ ))////0 MMMACCC Addddddrrrrress 9/3KKKKBBBB$$$$;;;333&$2=($5$;0

9*!/33333 Port <<<;;;; SSSSSwitchhhh ED@D@DD , D@D@ ADDD ==>>4 == ',$#KKK$$$$#$2BB00000"555A12229&&2# Swiittttch PPPPoooorrrtttt  MMMMapppppper ###>>>>DC5;DCDC >I

1. ????!!!, LJ @DDDJ9999////222223<<<<:::;&$2'@@L ;.$"@@ F1&2G8GG)'2-"0!!$ ,!!$"F1&2222GGG888GG)''''22222---"""""00000!$ :DD))))K>)KK <"     JJJJ!<<<; Swi

Port .####$$$$     )))/0"3EEEE22222EEEEDDDD@@@@D AAAADDDD    LLLJJJ @DJJJJ  LLL 999/233<<<<<<<EEEE###!##%($)1+)1)1;*@"""555)))KKKK>**     ))),,//$$$EEEEE////!!//&&&&$$$$22222EEEEE//!//****$$$####)?+'%$&&&&KKK$$$$ ====>>>>4)D7;E,@,,

2. ?!, LLLLJ @@@@DJ LLLL 9999/23<<<<<<<<:::;;;&$$$$22222*****22222,,,,,%%%%%KKKKK""""<<<<111122221111221 ####$$$$$GGGGG&&&&&$$22222:::::???@??5$;;;00000""""5 Porrttttt  <<<<<; Switch 9*!/3 P

)6-4"1122233333AAAA    ???;;;88;;::::;&$2,$59L;&&$$20 $$$$$     )'2---'2'2""""0!$ :;;;";$$$''''*ED@DD

3. DJKB$;3&$2=($5$;9/3',$#)2+,0"5 Port 0"59*!/3 Port 
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2.9 Microsoft Office Visio 

 

 !"#$% 2.12  !"#$"% Microsoft Office Visio 

Microsoft Office Visio &!' (&)"*+,-%*,./+&0"1%$2".32-2(4,- Microsoft Office &!' (
 !"#$"%./+56$0"72-489(%2&:*+,;<=>?($2"0"72- #@(A6%1 #@(@B- C2"2-#0D- )"-0"72-,-)E$" A2:
 )"-0"72-&)"*,4<2> (Network Diagram) FGB$$2")1D (Algorithm) #@(A6%1.2-$2"CG2D C2"2-&=G2 

#GH#@(A2:,*+(I,/$FG2$FG2> JD7,><2--<2>D2> &:*+,?;7,K1L2>4B9(C,($2".32-2(?(;19(-2((B9( I 

#0D-,,$%2?("6!#LL4,-"6!A2: "=%.B9-;<=>&:1+%!"H01.K1A2:?($2"0*+,02" D>;<=>?F7#C<GH
#@($02%2"5D6#@(A6%1F"*,C2"2-?("6!#LLJMGE./+#C$C<2-$B(C2%C7,-$2"JD7 #GH>B-;<=>?F7
@6 7NBD.32&,$02"0"72-A2:$"2MM1 $?F%<I #!G$I JD70HD=$ &:*+,&:1+%;BD&N(?F7$BL47,%6GC<2-I JD7
&!' (,><2-D/  D>./+%/&)"*+,-%*,C<2- IN32(=(%2$ O8+-%/4B9(C,($2".32-2()*,$2"&G*,$"6!A2:./+C7,-$2"
?;7-2(%2=2-?( Layer ./+C7,-$2" #GH&;*+,%C<,A2:,*+( I &472D7=>$B( N(&!' ( Diagram F"*,&!' ( 

Flow Chart ./+@6 7?;7-2(C7,-$2" ?(#C<GH$2",,$#LL(B9(NH%/&)"*+,-%*,./+#C$C<2-$B(,,$J! 489(,>6<
$BL=<2@6 7?;7-2(C7,-$2",,$#LL#@(A2:#LL?D #GHC7,-$2"(32&0(,-2(#LL?D  D>"=%#G7=
 !"#$"%(/9%/&)"*,-%*,)"L.P$;(1D #GH>B-%/&)"*+,-%*,0"72-#@(A2:#LLFG2$FG2>%1C1,/$D7=> (1 

%1C1, 2 %1C1 #GH 3 %1C1) #GH./+032)BQ$')*, Visio ;<=>!"HF>BD&=G2?($2"0"72-&,$02"F"*,JMGE&FG<2(/9
JD758-F(8+ -&.<2CB= #GH47,D/4,- !"#$"% Visio )*, &!' ( !"#$"%./+56$0"72-?F70(BL0(P($2"
.32-2($BL !"#$"%,,MM1 R,*+(IJD7 &!' (,><2-D/  D>&S:2H Microsoft Office 

 !"#$%"#"# 2.1111122  !"#$$""%% Microsooooft Officeee VVisiiiooo 

MMMMiiiccccrrrroooosooooffffft OOffffffice Visio &!!'&!&!(((&&&&))))""""*+,,,,---%%%%%*,,,,..../+&&&0000"1%$2".32-2(4444,- MMMMMiiiiccccrrrooossoft Offffffffice 

 !"#$$""%./+56%.%. $0000"72-4444488999(%2&:*+,;;;<====>>??($2"0"7""2- #@(A6%1A #@((((@@@B-@ C2"2---#####0D--- )"-0"70"0"222-,-)E$" AAA
   ))))""""-----000"777""2--&&&)"*,44444<2>>>  (Networrrrkkkk Diagram) FGB$$2")1D)  (Algorithmmmm)) #@(A6%%%%%11(AAA .2-$2"CG22DDDD CCCC222"2-&=
#GGGGHHHH###@@(((((A222:::::,*+(IIII,/$FG22$$$$$FFFFGGGG2>>> JJDD77777DDD,>>>><2222-----<<<22222>D2222>>> &:*****++++,,,,?????;7777;,,KK1111L222>4BBBBB999((((C,($22"".32222----2222(?(((((;;;;9((((---2((B9
#0D-,,,,,,,,$%%%%22222?????(("6!#LLLLL4,-"6!AAA2:: "=%.BB9---;;;;<===>>>>>&:::11111+%%%%%!!!!"H000H000H .KKK111A2:?????($2"0*+"0"0,,,,0000022222"""" DDDD>>;;;=>?F7FF#C
#@($$$$$02%%%22"""5555DDDD66#@(AAAA6666%1AAAAA F"*,C2"""2-??("6!##LLLLLLJMMMMMGGGGGE../+GGGGG ###C$$CC<2---$B(C2%%%%C7,----$$$$222"""""JJJDDD7 7DD #GGGH>B-;<=>
@6 7NBDDDD....NBNB 32&,$00000222"00""""77722222----AAAA2:$$$$"""2MMMMM1111MMMMMMMMMMM$??F%<%%I #!!!G$I JD77777DD0HD=$ &:*****+,,,,&&&&:::111++%%%;;;;;BBBBBDDDD&&&&N((?FFFBBBB 777$$FFFF B$$L47,%%%%66666GGGC<2-I
&!'&!&!(,,,,,>><<<2222-DD/   D>./+%%%/>.>. &&&)))"""""*****+++,,,,,---%%%%***,,,,CC<2- IIIIINNNN3222(=(%2$ O8+-%/4B-% 9(C,,,((((($$$$222"".....4B4B 32222---22((((())***,$2"&G*()) ,$$"""6666!AAAA2::::./+C7:.:. ,-$C7C7
?;7;-222((((%2=2-?(  LLLaaaayyyyer .///++++C 77,,,,,-----$$$$22222"""""77 #####GGGGGHHH&&&;;;;*+,,,,,%%%%CCCC<,,,,AAAA22222::::,,,****+(((((::,,,, IIIII &4477777222D77777=>$B( NNNN(&!!!!'(&!!!!&!  Diagrammm F"*,&
Flowww   Chart ./+@@@6666 7777?;@6 777@6 7 7?;-22(((CCCC7,,,,-$2" ????(#C<CGH$2"",,,$#LLLL((B9(NH%%%%////&)"*+,----%%%*,,,,..../////+#C$$CCCC<2-$B(,,,,,$J!B 489(
$BL=<2@6 7@?;6 76 7 7;;-2(C7,-$2",,$#LLLLL#####@@@@(((A2:#####LL?DDDD7 #GHCCCCC7,,,,,-----$$$$22"(32&0(,-2(#LL?D  D>"=%#
 !"#$"%(((9%/&)"*,-%*,)"L.P$;(1D;( #GH>B-%/&)"*+,-%*,0"72-#@(A2:#LLFG2$FG2>%1C1,/% $D7=>



30 

 

O,MCE#="EDB-$G<2=#L<-&!'( 4 !"H&A.FGB$ )*,  

1. Visio Standard Edition 032F"BL@6 7?;7#GH,-)E$".B+=J! 

2. Visio Professional Edition 032F"BL,-)E$"./+. 32-2(L("HLL&)"*,4<2>),%:1=&C,"E./+J%<
OBLO7,(%2$ 

3. Visio Enterprise Edition 032F"BL,-)E$"4(2D?FQ<./+%/"HLL&)"*,4<2>OBLO7,( 

4. Visio Technical Edition 032F"BL,-)E$"./+D 32&(1(KP"$1ND72(=1R=$""% F"*,$2"@G1C
 D>&S:2H 

 

1. Visio Standard Edition 02F"L@6@?;6 #GH,-)$".=J!
2. Visio Professional Edition 032F"BL,-)E$"./+. 3". 2-2(L("HLL&)"*,4<2>),%:1=&C,"E./"

OBLOOBOB 7,(%2$
3. Visio Enterprise Edition 032F"BLLLLL,-)EEEE$$$$"4(2D?FQEEE <./+%/"HLL&)"*,4<2>OBLO7,(
4. Visio Technical Edition 032FF""""BBBL,-)E$""""./+D 3". 2&(1(KP"$1ND72(=1R=$""% F"*,$2"@

 D>&S:2H
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 !!"# 3 

$%&'(&)(*+,- ./-'(& $012.3&/4&)(*56(7&-&'(& 

3.1 $%&'(&)(*+,- ./-'(& 

/(*('!"# 3.1  !"!#$%&'!"()*+, *#!&-.'*/01'2! 

8.92:4'(& 75;4&!"# 1 75;4&!"# 2 75;4&!"# 3 75;4&!"# 4 

 

 

 

 

 

 

 

 

 

 

3.2  *(<0174"<5'(&!"#&.)=>)?(+,- ./-@&'(&A8)-B=>)?( 

3.2.1  *(<0174"<5)(*+,- ./-'(& 

 3.2.1.1 $'345(,6.!'!"783#!&59#:9;<*=> 9"? 

 3.2.1.2 @A$B'!"/9# Projector 

 3.2.1.3 @A$B IP Reserve $BC Network Layout 

 

Learning Process 

Help Desk Support 

Scan IP Address on Interface 

Mark on layout 

Add Database VLAN 

Add VLAN for Interface 

Change IP Address 

Change Computer Name 

Update Network layout 

Update IP Reserve 

$%&'(&)(*+,- ./-,, '(& $012.3&/4&)(*56(7&-&'(&

3.1 $%&'(&)(*+,- ./-+,+, '(&

/(*('!"# 3.1  !"!#$%&'!"()*+, *()() #!&&&&-.'*/01'2!

8.928.8. :444'''(& 75;4&!!!!"""#  1 7775555;44&!"# 2 75;4&!"# 3 75;4&

3.2  *((<<<<<0174"<<<<<55555'''''(((((&&&&&!""#&&&...! )))==&&&.. >)?(+,- ./-+,+, @&'(&A8)/-/- 8)8)BB====>))))??((((

3.2.111    *(<0174444"""<5555))(*+,,,,,-    .....////-----,, '''(((((&&&&

333.2222.111.11 $'345(33 ,((6.!'!!!""78388#!!!!!&59####:9;<<<***=> 999""""?

 3.2.1.2 @A$B'!"/9# Projector 

Learning Prooocccceess 

Help Deskkk SSSSuuupport

Scannnn    IIIIPPPP AAAdddddddreeesssssssss  oooon Innnntttteerrrrffffface 

Markkkk ooon layyyoooouuuuuttttt

AAAddddddd DDDDDaatabbbbaaasssseee VVVVLLLAN 

AAAAAddddddddd   VVLAANNN fooooorrrrr Inteeerrrrface 

Chhaaannnnggggee IIIPPP Addddddresssssss 

CCCCChange Compuuuuuttteer Nameeee

Updateee  NNNNeeeettttwwwwork layouuuutttt

Upppddddate IP RRRRReeeessssseerve 
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3.2.2 *(<0174"<524'CD*''(& 

 DE!'!"(",+("F#"C++'!">8GH9; I9 Network $BC '!"(",+("F#>(BJHK&$(B# IP Address 7&

-I=&59#$%&' Computer Office, Account, HR, Ware House, Packing, TPM, PL2 $BC PL3 

3.3 2.3&/4&)(*56(7&-&'(&!"#&.)=>)?(+,- ./-'(&8*;4CD*''(& 

3.3.1  2.3&/4&)(*+,- ./-'(&A8)-B=>)?( 

5,L& 9&7&'!"()*+, *#!&-.'*/;J9KAI 3 -I=&.B,'M :G9 

3.3.1.1 01'2! Layout DF'$%&'59#D!#+"*2,D N1H #'!"()*+, *#!& Support 4;I=I!/C>(O &'!"
SupportP@K'!" Remote Desktop ."G9/C>(O &'!" Support DJH.&3!#!&'O/ E!>(O & 39#9!0,K Layout 7&
'!"8I=KDE!#!& ><"!C7& Layout 59#D!#+"*2,D /C+I#+9'Q1# 8GH9 $%&' .;!K>B5 IP >:"GH9#VLAN

 E!$.&I#DJH&,H# DE!#!& .;!K>B5PD"0,<D? *@ I9R!K7& "=;Q1#8&*@59#>:"GH9#DJH783#!&=I!>(O & PC 

."G9 Thin Client D!#+"*2,D 

3.3.1.2 '!"S1 '9+";S1 '9+";7&"C++'!"DE!#!&D,L#7&-I=&59# IT $BC>"JK&"A 37&-I=&
59#'!"%B*  P@K$+I#99'>(O& 5 -I=& :G9 

3.3.1.2.1 Training Mass System Mass :G9 >B&N? DJH%B* 51L&;! P@K9!0,K
'"C+=&'!"("C;!T 4 5,L& 9&:G9 Mold, Gasket, DIP $BC Coat 

- Mold :G9 -I=&59#'!" %B*  +BO9'DJH-E!.",+7837&'!".BI9 ,=>B&N? /C;J 
2 @3!&DJH>(O &-I=&P:3#$BC-I=&>=3! 

- Gasket /C>(O & ,=<B!- *'DJH4= 3783K1@ Mold 7.3("C'+ *@',& $BC
-!;!"Q'E!.&@:=!;.&!59#>B&N?4@3 

- DIP >(O &'"C+=&'!"DJH/CDE!7.3>B&N?(3 9#',&"9K5J@5I=& >;GH9DE!'!">;GH9
4@3>B&N?$B3=/C&E!4(8F+$5O#P@K&EL!K! 

- Coat >(O &'"C+=&'!"DJH/CDE!7.3>B&N?>;GH9QA'&EL !."G949&EL ! /CDE!7.3&EL !
4;I>'!C *@',+>B&N? P@K'"C+=&'!"/C:B3!KM',+ DIP 

3.3.1.2.2 Training RX System >(O &'"C+=&'!"DJH I9/!' Mass P@K RX /C>(O &
'!"%B* >B&N?P@K-!;!"Q"C+F"!KBC>9JK@;!''=I!>@*;4@3 >8I& -!K !53!#N3!K',+5=!4;I
>DI!',&  39#'!"7.3;J'!" ,@$-# -!K !>9JK# 7.3;J'!";9#4'B;9#7'B37&>B&N?>@JK= "=;Q1#
>B&N?-J P@K'"C+=&'!"59#RX /C-!;!"QDE!4@3DF'/F@DJHBA':3! 39#'!" 

DE!'!"(",("("+("F#"C++'!">8GH" 9; I9 Network $BC '!"(",("("+("F#>(BJH(B(BK&$(B# IP Address

-I=&59#$%&' Computer Office, Account, HHHHHRRRRR, Ware House, Packing, TPM, PL2 $BC PL3 

3.3 2.3&/4&)(*5.. 6(7&-&'(&!"#&.&! )==&.&. >)))))?(+,,,,- ./-,,,, '(&8*;4CD*''(&

3.3.1  2.3&/4&)(*+,2.32.3 - ./-,, '(&A8)-B====>))?(

5,L& 9&7&'!"()5,5, *+, *()() #!&--.....'*/;J9KAI 3 -I=&.B,,,''''M :G9
3.3.1.1 01'2! Layout DF'$$$$%&'59####D!####+"*2,D+" NNNNN11111HHHH ####'!"())*+, *()() #!& Support 4;I;;=I!/C>(O>(>(&'

SupportP@K'!" Remmmmooote Deeeesssskkkktttoooop .""""G9999/C>((O>(>(&&&&''''!!"  SSupppportt DDDJH.....&&&333!#!&&&'''OOO/ E!>(O>(>(& 39#9!0,K0  Layout

'!"8I=KDE!#!!&&&& >>><<<<""!CCCC77777&& LLaaaayyyyooouuuuuttttt 5555599999##DDDD!###+++"***2,,,D++" //CCCC+++++I##++++9999'''QQQQ1111####'''QQQQQ 8888GH99 $%%&&&&&''' ....;;;;!!!!KKKK>>B5 IP >:"GH9#VL

 E!$.&I#DJH&,,,D ,,,#&,&, DE!#!&&&& ....;;;;!K>B5PD"0000,,,000<D? *D @ I9R!K77777& "=;Q111#88&&&&&***@@@@@555559#>:"GH99999####DJJH78388#!&=I!>(O &>(>(  

."G9."  TTTThhhhhiin CCCClllliiiientttt  DDDDD!!!!#+""*2222,,,,DDDDD+""""
33.3.1.2222 ''!"""S1111""SSSSSSSS'99999++";S1;S;S'9999+++""";;;;;77777&&&&&"""CCCC+++++++'''''!!!!"""""DDDDDEDD!!!##!!!!&D,L#7&-----, --=&&&55599999##### IIIT $BBBBCCCC>>>"JJJJ K&"A 3&"7&-

599###'''!!!"""""%%%B*  %B PPPP@@@KK$$$$$+I++#999999'>(O&>(>(  5 -I=& :G9
3.3.111.2.1 Trainiinnnnggg Mass System MMMMMaaass :G9 >BBB&&&N? DDDJH%%%%BBBBB**** 51L&;! PPPPP@K9!

''''""""CCC+=&&&'!!!!"""""("C;!TTTTT 4 5,L& 9&:5,5, G9:  Mold, Gasket, DDDIIIIIPPPP $BC CCCooooat 

-  MMMMMMMooollldd  :::G999 ---I===&&&&&55555999###'''''!" %%%%BBBB*  %%%BBBB ++++BBBO99''DDDJH----EEDDDDD !!!.",+7888833888877&&'!".B33 IBB9 ,=>BBBBB&N? ///
2 @3!&DD@3@3 JH>>>(((OOOO>(((>((&&&&---I=&&&P:::33#$BBBBCCC----:3:3 II=====&&&&&>=3333!!!!====

- Gaskeeet //C>(O>(>(&     ,,,,,=<BBBB!!!!!---     *****'''DJH444=34=4=788833 3K1@88  MMMMMold 77777.....333.(((("C'+    *+   + @',& $$$
-!;!""""QQQQ'E!.&&@@@@@::::=!!!!!;;;;.&&!!!!5555599999##>B&NNNNN?44@@3@@

- DDDDIIIPPP >(O>(>(&'"C+=&'!"DJH/CDE!7.3..>B&&&&&NNNN????((((3333NN 999#####''''',,,&&&&"9K5J@5555I==& >;;;GH9999DE!'!"
44444@33@@>>>BBBB&&NNNN????$$$$BBBBB333===/////CCCC&E!4444(((888F++++$$$$$55555O###PPP@@@@@KKK&&&&E&&L!!!KKK!

--- CCCCCoooat >>>(((((OOOO>((((>((((&&&&&'''''""""CCCC++++====&&&&'''''!!""""DDDDJJJJH////CCCCCDDDDEEE!!!7777.3..>B&&&&NNNNN?>>>;GH9QA''''&&&&EL !!!...."G949&E&&L! ///CDE!7.
4;I;;>'!C *@',++>>>>B&N? PPPPP@@@KKKK'''"""C+=&&&&''!""////C:B3BB!KKKKM',+ DDIP 

3.3.1.2.2 Training RX Systtttem >(O>(>(&'"C+=&'!"DJH "D I  9/!' Mass P@K RX /C>
'!"%B* >B&N?P@K-!;!"Q"C+"!KBC>9JK@;!''=I!>@*;4@3@ >8I& -!K !53!#N3!K',+5=!,
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3.3.1.2.3 Training WH System (Ware House) :B,#-*&:3!59#+"*2,D -E!.",+$K'
("C>RD$ IBC8&*@59#>B&N? ;JD,L#-I#99'&9'("C>D0$BC7&("C>D0 P@K>;GH9BA':3!-,H#
>B&N?$B3=9J' 4=,&4;I=I!/C9KAIDJH4.&BA':3!/C 39#4@3",+59#Q1#DJH$BCQA' 39# 

3.3.1.2.4 Training Poly System >(O &'"C+=&'!"'!"%B* >B&N?DJH>.;G9& Mass $ I
5,L& 9&'!"%B*  I!#',&P@K Poly /C>(O &'!"%B* P@K4;I 39#;J Mold Gasket $ I9!0,K
>:"GH9#/,'"$D& 

3.3.1.2.5 Training Other System (User Domain, Symantec Security)-User 

Domain S1 '9+";>'JHK=',+ User Domain '!" ,L# DNS, Domain DJH7837&'!"'E!.&@-*DU*V  
%A 3783#!&$ IBC$%&' '!"'E!.&@ Policy  I!#M $BCSymantec Security S1 '9+";@3!& 

Security P@K783 Symantec Manager 7&'!"/,@'!"',+ User DJH783#!& Symantec Antivirus 

P@KD!#+"*2,D/C(* @ Firewall DF'>:"GH9#59#+"*2,D $BC783 Symantec/,@'!"@3!& Security 

$D& P@K;J ,= Symantec Manger >(O & ,=:=+:F; 

3.3.1.3 '!" $'345(,6.!'!"783#!&59#:9;<*=> 9"? ."G9'!" Support User $+I#99'>(O & 

2 -I=&.B,'M:G9 Support P@K'!" Remote Control $BC Support DJH.&3!#!& D,L#@3!& Software $BC 

Hardware7&5,L& 9&$"'/CDE!'!" Remote K,#>:"GH9#59# User ><GH9DE!'!" Support $ IQ3! Remote

4($B3=4;I-!;!"Q$'3(,6.!7.3 User 4@3."G94;I-!;!"Q Remote 4(4@3>&GH9#/!'(,6.!7@'O !; 

D!#$%&'Q1#/C4( Support ><GH9$'3(,6.!DJH.&3!#!& 

 

 

 

 

 

 

 

("C>RD$ BC8&@59#>B&N ;D#-D #99'&9'("C>D0$BC7&("C>D0 P@K>;9BA':
>B&N?$B3=9J'=9  4=,&4;=,= , I;;=I!/C9KAIDJH4.&BA':3!/C 39#4@3", +59#Q1#DJH$BCQA' 39#

3.3.1.2.4 Training Poly Syssssteeemmmmm >(O>(>(&'"C+=&'!"'!"%B* >B&N?DJHN >.;G9& Mass

5,L& 9&'!"%B5,5, *  I!#',&P, @K Polyyyyy /C>((((OO((((((&'!"%B* P@K4;I 39#;33 J Mold Gasket $ I9!
>:"GH9#/,'"$D&

3.3.1.2.5 Training OOOOther Systemmm (User Domain, Symantec Security)-U

Domain S1 '9+";>'JHK=',+ UUUUser Domain '!!!!""" ,L# DNS, Domain DJH783887&'!"'E''!.&@-*
%A 378%A 3% 3 388#!&$ IBC$%&' '!"''''EEE!.&@ PPoolicy  I!####M $BCSymantec Security S1 '9+";@
Security P@K78388 Symanteeeeeccc Managggggeeeeer 3 77&&&&&'!"/,//@'''!!!!"',+ UUssser DJH78388#!& Symantec Antivi

P@KD!#+"*2222,,,,+"+" DDD/C(222,, *** @@@@C((C(  FFFiiirewwaaaalllllll DDFFF'''>>>:""""GGGH9999#55559999#+"""*2,DD+""" $$$$BBBBBCC78388 SSSSyyymantec3 / ,@'!"@,, 3!& Secu

$D&&& PPPP@@KKK;;;J    ,====KKK;;;  Symmmmaaaannnteeeeeccccc  MMMMManggggerrr >>(((OO>(>(&&   ,==:::=+::::F;;;;:::

3333...33.1111.33 '''''!!!!""" $$$$$''3344445555(((((33 ,((((((6.!'!""""7778388#!&59#:9;<<<<****==> 9"? ....""""GGG9999'''!""" Suppoooorrrrtttt UUUUsssseeeerrrr $+I#99'>
2 -I=&&&&&...B,'M::G99999M::::    SSupppppppport PPPP@K'!" RRRRRemoottteee  CCCCoooonnnnttttrrrrooooll $BC SSupport DDDDJH.&&&3!!!#####!!!!!&&&&& DDDD,,,,,LLL#@D,D, 3!& SSSSooftware $$$
Hardwarrrrreeeee7&&&&555,,5LLLL&&& 9999&$"'''''/CDE!'!" Remote K,#>:"K ,K , GH9#59# User ><GHH9999DE!'!!!!""" SSSSSuuuuuppppppporrrttt $ IQ3! Rem

4(((($B3BB=4;3 I;;----!!!!!;;;;;!"""""Q$'3(((((,,,,3 6.!7.3 Usseeerrrrr 444@@3333@@."GGGG94444;III;;--!!!!;;;;!!!!""""QQ Remote 44444(4@33333@@>>>>>&&GGH99999#####////!'(,((6.!!!!!7@'O''
D!#$%&&&''QQQQ1#/C4444( SSSSSuuuuupport ><<GH99999$'3(,3 6.!DJH.&3!#!&
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3.3.2  2.3&/4&)(*+,- ./-'(&CD*''(& 

 7&'!"DE!#!&P:"##!&-!;!"Q$+I#>(O &5,L& 9&.B,'M4@3 4 5,L& 9& @,# I94(&JL  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

*E+!"# 3.1 5,L& 9&'!"()*+, *#!&P:"##!& 

 

Scan IP Address on Interface 

Mark on layout 

Define new IP Address 

-E!"=/'!">8GH9; I9-!K Lan 

(",+("F#'!"P:"#-"3!# Network 

Configuration 

Change IP Address 

Change Computer Name 

Update Network layout 

Update IP Reserve 

5,L& 9&DJH 1 

'!"=!#$%&  

$BC> "JK;'!"DE!#!& 

5,L& 9&DJH 2 

-E!"=/<GL&DJH'!"@E!>&*&#!& 

5,L& 9&DJH 3 

'!"@E!>&*&#!& 

5,L& 9&DJH 4 

Update Document 

7&'!"DE!#!&P:"##!&-!;!"Q$+I++#>(O>(>(&5,L& 9&.B,'M4@, 3@@ 4 3 5 ,L& 9&5,5, @,# @,@, I94(&&&L

"# L

Scan IP Address on Interface

Mark on layout

DDDDefine new IP Address

----EE!!!!"====////'!">8GH9999;;;;; I9----!!!!!KKKK   LLan

(",,,"++++("F#'!""""PPPP:::""""##-"""""3-"-"!!!!#### NNNNettttworkk

Configuuuurrationnnn

CChhaannnnggggee IP Addddddreeess

Chhhanggge Commpppputerr  NNNNNaammme

UUUUUpddaaaattttteeeee NNNNNeeetttttwwwworkkk lllayout

Uppppdate IP Reserve

5,L& 9&D5,5, JH 1 

'!"=!#$%&  

$BC> "JK;'!"DE!#!&

5555,,,LLLL& 9&D5,5, JJHHHH 22 

-E!!!!""""====//<GL&&&DDDJH'''''!!!"""@@@@EEE!!!!!>&&&&*&&&&&####!&

5,L&   9&&&&&DDD5,5, JJJJJH 3 

'!"@EE!!!!!>>>&&&***&#!&

5,L&&   9&&&&D5,5, JH 4 

Uppdaaaatte Docuuummmmment



 

3.3.1.1 '!"=

3.3.1

 >(O &

A (IP Addre

Solar Winds

P("$'";;J@,

 1. >53

 

 

 

 

!#$%& $BC> 

1.1.1 Scan IP

'!" Scan IP 

ss : 192.0.11

s (Switch Por

@,#&JL  

53!4(DJHP("$'

*E+

 "JK;'!"DE!#

P Address on 

 Address ><GH9

.XXX) $BC V

rt Mapper) 7

'"; Switch P

+!"# 3.2 R!<'

#!& 

 Interface 

.! IP Addre

VLAN B (IP

7&'!" Scan 

Port Mapper 

'!">53!P("$'

ss 7& VLAN

P Address : 1

IP Address DJ

'"; Switch P

N DJH 39#'!"DJH/

92.0.11.XXX

DJH9KAI+& Port

Port Mapper 

/C(",+("F#:G

X) P@K9!0,KP

t 7& Switch *
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:G9 VLAN 

P("$'"; 

=*UJ'!"783

 

3.3.1

>(O &>(>(

A (IP Addre

Solar Winds

P("$'";;;;;;@,

 1. >53

1.1.1 Scan IP

'!" Scan IP

ss : 192.0.11

s (Switch Por

@,#&@,@, JL

5 3!4(DJH5353 P("$'

****EEEEE+

P Address on

Address ><GH9><

.XXX) $BC V

rt Mapper) 7

'"; Switchhhhh P

++!!!!"""# 333.2 R!<'

Interface 

.! IPPPP AAddddddre

VLAAAAAN B ((((IIIIP

7&&&&'''!" Scan 

Port Mapper

'!">53!P("$5353 '

ss 7& VLANAA

P Address : 1

IIIIIP Address DJ

'"; Switch PPPP

N DJH 39#'!"D 3 3 JH/

92.0.11.XXX

DJH9KAI+& Port

PPPooort MMMMMaaaaapppppppeer

/C(",""+("F#" :G

X) P@K9!0,K00 P

t 7& Switch *

:G9 VL

P("$'

=*UJ'!"



 

2. :

Communicat

*E+!"# 3.3 

3. :

Communicat

*E+!

 

 

B*'DJH Select 

tion String >(O

 R!<'!">BG9'

:B*'DJH Select 

tion String >(O

!"# 3.4 R!<'!

Switch ><GH9

(& Public 

' IP Address 

 Router ><GH9

(& Public  

">BG9' IP Ad

7-I IP Addre

 59# Switch 

97-I IP Addr

ddress 59# Se

ess 59# Swi

."G9 Hub 7&

ress 59# Ser

ever 7&P("$

itch DJH 39#'!

&P("$'"; Sw

rver DJH 39#'!

$'"; Switch 

!"/C Scan $

witch Port M

!"/C Scan $

 

 Port Mapper
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$B3=>BG9' 

Mapper 

$B3=>BG9' 

r 

Communicat

*E+!"#+!+! 3.3

33. :

Cooooommmmmmmuuuuunnicatt

*E+!

tion String >(

R!!!!<'''!!""""">>>BBBBGGGG9999>>BBBB '

:BBBB****'''''DDDDDJJH SSeeelectttt

ttiiiooonn SSSStringg >>>(OO(((

!"# 3.4 R!<'!

(& Public 

' IIPP Addresssss

Router >>>>><<GH9999

(& Public  

">BG9' IP Ad

59# Switch 

999977777------- IIIPPPP AAAAdddddddddrrrr

ddress 59# Se

."GGGGG99."""  Hub 7&&

rrreeeesssssssss    55559# Ser

ever 7&P("$

&&PP((((("""""$$'"; SSwwww

rveeeeer DDJJJH   399999####'''' 33 !!

$'"; Switch

wwwwitch Port M

!!"/C SSSScccan $

Port Mapper

Mapper

$B3=>BB3B3 GGG

r
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4. '@DJH Map Ports ><GH9DE!'!"Scan 

 

*E+!"# 3.5 R!<'!">BG9' Map Ports 7&P("$'"; Switch Port Mapper 

 5. /!''!" Scan /C4@3 IP Address D,L#.;@DJH I9',+ Port 7& Switch  ,=&,L& P@K/C 39#B+ 

Port DJH>8GH9; I99KAI',+ Core Switch 99' $B3=/C4@3 IP Address DJH 39#'!" 

 

*E+!"# 3.6 R!<'!"$-@# IP Address 7&P("$'"; Switch Port Mapper 

 

 

 

***E+++!!!"#+!+! 3333.5 R!!!<<<<'''!!""""">>>>>BBBBBGGGGG999''' Maaappp  PPPoorrttttss  77777&&&PP((((""""$'''''""""";;;  SSSwitchhhhh  PPooorrrrtttt MMMMaaaappppper 

 555. /!!!'''''''!!!!!""""" SSScccccaann  ////CCCC4@3@@ IP AAAAddddddress 3 D,L#.;@DD,D, JJHH    D I  9',+ Poooorrrrttt 7777& SSSSwwwitch     ,=& , , ,L&&&& PP@K/C 3  9#

Port DDDDJJJH>>>>888GH9; I999999999KKKKKAI',+++ CCorrrreeee Switch 999999'' $$$$$BBBBB3===////CCCC4444@@@@@3 3@@ IIIIPPPPP   Adddddddress 3 DJH 3333399999#'!!!""" 33 

****E+!"#+! 3.666 RRR!<'!""""$-@#### IIIIPPPP AAAddressss  777&&&&PPP("$'""""; Swiiiitttccchhhh Port MMMMMaaaapppppppppeeerrrrr   
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3.3.1.1.2 Mark on layout 

 >;GH94@3 IP Address DJH 39#'!"DJH/CDE!'!"(",+("F#$B3= 'O&E!;!.!>:"GH9#59# User DJH783 IP 

Address &,L&M $K' !; Interface +& Network Layout ><GH97.34@3D"!+=I! IP Address &,L&9KAI',+ 

:9;<*=> 9"?."G99F('"T? ,=7@ $BC><GH97.34@3D"!+=I!%B'"CD+DJH/C>'*@51L&7& Interface &,L& /C;J

%B'"CD+ I9:9;<*=> 9"?."G99F('"T? ,=7@+3!# 

3.3.1.1.3 Define new IP Address 

 >(O &'!"'E!.&@ IP Address 7.;I7.3',+ IP Address 7& VLAN DJH/C(",+("F#P@KDJH VLAN 

A >(BJHK&/!' IP Address 192.0.11.XXX >(O & 10.24.15.XXX $BC VLAN B >(BJHK&/!' IP Address 

192.0.65.XXX >(O & 10.24.99.XXX P@K/CDE!'!">"JK#BE!@,+'!"783 IP Address 7.;I ><GH97.3-C@='

 I9'!":3&.! >;GH9 39#DE!'!" Support User P@K/C9!0,K'!">"JK#BE!@,+ !;'BFI;59# Interface $BC

B,'2TC'!"DE!#!&59#:9;<*=> 9"?>:"GH9#&,L&M 

3.3.1.2 -E!"=/<GL&DJH'!"@E!>&*&#!& 

 3.3.1.2.1 -E!"=/'!">8GH9; I9-!K Lan 

>(O &5,L& 9&'!">@*&-E!"=/-Q!&DJH/"*#7& Line Production >&GH9#/!'D!#P"##!&;J'!"=!#

"C++ Network DJH4;I>(O &"C>+JK+ ><"!C=I!;J'!"><*H; B@ $BCK3!K>:"GH9#:9;<*=> 9"?;!.B!K:",L # /1#

DE!7.3-!K Lan DJH I99KAI',+ Switch $BC Hub 4;I-!;!"Q"A 34@3=I!-!K&JL   I9',+>:"GH9#:9;<*=> 9"?

>:"GH9#7@ ."G9 I99KAI',+ Hub  ,=7@/1# 39#;J'!".!(B!KD!#59#-!K$ IBC-!K 

  

 

 

 

 

>;GH94@3@@ IP Address 3 DJH 39#'!"D 3 3 JH/CDE!'!"(",""+("F#$B3=B 'O&E!;!.!>:"GH9#59# User DJH78

Address &,L&M&,&, $K' !; Interface +& Netwwwwwooooorrrrrkk Layout ><GH97.3..4@3@@D"!+=I! IP Address &,L&9K&,&, AAA

:9;<*=> 9"?."G99F('"T? ,TT =7@ , , $BC><GH97.....333...444@3@D""""!+=I!%B'"CD+DJH/C>'*@51L&7& Interface &,L&&,&, ///

%B'"CD+ I9:9;<*=> 9"?."G99F('"T? ,TT ===7@+ , , 3++!#

3.3.1.1.3 Define new IP Addrrrreess 

>(O>((&'!"'E!.&@ IP Addressssss 7.;I;;7.3''''.. ,3'3'+++ IP Addddrrrress 7& VLAN DJH/C(","+("F#P@KDJHKD VL

A >(BJH(B(BK&/!' IP Addrrreeeessssss 11119992.0.11111.XXX >(OOO &&&>(((((>(((((  11100000.24.15.XXXXXXX $BBBCCCC VVVVLLLLAAN B >(BJH(B(BK&/!' IP Addr

192.0.65.XXXXX   >>>>(((O&>>>((((  100000..24.99.XXXXXXXXXXXXX PPPP@@@@K/////CCCCDDDED!!!'''!""">>>>"""""JJKKKK####BBBEEE!!!!@@@@,,+++++'''!"78, 388 IIIIPPPP Addrrrreeeeesssss 3 7.;I; ><GH97.3..-C@

 I9'!":3&.!!!! >>>>;GH9 39####DDDE!!!'''''!!""" Support UUUUUser P@K/C9!!!!!000,00K'!">"JJJJ KKK####BBBBE!!!!@@@@@,,+++++ !;'BBBFFFFI;;;;;559# Interface $$$

B,'2TTTTCCCC'''!!!!"""DDDDB,B, EEE!#!!!!&&&&&555559#::::9999;;;;;<*=> 9"?>>::::"GH9#&,L&M

3.3.1.2 -----E!!!"=====///<<<<GGGL&DDDDDJJJH'!"@@@@@EEE!>&*&#!&

 3.3.1.2.1111 -E!"""=/'!">8GH9;;;;;   III9-!K Lan

>(O>(>(&5,L&     9999&&'!">@@*&&&&-E!"=/-Q!&DJH/"*#7& Line Producttttiiiion >&GH9####/!!!!!'D!#P"##!&;;;;;J&;;;& '!"

"C++ NNNNeettttwwwwooooorrrk DJHH4;I;;>(O>(>(&&&"""C>>++++JJJJJK++ ><""!C====III!;JJ'''''!!!!!"""><<<<***!;;; H; BBBBB@@@ $BBBCKK333!K>:"""""GGGGH9#:9;<*=====>>>>     9999"?;;;;;!.B!K:",L ###

DE!7....333..-!K LLLaaaaannnnn DJH I  99999KAI',+ Switttch $BC HHHHHub 4444;;;;;I;;---!!;;;!"QQ"A 3Q"444@3=@@ I==!-!!!!!KK&JL  I99999'''',,,,++++>:"GH9#::::99;<*=> 

>:"GH9#7@ ."GGGG99999 II99999KKKKKAAAAI',+ HHHHuuub  ,====77777@@// , , 1@/@/##     3339#;;;;;JJJ''''!!""""".!(B!!!!!KKKKDDD!!!!!###555999####---!KKKK$$$ I  BBBBCCCCC-----!!!!!K
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3.3.1.2.2 (",+("F#'!"P:"#-"3!# Network 

 >(O &'!"(",+("F#P:"#-"3!#'!">8GH9; I9 Network P@K'!"/,@"C++'!" *@ ,L# Switch, Hub 

$BC-!K Lan 59#P"##!&7.;I ><GH97.3QA' 39# !;.B,''!"P@K'!"><*H;-I=&59# Distribution Layer 

"C.=I!# Core Layer $BC Access Layer 

3.3.1.3 '!"DE!#!&DJH.&3!>:"GH9#:9;<*=> 9"? 

 3.3.1.3.1 Configuration 

- Add Database VLAN P@K>(O&'!"><*H; VLAN P@K783'!" Configure @,#&JL  

 

 

 

 

 

 

 

 

 

 

 

 

Switch# 

Switch#configure terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

Switch(config)#vlan 221 

Switch(config-vlan)#name VLAN_NEW-A 

Switch(config-vlan)#exit 

Switch(config)# 

Switch(config)#interface vlan 221 

%LINK-5-CHANGED: Interface Vlan221, changed state to up 

Switch(config-if)#ip address 10.24.15.249 255.255.255.0 

Switch(config-if)# 

>(O>(>(&'!"(",("("+("F#P:"#-"3-"-"!#'!">8GH9; I9 Network P@K'!"/,//@"C++'!" *@ ,L# Switch, H

$BC-!K Lan 59#P"##!&7.;I ><GH97.3QA.. ' 39#####     !!;.B,''!"P@K'!"><, *<<H;-I=&59# Distribution La

"C.=I!# Core Layer $BC Access Layer 

3.3.1.3 '!"DE!#!&DJH.&3!>:"GH9#:9;<*=>    9"?

 3.3.1.3.1 Configuration 

- Add Database VVVLAN P@@@KKK>(((OOO>((>((&&&'!"><*H;;;; VLAN P@K78388'!" Configure @,#&@,@, JL

Switch# 

Switch#connnnffffiigureeeee   tttteeeerrrrmmmiiinal 

Ennnntttter configggguuuuurrrattiiiioonnnn commmmmands, ooooone per line.  End wiiiiittttthhh CNTLLLL/////ZZZ. 

SSSSwwwiiitttcccchhhh(connnffffiiig)))#####vlan 2222221 

Swiiitttttccch(configggg-vlannnn)#name VVLLLLLAAAAAN_NEW-A 

Switch(configgg-vvvllllan)#exiitttt 

Switchhh(((ccccoooonnnnffffig)# 

Swwwiiiittccchhhh((((ccccooooonffffiiiiggggg)#inteeeerrrrrfface vlan 22211 

%%%%LLLLLIIIINNK---55555-CHAAANNNNNGGGGGEEEEEDDDDD: Inttteeerrrfface Vlan221, changed state  tttooooo uppp  

Swwwwitch(configggg--iffff))))####ip addreeeessssssss  1111100000....2222244444...11155555....222224444499999   2222555555555...2222255555555....222225555555555..000 

Swwwiiitttccccchhhh(((ccccoonnnffffiiig-if)# 
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- Add VLAN for Interface >(O &'!"><*H; VLAN 7&',+ Interface 59# Switch $BC

;J'!"><*H; Description P@K783'!" Configure @,#&JL  

 

 

 

 

3.3.1.3.2 Change IP Address 

7&'!">(BJHK& IP Address ;J5,L& 9&@,#&JL  

1. >53!4(DJH Control Panel $B3=>BG9'DJH Network Connections 

 

*E+!"# 3.7 R!<'!">53! Network Connections 

 

Switch(config)# 

Switch(config)#interface fastEthernet 0/1 

Switch(config-if)#switchport access vlan 221 

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan221, changed state to up 

Switch(config-if)#description "Uplink to HUB-01" 

Switch(config-if)# 

;'!"><; Description P@K78'!" Configure @#&

3.3.1.3.2 Channnngggge IIIIPPPP AAAAAddddddreessss 

777&'!!!"""">>>(((((BJH(BBKKK&&& IPPPPP AAddress ;;;;;JJJJ555,L&&&&&     99999&&&&@@@555,, ,,###&&&&JJL

11. >5333!!4444(DDDD333 JJJHHHH(DDD(  Connnnttrol Panel $B3=>BG9'DJH Network Connectionssss 

**+!"#+!! 3 7 RR!!<<''!!"">>553!55 Network Connections

Switch(config)# 

Switch(config)#interface fastEthernet 00////1 

Switch(config-if)#switchport access vvvvlan 221 

%LINEPROTO-5-UPDOWN: Linneee protocol on Intttteeerface Vlan221, changed state to up 

Switch(config-if)#description "UUUUUplink to HHHHUUUB-01" 

Switch(config-if)### 
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2. :B*'5=!DJH Local Area Connection $B3=>BG9' Properties 

 

*E+!"# 3.8 R!<'!">53! Properties 59# Local Area Connection 

3. >BG9'DJH Internet Protocol (TCP/IP) 

 

*E+!"# 3.9 R!<'!">53! Internet Protocol (TCP/IP) 

  

 

**E+!!"#!!  3333.88888 RRRRR!!!<'!">53!!!!!55  Properties 55559# Locaallll AAAAArrrrreeaa Connectionnnnn  

3. >>>BBBBGGGG9'DDDDDJJJHHH IIIIInnnnnterrrnnnetttt  PPProtocol ((((TCP/IP) 

*E+!"##+!+! 3333.9 R!<<<<''!!!">53333!5  Inteerrrnnneeeettt  Protoccccol (TCCCCPPPP////IIIPP) 
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4. >(BJHK&>B5 IP Address >(O &>B5DJH 39#'!"/C>(BJHK&7& VLAN 7.;I $BC>(BJHK& Default 

Gateway >(O & xxx.xxx.xxx.9  !; VLAN 59#>:"GH9#&,L&M 

 

*E+!"# 3.10 R!<'!">(BJHK& IP Address 

3.3.1.2.3 Change Computer Name 

7&'!">(BJHK& Computer Name ;J5,L& 9&@,#&JL  

1. :B*'5=!DJH My Computer $B3=>BG9' Properties 

 

*E+!"# 3.11 R!<'!">53! Properties 59# My Computer 

 

 

Gateway >(&>(  xxx.xxx.xxx.9  !; VLAN 59#>:"9#&&M

*E+!"#+!+! 33333.10 R!<'!">(BJH(B(BKKKK&& IP Adddddrrreeessss 

33333.3..111...2222.3 CCCChhhangggeee Computtteeerrrr NNNName 

7&&&&''''!!!!!">(((((BJH(B(BK&& Computer NNNaaammmmme ;JJJJ5 ,LLLL& 9&@5,5, ,,,#&&&&JJJJL

11.. :::B*'555=!DDDDDJJJJJHHHH My Commmmmputer $B3=>BG9' Properties 

*E+!"#+!+! 3.11 R!<'!">53333!5  Properties 59# My Computer 



43 

2. >BG9'DJH Computer Name $B3='@ Change 

 

*E+!"# 3.12 R!<'!">53!4(>(BJHK& Computer Name 

3. >(BJHK& Computer Name P@K783"A($++;! "W!&59#+"*2,D :G9 “HOLT xx yy” xx :G9 

 ,=>B58F@DJH 3 59# IP Address $BC yy :G9  ,=>B58F@DJH 4 59# IP Address P@K&E!;!DE!>(O &>B5W!& 

16  ,=9KI!#>8I& IP Address 10.24.15.32 /C;J Computer Name >(O & “HOLT1520” /!'&,L&>BG9'DJH 

Domain $B3=7-I Domain >(O & pat.holt.com $B3=>BG9' OK /!'&,L&'ODE!'!" Restart >:"GH9# 

 

*E+!"# 3.13 R!<'!">(BJHK& Computer Name 

 

 

*E+!"#+!+! 333...1111122222 R!!!!<<<'''''!!!!"""">55533!!!4((((>>>>>(((((B33 JH((((BKKKK&&&& Coooommmputer NNNName 

3. >(BBBBJJJJH(BKK&&& CCCCCoooommmmmputeer Name PPPP@@@K783"A88 ($++;!!!  "W!&599#++++"***22,D+++""""" :G9 ““““HOLT xx yy” xx 

 ,=>B5558 , , F@DJHH 3 555559999### IIIIP AAAdddddrrrress $BCCC yy :G9  ,=>B58 , , F@DJH 44444 59# IP AAAAAddddddrrrresssssss  PPPPP@@@@@KKKKK&E&&!;!DEEEE!!!!>(O>(>(&>B5W

16  ,=9KKK , , I!!!!#>>>88888III&&&& IPPP  Addrrrrreeeess 10.24.15.32 /C;J Computer Name >(O &&&&&>((>(  “HHHOOOOOLLLLTTTT111115555520000”” /!'&,L&>BG9

Dooomain $BBBB333====77777-33 -- DDDDDomaaaaiiin >(O &>(>(  pat.hooolllttttt.cccom $B33=>BGGGG9'''' OOOOKKKKK /!'&,L&'ODE!!!!''''!" RRRRRessstttttaaaaarrrrttt >:"GH9#

*E+!"#+!+! 3.13 R!<'!">(BJHBBK& Computer Name 
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3.3.1.2.3  "=/-9+'!">8GH9; I959#9F('"T?9GH&M 

DE!'!" "=/-9+9F('"T?9GH&M=I!'!">(BJHK& IP Address ;J%B'"CD+ I99F('"T?7@."G94;I 

>8I& Printer ."G9 Scanner Handy P@K/C 39#DE!7.39F('"T?9GH&M -!;!"Q783#!&4@3(' * 

3.3.1.5 Update Document 

3.3.1.5.1 Update Network layout 

 >(O &'!"$'345 Layout 59#P"##!&7.3 "#',+(,//F+,&><GH97.3-!;!"Q"A 34@3=I!9F('"T?>:"GH9#

&,L&M 9KAI/F@4.&59#P"##!& 

 

 

 

 

 

DE!'!" "=/-9+9F('"T?9GHTT &M=I!'!">(BJH(B(BK& IP Address ;J%B'"CD+ I99F('"T?TT7@."G."."999

>8I& Printer ."G9."  Scanner Handy P@K/C 3  9####DDDDEEE!!!!!7.39F.. ('"T?9GHTT &M -!;!"Q78388#!&4@3 3@@(' 3 *' ' 

3.3.1.5 Update Document 

3.3.1.5.1 Update Network layyyyooout 

>(O>(>(&'!"$'345 Layout 59###PPP"##!&777...3.. "#',+((((, ,((((((///F+,/ &><+,+, GH97.3..-!;!"Q"A 3Q"4@3=@@ I3=3=!9F('"T?TT>:"GGGH

&,L&M&,&, 9KAI/F@4.&59#P"""########!!!!&&&&
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 ! Layout "#$%&'()&*+, ! Properties ,-./0(12-.0-$345/6-(7 89:"#$%(':;#/-%:9

/&%2:5&<=/0(12-.0-$345/6-(7 9<.6>-+?!%@  

- Asset Number (A$':/;,,-./0(12-.,-.B'.)C!&=<DE%) 

- Serial Number (A$':/;,?(#"F'/0(12-.) 

- Location (B%26<@.=! Layout) 

- Room (A*-.B%2-G?&(H76<@.-:I>) 

- Product Description ((G>!,-./0(12-.) 

- Network Name (A$':/;, Network ,-./0(12-.) 

- IP Address  

- Subnet Mask 

 

 !"#$% 3.15 (':;#/-%:9J': ! Layout 

3.3.1.5.2 Update IP Reserve 

 /?K !&'("-. IP Address C>'! Web Base ,-.=(4L<B 

/&:5&=/0(-.0-$35/6-( 9.699 -+?!

- Asset Number (A$':/;,,-./0(12-...,,-.B'.)C!&=<DE%) 

- Serial Number (A$':/;,?(#"F""'/0000(12--...) 

- Location (B%26<@ <<.=!6<6<  Layout) 

- Room (A*-.B%2-G.B ?&(H76<HH @ <<.-:6<6< I>) 

- Product Description ((G>!,---.../0(12-.) 

- Network Name (A$':/;,,,, Networkkk  ,,-./0(12--....) 

- IP Address  

- Subnet Masskkkk 

 !!!"""""###$%# 333.15 (':;#/-%:9JJ'''::::     !!! LLaaaaayyyyyooouuuutttt 

3.3.1.5555.2 UUppddddaaattttteeee IP Reeesssserve

/?K !&'("-./?/?  IP Address C>'! Web Base ,-.=(4L<B=(
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 !"#$%&' IP Address %()*$#+,(-&*+.-"*/+0"12"#$ 34'#! .1'56&78!*9  
 - Title (3:/&;<!" ;,(3:/&<= 4 34) 
 - Hostname (3:/& Computer Name) 

 - Type (8$(->?@&'-A$:/&') 

 - Layout (5B#;C!6'"#$ 34'#!2! Layout) 

 - Permanent & Temporary ()*"#$ 34'#!;22D#0$C$:&31/0A$#0) 

 - Remark ($#+,(-&*+.&:/!E?*/% B#-8F ! -36! 01!-$G/)54!"#$ 34'#! 3:/& User -2&$HI?$J1K?H 3:/&
<= 4%&' 01!?*/%&' -8F !54!) 

 

  !"#$ 3.17  !"#$%&'"()&* IP Reserve  

 - Title (+&./01 .#$+&/2/4+2 ) 

 - Hostname (+,-& Computer Name) 

 - Type (5 $%67)&*%8 ,-8 8 &*) 

 - Layout (9:!.;0<*1! 4+3++*!0=0 LLLLLayouuuutttt) 

 - Permanent & Temporary (>'1!!    4+3++*!0....====?!@ ; ,&+A-@8 !@) 

 - Remark ( !"#$%&'"(&,-0B7'-C :B7 !!!!%5D0%5%5 %+<0 @A000%%% @A@ A E->9301! 4+3 3++*!0 +,-& User %=& FG7 HAHHI7F

/2 3C&* @A07@A@ A '-C&* %5D%5%509309 ) 

% !!!"#$!"!" 333.17  !"""#$$$%%%%&'"""((((())))&&* IIPP RRReserveeeee  
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 !!"# 4 

$%&'()*'+,-,.', &'(/-+0('123 4%15(67$%89'.: 

4.1 ;<=,8>,4%1$%&'()*'+,-,.', 

  !"#$%&#'()(*#(+(,-.!/012(-3("#$45)61-)*#( 78%1*(82  

 1. +(012(-3("#$9#*, ( ,!/'-$8:7"#$;&#*#( </'4= ("#$;&#*#('>?@3'-$8:7>$A37 '>?@3

"#$%&#'()("#$45)61-)*#(+(012(-.3B4 C%:D#7#$E Scan IP Address B%A;12*F7% '4= ("#$,6.* Scan 

C%:+GAC4$,"$7 Solar Winds C%:</,6.*"#$ Scan '4= ( 4 D.9( H?3"#$ Scan Switch ;12* 4 -19

F!1"I H?3 New Server PAT (10.24.4.242), Main Office (192.0.11.245), Old server PAT 

(192.0.11.247) ,!/ Ware House (192.0.11.248) -.3<#"(12(</'4=("#$ Mark on Layout  

 

 

 

 

 

$%&'()*'+,-,.', &'(/-+0('123 4%15(67$%898'.:

4.1 ;<=,8>,4%1$%&'()<< *'+,-,.'''',,,

 !"#$%&#'()(*#(+(,-.--!/012((((-3("#$451 )61-))4545 ****###( 78%1*(%1%1 82

 1. +(01002(-3("#$9#*, ((((( ,!/'-$$8::::777"#$;&#*#####(( </'4='4'4("#$;&#*#('>?@3'-$8:7>$A37

"#$%&#'()("#$45)61---)454 ****###(++++((((01002((-----.33B4 C%:D##7777####$E Scan IIIPPP  Adddddddress BBB%A;1%% 2 11*F7%;1;1 '4='4'4("#$,6.* S

C%:+GAGGC4$,""$$$$77777 Sooollaaaaar WWWiinndsssss CCCCC%%%%::<<<</,,,,,6666...66**"##$ SSSScccccaaaaann '''444=== (('''44444444  444 D.9( HHHH???3333"#$  SSSSSccccan Switch ;12*;1;1  4

F!1"I H?3 Neeewwww Servvvveeeer PPPAT (10.24....4444.242), Mainnnnn Office (((1999922222...00000.11.245))))), Old server P

(192.0000.11.2224444777) ,,,,!!!!!///// WWaaaarrrre HHHHouse (199992.0.11.248) -.3<#"""(12(</'44441 ==='4444444((("""####$ MMMMaaaarrrrkkk  onnnn LLLLLayooouuuut  
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 !"#$%&'()* IP Address +,&-*'./01$02134*56+,&'78936 Layout  !*5 :;.6<0$0/<0=6) IP 

Address >=$9 >=*/?3 IP Address #/90+,&-*'./01:" Revise @;& .-*'.>A* IP Address >=$9+?B.CDB6 217 IP 

Address  39.#EF 6 VLAN A 106 IP Address  !" VLAN B 111 IP Address 

 !"!#$%& 4.1 -010.-?5'790./01/<0=6) IP Address >=$9 

Interface Description Page 

IP IP 

Old IP 
address 

Number 
New IP 
address 

Number 

GigabitEthernet0/2 P-22 192.0.11.223 A223 10.24.15.46 A46 

GigabitEthernet0/2 P-22 192.0.11.208 A208 10.24.15.49 A49 

GigabitEthernet0/2 P-22 192.0.11.181 A181 10.24.15.43 A43 

GigabitEthernet0/2 P-22 192.0.11.151 A151 10.24.15.47 A47 

GigabitEthernet0/2 P-22 192.0.11.44 A44 10.24.15.51 A51 

GigabitEthernet0/2 P-22 192.0.11.96 A96 10.24.15.50 A50 

GigabitEthernet0/2 P-22 192.0.11.105 A105 10.24.15.45 A45 

GigabitEthernet0/2 P-22 192.0.11.211 A211 10.24.15.44 A44 

GigabitEthernet0/2 P-22 192.0.11.57 A57 10.24.15.42 A42 

GigabitEthernet0/2 P-22 192.0.11.87 A87 10.24.15.52 A52 

GigabitEthernet0/2 P-22 192.0.11.209 A209 10.24.15.48 A48 

GigabitEthernet0/6 P-22 192.0.11.135 A135 10.24.15.55 A55 

GigabitEthernet0/6 P-22 192.0.11.63 A63 10.24.15.58 A58 

GigabitEthernet0/6 P-22 192.0.11.154 A154 10.24.15.56 A56 

GigabitEthernet0/6 P-22 192.0.11.233 A233 10.24.15.54 A54 

GigabitEthernet0/6 P-22 192.0.11.172 A172 10.24.15.57 A57 

GigabitEthernet0/6 P-22 192.0.11.32 A32 10.24.15.53 A53 

GigabitEthernet0/7 P-22 192.0.11.20 A20 10.24.15.13 A13 

GigabitEthernet0/7 P-22 192.0.11.19 A19 10.24.15.39 A39 

GigabitEthernet0/7 P-22 192.0.11.42 A42 10.24.15.41 A41 

GigabitEthernet0/7 P-22 192.0.11.222 A222 10.24.15.40 A40 

 

 

  

 

 

Address  !"  !$! % IP Address &$'(+'( ,-$'./0++  Revise 1-+,- 3 IP Address  !"(-5(( 6 217

Address 7%8-&9: 6&9&9  VLAN A 106 IP Address 777;;0 VLAN B 111 IP Address 

 !"!#$%& 4.1 +'.'-+4<,=8'-$'.$>'!6? IP AAAAAddresssssss  !"8""

Interface Description Page 

IPIPIP  IP 

Old IP 
address 

er Number 
New IP 
address 

er Number 

GigabitEthernet0/2 P-22 192.0.1111.223 A223 10.24.15.46 A46 

GigabitEthernet0/2 P-222222 192.0.0.0.0.0.111111.2.2.208 A2A2A2A2A208 10.24.15.49 A49 

GigabitEthernet0/2/2/2/2   P-2222222222 192.2.2.2.2.0.0.0.111111.1.1.1.1.181 A1A1A1A1A181 10.24.15.43 A43 

GigabitEthernenenet0t0t0/2 P-P-P-P-P-22 192.2.0.11111111.1.15151 A1A1515151 10.24.15.47 A47 

GigabitEtEtEththththernet0t0t0t0/2/2/2/2 P-P-P-P-22222222 19191919192.2.2.2.2.0.111111.4.4.44 4 4 A4A4A4A44 4 4 4 4 10.24.4.4.4.15.51 A51 

GigabibibitEtEtEtEthererernenenenet0t0t0t0/2 P-P-P-P-P-222222 191919192.2.2.0.0.0.1111.9.9.9.96 6 6 6 A9A9A9A96 6 6 6 6 101010.2.24.15151515.5.5.5.50 A50 

GigabibibibitEtEtEthernet0t0t0t0/2/2/2 P-22 192.0.11.105 A105 10.24.15151515.4.4.45 A45 

GigabitEtEtEtEththerererernenenenet0t0t0t0/2/2/2/2/2 P-22 192.0.11.211 A211 10.24.4.4.15151515.44 A44 

GigagagabibibibitEththththererererernenenenenet0/2/2/2/2 P-22 192.0.11.57 A57 10101010.2.2.2.24.4.4.15151515.4.4.4.4.42 2 2 2 A42 

GigabitEtEtEtEthththththerererernenenenet0t0t0t0/2 P-22   192.0.0.1111.8.87 A87 1010101010.2.2.2.2.24.4.4.4.4.15151515.52 A52 

GiGiGiGiGigabibibibibitEtEtEtEththererernenenenet0/2/2/2   P-22222222 192.0.11.209 A2A2A209 1010101010.24.4.4.4.4.15151515.4.4.4.48 8 8 A48 

GiGiGiGiGigabibibibitEtEtEtEtherererernet0/6/6/6/6/6 P-22 192.0.11.135 A135 101010.2.2.2.24.4.4.4.4.15151515.5.55 A5A5A5A55 

GigagagagabibibibibitEtEtEtEththththerererernet0t0/6/6/6/6/6 P-22 191919192.2.2.2.0.0.0.0.0.11111111.6.6.6.6.63 3 3 3 A63 10.2.2.2.2.24.4.1515151515.5.5.5.58 A5A5A58 

GigabitEthththththernet0t0t0t0/6 P-2222222222 192.0.11.154 A1A1A1A1A15454 10.2.2.24.4.4.4.15.56 A5A5A5A56 

GigagagagabitEthththernenenenenet0t0/6 P-P-P-22 192.0.11.233 A233333333 101010.24.4.4.4.15.5.5.5.5.54 4 4 4 4 A54 

GigagagabitEththththernenenet0/6 P-22 192.0.11.172 A172 10101010.24.4.4.15.57 A5A5A5A5A57 

GigabitEthththththerererernet0/6 P-P-2222 19191919192.2.2.2.0.0.0.11111111.32 A3A3A3A3A32 2 1010.2.2.2.24.4.15.53 A5A5A5A5A53 

GiGiGiGigagagagabibibibibitEtEthernet0/7 P-P-P-222222 19191919192.0.0.0.0.11.2.2.2.2.20 A2A2A20 10.24.15151515.1.1.13 3 3 A1A1A1A13 

GiGiGigagagagagabibibibibitEtEtEtEthernet0/7/7/7/7/7  P-P-2222 192.0.0.0.0.0.1111111111.19 9 9 9 9 A1A1A19 10.24.4.4.1515151515.3.3.3.39 9 9 A39 

GiGigagagagabibibibibitEtEtEtEtEthththernet0/7/7/7/7/7 P-P-2222 192.0.0.0.0.0.11.4.4.4.42 2 A4A4A42 10.2.24.4.4.4.4.15151515.4.4.41 A41 

GigagagabibibitEtEtEtEththththernet0t0t0t0/7/7 P-P-2222 192.0.0.0.0.0.11.22222222222 A2A2A222 10.2.2.2.24.4.4.4.1515151515.4.40 0 0 A40 
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2.  6@4A6+,6@,-$'.5>'.</BCA6()*$'.?>'&6D6-'6 (>' !#E?#.F #<8'")$'.<'-.0%% Network ")

G<'"E"8&9: 6.0&%)=% 7;0E"8HF$!;4$$'.,,$7%% /2-+#,-")$'.<'-7I6&BD*"&+D"&BC*,$'.9.4%9.J-

$'./4?.0&%)=%$'.&3C*,"+8,.0%% Network 7;0!;4-/'$$'.!'+#6('-7;09;'=('-@,-5'= Lan 

$'.&?D65'= Lan  6%'-/J?E"8&9: 6.0&%)=%/2-+#,-")$'. Mark %65'= Lan <8'+#65'=7;09;'=5'=

+8,,=F8$4%,J9$.KL ?&BC*, !#-8'= 7;050?<$+8,$'.(>'-'6 Support  6,6'G+&"C*,$'.")94M!'

&$)*=<$4% Network +8,/'$64A6/0")$'.9.4%9.J-$'.&3C*,"+8,@,- Network N?=$'.&BD*" Switch  634A6

@,- Distribution Layer &@#'E9 

 3. $'.(>'-'6()*!6#'&G.C*,-G,"BD<&+,.L N?=/0")$'. Configuration Switch &BC*, Add 

Database VLAN  !#$4% Switch 7;0+8,"'/0&9: 6$'.&9;)*=6 IP Address @,-&G.C*,- !#&9: 6 IP 

Address  !"8()*&9: 6 10.24.15.xxx 7;0 10.24.99.xxx 7;0/0")$'. Join Domain &BC*, !#G,"BD<&+,.L

5'"'.H&3C*,"+8,$4% Network O'= 6N.--'6E?# 7;0!;4-/'$&5.:/$'.9PD%4+D-'6/0")$'.(?5,%

$'.&3C*,"+8,N?=$'. ping N?=!;4-$'.(?5,%&G.C*,-()*&9;)*=6 IP Address 7;0 Join Domain 7;#< 

5'"'.H&3C*,"+8,$4% Network E?#(4A-!"? +8,/'$64A6/0&9: 6$'.+.</5,%$'.&3C*,"+8,@,-,J9$.KL

,C*6Q N?=&9:6$'.(>' !#,J9$.KL,C*6Q()*&3C*,"+8,$4%&G.C*,-G,"BD<&+,.L()*&BD*-&9;)*=6 IP Address  !# 3#

-'6E?#9$+D N?=H#' Printer ")$'. Share I8'6&G.C*,-()*&9;)*=6 IP Address /0(>'$'.&9;)*=6 Port @,-

$'.&3C*,"+8, !"8 $'.&9;)*=6 IP Address @,- Scanner Handy N?=!;4-$'.(>'-'6,J9$.KL(4A-!"? 

5'"'.H 3#-'6E?#+'"9$+D 

 4. $'. Update Document &9: 6$'. Update &BC*, !#!;4-$'. Revise IP Address 5'"'.H(>'

$'. Support E?#,=8'-50?<$=D*-@2A6 /0(>'$'. Update Layout N?= 3#N9.7$." Microsoft Office 

Visio N?=!;4-$'. Update (>' !#$'.(>'-'6 Support User 50?<$"'$=D*-@2A6 7;0/0(>'$'. Update 

IP Reserve &BC*, !#&9: 6@#,"F;@,-('-7I6$<8' ")$'. 3#-'6@,- IP Address 6)A()*E!6 7I6$E!6 

IF # 3#-'6GC, G. &%,.LN(.R4B(L+D?+8,&%,.L,0E. 

 

G<'"E"&96.0&%=% 7;0E"HF$!;$$'.,,$7%% /-+,-"$'.<'-7I6&B"&+"&B,$'.9.%9

$'./4?.0&%)=%$'.&3C*,"+8,.0%% Network 777;;0!;4-/'$$'.!'+#6('-7;09;'=('-@,-5'=#  L

$'.&?D65'= Lan  6%'-/J?E"8""&9:&9&96.0&%)=%////22--+#,,,-")$'. Mark %65'= Lan <8'+#65'=7;09;'=5#

+8,,=F8$4%,J9$.KLK ?&BC*&B, !#-!! 8-'= 7;050???<<<<$+8,$''''.(>'-'6 Support  6,6'G+&"C*&",$'.")94." M

&$)*=<$4% Network +8,/'$64A6/0")$'.9...49.9.%%%9.J-$'.&33333CCCCC*,,,"+8,@,- Network N?=$'.&BDBB*" Switch  6

@,- Distribution Layer &@#'E9#

 3. $'.(>'-'6()*!6#'&G.C*,----G,"BD<&&&+++,.L N?====/0"0"$'. Configuration Switch &BC*,BC  A

Database VLAN  !#$!! 4$$%%% SSSwitchhhh   7;0+8,,,""""'/0&&&&&9:&9&96$'.&9999;)*9;9;=6 IIIPPPP Address @,-&G.C*,- !#!!&9: 6&9&9

Address  !"8()*&9: 6&9&9  10000...24.15.xxxxx 777;;;00000 100000...2222244444.99999.xxxxxxxxxx 7;;;;0000////000""""")$'. Joiinnnn Domain &BC*, !#!!G,"BD<&+

5'"'.H&3C*,,,""""+8,$44% Neettttwwwwwoorrrrrkkkkk O'= 6NNN....--'6E?###?? 7;0000!;4-/'$$$$&&&55555...::::///$$$$$'.99PD%4+D99P --''''6/0")$'.(?5

$'.&3C*,,,,"""++++8,NNNN???===$$$$$'''... pppiinnngggg NNNNN?=!;4;;-$$''''.(?5,%&G.C*,-(((())))*&9;)*9;9;=6 IIIIPPPP AAAAddddrrrress 7;;;;0000 JJJooooiiinnnnn Domain 777

5'"''.....HHH&&3C*,"++++8888,,,,,$$$$4%  NNNNetwwwwork E?#(((((44444?? A 444-!!"""""?????((44 ++++8,,,,////''''$$$$666664A66666/////00&99994 ::&&9999996$'.+.....</555,,,,%%%%%$$$$$''''..&3C*,"""++++8,,,,@,-,J9$

,C*66666QQQ NNNN?????===&999:&9999666$$$$'....(((>' !#,,,,J!!!!! 9$.KL,C*KK 6Q()*&3C*,"+8,$4%&G.C*,-G,"BD<&+,.....LL()*..... &BD*---&&&&99999;;;)))***999;;=====6666 IPPP AAAAAdddddddrrrress  !

-'66666EEEEE????#??999$+# DD$+$+ NNN?=====H#'HH  PPPrrriinter ")$'...  SSSShhare I8'6&G.C*,-()*&99;))))*99;;===6666 IP Addreeeessss /000(>'$'.&9;;;;)*9;9;===66666 Port 

$$''''....&&&33333C*,,,,"+++8,,,, !""""8"" $'''.&9;)*9;9;=66 IP Address @,- Scanner Handy NNN?=!;4;;----$$$$'...(>'--'''66,J9999$$$$$.....KKKL(4KK A 44-!(4(4

5''''""""'''..HHHHH 3#3---'''''6E????# ###???++'"9$+++++### DDD$+++

 444. $$$$''''.... Update DDDDocumennnt &999::::&999&9996$'. UUUUUpdddddaaaateee &&&&BBBBBCCCC**, !!!###!!!!!;;;444-$'. RRRevise IIIIPPPPP AAAAAdddddrrreeeeesssssss 5'"'.H

$'. SSSuuuuppppppppoooorrrrrtttt  EEEE?????#??,=8'-555550?<$=D*-@@@@222AAA6 //0(>'$''''... Updaaaattttteeee Layyyyyouuttt N?= 33333###333N9999....77777$$$$..."""" MMMMMiiiiccccrrrroooosoft Off

Visiioooo NN?=!!!!!;4;;-$'... UUUUUpppppdddaaaaate ((((>>'''   !#!!$'.(>'-'6 Support User 50?????<<<$"""'''''$$$$$====DDD***---@@2222A6 7;0000/0(>'''$$$$'. Upd

IP RRRRReserrrrvvve &BC*,,,     !##!!&&&&999:::&9&96@@@####,,,,,""""F;;;;;@@@@@,,,,---(('-7IIII6666$$$$$<<<8'''' """")$$$''.    33333#33-----''''66666@@@@@,,,,,----- IIIPPP AAAdddddddrrrreess 6)A()***EEEEE!!!!6 777I6$E

IF # 3IF #IF # #----'''6GC33 , G.. &%,,,,.....LNNNN(....RRRR44RRB(((L++++D((( ?+8888,&&%%%,,,...LLLL,,,0000EEEEE...
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4.2  !"#$%&'($#)*+,-./0! 

 !""!#$%&'#!()*+#(,-./*012"!# Revise IP Address 34(+#56+#72#(66"!#&.891:;<1 

Network :=>52/=?  
 1. &@ !"#$% &'()*+,)-#./0.'()#)/0123(,+.'()4561(&7"1 IP Address 

2. 83(496'()83(1(& Support 7"1:;&' </=>(<?-,>'<('7@A& 

3. ?(<()B#CD!<=>(<#)%>4&'()4561(& Network 

4.3  !"#$%&'()*& !+%$,(-./01*234"5$647"86479*86:;3.$<7=<7 <>?@5$&AB#()*&

+@30@CB'0%4=%$5D!7<>!B%E'$F/=%$+<38G%2#$BB%E 

 *(''()>D#=)(-9E76"<F2G,0#$)/0.#8/0.'H"&'() Revise IP Address :2-$)+.$)I1)-..

'()#5 !"<JH" Network :2-92+1'() Revise IP Address :2-$)+.$)I1)-..'()#5 !"<JH" Network 

?(<()B?)I$;2K,6,+1&/A  

 1. 'H"&'()83(1(&'()#5 !"<JH" Network 4&G)11(&K<H#$% &)-#./0. G,08/!</'()#5 !"<JH"

7"1 Network K<HBF'J6"14&92(0L*I, </?(0 Lan 8/!K<HK,64561(&JH""0FH'+. Switch :2- Hub G,0

92+183(1(&</'()*+,)-#./0.49<HG,0'()$)+.$)I1496#$% &K$J(<G=)1?)6(1'()""':.. :2-</'()

J+,?(08/!K<HK,64561(&""' :2-&3( sticker K$#7/0&J6&8(1 :2-$2(08(17"1?(0 Lan #?6&&+A& G,0

*-?(<()B83(496'()83(1(& Support #'/!0>'+. Network 92+1*('&/A  *-</=>(<?-,>'<('7@A& 

2. 'H"&'()83(1(&'()*+,#)/0123(,+.7"1 IP Address </=>(<K<H#$% &)-#./0."0H(1<(' G,0

92+183(1(&</'()*+,)-#./0.49<H 496 Lan A #$% & User 8/!4561(&4& Office :2- Lan B #$% & User 8/!

4561(&4& Line Production G,0*-83(496'()83(1(& Support 1H(07@A& 

*(''()>D#=)(-9E$)-G05&E&&7"1'() Revise IP Address :2-$)+$)$).$)I1)-..'()#5 !"<
Network </,+1&,+,+ /A
 1. #C !"#$%#$$&'()*+,)-#./0.'()#)/01222223333(,+..''''()45+ 651(&7"1 IP Address 

2. 83(49699'()83(1(& Support 7"111:::;&' </=====>>>(<?-,>'<('7@A&

3. ?(<()B#CD!<=>(<#)%>4&'())))444456551(& Netwoooorrrk 

4.3  !"#$%&'()*& !+%$,(--., ///01*23444"""5$5$5$47"88886479*86:;3.$<33 7=<7 <>?@5$&AB#(##)

+@30@CB'0%4=%$5DDDD!7777<>>>>!!!5DDDDD5 BBBB%%%%E'$$$$F///=%$+<338888G%%%2222#####$$$BB%E

*(''''()>D#===)(--9999E776666999 """""<<<<<7766 F2GGGGG,0#$)))$)$)000.#8///0.'HH"""&&&&&'() RRRReevvvviiiisssseeeee IP AAAddddddress :::::2-$)+$)$).$)I1)-

'()#5 !""""<<<JH" NNNNeettttwwwwwoorrrkkkkk ::22----99992+1'() RRRRRevise IP Addreeesssss :2-$))))+$)$ ...$$$$$)I11))))-..''''(()#55 !""""<JH" Netw

?(<((()))))BBB?)I$;;;;2222KKKKK,,66,+,, 1111&&,+,+ ///AAA

 1111. '''HHH"""&&&''(((()83(11111(&'()#5 !"<JH" Network 4&G)11(&K<H#$%%%#$#$&&&&)-#...////00000.... GGGGG,088/!</088880 '()#5 !"<

7""""1111 NNNNetwork KKKKK<H<BF''JJJJ6666"14&92(0000LLLL***6 I,*** </?(0 Lan 8///!!!!KKK<<<<H<<KKKK,,,6,,4566 6551(&JH"""""0FH'+....  Switch :2---- HHub 

9222+1111888883((((111((&&&&<<<///'())))*+,,))))-#./0.4444499999<H<<G,0'()$)+)).$)I149699#$%#$$&K$J(((((<<<G=)1?))))6)))))(1'''()""""""""'::.......... :2-</

J++,,,,,???(((008888J+J+ /!K<H<<KKKKK,6,,4555566 6555111(&""'''' ::2222-----&&&&&33((((&&&&  stttttiiiicccckkkkkeeeeerrrr KKKKK$$$$$#77777#7777# 00000&JJJ66666&&&&&88888(1111 :22-----$$$$$22222((08(177""""1????((((0 Lannn ##????6&&&&&+A&

*-?(<<<(((())))BB8888333(((((444449699'()83(1111(& Supppportt #'/!0>'+....    NNNeeeeettwwooooorrrrkkkk 922+++11*(('&/A *-----<</=>(<?????-----,,,,,>>>>'''<<<<<((((('7@A&

2222. '''HH"""&&&&'()83((((11(&'()*++,,,#)/00123(,+....777"1 IPPPPP  AAAddrreess </=>(<<<<<KKK<H<<####$$$$$%%#$$$$#$$$&&&&)))))-#...../00000....""""00H(1<('

92+1111888883(1(&&<<<<<////'()**+++,,,,,))))-----###..../0...444499<H<< 49699 Lan A 6 #$% &#$#$  User 8/!456551(&&&&4444&&&& OOOOOfffffffffiiiiccccee :2- LLLLLan B ####$$$$%%% &###$$$$$$$$  Use

456551((((&&&4&&&&&6  Line Prrrrroooddduuuucttiiooonnnn  GGGG,,00000***-83388(44499669999''''((((()))888883(((1111(((((&&&& SSSupppoooorrrtt 11111H((((00000777@@@@@AAAA&&&&&
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3.  !"# $%&'$($#)* $%+,-.")/!" Network 012 $%/!"3!$# Hub 45$26/789::+ ;#<8$)

='$+>? # &'$@4A+>5-"( Hub 9::B)!)*>%C02,#D 17(%E>&*. 4.6 457( $%&'$($#)* $%+,-.")/!"F$2 Lan 

@4)! 012&*.@4A+<%-."(<")G;8+/"%D&*."2E!4A"(@ 5A6 7# +,-.")/!" 7#3!$# Hub /78+1*28 17(%E>&*. 4.7 HI.(=C

&'$@4A<8$)+%?8@# $%@,A($# Network +G;.)JIK# 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

=$+>#+> &$@4+>5"( Hub 9::B))>%C02,# 1(%11 E>& 4.6 45( $%&$($#) $%+,")/"F$2 L

@4)!)) 012&*.&&@4A44+<%-."(<")G;8+/"%D&*."% "2E!4A"(@ 555A55666 7# +,-.")/!" 7#3!$# Hub /78+1/7/7 *28 17(%1717 E>&*.>&>& 4.7 HI.

& '$@4A44<8$)+%?8@# $%@,A,,($# Network +G;.)JJIK##
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4.  !"#$%&'(%#%)*%+%&,)(% IP Address -) Class 10.24.15.XXX .!/ 10.24.99XXX +%

-01#%).')  Class 192.0.11.XXX .!/  192.0.65.XXX .!/)(%  Class 192.0.11.XXX .!/ 

192.0.65.XXX 23- 14&56"'23-01#%)-) )789:;# Global 

5. $7;)$%&'(%#%) $%&;;$.44$%&<0=>;+?7;:;# Network 2+7<3@ )23?%+ Three Layer 

Hierarchical Model <A&%/:%B*78):;# Distribution Layer CB9'(%$%&<A5>+ Switch - 1<3@ ) 

Distribution Layer &/ 87%# Core Layer .!/ Access Layer *%+%&,'(%- 1+D$%&.47#VLAN -)

4&5 <8E)  !"#$%&'$()*+!" ,-./'#012%3405)/.213&/6 Lan 0/7/) Server 89/:;%41/6213)/.<.=;/.

7 $)/. 41/6213)/.>)%#*? @;/85A,)=$*+!"7/))/.89/4/" >B'89/:;%)/.CD.4&.%/405D(/0&'$()213

)/.,-=A0 B$)/.,EFA30213*343G?).HI85A0/)*+!" 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

:E4/">8"  Class 192.0.11.XXX >B'  192.0.65.XXX >B'"/"  Class 192.0.11.XXX >

192.0.65.XXX #?:;%;;<.=J <. 8#?:EJ J %EE4/":";"% ""(((666*34 Global 

5. )13")/.89/4/" )/.33)><<)////..,EEEFFFFAAAA3330213*34 Network #0100,?K,?,?"#?2/0 Three La

Hierarchical Model ,-./'*/$&1("*33344 Distriiibbbbution Layer C$6898/)/.,-=A0 Switch :;%;

Distribution Layer .';(1/4 Core Layyyeeer >B' Acccccess Layer &/0/.L89/:;%05;; )/.><14VLAN

<.= ,(H" !"#$ %$$&'$()*+!" ,-./'#01002%3444402%2% 55)/.213&/6 LLLLLan 0/7/) Server 89/:;%4;; 1%4%4/6213)/.<.=

7 $)/.7 7 41/6213)/.>)%#*? ??@;/85A,)=$$$$*+!"7/))))///.89/4/" >>>>B'89/:;%;;)/.CD.4&.%&../405D(/0&'$()

)/.,-=A0 B$)/.,EFA30213***33343G?).....HHHHHI85AHH 0/)*****++++!"
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MODE

STACK
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DUPLX
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Core Layer
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 !"#$% 4.8 M/-2 (361/4)13")/.,-=A0&1("*34 Distribution Layer 

 

 

 

 

 

 

 

 

 

 

 

Switch From Server 

Hub           Hub 
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14X
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1 21 21 21 21 2 3 43 43 43 43 4Core Layer

Distribution Layer

Accessssssss Laaaaayyyyer

 !"""""#####$$$%## 4.8 M/---2222  (361/4)13")/.,-=A0&1("*3333444 Distribuuuuutttttion LLLLLayer 

Switch From Server

Hub                                       
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MODE

STACK

SPEED

DUPLX

STAT

MASTR

RPS

SYST

Catalyst 3750 SERIES
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24X

1 2 3 4

Core Layer

Distribution Layer

Access Layer

 !"#$% 4.9 M/-2 (361/4;B 4)/.,-=A0&1("*34 Distribution Layer 

 

Switch From Server 

Switch 

Hub           Hub 

MODE
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DUPLX

STAT
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RPS
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Catalyst 3750 SERIES
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13X
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23X

24X

1 21 21 21 21 2 3 43 43 43 43 4Distribution Layer

Access Laaaayyyyeeeerrr

 !"####$%"# 4.9 M/-2 (361/4;;;BBBB 44444))))///.....,,,,----=A0&1("*34 Distribbbbuution LLLaaayyyyeeeerrr 

Switch 

Hub                                   
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 !!"# 5 

$%&'() *)+,-.*/+/01 

5.1 $%&'()21%3014/5/61/ 

 !"#$"!%&'!()*)+!) ,!-!%.,%/0#$"!%&'!()*)+!)1&2&3+)45  

 1. 6)735)89)"!%:!+;#) ,!-!%.&'!()*)"!%0<*=38*+!)1&28!-(02 !>-!?@4A835+1:2 B&?6)

"!%"'!>)& IP Address 6>-C DEA +6F2 IP Address @35+>-& 217 IP Address ;=C+(0G ) VLAN A 106  IP 

Address ;$H VLAN B 111  IP Address B&?(0%4?=(@4?="3= VLAN ("C!6) IP Reserve -4"!%6F210

@35+,*5) 307 IP Address ,!-!%.@4A H 3&%H(=4?=B&?"!%$= IP Address @4A1-C1&26F2;$2:.I" 9+9?IC6) 

IP Reserve 1&20%H-!) 110 IP Address ;$H6)"!%"'!>)& IP Address 6>-C -4"!%;=C+;?" VLAN 

79+ IP Address 8!-$3"JKH"!%@'!+!)B&?@4A VLAN New A  H6F2+!)"3=$3"JKH+!)0%H(L@+!)

6) Office (FC) Computer Office, Account ;$H HR (0G )82) ;$H VLAN New B  H6F2+!)"3=

$3"JKH+!)0%H(L@+!)6) Line "!%#$*8 (FC) Packing, TPM, PL2 ;$H PL3 (0G )82) ;$H-4"!%

"'!>)& IP Address 6>2(0G )%H(=4?=B&?-4"!%(%4?+$'!&3=8!-8'!;>)C+"!%:!+79+(M%NA9+ (O%!H"C9)

"!%&'!()*)+!)-4"!%(%4?+;==72!-10-! DEA+@'!6>2>$3+ !""!%&'!()*)+!)6)"!%@'!+!) Support (-NA9

(M%NA9+M9-O*:(89%P79+ User -403Q>!;$2:829+-4"!%;"21703Q>!@4A>)2!(M%NA9+M9-O*:(89%P  H

,!-!%.>! /&@4A835+79+(M%NA9+M9-O*:(89%P1&2,H&:"7E5) ;$H6F2(:$!6)"!%M2)>!$&)29?$+ 

 2. 6)735)89)"!%,'!%: ON5)@4A"!%@'!+!) @'!6>21&2%I 2.E+8'!;>)C+79+"!%@'!+!) B&? H@'!6>2

,H&:"8C9"!%@'!+!)-!"7E5) ;$H6)"!%0%3=0%/ +"!% 3&%H(=4?=79+(FNA9-8C9%H== Network 

(ONA96>2"!%(FNA9-8C9-4M:!-(0G )%H(=4?=-!"7E5) ;$H-4"!%0%3=0%/+"!%(FNA9-8C979+,!? Lan @'!6>2

$&"!%("*& Loop 6)%H== Network 79+ Switch 835:)35) ;$H,!-!%.(O*A-M:!-(%G:79+"!%@'!+!)

79+ Network 1&2%H&3=>)EA + ;$H-4"!%@'!6>2BM%+,%2!+ Network 79+B%++!) 0@/-R!)4&47E5) (O%!H

"C9)"!%&'!()*)"!% BM%+,%2!+79+ Network 6),C:)79+;#)" Packing -4;MC,C:)79+ Core Layer 

;$H Access Layer B&?%H>:C!+ Core Layer ;$H Access Layer 1-C-4,C:)79+ Distribution Layer 

$%&'() *)+,-.*/+/01/

5.1 $%&'()21%3014/5/61/

 !"#$"!%&'!()*)+!) ,!-!%%%%.,%/0#$"!%&'&&!((()))))**)+!)1&2&3&& +)&3&3 45

 1. 6)73775)89)"!%:!+;#)))) ,!-!%..&&&&'''!!!(()*)"!%00000<*=38*0<0< +!)1&2&&8!-(02(0(0!>-!?@4A83?@ 5 33+1:8383 2:: B&?

"!%"'!>)& IP Addreeeeessssss 6666>>>>---C-- DEA +6666FF22FF IP Adddressss 2 @333335555+>-&@3@3  211111777  IP AAAAdddddrreeeessss ;=C+(0G )(0(0  VLAN A 106

Address ;$H VVVVLLLLLAN BBBBB 111  IPPP AAAAAdddddrrrrreeeess BBBB&&&?((000%0%0%????=====(((@@@@44????===="3==== VLANNNN ((("C!6))) IIIIIPPPP Reserve -4"!%6F

@35+,@3@3 *5) 307 IPPP AAAddressssssss ,,,,!!!!--!%.@4A H 3&&&&&%H(=4?=B&?""!!!!%$= IP AAAdddddddrrrrreeeessssss @4A1-C111&&&&&2222&&&&66666F222 2FF;$2:.I" 9+9?

IP Reessssseerve 1111&2&0%%%%HHHH-----!)))2  1111110000 IP Addrrrress ;$H6)"!%"'"!>>>)& IP AAAAddddddrrreeess 6666>>>>-----C -444""""!!%;====C+;?" VL

79+ IP AAAAAdddrrrrreeeessssss 8!!!----$3"JJJKH"!%@@''!!!++++!)BBBBB&?@4AAA?@?@ VLAN NNNNNeeewww A  H6FF222++!)"""""FFFF 33==$$$3""""JJJKKKKHHHH+!)0%H(L@+3

6)))) Office ((((FFFFFC))) CCCComppuuuutter Office, Acccoooouuuunnnntttt ;;;$$$$$HHHH HHHHR (0G(00)82)8 ;$HH VLAAAANNNNN NNNNeeeww B  H66666F2FF+!)

$3"JKHHH+!)0%HHHH(L@@@+++++!)6)$3$3  Liinnnneee "!%#$*8#$ (FC) Packing, TTTTPPPPM, PL22222 ;;$H  PL3 (0G(0(0))88222)8 ;$H-4

"""''!!!>)& IP Addrrrrresssssss 6>2>>(0G(0(0))))%%%%H(=4?=B&?-?-?-"!%(%4?+$'!&3=8!-8'!;;;;>>>)C+"!%%%%%::::!!!!!+79+(M%NA9+ (OOOOO%!H"

"!%&''!())))*****))))++++!!!!!))))-4"!%(%4)- ?+;;;;;======72!----1000-!2 DDDDDEEEEAA +@@@@'!!!!!66>>>2222>>>>>>>>$3++++    !""""!%&&&'!()***)))))+!)6)"!%%%%@@@@@'''@@!!!+!!!!))) Support 

(M%NA 9999+M9-OOOO***:::::((((888889%P79++++ User --440033Q>!;$$$$22222::::82999+++++-4"""""!!!!%;"""2217770300Q>!!!!!@4A>)2!!!(((((MMMMM%%%%NNNNAAA 9+M9-OOOO**:(89%P

,!-!%.>! /&&&&&@444AAA88833@444 5 3++77779+(MMMM%%%%8383 NA9+M9999-----OO*::(((((888889%P11111&&&&222&&&&,,,,,HHHHH&:"77777EEEE555))))) ;;;;;$$$$$HHH666FFFFF2FFF(((((:::$!!666)""""!!!!!%%%MMMMM2 22222MM)))))>!!!$&)22229?$+

 2. 666)73775)8999)))))""""!!!%%%%,'!%:::    OOOOON5)@4A"!%@'!+!) @'!6>2>>1&2%%%%IIII 2....E&& +++8'!!!;;;>>>))))CCC+++7779+"!%@'''!!!+!))) BBBB&&? H@'@@

,H&&::::"8C9"!%@@@''!++++!!!!)-!"7EE555 ))))) ;;;;;$$$$$HHHH66666))))""""!!!!%%%%%0000%%%%30%====0000%%%%%/// ++++""""!!!!%%%%%     33333&%%%%HHH((==44444?=79999+(FFFFNNA9-8C9%H=== Netw

(ONA96666>>>>2>>"!%(FNA999----8C9-4444MMM::::!!!!!-(0G(0(0)%%%%H(=4?===--!!!"7EEEE5555) ;$$HHH---4"""!%0%30%0%====00%/+""""!!!!%%%%((((FFFNNNNA9-8C999977799+++,!? Lan @'

$&"!%("*& Loop 6)%H== Networkk 79+ SSSSwwwwwiiitttccchhh 835:)8383 3335555))) ;$H,!-!%.(O*A-M:!-(%G:79+"!%@'!+

79+ Network 1&2&&%H&3=>)EA +>) ;$H-4"!%@'!6>2>>BM%+,%2,%,%!+ Network 79+B%++!) 0@-R!)4&47E!) 5) (O%
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B&?"!%&'!()*)"!%(O*A- Distribution Layer (ONA96>2BM%+,%2!+79+ Network L!?6)B%++!) -4M:!-

,-=I%KP-!"?*A+7E5) ;$H(ONA9%9+%3="!%0%3=0%/+BM%+,%2!+94"6)9)!M8 

 3. 6)"!%&'!()*)+!)(0$4A?) IP Address "!%(0$4A?) Computer Name ;$H"!% Join Domain 

,!-!%.&'!()*)"!%1&2(,%G @/"(M%NA9+ B&?@/"(M%NA9+,!-!%.(FNA9-8C9 Network L!?6)B%++!)1&2 

;$H,!-!%.@'!6>29/0"%KP9NA)S@4A(FNA9-8C9#C!) Network @4A(0G )#$"%H@= !""!%(0$4A?) IP Address 

,!-!%.6F2+!)1&28!-0"8* 

 B&?%:-79+"!%&'!()*)+!)8!-:38./0%H,+MP@4A1&2:!+1:26)"!%0<*=38*BM%++!)"!%

0%3=0%/+%H==BM%+,%2!+ IP Address =%*J3@ BT?!($)DP 1@?;$)&P B%++!) 0@/-R!)4 .N91&2:C!

=%%$/: 38./0%H,+MP6)"!% 3&@'! B&?#$79+"!%&'!()*)+!),!-!%.0%3=0%/+%H==79+ Network 

79+=%*J3@ BT?!($)DP 1@?;$)&P B%++!) 0@/-R!)4 ,!-!%.@'!6>2%H=="!%(FNA9-8C979+ Network 

L!?6)B%++!)(0G)%H(=4?=&47E5) ;$H,!-!%.@'!6>2"!%@'!+!) Support (-NA9M9-O*:(89%P79+ User -4

03Q>!79+;#)"M9-O*:(89%P-4M:!-,H&:"-!"7E5);$H6)"!%0<*=38*+!)6)BM%++!))45 ? 3+1&2%3=

"!%O3U)!@!+"%H=:)"!%M*&:*(M%!H>P @4A1-C(M?(%4?)-! 1&20<*=38* %* + 1&20%H,="!%KP6)"!%

@'!+!)6),.!)@4A %*+ (ONA9@4A H1&2)'!M:!-%I 2@/"S9?C!+@4A1&2%3=-! !""!%0<*=38*+!))35)106F2 ;$H

)'!10O3U)!8)(9+6>2-!"7E5)6)9)!M81&294"&2:? 

5.2 '7891:/21%3014/5/61/ 
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