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3.) Cross-Site Scripting (XSS)
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4.) Insecure Direct Object References
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8.) Cross-Site Request Forgery (CSRF)
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94A15YNOUUDI CVE
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2.2.2 Nexpose
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2.2.3 OpenVAS (Open Vulnerability Assessment System)
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Logged in as Admin admin | Logoul

Mon Sep 28 09: 2015 UTC

Configuration

Filter:

e Js e

first=1 sort=name)

Welcome dear new user!

To explore this powerful application and to
have a quick start for doing things the first
time, | am here to assist you with some
hints and short-cuts

1 will appear automatically in areas where
you have created no or only a few objects.
And disappear when you have more than 3
objects. You can call me with this icon
any time later on.

i

If you want help creating new scan tasks
but also more options, you can select
*Advanced Task Wizard" from the wizard
selection menu at the top of this window
where it currently says "Task Wizard"
marked with a small arrow.

For more detailed information on
functionality, please try the integrated
help system. It is always available as a

VApply to page conterts V | i }

Quick start: Inmediately scan an IP address
IP address or hostname

Start Scan
For this short-cut | will do the following for you:

Create a new Target with default Port List

Create a new Task using this target with default Scan

Configuration

. Start this scan task right away

. Switch the view to reload every 30 seconds so you can lean
back and watch the scan progress

sw N

In fact, you must not lean back. As soon as the scan progress is
beyond 1%. you can already jump into the scan report via the link in
the Reports Total column and review the results collected o far.

When creating the Target and Task | will use the default Port List,
Alert, OpenVAS Scan Config, Credentials, OpenVAS Scanner and Slave
configured in "My Settings*.

MW 2.6 H11991ENVDY OpenVAS

2.2.4 Metasploitable
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[Pentest]Metasploitable2-Linux on 192.168.3.3

File View VM
R

= Starting
= Starting

S e & R & R

deferred execution scheduler atd

periodic command scheduler crond

= Starting Tomcat servlet engine tomcat5.5

= §tarting web server apachez

» Running local boot scripts (setc/rc.locall
appending output to "nohup.out’
appending output to ‘nohup.out’

Never expose this UM to an untrusted networkt?

msfdevlatImetasploit.com

= Y .
NN 2.7 TH199UDY Metasploitable




=
unn 3

pEUUMIUHUANY tazdundUNTAMEUIY

3.1 uumsiguaa

A v Y Y 9 a oA a X A a o o o w Yo
gl]"lﬂfﬂicl/lGIJTWH]"Ill@!ﬂ]]ﬂgﬂ@ﬁﬂﬂi]ﬁﬂy'l‘ﬂﬂi'ﬂ‘ﬂ IDA-LVULTVU 1D llﬂiﬂlli’]ll‘ﬁll"lﬂ
Yo o = e < v ¥ Yo
TvaimafSoufion Report U89 Tool Vulnerabilitysluaiuvan 520 lasuueununeau
A a o ' [ a ua { o 9 < ad
INULAN INAIDYINLY U aaﬂﬂgummuaﬂﬁmuﬁﬂuDMSS ﬂ@ﬂllﬂﬂiﬂiﬂﬁi'l\?ﬁ%ﬂﬂ!u@Hﬁﬂ

v o o A & Aqy Aov & Y
tazdamduuelnamsunlsaumeluusin wuau

M31aN 3.1 upumsUfuaa

v 9 A A A A Al A A A
FUDNTU IDUN 1 PDUN 2 IABDUN 3 IDUN 4

Web Application

-Gather requirement

-Design

-Backend Coding

-Database Coding
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DMSS

-On site

Network Design Diagram

-Gather requirement

-Design

-Present & proof

-Revise

Vulnerability Assessment

-Support CVE
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3.3 VTUABUMTAUHUIIY

& = Yy
3.3.1 YHADUNIIANHIAUANI
=2 Y Y v 1 1
3.3.1.1 ﬂ"liﬁﬂ']s!Wﬂuﬂ'J'ILﬂEJ'JﬂTJ"If’ENTW')GI'NG]

= an 9 ] (B N o g’/ o 9
An135n15 1suyed Iviaanienlulegiiu srnuuihveyauisiusiuuas

@ g 1A 9 9y a 1
Funsizriged Ininvzausalyanlaese 154 OWASP, CVE

3.3.1.1.1 OWASP (Open Web Application Security Project)

1.) Injection
Y

Ta@ Taeld s msasdeyarunelwamdu Tavtoyaildiuwiums

unIaLansUseuianiag meluredndmdu linezalenisldmas sQL

A g
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SQL Injection — Taanu Taenaniaeanisiszuiana Inalddas SQL

{ 1 o v w a Jd . .
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2.) Broken Authentication and Session Management
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3.) Cross-Site Scripting (XSS)
a ] 1 Y Jd v K 9 A o
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4.) Insecure Direct Object References

1 1 4 1 Y 9 o ' '
¥94 113 1ui309v09M5Ya0e 11D INT N INTVDIT LU VA 195U

4
a

4 4 { aa a
Tud, amossawda ldsveyavugudeyangdldluiiansidngld 5 des-
o A g9
ITSTRR:AY

o a & o & Y o = = A ° a £
- maauennansy suiludesmitdusesmatiiuadnslums

9

Y =X [ A
NNNINGININTIATY

5.) Security Misconfiguration
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6.) Sensitive Data Expose
1 1 (% 9 o o 1 = 1 [} 1
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¢ o v 9 A~ o W g}/
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- AN SSL ﬂiJL'J‘UllclfGI LW@ﬂ@QﬂUﬂTﬂlaﬂﬂlﬂyaN"lu Network Traffic

7.) Missing Function Level Access Control

] 1A A a £ 9 v A A 4

¥4 11 INAANIAIVANANTN G udInTu nioTlweivosszuy

A 1 1 3’; ax (9 dy Y
MWZMIUAAINANTBTOULY UL 11U I5M3Teanuidion
9 =R d o A A 4 ad
- @519 UMINDININTU ¥IoWes MnnsdseuanauuEs -
J Y
1193AY
v & s o s a A
- 91N Audit log M35 9anTu HseHwes nialnd e ldnsae-

aoudouriadla

8.) Cross-Site Request Forgery (CSRF)
3 ax vq ¥ A I s s
Wudsmsvaend 1 Funsomdednivledvenenines win
v I J o o o 1 ] a
HlFa1uiing login Tdsin ledadmSurmiginssuaig 13 wu unsnig
a a 4 < 4 4 1 v 4
drannsonaduessuins NV lsAavesuaninoivzds Request 11duiy lad
4 o 1 < 4 1
daemaiierssnssunielszutananieg Taon lsdadateniadileiuilu
v .. o X g9
A lFauese Asmstlesnuiowdu
- AI5UN5NAN token 199 11 Hidden Field 11 Body Ay HTTP
v 9
Request Tagthuaasdunaiiuy URL
- A253M31J09Al HTTP Request 910 URL %30 Domain 8

o ' o
- 9190M3 #3521 CAPTCHA 1oA519d0U919nA5Y

9.) Using Components with Known Vulnerabilities
o A . . A 1 Y o a <
11341 Components ¥i3® Libraries Ayl lsnuuennanyu

3 1 Y Aa o A 1 9 Aan o A 9
AGNIPN ﬂ’ﬂgﬁ’\‘lwaiﬁl!@wwalﬂclfuuclf@\iiﬁjﬁ'lllhlﬂ@:]ﬂ Tﬁﬂ'ﬁﬂ@\iﬂuyﬂ’ﬂqg}u
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@ Jd o { o
- NUUATIITDUVLIBIVUUDY Components 590 Libraries 11113119 uay

~ v q v ¥ A9 o v
3Jﬂ?ﬁﬂﬁ?ﬂﬁ@ﬂﬂ']’liJ‘]Jﬁﬁ]ﬂﬂElGlﬁﬂﬁ‘Uﬂ'Junﬂﬂﬁ\‘]“l/’l@]f]\?ﬂ']iUWN"lﬁlG]N']u

10.) Unvalidated Redirects and Forwards
< a o . v 3 74 1
AULBWNAAFUIMNST Redirect 1130 Forward 1da3u ladou Tae il
' . v A @ o
nsasIvdoudenay ¥9e19gn land Iaewidldaldudn ladnaianas
1 @ < I [l 1] ¥
vsoda ldmtin ledn lueyanaldiinte 18 TFmsiesnudesdu
= ~ . A v A VA Y @
- NANIABINIS Redirect N30 Forward 11§ ulsdn himeideany
LOWNALATY

§ 1 o <] 7 .
- vniaea d'la Iddvuanazaruaudnleaneynialn Redirect

Y
Y

%30 Forward 11/ Tamiiu

3.3.1.1.2 CVE (Common Vulnerabilities and Exposures)

A 1 A g = v o v Y a K 1 1 1 a
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¥DUDN CVE 1sgnoune TJ‘VIWTJGB@QITT'J agan ‘]J"’UE’N“H?NT‘H’J‘VI

1850 cVE 113U 1951 CVE-1999-0065 3ludu

4
297152 NOVVDY CVE
* ¥IATHNYAY CVE
= 1 1 1
* 519921909 1A8HDUDIBDI 1417

v 9 9 a
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3.3.2 TUADUMSIATLNMS

Y
3.3.2.1 mmizuuﬂgmmi Linux Kali Sana a3U1 VMware Workstation

1.) 1aTa5un54 VMware Workstation

File Edit View VM Tabs Help | = = | o CH@T gl e -y

(o} Home

WORKSTATION 1

- | & o)

Create a New Open a Virtual Connect to a Connect to
Virtual Machine Machine Remote Server

vmware

MW 3.1 251050 VMware Workstation U 11

2.) na 1oAY Create a New Virtual Machine

+

Create a New
Virtual Machine

M 3.2 loasul Create a New Virtual Machine
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3.) 1@0NTypical NATJU Next

Welcome to the New Virtual
Machine Wizard

What type of configuration do you want?

jon 11.0 virtual machine
in a few easy steps.

VMWARE (O custom (advanced)

WORKSTATION Create a virtual machine with advanced
options, such as a SCSI controller type,
virtual disk type and compatibility with
older VMware products.

< Back I_——_—Nex_—t;_—] I_Cﬂ"ce'_|

MW 3.3 W111619 New Virtual Machine Wizard

=~ . . . 6’ . .
4.) 1900 Installer disc image file (iso) 148 Browse 4 image V94 Kali sana

Guest Operating System Installation
A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?
Install from:
(O Installer disc:

=3 DVD RW Drive (F:)

(® Installer disc image file (iso):

[C: \Users\admin\Desktop'kali_sana_64bit.iso Browse...

Ep Cannot read this file.
Spedify a different file or select a different option to continue.

r

()1 will install the operating system later.
The virtual machine will be created with a blank hard disk.

d' Y A an a 3’.:
HNINN 3.4 Wl!Wl1\1LﬁE]ﬂ’J‘ﬁﬂ’l§'1‘L!ﬂ’liﬁﬂﬁﬁ



5.) 189N32VUURIANS Linux Version ContOS 64-bit

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system
() Microsoft Windows
(®) Linux

() Novell Netware

d' Y A a oA
MNN 3.5 ﬁNWINLﬂ@ﬂﬁ%U‘U‘ﬂ{]Uﬂﬂﬁ

6.) NN Next Lilod 14 Directory U9 Virtual Machine

Name the Virtual Machine
What name would you like to use for this virtual machine?

C:Wsegé\;dmihbomm-ents‘Wrmal Ma&;inesV(aliﬂsana

The default location can be changed at Edit > Preferences.

WA 3.6 HEA191ABN Directory Y84 Virtual Machine
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A A o A A A < -
7.) A Next INDYUIUNITLADNUUIANUN ﬂlﬂﬂllaggﬂ!LUUﬂ’]iﬁlﬂlﬂUﬂl@Nva

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk. These file(s) start small and become larger as you
add applications, files, and data to your virtual machine.

T

Recommended size for CentOS 64-bit: 20 GB

() store virtual disk as a single file

e b b b e s

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

d' Y A ax 3
HINN 3.7 AT NVUIALASITNITIND

L Y 9
8.) 1A Finish IN0AUFANTAAAT

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install CentOS
64-bit.

The virtual machine will be created with the following settings:

Name: Kali sana

Location: C:\Users\admin\Documents \Virtual Machines\Kali sana
Version: Workstation 11.0

Operating System: CentOS 64-bit

Hard Disk: 20 GB, Split

Memory: 1024 MB

Network Adapter: NAT

Other Devices: CD/DVD, USB Controller, Printer, Sound Card

| Customize Hardware...

d' Y 1 a &
NINN 3.8 ﬁu1ﬂ1ﬂﬂ§ﬂﬂ1iﬁﬂﬁ\1
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| Installing the system...

Preparing linux-image-extra-3.13.0-24-generic (amd&d)

a 9 o v a ¥
HINN 3.9 HUIBUUENAINAANI Ubuntu Server
a 3’;
9.) AAAN Apache aNUU Kali sana

9.1) WA “sudo apt-get install apache2” uddnauily Enter

9.2.) nautlu y udnautlu Enter

ffeading package lists... Done
fuilding dependency tree
eading state information... Done
The following extra packages will be installed:
apacheZ-bin apacheZz-data libaprl libaprutilil libaprutili-dbd-sqlite3 libaprutill-ldap ssl-cert
Buggested packages:
wuw-browser apacheZ-doc apacheZ-suexec-pristine apacheZ-suexec-custom apacheZ-utils
openssl-blacklist
The following NEW packages will be installed:
apacheZ apacheZ-bin apacheZ-data libaprl libaprutill libaprutill-dbd-=sqlite3 libaprutill-ldap
ssl-cert
P upgraded, 8 newly installed, 0 to remove and 31 not upgraded.
eed to get 1,284 kB of archives.
hfter this operation, 5,342 kB of additional disk space will be used.
Po you want to continue? [¥onl y
:1 http:r-us.archive.ubuntu.comsubuntws trustysmain libaprl amdb4 1.5.0-1 [85.1 kEI
http:rrsecurity.ubuntu.com-ubuntus trusty-securitysmain apacheZ-bin amndb4 2.4.7-1ubuntud.1 [83]

http:srsecurity.ubuntu.comsubuntus trusty-security-main apacheZ-data all Z2.4.7-1ubuntud.1 [160

http:~s-us.archive.ubuntu.conubuntus trusty- main libaprutill amd64 1.5.3-1 [V6.4 kB]
http:rs-us.archive.ubuntu.com-subuntus trusty- main libaprutilil-dbd-sqlite3 amdb4 1.5.3-1 [10.5 k

http:- - security.ubuntu.consubuntus trusty-security-smnain apacheZ amdbd 2.4.7-lubuntud.l [87.5 k

http:r-us.archive.ubuntu.comsubuntus trusty-smain libaprutili-ldap amd64 1.5.3-1 [8,634 Bl
'8 http:--us.archive.ubuntu.comsubuntw. trustysmain ssl-cert all 1.0.33 [16.6 kB]
etched 1,284 kB in 13s (96.4 kBrs=)
reconf iguring packages ...
Felecting previously unselected package libaprl:amdbd.
Reading databasze ... 51373 files and directories currently installed.?}
reparing to unpack ..._.-libaprl 1.5.0-1 amdtd.deb ...
npacking libaprl:amd6d (1.5.0-1)
Felecting previously unselected package libaprutill:amd64.
reparing to unpack ..._-slibaprutill 1.5.3-1 amd64.deb ...
npacking libaprutill:amd&d (1.5.3-1)

] 9
MW 3.10 11199 VULINMNIAAAY Apache
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v
[

a g 1" o 1 a o o
9.3.) A5IVEABUMIAAAY apache 171 1an 50 13 Taemsainsisda

“netstat —I | grep http” 30 “ /ust/sbin/Isof —i | grep —i httpd”

kentaBubuntu: usr-shinG nets 1 | grep http
[ 5

tcpb 0 0 L[::] i LISTEN

Y a J
ﬂTW‘ﬁ 3.11 MIATIAUMIUANDIN TCP HTTP

10.) ANA9 PHP

S o @

10.1.) WHWAEY “sudo apt-get install php5”

v
o

10.2.) RN AT “sudo apt-get install libapache2-mod-php5”

a g}./ 1 o Y A 1
11.) a519aumMIaaad PHP 11911911 1anse T

v
[

11.1.) 191117 Directory html TagnsRuiAIF “cd /” LAz
“cd var/www/html/”’

11.2.) aallanldmaaeulaeida “sudo nano test.php”

File: phpuun.php

[§ Get Help i UriteDut i Read File Prev Page B Cut Text 8 Cur Fos
Mt Exit fil Justify Where Is Next Page UnCut Text iy To Spell

H o w 4
M 3.12 vrheevazimaad ' lwdae CLI command



a 4 o
11.3.) WUW “<?php phpinfo(); 7>

11.4) nauilu Ctrl + x

11.5.) nautlu y udanaudly Enter

11.6.) nALlu Enter

11.7.) 1% Browser vfﬁ”lﬂ”lﬂﬁﬁa%’n“h”

PHP Version 5.5.9-1ubuntu4.3

System

Linux ubuntu 3.13.0-24-generic #46-Ubuntu SMP Thu Apr 10 19:11:08 UTC 2014
¥B6_64

Build Date Jul 72014 16:33:02

Server APl Apache 2.0 Handler

Virtual Directory disabled

Support

Configuration File fetciphpSiapache2

{php.ini} Path

Loaded Configuration letc/phpSiapache2iphp.ini

File

Scan this dir for letc/phpblapache2/conf.d

additional .ini files

Additional .ini files letc/phpSiapache2/conf.d/05-opcache.ini, /etc/phpSiapache2/conf.di1 0-pdo.ini,
parsed letciphpbiapache2iconf.di20-json.ini, fetc/phpSiapache2iconf.di20-readline.ini
PHP API 20121113

PHP Extension 20121212

Zend Extension 220121212

Zend Extension Build API220121212 NTS

PHP Extension Build API20121212,NTS

Debug Build no

Thread Safety disabled

Zend Signal Handling dizabled

Zend Memory Manager |enabled

Zend Multibyte Support | provided by mbstring

IPvE Support enabled

DTrace Support enabled

Reqgistered PHP https, ftps, compress.zlib, compress.bzip2, php, file, glob, data, hitp, fip, phar, zip
Streams

Registered Stream
Socket Transports

tcp, udp, unix, udg, ssl, ssiv3, tls

Registered Stream
Filters

zlib.*, bzip2.*, converticonv*, string.rot13, string.toupper, string tolower,
string.strip_tags, convert®, consumed, dechunk

MNA 3.13 Wﬁ1%ﬂl!ﬁﬂﬂi1ﬂﬁ$€)ﬂ@ﬂl@\i PHP

18.) ANAY mysql

18.1.) RUWAIAQ “sudo apt-get install mysql-server”

k)
18.2.) ANTHANIU
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| Con server-5.5 |
While not mandatory, it is high that you =et a password for the MysQL
administrative "root" user.

If this field is left blank. ot be changed.

New password for the MySQL

v 9
M 3.14 Hi00AIHEHIU MySQL

v
(2

a g’/ 1 o 1 a J o
19.) A59ABUMIAAAY apache 111911 8% 50 1 TaemsNaisd

“netstat —tap | grep mysql”

netstat -1 | grep mysql

3D

LISTENING 20347

M 3.15 M3asaUMIIDANesn TCP MySQL

9
3.3.2.2 f1AFIN Metasploitable adUY VMware Workstation

1.) Walysunsy VMware Workstation

File Edit View VM Tabs Help ) ==

) Home |

:

WORKSTATION 1

+ C3 ® )

Create a New Open a Virtual Connect to a Connect to
Virtual Machine Machine Remote Server VMware vCloud Air

vmware
= F i

MW 3.16 7N 115150 VMware Workstation U 11
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2) e lenau Open a Virtual Machine

Open a Virtual
Machine

M3 3.17 19ABYU Open a Virtual Machine

3.) N@ Edit virtual machine settings

e i R,
File Edit View VM Tabs Help = ol sl =N=

@ Home ﬁj Metaspolitable

ﬁMetaspolitable
P> Power on this virtual machine

Edit virtual machine settings

~ Devices
# Memory 1GB
[ Processors 1

= Hard Disk (SCSI) 20 GB
#°)CD/DVD (SATA)  Auto detect
HE Network Adapter NAT

USB Controller  Present

@) Sound Card Auto detect
4 Printer Present
& Display Auto detect

l ~ Description
Type here t er
irtual machir

on of this

¥ Virtual Machine Details
State: Powered off
Configuration file: C:\Users\admin\Documents\Virtual
Machines\Metaspolitable\Metaspolitable.vm:

Hardware compatibility: Workstation 11.0 virtual machine

| | Dq

PN 3.18 wi1ena Metasploitable



4.) NA Network Adapter Hadaen Bridged

e o

Hardware | Options

Device status

Device Summary
Connecte

58 Memory 1GB Saee

[ Processors 1 Connect at power on

{ZAHard Disk (SCSI)  20GB
CD/DVD (SATA] Auto detect
apter  NAT Qeridged: Connected directly to the physical network

Network connection

53 USE Controler _ Present Replicate physical networ
@) sound Card Auto detect

Hhe hosts 19 addr

el | [

printer Present 4
Wpisplay Auto detect (O Host-only: A private network shared with the host
() Custom: Specific virtual network
VMneto
(O LAN segment:
LAN Segments... | | Advanced...
& add... Remove

' v
m‘wﬁ 3.19 ‘VT“LTW@N@WH Virtual Machine

3.3.2.3 AAAY OpenVAS

1.) WaT1s1nsu openvas initial setup

Applications ¥ Places ~
&

Favorites golismero

01 - Information Gathering
lynis
02 - Vulnerability Analysis

03 - Web Application Analysis fiktg

04 - Database Assessment nmap

05 - P. vord Attacks
openvas initial setup
06 - Wireless Attacks

07 - Reverse Engineering openvas start

08 - Exploitation Tools openvas stop

09 - Sniffing & Spoofing

unix-privesc-check

10 - Post Exploitation
11 - Forensics

12 - Reporting Tools

~ v A o o
MNN 3.20 v 1154N51 openvas initial setup
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Terminal [ JC I <]

File Edit View Search Terminal Help
This script synchroni. tion with the 'OpenVAS NVT Feed'.
The 'OpenVAS NVT Fee 'The OpenVAS Project'.
Online information t ttp://www.openvas.org/openvas-nvt-feed.html'.
NVT dir: /var/lib/

OpenVAS feed server - http

This service is hosted C - http://intevation.de/

All transactions are 1

Please report synchroni io r s to openvas-feed@intevation.de.

If you have any other qu p nVAS mailing lists

or the OpenVAS IRC b for details.
Feed i ary.
This i / roni da i y with the OpenVAS one.
This i

.org:/scap-data

//intevation.de/

4 100% 1.48kB/s 0:00:00 (xfr#l3, t

13 100%

than last

ar/lib/openvas/cert-data/dfn-cert -200 older than last

/var/lib/openvas/cert -data/dfn-cert-2010.x is older than last
/var/lib/openvas/cert -data/dfn-cert-2011. i r than

/var/lib/openvas/cert-data/dfn-cert-2012. i lder than last

Updating /var/lib/openvas/cert-data/dfn-cert-2013.
Updating /var/lib/openvas/cert-data/dfn-cert-2014.
Updating /var/lib/openvas/cert-data/dfn-cert-2015.
Updating Max CVSS for CERT-Bund

Updating Max CVSS for DFN-CER

] Y
MNN 3.22 HINIDNAINNAAN OpenVAS Initial Setup (919)
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2.) 1alysunsu openvas start

.

openvas initial setup

® openvas start

® openvas stop

MR 3.23 71 151031 OpenVAS Start

root@kali: ~ @ 0
File Edit View Search Terminal Help

MNA 3.24 wfﬁ%auammﬁﬁuﬁ'umiﬁmm

9
3.3.2.4 AAFN Nexpose

1.) NATjy Next

X nexpose' Installation Wi

Rapid7 Nexpose identifies vulnerabilities in networks, operating systems,
databases, programs, and Web applications. Prioritizing these vulnerabilities
o Welcome with exploit risk scoring and asset criticality ratings, Nexpose helps your
License agreement organization reduce risk exposure and remediation costs.
Type and destination Rapid7, LLC
http://www.rapid7.com
info@rapid7.com
+1.866.772.7437

+1.617.247.1717
Account d

Shortcut Ic

RAPIDD

i Y
MW 3.25 ﬂﬁ'lﬁ%ill'ﬁﬂ"ll@\?ﬂ']iﬁﬂﬂ\i Nexpose



2.) N Next

X nexpose

Welcome
Lice agreement
Type and destinatic
e System check
User details
abase port
nt deta

RAPIDD

The installer is comparing your system settings to required settings

Hardware requirements

</ Intel 4 Core(s) @ 2,594 MHz processor was detected.

/A 3,992 MB RAM was detected. 8,192 MB RAM is recommended.
Software requirements

< Windows 8.1 Pro operating system was detected.

< Nexpose is not running.
Ports and connectivity

<7 Access to external networks was detected.

« Port 3780 is available.

a Y v
MNN 3.26 ML NUEAIANNADINTUD 1A5UATY

3.) NA1JW Next

X nexpose

Welcome

* Shortcut location
Confirn
Instal
Initializa

Co

RAPIDD

Select location for Nexpose shortcuts

Select a Start Menu folder where the installer will create shortcuts.

|Rapid7

7-Zip

‘Accessibility

Accessories

Administrative Tools

AMD Catalyst Control Center
\/AMD Gaming Evolved

Cisco Packet Tracer Student
Dolby

Edraw Max 7.8

Embedded Lockdown Manager
Git

Google Chrome

iCloud

Intel

Intel Driver Update Utility
Internet Download Manager
iTunes

Java

K-Lite Codec Pack

i KMSpico

d‘ 9 1 A A Y o
NINN 3.27 ﬂu'lﬁ'l\i!ﬁﬂﬂ!lﬁﬂl,waﬁi'lﬂﬂ'lﬁaﬂ

39



4.) N Next

X nexpose

RAPIDP

Extracting files...
fontmanager.dll

[

v Y
PN 3.28 ﬁﬁ1§l1\1l!ﬁﬂ\1ﬁﬂ1uﬂﬁfﬁ'ﬁﬂ¢‘li

5.) NA1Jy Finish

® Dt s B b socoEse

RAPIDD

Jrstnllaton iy complvigl

Trstallatson ts complete

L. ¥ you chces 1o start Nexpose a2 part of the natelleton, then & =
slrmady runeng.

2. You zan log arto Nexpase ot dtns:[iocalbest:3 200, Use e
credential you crested durng rataliebor.

1. To skt scarn g, chok the Hame tab 1 The Nespase Socaty
Conssle Web recrfsce, Por ouck start halp, chok the Help brk.

NOTE; Y pou 3 ot SaGE $he 09020 10 S20T NeaPass a5 parr of the
T\t Auring Arst-ome Bt The wi 2ake 10 80
30 mumbor dezending O FOUr ByTiaT capebiites.

You o et Necpoze mansally by execitng

C:'Progrem Fles'rapd T\nespos mac roc. bek.

Weapyise s confipured 10 start Butomancaly, See the nstataden puide f piu
s 80 oy start (odes,

d' Y g £ a ¥
MANN 3.29 HUIANLAIITUNITAAA
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3.3.2.5 AIAAN Nessus

1.) NA1JH Next

Welcome o the InstaliShield Wizard for
Tenable Nessus (x64)

The InstallShield(R) Wizard will install Tenable Nessus (x64) on
your computer. To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

v ] Y
MNA 3.30 WIS UAUNTAAAT Nessus

2.) NATJy Next

License Agreement
’ Please read the following license agreement carefully.

TENABLE NETWORK SECURITY, INC.
NESSUS®
SOFTWARE LICENSE AND SUBSCRIPTION AGREEMENT

This is a legal agreement ("Agreement”) between Tenable Network Security,
Inc., a Delaware corporation having offices at 7021 Columbia Gateway Drive,
Suite 500, Columbia, MD 21046 (Tenable™), and you (*You"), the party
licensing Software and/or downloading the Plugins through Tenable's
subscription service (as each capitalized term is defined below). This\:

Agreement covers Your permitted use of the Software and/or the Plugins, as|
mnnlinabkla faallantimbe $ha *l inaman A Mataviala™ DV C1LICWINS DELOWAY

(®) I accept the terms in the license agreement

(O 1 do not accept the terms in the license agreement

InstaliShield

[ <ok | nes | [ caned ] |

a

a Y 1 A o g = =
HINN 3.31 HTHINNIUIUUDANAIN NAUTND

3) ﬂﬂﬂll Install
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Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

1f you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

v 9
/N 3.32 ﬂﬁ1ﬁ1ﬂ§u8uﬂ1iﬁﬂﬁﬂ

4.) AR1JW Install

InstaliShield Wizard Completed

The wizard was interrupted before Tenable Nessus (x64) could
be completely installed.

Your system has not been modified. To complete installation at
another time, please run setup again.

Click Finish to exit the wizard.

! ' 3 2 a ¥
PN 3.33 Hﬁl'lﬁ'lxuﬁifﬂﬁuﬂ'ﬁﬁﬂﬁ\?
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Scans.

Summary

Critical High Medium Low Info Total

1 6 7 2 2 54
Details

Severity Plugin Id Name
34970 Apache Tomcat Manager Common Administrative Credentials
59088 PHP PHP-CGI Query String Parameter Injection Arbitrary Code Execution
55976 Apache HTTP Server Byte Range DoS
19704 TWiki 'rev' Parameter Arbitrary Command Execution
34460 Unsupported Web Server Detection
36171 phpMyAdmin Setup Script Configuration Parameters Arbitrary PHP Code

injection (PMASA-2009-4)
30460 CGI Generic Remote File Inclusion
42872 CGI Generic Local File Inclusion (2nd pass)
1 10056 Idoc Directory Browsable
mu 11229 Web Server info.php / phpinfo.php Detection
m 11411 Backup Files Disclosure
m 36083 phpMyAdmin file_path Parameter Vulnerabilities (PMASA-2009-1)
r m 39467 CGl Generic Path Traversal
il m 46803 PHP expose_php Information Disclosure
m 57640 Web Application Information Disclosure
11213 HTTP TRACE / TRACK Methods Allowed
m 35806 Tomcat Sample App cal2.jsp fime Parameter XSS (CVE-2009-0781)

> Hosts [

HIGH

MEDIUM

araaaanre

MWN 4.7 mihveuaasajran1snuNIBed 143 Nessus

Vulnerabilities [BJ  History

Plugin Name Plugin Family Count Scan Details
Apache Tomcat Manager Common Administrative Credentials Web Servers 1 Name: Testscan
Status: Completed
Apache HTTP Server Byte Range DoS Web Servers 1 Policy: Web Application Tests
Scanner: Local Scanner
CGI Generic Remote File Inclusion CGl abuses 1 Folder: My Scans
Start: September 25 at 4:29 PM
PHP PHP-CGI Query String Parameter Injection Arbitrary Code Execution CGl abuses 1 End: September 25 at 5:20 PM
Elapsed: an hour
phpMyAdmin Setup Script Arbitrary PHP Code Injec..  CGl abuses 1 Targets: 192.168.4.50
TWiki ‘rev' Parameter Arbitrary Command Execution CGl abuses 1
Vulnerabilities
Unsupported Web Server Detection Web Servers 1
@ Critical
® igh
Web Application Potentially Vulnerable to Clickjacking Web Servers 2 ® Medum
® Low
Jdoc Directory Browsable Gl abuses 1 LD
Apache HTTP Server httpOnly Cookie Information Disclosure Web Servers 1 ‘
Backup Files Disclosure CGl abuses. 1

MNA 4.8 H1199518UNIAUNIFDI TN Nessus
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INFO & SECURITY ASSETS AUTHENTICATION TEMPLATES

Sefected Scan Template: Ful su3t wthaus Web Spicer

Scan Templates
Hame
3 Dwialaf service
Dacovery Sean
Discovary Sean - Aggressie

Exhaustie

Full 3 without Wed Spicee

]
®

]

© Fulat
L]

© HIPAA compisnce
5]

Intemet DVZ audit

CRUL

© Merosoft notfn

B @

ENGINES. ALERTS

B

SCHEDULE

=»

- oty 804
- ol itd
st s e g aen
twee Noronst windoms XP.

= o
.
. = i SyT=Uuliisina

Whwiny

¥ X Avvats by Risk and Velearabates ©

Software
Program
Ubunty 010 1123 3¢%g7.
Ubunty Zib1g 11 23 3dfspTubum

Ubunty xtenm 228 1ubuntu 1

Ubunty yserveracrgridec |

Ubunty xserver-sorg-idecge 1 41

Loty sservariorg-idesoodcn 11
LBunty xsecvecorgvidec-amware 11015

3

v x

ATINWLEARN
ARUUAMUALN
DIV

uAGHeWiL TV

oty raaraenorgicecens 113 9 ooalwi

™ie Macing your assats 11y

Vimerabisty Charts

Vulnerabilities by CVSS Score

ATIUEG
Aadudodln

Vulnerabiities.

B Apply Filters (0 applied)

= Exploitable Vulnesabilities by Skill Level

| L

W itemesate 22)

W Expect (32
Irr—_—

Exposures: & Suscoptible to malware attacks [ Metasploit-exploitable § Explo® published

Titke B U cvss Rk
VNC password iz password 10
Shefl Backdoor Satvic: 10
MySQL default account rectno password i 5
Ho auitrenscanon for single user mooe 1 12

MySOL Cosolete Version il
POP creden-.als ransmitied unencrypied 73
IMAP gfedantia’s ¥ansmitied unencrypled 73
SMTP credantial ant: sad unencrypied 73
FTP credensa : rant mitted unancr oted 7.3

3 Published O Modifed On
987 FiiJan 011999 Tue Dec 032013
919 Thu Jan 011070
Tue Dec 312002
882 Wed Fab 23 2000
859 Wed Jul 25 2007
B57 Mon Nov 1819
857 Mon Now 18 1996
Mon Nov 18 1996 T Jun 192014
Mon Nov 18 1996 | Mon Jun 16 2014

b4
3

3 @ Exclude
3 @ Excuice
3 @ Excude
1 @ Excuce
3 @ Excuce
s 1 @ Excuce
Severe 1 @ Excnce
Sevare 2 @ Excuoe
Sevore 4 @ Excnce

MNN 4.13 MO VAULAAINUAUAUNIFDA 117 Nexpose (A0)



Create a report View reports Manage report templates

Report time zone.

(GMT +0000) Greenwich Mean Time s

Name ]

Template

s

L [lﬂ_
AuditReport Executive Overview Newly Discovered Assefs Top 10 Assets by
Vulnerabilities
°

Displaying 4 of 9

MW 4.14 viheeiden3UuuuN1590n318911 Nexpose

Highest Risk Vulnerabilities

Yulneraviites
t sae 1000 1,500

A bind-litbne-of ' -by-ore-nlr
Fs-smb-signing-gisabizc

M3 snE-sigeing-nut-red.
afi-rambia-aly N 3
'um“—’m‘-’l’ll 1-1647
s aloms-cache.smephg
efi-rourct-1002
database-ppen-nicest
VNC-pasMOrd-pasmond o | S

The dns-bind-libbind-off-by-one-vuin vulnerability poses the highest risk to the organization with a risk score of 1,704. Risk scores are
based on the types and numbers of vulnerabilities on affected assets.

One operating system was identified during this scan.

There were 21 services found to be running during this scan.

Most Common Services Vulnerabilities by Service
Noges Vulnerabilnies
‘I } ) 03 14 05 05 2 a8 0% 1t 0 " w D {l 0 Sl 70 L

Fs

CFS Name Senice
ons

P
W
MySaL
Nis |

NES lockd
Fostgres

mountd

wNe |

Telnet
OtherServices

The CIFS, CIFS Name Service, DNS, FTP, HTTP, MySQL, NFS, NFS lockd and Postgres services were found on 1 systems, making

them the most common services. The HTTP service was found to have the most vulnerabilities during this scan with 83 vulnerabilities.

MW 4.15 11999181 UMTAUYIYDA 117 Nexpose
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1. Executive Summary
This report a security audit by Nexpose from Rapid7 LLC. It contains confidential information about the state of

your network. Access to this il ion by may allow them to compromise your network.

T
Site Name | _En ; | Total Time Status
Test i }July724, 2015 07:26, GMT | July 24, 2015 07:33, GMT | 6 minutes fSuccess

There is not enough historical data to display overall asset trend.

The audit was performed on one system which was found to be active and was scanned.

Vulnerabilities by Severity

™
: =1
)
ool Swvere

Maderate

There were 339 vulnerabilities found during this scan. Of these, 88 were critical ilities. Critical ilities require i

attention. They are relatively easy for attackers to exploit and may provide them with full control of the affected systems. 221
vulnerabilities were severe. Severe vulnerabilities are often harder to exploit and may not provide the same access to affected systems.
There were 30 moderate vulnerabilities discovered. These often provide information to attackers that may assist them in mounting
subsequent attacks on your network. These should also be fixed in a timely manner, but are not as urgent as the other vulnerabiliies.

Most Common Vulnerabilities Most Common Vulnerability Categories

Vidnerabiiies
10 15

& L x @ Canonical - 17 503%
ey ® Ubcrey L - 17.503%
Ry ®Dsnal of Sarvice - 15 S19%|
Pl © Remote Execution - 9.665%
CFroamEa s Fleryrten-arl ©FHP - & BEEN
A OHTT? - 8 401%

O Web - 7.0018

@ Darabase - 5 368%
®Oracks - 5 1348

@ Oracle MySQL - 5 016%

CPs-smb-signng-tet-required
dr3-died.cve- 20103504
Ofs-sambr-camector-fisotleg-dis

d' Y Y 1 1 1
MNA 4.16 11111995109IUNITAUTIIFO9 117 Nexpose ($19)

4.1.4 panmsauiununaaavuenanty OpenVAS

Greenbone Security Assistant - Iceweasel

/0 Geeenbone Security .. X | # I
127.0.0.1 vel®@ = Qi. . .

ScanManagement  Asset Management  Secinfo Mansgement  Cnfiguration Extras Administe ation

LAppty o poge comens v | B3 EDES
p—— i P .
Welcome dear new user! Quick start: Immediately scan an IP address
To explore this powsrful applcation and to 1P address or hostname

g things the first
ou with some

[[satscmn

For this short-cut | will do the folloaing for you:

1. Create a e, with default Port List
2. ¢n new Task using thi jofauit Scan
objects. You can call me with this i lo:;l;u:a us:ng this target with default

any time later on 3

task right away
witch th reload every 30 seconds 50 you can lean
back and watch the scan progress

1f you want hel
bi also more

ing the Target and Task | wil use the default Port List,

For more detaled information on

M 4.17 1111990T9N310a21DEANTAUKIFDE 1113 OpenVAS
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- Vulnerability ®|Severity @ |Qop Location
4 Greenbene y , N Jaoo] |uecatical
&' Securiy Assistont ‘

£, Awolln(;::alrl\:yd_pmr]_qp Information Disclosure 192.168.450 BORC

PHP ‘mbstring.func_overload DoS Wuinerabiity

—~ Apache 'mod_proxy_ftp’ Module Command o
Tosk Detais HNWE WEW WH s jaction Winerabiliy (Uns -

192.168.4.50 BOAcp

192.168.4.50 80RCp
Immediate scan of 1P 192.168.4.50

MySQL muttiple Vulnerabilities

192168450 3306Rcp
Target for immadiate scan of ® 192.168.4.50

Denial Of Service Winerability in PHP Aprd-0o | i §diem) | 192.168.4.50 B0Acp
(Nest due: over

PHP MuRiple Winerabilities - Sep09

192.168.450 BOACP
olault (Type: Opartias Scancer)

sggfotions and Caltime Arbitrary Code
ha Ful and fast

inerability

80ncp
roxy_ftp® Module Denial Of Senice

Lirnaze) gonce

cified Buffer Overflow

dloalwi ASUUAIIN

@usnosdodwi

BSEC Query Response Addrional
lote Cache Poisoning Winerability

| e | m—

womediate
ey scanof P KON 3 9 3 ”
2005 192.168.450

I — o A, e 0 C S
P T =
— B 051626 192168.4.50
2015

reem——

MW 4.18 11119952 1IINTAUNIYDI 113 OpenVAS

1 Result Overview

(o g [ St | Cow J g [ e Pie |
192.168.1.50 | 3 9 3 39
Total: 1 3 9 J 39 |0

=}

Vendor security updates are not trusted.

Overrides are on. When a result has an override, this report uses the threat of the override.
Notes are included in the report.

This report might not show details of all issues that were found.
It only lists hosts that produced issues.

Issues with the threat level “Debug” are not shown.

Issues with the threat level “False Pasitive” are not shown.

This report contains all 54 results selected by the filtering described above. Before filtering

there were 96 results.

1.1 Host Authentications

Result | Port/User
192.168.4. SMB Success | Protocol SMB, Port 445, User

2 Results per Host

2.1 192.168.4.50

MNA 4.19 HE199T1BNUAITAUYIYDI 113 OpenVAS
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