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1528

of service (TOS) | Create flow from
| The packet attributes
Input Interface

MW 2.2 m3asden Iidveya naznsa31e Netflow Cache

2.1.1.2 108N Flow
A 9 4 [ I~ I'd A a 4 9 1
Packet VINW‘I,!!"UTQ’IJﬂﬁm lliJ’N‘ﬂ%L‘iJULS"Imei NIDAINFITYNATIVADUAIYNT1UDN
% 1 v 2 2 A A ' o ' g
IP Packet %QﬂW]N 9 mmuuﬂzLﬂumﬁmmmmmﬂmmumm Packet 11 Packet uuﬁmm
1 A A % d‘ d‘ 1 1 A 1 A 1 a 1 1 dy
UANAN HIDNNUDUNY Packet DU 9 ‘Vl!,ﬂEJE‘TQWWUIU'ES‘]J‘]JL?]?E’]%"IEJ‘I’T?E’][INIﬂﬂW"l]”Iiilﬂ“’l]”lﬂ AUNDTU
A Aa 1 Y g’;
NIDNLIYNIAT ANNHUSIRNIENIT
1. ﬂmﬂmm"lmmmmﬁﬁ’umq

2. vneay lofteamsatatema
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3. HINYIINDTAAUNIG
14
4. vanaaunesallaleni
5. ¥Haved Ins InnealuseALved Physical Layer Data Link Layer
1 I
Network Layer 4t81¢ Transport Layer (¥ TCP UDP iag ICMP Hudu
6. TUAVBINITUIMS (Types of Service)
a 4 o £ U 9 4
7. dwweitlavesmsint uazdseanioyaringilnsal
@ [ @ 4 1 ¥ g}l ?111 4 1
Na991n5V Packet 1919215 190 92ATINAOVIN 7 AUl N HIzAIdeu Ty
I a S A ' & aan a s A o =
21 Packet (i uemnFnues Inarnilegluvaziiu adaswnsmlilnvesIdrnaeandosnuaziinig
2 2 Y a & 9 4 ] 9 2
iy Muuea Iad Inyzgnasavuuny
a 4 [}
laguulnlrIunaveinaluladyued Cisco, Idaalwnuqg

o

y X 1 v A A s A = v o ' <
ﬂggﬂﬁj']\?ﬂlu@ﬂ']\jﬁ@lu@\uua Tcl/\la:n/]llucﬂﬂhl:]ﬁllﬂ@’lqaQnuﬂggﬂﬁ\iﬂﬂﬂu’]!ﬂu UPD Packet

H i1 Y Y
ldésaniithgusednaensy doyandldaumvuald d1leuludsde il ldinaau
Y

A S AN
doulumsvuaeigueslnaaiine
) 0 A v 2 9y d Py ~
- Transport Protocal 1@321)1msifouastiu lda5aauysaiia (TCP FIN) wagdl
=] Y ~ [ Y o [ o 1Y A o 9 @

anuardnandesieonsulddmivanuduirvesnmsdszauanunuiieiuiuazseusy
A321UIUNT FIN

- i litnsmaeu lvuny 15 w1

o [ 4 d‘d d’ ] [ d‘ =3 4 ] o

- dwmsuTdarimanasu Iviegiaasiiios msriunn IMdrvueariisenudn
o 4 ] 1 J {
159992 HNADIYAINNY 30 WITNOANNUUUDUVDINITTIBNURALAAZAIUNA1YDI TNEIN
- A
Imanaou v

Y a d A (] =\ o 9 1 1 ] U A
AWAng1n3alin50u180n1511 NetFlow i lFauuaaz jusdiavainvats uagui
v v Y

lasuanuienaiulvgifie uil 5 @1%51 Datagram Y9317 5 NN7) UDP Datagram 1559
l1&20 Flow Header 11ag 30 Flow records N9 Flow records 92319 131a109 dau &1 sznoudae

1. WINYEUAILYIUU0d IP dunauazdaienia

2. WUNBRVAULHUIVDS Next Hop

3. MBIV Interface VIV LALVI00N

o 4 g
4. 911IUVUDI Packet 11 1ularniu

o a ’ &
5. 91U9U Bytes gn5u0d Ivlaitiu



6. Source Port and Destination Port
7. Protocal
8. Type of Service
9. NNB1aY AS AuN1eazla1enig uaz TCP flags (AABINTO
WA IMAUVDI TCP flags)
A4 o o9 a % s Ay Yo o 3 Y o A
VUIAT095UT0YA (Colletor) M3 AT 1ZH 17 lasuansuiludosdutiumsarunan
a A o watel w A & A AA o ' vy A y A
939A9NT2MNNUN AIUANITDILHD Software 1138 Hardware NI HU18DEUAINTOAT IV
A o vody Y
199910 1sunsuvhesnuansien la
UDYeY Netflow Export Datagram szneudlsdiuiuazdinuuesmstiuiindeya
4 [ o J
la Tasluauiavesidrnzilsznondietoya Sequence number Record Count ag System
i ) . o w o = P Yy 9 !
uptime WUAYN dIudmAUMILUNNA1ved Ia9zsznouAIBUDYA 195U TP Address, Port LAy
2
Routing information mma"lﬂﬁuﬁmﬁqgumm Netflow Export Format (Netflow Introduction)
1A I 1 =\ (%
Jun 1 iuguusnvedlns Innoea Netflow Uanuamsalumssessugduuy InsInaea
9
Netflow 11111 09NUUUTBIT UMM IPv4 Tisandeyalefiund (IP Mask) 1az vinnenoieiod

(AS Number)

' v
= J =

v oA oy o oA v X D . Y
UN 2 TUN 3 LA ;u‘n 4 Lﬂufguﬂﬁﬁwﬁuumwwmﬂmmmﬂu Cisco 199 L3N

q

P

g 1

Y 1 9
vuyewaui Ty msdszmaliu 110191034

%

sui 5 Wmwanguneuntilag 1dlin1siMuda 1909 Border Gateway Protocol (BGP)

o w J
901/av99 Autonomous System (AS Information) ttazdoyad1AUYe 1147

1 A Y [

o =} v 1 ~ 1 1 dy A 9 9
JUN 7 gﬂu‘uums‘*/mmmmuﬂ‘ugum 5 umaummﬂu;uu 1o mmsa“lmm‘la

Q

9
mww‘luq‘ﬂﬂm‘f Cisco Catalyst 5000 (N1UU

oA = A 9 A 9 o S A ' v o v
TUN 8 llgﬂLLU‘]J'I/I’E]ﬁ]ﬂiJﬂ%!iJ@Liﬂ%Nu%WLWW%’UH LIUADT NUNITTINNUNINIU DU

Q

Cisco IOS 151191953101 1104

v
1 =

Ui 9 T3unudlu Templates daunn1F518911 1Pv6, MPLS 15 o1ansgna IPv4 i1

Q

Nexthop BGP

E4 H | v
T Taseautazldui s lumshaudailuguition]FouluginseidwazSudeya

q

~

lll ~ A o a a  J @ dy I U { 2 A o o 9 9
N3 ‘wanﬂuﬂﬂﬂumwm%iuﬁwuuu uamﬂugu‘nﬂuﬁmﬂammwmmimaya Hagvaia
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1 U t4 4 a 4 < ' @ : 1 o <
ngnaseenuIngUnsal S uaesuazadng (switch) nivSuna limmin aebivihldiums

o a 4 a o
i‘llﬂ']l!ﬂi%‘U’J‘HfﬂﬁfﬂﬁWNTL!‘]Jﬂﬁm@ﬂL%TLﬂﬂﬁlla$ﬁ3ﬂ6§N1ﬂuﬂ

2.1.1.3 Netflow Packet Version 5

A15197 2.1 A5 UAAINITOTLIY Flow Header Format

Bytes Content Description
0-1 Version WeRUFuYeeg UM Iadoya Netflow
[ F
23 Count MUIava1AUvBflows NYNAIBBNUYBIpacketsti(1-30)
. v 3 ..
4-7 Sys_uptime nmﬂﬁ]fguu 1)1 missliseconds
o & /o Y Ay 9 Yo 4 ya
iawaginssiivhuinasesndoya ldilamsealdizurhan
v g 2 & 1
8-11 Unix_secs na1lagaiuilu secounds ITUAIA 0000 UTC 1970
@ 1 a3 2 ke 1
12-15 Unix_nsecs nmﬂ%«quuagﬂu Nanosecounds (3UA4LLE 0000 UTC 1970
v @ o ' A % AN Yo Y Y
16-19 | Flow_sequence AN IUIUABITDIUD flow Nanuad IaiuTud?
20 Engine_type FUAVDIUATDIDIANITNIING flow-switching
21 Engine id MI@av Slot YouIAT091IANS flow-swinching
22-23 Sampling_inverval | 2bits (3 ﬂﬁ@ﬁﬂu sampling mode §3nAUnandn 14 bits
v adg ' 9 o
nasnlumvey sampling interval




M35190 2.2 AT NN Flow Record Format

11

Bytes Content Description

0-3 Srcaddr | M3181@Y IP Address AUN14

4-7 Dstaddr Hue@aY 1P Address Yanonig

8-11 Nexthop | HN181@% IP Address Y04 router 7390 1104 flow

12-13 Input #1195 SNMP 904 interface 1507018

14-15 Output #7114 SNMP 404 interface idatoya

16-19 dPkts 15319 Packets Tumsdadoya

20-23 dOctets iﬁmuqqqmm Layer 3 Wiy bytes Tudf3una Packets
Tumsdadoya

24-27 First nasududuadateya

28-31 Last nanfusas 1§50 packet drgadnnuesdeyaii 1asuuds

32-33 Srcport MU181a% Port AUN19Y04 TCP/UDP
Waefiamneiiouy

34-35 Dstport w8y Port /18119909 TCP/UDP
iefianumnemiouiy

36 Padl TaignlFawu dianilu o)

37 Tcp flags | Cumulative OR U843 TCP flags

38 Prot NUBIAVFUAVO protocol (AIVY1LFU TCP = 6, UDP =17)

39 Tos IP Type of service (TOS)

40-41 Src_as MUY AS VaIAUN 21T origin W3o peer
pd1alapdraniia

42-43 Dst as nueaY AS vodtlareni %L‘ﬂu origin YEL) peer
pd1alneganil

44 Src_mask | Prefix bits U9 address AU

45 Dst mask | Prefix bits U84 address areng
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2.1.2 Nq¥§ Nfdump
Nfdump WAoo N NINN Collect and store flows tazavedlii Nsen Iag

Nfdump 9¢ Process Flow F1U Command Line 9% Iaga314mssnaudaniniz.3

Text

R »
u—-] nfcapd
. 4

netflow v5, v7 or vO exporter
storage nidump
@

] sfcapd Binary

sflow exporter | nfcapd 2006xx

MNTA 2.3 1EAINITHINIUYDS Nfdump

2.1.2.1 NFDUMP Tools overview
1. Nfcapd — Netflow capture daemon UH#1181% Netflow 11191052 VULATOUEY

o = 9 o o [ @ A o = Aa 2 Py =
uaz‘n”|mmmml’eng‘aaﬂ1/da1ﬂﬂ WTLL‘U‘U@@IHN@] HIDNIWNIUND] UIN (‘]Jﬂﬁ’l]gﬂﬁvh‘ﬂ 5UIMN)

=

2. Nfdump — Netflow dump I11191814 Netflow Data 910 11l@#1171 Tag nfcapd

@

a o Y A A Aa g4 P}
UNanNITNINIUA[Y tep dump Tﬂmﬂiamammumuﬁﬂmamayjauazuﬁﬂﬂugﬂuuu Top N

@

¥y = ) A 2
statistics “]N?nlﬂii]Llﬁﬂ\illﬂﬁiﬂﬁlgﬂuﬂﬂﬂ1llﬂli'l Query HUUUN

= Y 9

A ¢ sA g
3. Nfprofile — Netflow profiler in1i1fig1udoyaIndr91n1vld funulae nfcapd

A A o X o v R A Yo
Iﬂtll,mmm)mummmﬂﬂﬂimﬂmu"aiﬂa’ﬂ@@mmiﬂ@mﬁuﬂ

S 1 9

a g oA s s
4. Nfreplay — Netflow replay Hvithneudoyalnda9nlWdnnulae nfeapd

U

U2 I ad A sA
sazaaiuruiinisa lUiTeadouq
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2.1.2.2 Netflow Processing
AM381U Netflow 310 143l 2 dnbae 1. 9910 Single file 2. 910 Sequence of file Fa9zdl 4

HUVNNIN 2.4

Singie dvectory . Single cireckoy Mulupie directores Muille directories
| | .Idirl | N __Idirl |
...Idir/ident1/ | ...Idir/ident1/ ... Jdirfident1/  .../dirli dent2/ ldir/!denﬁ/ . Adirfi (lientZ/
o] (] )
o.Mfie 1 R.Mile_1:file_x ./dir/ident1:ident2 -r file_1 ...Jdirfident1:ident2 -R file_1:file_x

fusr/local/bin/nfdump -r /data/netflow/file_1

fustf/local/bin/nfdump -R /data/netflow/file_1:file_x
fusr/local/bin/nfdump -M /data/netflow/ident1:ident2 -r file_|
fusr/local/bin/nfdump -M /data/netflow/identl:ident2 -R file_1:file_x

i 2.4 Taseadralld i nfdump 198 ud0ya

wmunmIou Idi 4 saunn

1) —r (M3011 1ugUuDY single file single directory)

2) R > (M3e1u1ugduuy Multiple file single directory)

3) -M /path/to/first-dir:next-dir:last-dir —r (113014 11311V single file Multiple directory)
4) —M /path/to/first-dirnext-dir:last-dir —R (113011 1131Ju11 Multiple file Multiple

directory)



Filter

tep and port > 1024
{ net 172.16M6 or
net 192.168.1/24 ) and

Pps = 1000
Input Output
<cmdarg> -f
HUTEI
5 -a-A-c Lieil
f 00 o
SO0 S —p
nfcapd.2006xx “R nfdump Text
Binary - ¥ | nfcapd.2006xx
\_.__'—f"'—'_'—_
Binary

MNA 2.5 ﬂizmummizmawa%’ayamm Nfdump

{ { o a d {
1NN MN2.5 Aenszuiumsilgdutiums uilas Nrcapd Tililudoyandoenis

2.1.3) ﬂq}lf] Nfsen
A o 9y A ' o =g 4 A
Nfsen 0 Web Base Front End M#HINAIUANY Nfdump FUYUIATOINDUDI Netflow

IAg Nfsen 10159
9 .

- UAAUBYA Netflow , Packet ,Bytes #8 RRD (Round Robin Database).
-hdeya Netflow udaswa lade
- szananadoya Netflown e lunariidivua
- a5 1n)szdams ldan Idaeiiio

Y Yy A A 1 9
- a3 umsududoumuion luaen 1a

v K

. d‘ 1 =)
- JUNn Plugin tiolszuiana Tugrwandnag

14
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ANHUSUASHUINYDI Nfsen

I ' A o A o < ] = a A
1. Wuaimnyimei 1 Nfdump 311413)4 Backend Tool laae1elidszansnmlag

v
=1

o o < { '
hdeyad 1aa1n Ndump simnilugdawid g lede

a A A = = 9 1 4 ] 1 ]
2. BaunausanizIzangseazPeateyani1eved Ildr Tlurianaianes
TsTanoa , Usmamsmliln , Tnlda dauaaslunini 2.6

Horme | [Graphs | Detais | Aterts | stats | Piugin | live Bookmark URL rofile: [ive v

Overview Profile: live, Group: (nogroup)

Wome | [Graphs Detass | Alerts | Stats | Piugios | ive MoskmarkURL Profie:  bve V.

Fiows | Packes | Trathe

Profile: live, Group: (nogroup) - flows F {

N

MNN 2.6 MTNUAAITI8ALIBIAA7 VDI Nfsen

~ A 9 2 ad ~ A A 9
3. llﬂﬁ'W\IVILL’GTQQGU'E]MQQGUQ\HUWL’J??]Iﬂﬂmigﬂﬂ Profile Vlﬁ’lll’liﬂla@ﬂ@ﬂlﬂyjaiugﬂllﬂﬂ
a9 1@

Profileinfo:

[¥ Statistics timeslot

v Tratfic:

p: udp: dcmp: other: all:  tcp: wdp: icmp: other
x x x

% B xox
all: tep: udp: icmp: other: all: (cp: wdp: dcmp: other: all: tep: wdp: kmp: other
frota 0/ 0/ 0 0/ 0500/ O/ 04 0/ 0k Obs Obs Obis O
AN Display:  Sum * Rate x

No Data available

NN 2.7 ¥EuanIn5 @199 Y09 Nfsen

15
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4. dI1Y0IMIUAAITOYATINTU Report , Alert 92711198 Automatic ATNUATITINE Setup

MNN 2.8 meﬁﬁ’umaumiﬁnmmmmiu%’uﬁau

Filter for live profile

-

Condition(s)

I

Trigger

.

Action(s)

Alert Infos:

20k
1.8 k
1.6 k
1.4 k
1.2 k
1.0k

Flows/s

0.8 k
0.6k
04k
0.2 k+—

Wed Apr 18 09:30:00 2007 -

N

Wed 12:00

Last cycle: 2007-04-18-09:30

) wed 16:00
W last Wavglom @ avg30m [Javglh [Javgéh [@ avgl2h W avg24h

Last Avg 10m Avg 30m
493.6 k 504.1 k 510.3 k
* Flows
1.6 k/s L7 Kk/s 1.7 k/s
= 7.3M 7.6 M 7.2M
" Packets
24.3k/s 25.2 k/s 24.0 k/s
. 6.6 GB 6.8 GB 6.5GB
{ Bytes
176.8 Mb/s | 181.9 Mb/s
Conditions: 0 1 Final:
State: True False False

-

Wed 20:00 Thu 00:00 Thu

S

Thu Apr 19 09:30:00 2007 Flows/s

0100

Avgih  Avg6h Avg12h Avg24h
4472 & 1658 k 1438 k 2925k

L5k/s 5526/s 4792/s 974.9 /s

67 M 34M 7M 58M

22.3k/s  11.3Kk/s 12.2 k/s 19.5 k/s

6.1 GB 3.1GB 4GB 54GB

172.2 Mb/s | 161.4 Mb/s 63.6 Mb/s 91.7 Mb/s  144.2 Mb/s

Thu 08:00

~ 9 = Y A
MNUN 2.9 HUULTAITIYALDYANTLLIUAD U
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2.2 malulagnlFlumsifiinau

2.2.1 TJ5uns51 VMWare Workstation
. A o A a 4 A
VMware Workstation A9 J1U5unsNs1809A509ABUNILADS HA101ATD
A 7 4 o a J .
Tuneuiaaeiiiies 1 1n3ee lumsldnuamsalszgnaldanlanainvate 010 19y Multi
A A ~ A 'y v 2 . .
server os 1UNTAUNIATO server LNBY 1 IATDI UAADINIT IHIIU server N9 windows base LA linux
A 1 Y . o 1 3 Y
base 30 V1M U019 19U o5  testing  IUMINATOUNTHINIUAII VD 0s N 14
IN5115181315089 os 11 14418 Tunsenuny os 959 wag §a@1w159 snapshot 13

iedouanuglindumnlunsdl os Hianald

WORKSTATION" 12

+ ] ® e

Create a New Open 3 Virtual Connectto 3 Connect to
Virtual Machine Machine, Remote Server VMware vCloud Air

MNN 2.11 T1/51n53 vmware workstation 12



UNA 3

suuMsuAN MRz T UM A MUY

3.1 ueunulfiinau

3199 3.1 msnaaeulfinaulag

v 9

IUBNU

3.8, 58 f.f. 58 a.a. 58

N.8. 58

Anwdoyavesanuilsznounisias

@ A Y o
ANHUSITUNIZABINN

ANEIUNAMNMNTAU broad arduino

A 9
[TUAU

nageu llsunsuinaasudeuad

broad arduino

ﬁﬂ‘HT]J‘VIﬂ’JﬂJL?]‘(’J’JfTﬁJ I0T(Internet of

thing)

Mi503dreurun1n IDC 11 Network

Any1anudn 190y Netflow

ANHtool LAAIHALY Web Interface

(Nfsen)

oA G4
aniumsnaaevluginsal

Zi- 3
ur luilayiunenSenmaiu

] 2
mmwazmmimwm
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=S
3.2 EazPgalnsanu
QA o v 9 Yy e A oA o A
msasvdeUszuuiuGesendmiudguad lufinseailodmasanuazainiiselu

v A { o . d 1
msaaduls 39180 Tns Innea Netflow Mmurlae Cisco Mumionldauluginssioguaslne

o = [l A
M3 Iassnuligaaruene

v XK 9 A 4 = 1 [
- meuuwﬂ%y‘ama%swwmuqﬂﬂimmﬂ“lumi@mamuiwﬂﬂﬂaa Netflow

'
] a

[ 4
—  uaasdoya Netflow Tugiununs vl Wiu web page o I doyagieasiu

U U

3.2.1 msanunsesienlylulaseny

3.2.1.1 35msaanalisunsy VMware Workstation 12
o 4 '
1. @191 1vian VMware workstation 11 http://www.vmware.com/products/workstation 1o

a1 lnaadrs e 1d@la lwdna Tvaaun

VMWARE® |

WORKSTATION:
PRO

' v
MNA 3.1 Vuaoun1ad 1a51nsy VMware workstation 12



A a3
2. NA next INDAANY

=) VMware Workstation Pro Setu (| — )

Welcome to the VMware Workstation Pro
Setup Wizard

VMWARE -

The Setup Wizard allows you to change the way VMware
WORKSTATION Workstation Pro features are installed on your computer or
PRO to remove it from your computer. Click Next to continue or
Cancel to exit the Setup Wizard.

=) o)

v v
MNN 3.2 TUaoUN1Taa 1151nTH VMware workstation 12

44
3. NA accept WogoNTUGou Tu

End-User License Agreement —
Please read the following license agreement carefully
| |VMWARE END USER LICENSE AGREEMENT ﬁ I
' ]

PLEASE NOTE THAT THE TERMS OF THIS END USER
LICENSE AGREEMENT SHALL GOVERN YOUR USE \
OF THE SOFTWARE, REGARDLESS OF ANY TERMS
THAT MAY APPEAR DURING THE INSTALLATION OF
THE SOFTWARE.

[7]1 accept the terms in the License Agreement

Print ] [ Back Next

v v
MNN 3.3 YuaaunIad 151Ny VMware workstation 12
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] 9
4. N9 Finish L“ﬁf’) 2ONVINNITIANAN

@ VMware Workstatio

Completed the VMware Workstation Pro Setup
Wizard

W‘é‘ RKéT ATION Click the Finish button to exit the Setup Wizard.

PRO

Press the License button below if you want to enter a license
key now.

v v
MNN 3.4 YuadUNIad 1151n5 VMware workstation 12

3.2.2.2 IEMIAANT Operating System CentOS Linux 6.5 U# VMware Workstation 12

1. AR File > New Virtual Machine 180 typical

File Edit View VM Tabs Help | p» ~ LEjy=R=

New Virtual Machine Wizard L=
- ‘ e

Welcome to the New Virtual
Machine Wizard

Library

Ix

Q Typeheretosearch v

= [ My Computer
(5] Cent0S 64-bit(2)
(9] Cent0S 64-bit (4)
() Shared VMs Gice
e

Nami

What type of configuration do you want?

® Typical (recommended)
Create a Workstation 12.0 virtual machine
ina few easy steps.

WORKSTATION
PRO g

Custom (advanced)

Create a virtual machine with advanced
options, such a5 a SCS controler type,
virtual disk type and compatbilty with
older VMware products.

N

v 9
MWA 3.5 TUADUNITAN Operating System CentOS Linux 6.5
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2. 10907501383 OS

File Edit View VM Tabs Help

> v

e =

Guest Operating System Installation
A virtual machine is lie a physical computer; it needs an operating -~
system. How will you instal the quest operating system?

Namg | Install from:

Library x

Q Type here to search -

= =8 My Computer
(5] CentOS 64-bit(2)
(5] CentOS 64-bit (4)
) Shared VMs Ficd| @ nstaler disc:

e |

[ ovo Rw Drive (F:) centos_6.5_Final -

\d) CentOS 64+t detected.
‘This operating system will use Easy Install. (What's this?)

© Installer discimage file (s0):
\ C:\Users\mooSiice \Desktop\centos 6.7\1\Cent0S6.7- + ] [ srowse...

() Twillinstall the operating system later.
The virtual machine will be created with a blank hard disk.

) e [ )

MNA 3.6 TUADUNTAY Operating System CentOS Linux 6.5

9
3. e deyar 19

File Edit View VM Tabs Help | p v | | 0| = T S
Library 2= New Virtual Machine Wizard =
Q Typeheretosearch v Easy Install Information
—_— I@ This is used to install CentOS 64-bit. |.- -
= [ My Computer
(5] Cent0S64-bit) Namd | Personalize Linux
{5 CentOS 64-bit (4) o
) Shared VMs (Fice|  Fullname:
Ficd
User name:
Password:
Confirm:
i) This password is for both user and root accounts.
I
| | | | "
Chot> | o

MNN 3.7 TuADUMITAY Operating System CentOS Linux 6.5

22
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%

v v
4. 51002199AV04 Virtual machine 1997113 1¥@3A1 Network Adapter 10g1u

Bridged Mode

File Edit View VM Tabs Help | v | o | | e ”’ﬂgn = |
|

Library x New Virtual Machine Wizard R

Q Type hereto search ¥ Ready to Create Virtual Machine
Igl Click Finish to create the virtual machine and start installing CentOS 64-bit
= [ My Computer

and then VMware Tools.

(5] CentOS 64-bit(2)

(51 CentOS 64-bit (4)
) Shared VMs FICH | [ Name: Centos 64bit (6) B
(ice Location: AT i tual Machines\Cent... |
Version: Workstation 12.0
Operating System: CentOS 64-bit

L
4

Nami The virtual machine will be created with the following settings:

Memory: 1024MB
Network Adapter: Bridged (Automatic)
Other Devices: 4 CPU cores, CD/DVD, USB Controller, Printer, Sound... ~

[¥] Power on this virtual machine after creation

Hard Disk: 20 GB, Spit ’

<Back | [ Finish ][ cCancel |

Y |

v v
NN 3.8 TUADUMITAY Operating System CentOS Linux 6.5

Device Summary Memary

Specify the amount of memory allocated to this virtual
machine. The memory size must be a multle of 4 M.
[ Processors 1
#)New CD/DVD (... Using drive F: Memory for this virtual machine: 1024 [=] M8
Q Type here to sef & Network Adapter NAT
USB Controller  Present )
& B8 My Computes @) Sound Card Auto detect
(] Cent0S 64 (®hPrinter Present
(] Cent0S 64 Bpisplay Auto detect
) Shared VMs 22 | e ;
= 4ce (Memory swapping may
i ocaur beyond this size.)
s iq 631608
S12MB <
256 MB
128 MB
64 MB

nGe
1668
@ Maximum recommended memory

[ Recommended memory
1024MB

I Guest OS recommended minimum

2m8 512M8
16 MB

8MB
4MB

MNAN 3.9 TuUABUMITAY Operating System CentOS Linux 6.5)
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5. VUABUIEHINNITAAAN

- CentOS 64-bit (6) - VMware Workstati

File Edit View VM Tabs Help v | & | O SONNT m|fi= =W
| uibrary

[ My Computer ‘ {51 Cent0S 64-bit (5) ‘

= [88] My Computer
7] CentOS 64-bit(2)

) Shared VMs

Running anaconda 13.21.215, the CentO0S system installer - please wait.

=) Click in the virtual screen

o Easy Installis instaling Cent0S 64-bit.

L ITo direct input to this VM, click inside or press Ctrl+G.

e St View W Tabs Hep Il v | D OlNl= 2 E |

iy X | vy comue  Centos 648 (6)

My Computer
ComO5 64802
CemOS 6402 )
7 Cent0S 64-b2 )
Sured s
’ Packages completed: 25 of 918

Installing glibc-common-2.12-1.132.¢16.x86_64 (107 ME)
Comman binaries and locale data for glibx

MNN 3.11 TuUADUNITA Operating System CentOS Linux 6.5
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6. "’Ul‘!ﬂfluﬂﬁﬂﬂﬂ\iﬁhlﬁ%Wiﬂi]ql‘lsf}\ﬂu

TCR 8]0 = = o R |

((((( 64-bit(6) * | () Cent0S 640t (9

N

LR
%

Centos release 6.5 (Final)

| i ————

QA

[To direct input to this VM, click inside or press CirleG. -

Mon 4:41AM (&)

Wty O

MNA 3.12 TuUABUNITA Operating System CentOS Linux 6.5

FeiL

58 My Computer 3 CentOS 64-bit (6)

| %% Applications Places System @) = § = Mon Sep 28, 04:42  wwwv

vvvv@localhost:~

search Terminal Help

s

7o direct input to this VM, move the mouse

MNN 3.13 VUADUNITA Operating System CentOS Linux 6.5
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Y
3.3 MINUIIUTINVRYA
v o ' {3 1 o &
TumsdamIasanuluaiuvesmsuaasnanilusvazideaniag lulasamssuiludoall
] o = Y R o Y o = 9 o 1 = [ ~ A o
ANULLNUEAZNANUYNABINIT U UABIIINIANEIAIBAID 08190 DIANDUN VLT U

A qu A Y a ) A A Yy A
LW@iﬁNaﬂ@@ﬂNWﬂu HANYNABN LAZHANINAAIANADUUDINGA

3.3.1 Iﬂﬁﬂfﬂﬁ NuanINa Netflow
= a A 9 Y} 9 = o o = ) 1A 9
1. ADHIT100LDIANYINY Netflow @]ﬂﬂlm]iﬁ]ﬂqcﬁaﬂﬂ'ﬁﬂ%‘]"IULﬂfJ'Jﬂ‘UNetﬂOW AUNYIVDN
o 4 e d X ) D Y = e
ﬂﬂﬁqsl@llazf’f’lll’lfl’ﬂﬂ’lf’f\?“ﬂ’l‘ﬂ’l@gulihlﬂﬂ'm Wfl”t’]ll‘]ﬂ\?ﬁﬂ‘]&-l’]Qﬂﬂimﬂ%jﬂiizlﬂ'lﬂlﬁﬂﬁwﬁ Netflow
Y 9 9 9 o 1 a 9 [ = Yy a9
P38 I@fJﬂ’lﬁﬂuﬂ']’lW’lﬂ’]’lngL'ENEN"]f’]ElLﬁijJﬁi’Nﬂﬂygﬂ’]ﬁliﬂugﬂqﬂﬁu!@Q@ﬂﬂjﬂ

v

= = o 3 I T = ) ' o A g oA
2. ANEUNYIND Nfdump 1A 09UDAIMHINTINIUIINAY Nfsen 1azdaN1i 1IN Process
9 a9
WoyavnAIY
=* A (% I A A &£ A o o
3. ANYUNEINY Nfsen (1 11AT09001HINTI9IULY Web Base Front End 1a8911911
J o g
5IUAY Nfdump #9431 Tool Vo4 Netflow
a A 9 o g}/ dy 1 = A =
4. Aauaznwnuginsainezldiinismaass Tngduaouiiaennnmsany1nsoilo
nagdosldlumsuaaina Tasdoaszenuaulidiginertosnn s wu winnunysom

A = A EY v ~ )
L‘W@‘Vﬂﬂ”li@]ﬂﬁ\iﬂﬂﬂqﬂﬂiﬂ!ﬂﬂzﬁﬂﬂi‘b’!m%i%ﬂ%L’Jﬂﬁ/lﬁ]yl‘if

A v

3.4 Gi?l’umaummﬁaﬁmmﬂunﬁnmﬂg‘jﬁ’ﬁamﬁ%imaam
moluszeznanlfinauannidninaeaszezing 4 ifou Iasuneunane ldiau 2
9614 il MIANEUABINY board Arduino 118 Netflow
1. Arduinom3AN¥URLIRY board Arduino ﬁ’ui%’mmﬁugjmﬁ@mm ¢ Taoflumsld

v
=1

o v (] 5 [ I
mdeN len Tae board arduino awsndadmaniuldvainvaronin sl nsada
1 4 a_ a <
Wuoua visoaiwszuuilalaliiudu
= AA . A Y =2 o

2. Netflow M3#n®1 Netflow #ijoglu internet 1o 1dns1udenszuaumsauvessz vy
v an A o q 9 9 v ~ &
AunIsnisni ldaunsoudaswadoya netflow DU web page 14 Tnsazlidaun1sninIves

router (L8 collector(Netflow data)
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v Y
1) AUNINITAIAIUD router N5 export flow VoyaRelin1saInIoy 15119
A = 9 9 =R o Y =\
ioanning lnadeenues flow Yoya (traffic) 393 uTludeeiinig export
o3 a0NUIG collector 1011 115z inana tazihmmaaswalunmenas
Y
2) AUNINITAIAIVON collector NITUAAINA 3£@DI1F Tools 0151114
Tumsuaasnauy web page
Y v
3) asielfiamsasai lddududeyaun
Tagmsnaasd MILaAINavod Ins Inaoa Netflow 32 )1HnToaia lumsuaninansoi
Y

2 I Ao Y ] o o A
Nfsen #411)1Tool N1FUaAINALY Web Interface 1A8NTAZ19NTUAAINAILINIAATI

Ay {o o 1
1. ARA4 Package N 1iludealy laun

httpd service web ,web server
php 1911351017 php
wget 1911381115 download file 310 website
Ay v A .
gee 1113 1ocompilenyn ¢
rrdtool fAogudoya
<
perl-MailTools 1114 modulevq perl
<
perl-Socket6 1111 module¥dq perl
I ! § I v W
flex 13U tool N1% scanner 1y input 11w AI8nY3
I A '
byacc 131 compiler ¥HANTI

Tae1% command :yum install -y httpd php wget gcc make rrdtool-devel rrdtool-perl

perl-MailTools perl-Socket6 flex byacc AUNIND 3.14

root@localhost:~

File Edit View Search Terminal Help

[root@localhost ~]# yum install -y httpd wget gcc php make rrdtool-devel rrdtool
-perl perl-MailTools perl-Socket6 flex byaccl]

v ' 9
MNN 3.14 M3 1FATe yum Tumsaaas
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2. 1J38uM3@aA1 SELINUX 910 enforcing 1314 disabled

s lud lulid SELINUX Tagl4 command : vi /ete/selinux/config 13010

Nn3.15

root@localhost:~

File Edit View Search Terminal Help
[root@localhost ~]# vi ;etcfselinux!configl

M 3.15 m3lgmda vi e 14ud lu lnld SELINUX/config

11Ja81A1910 enforcing 15/1 disabled AIUAINA 3.16

root@localhost:~

File Edit View Search Terminal Help

] [~
# This file controls the state of SELinux on the system. [
# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.

# permissive - SELinux prints warnings instead of enforcing.

E disabled - No SELinux policy is loaded.

#
#
5

ELINUX=disabled
SELINUXTYPE= can take one of these two values:
targeted - Targeted processes are protected,
mls - Multi Level Security protection.
ELINUXTYPE=targeted

M 3.16 m3ud 1v'l9d SELINUX/config



3.18-3.19

AR Escape [WOOOAN IHNA insert AUATWA 3.17

root@localhost:~ =
File Edit View Search Terminal Help

# This file contrels the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.

# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.

SELINUX=disabled

# SELINUXTYPE= can take one of these two values:

# targeted - Targeted processes are protected,

# mls - Multi Level Security protection.
SELINUXTYPE=targeted

M 3.17 m3ud 1v'l9d SELINUX/config

Y r] v
N8990 1Y command « :wq 7 ivelumsan Iduazoonain Trld awainn

root@localhost:~

File Edit View Search Terminal Help

|

# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.

# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.
SELINUX=disabled

# SELINUXTYPE= can take one of these two values:

# targeted - Targeted processes are protected,

# mls - Multi Level Security protection.
SELINUXTYPE=targeted

Mni 3.18 m3ud 1v'l9d SELINUX/config
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E root@localhost:~
File Edit View Search Terminal Help

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.

# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.

SELINUX=disabled

# SELINUXTYPE= can take one of these two values:

# targeted - Targeted processes are protected,

# mls - Multi Level Security protection.
SELINUXTYPE=targeted

B | &

M 3.19 m3ud 1v'l1a SELINUX/config

111N15 reboot

3. 119 service iptable rule

11la service udp iptables,ip6tables port 9995iptables -1 INPUT -p udp -m state --state
NEW -m udp --dport 9995 -j ACCEPT

ip6tables -1 INPUT -p udp -m state --state NEW -m udp --dport 9995 -j ACCEPT
11la service tep iptables,ip6tables port 443,80

iptables -1 INPUT -p tcp -m state --state NEW -m tcp --dport 443 -j ACCEPT
ip6tables -1 INPUT -p tcp -m state --state NEW -m tcp --dport 443 -j ACCEPT
iptables -I INPUT -p tcp -m state --state NEW -m tcp --dport 80 -j ACCEPT

ip6tables -1 INPUT -p tep -m state --state NEW -m tcp --dport 80 -j ACCEPT

[rooct@localhost ~]# service iptables save
iptables: Saving firewall rules to /etc/sysconfig/iptables:[ OK ]
[root@localhost ~1# |

WA 3.20 service iptables save



[root@localhost ~]# service ip6tables save

[root@localhost ~]# ]

ip6tables: Saving firewall rules to fetc/sysconfig/ip6table[

0K ]

N 3.21 service ip6tables save

4 11l@ service httpd
— service httpd start

— chkconfig httpd on AMUNINN 3.22

[root@localhost ~]# service httpd start
domain name, using localhost.localdomain for ServerName

[root@localhost ~]# chkconfig hitpd on
[root@localhost ~]# []

[

0K

Starting httpd: httpd: Could not reliably determine the server's fully gualified

NN 3.22 1WA service httpd

5. Install Nfdump & Nfsen

19 Install NfdumpDownload Nfdump ey Taely Command wget :wget

31

http://downloads.sourceforge.net/project/nfdump/stable/nfdump-1.6.13/nfdump-1.6.13.tar.gz ANUNIN

73.23

[root@localhost ~|# wget hitp://downloads.sourceforge.net/project/nfdunp/stable/nfdunp-1.6.13/nfdunp-1.6.13.tar.qz
--2015-89-17 20:49:45-- http://downloads. sourceforge.net/project/nfdunp/stable/nfdunp-1.6.13/nfdunp-1.6.13. tar.qz
Resolving downloads. sourceforge.net... 216.34.161.59

Connecting to downloads. sourceforge.net|216.34.181.59|:86... connected.

HTTP request sent, awaiting response... 362 Found

Location: http://jaist.dl.sourceforge.net/project/nfdunp/stable/nfdunp-1.6.13/nfdump-1.5.13.tar.gz [following
--2015-09-17 20:49:45--  http://jaist.dL. sourceforge.net/project/nfdunp/stable/nfdunp-1.6.13/nfdunp-1.6.13. tar.gz
Resolving jaist.dl.sourceforge.net... 156.65.7.138, 2001:df8:2ed: feed:: feed

Connecting to jaist.dl.sourceforge.net|150.65.7.136]:86... connected.

HTTP request sent, awaiting response... 260 OK

Length: 662006 (646K) [application/x-gzip]

Saving to: “nfdump-1.6.13.tar.gz"

166%]:

2015-89-17 20:49:48 (359 KB/s| - “nfdunp-1.6.13.ar.gz" saved [662006/652666]

[root@localhost ~# |

| 662,006

3539K/s

in 1.8s

MW 3.23 MsuaAINa N3 Download Nfdump



msuan Tnd nfdump-1.6.13.tar.gz Taal% command :
— tar -zxvf nfdump-1.6.13.tar.gz
— el lildnuanidiodnag @1o command cd :

—  cd nfdump-1.6.13 MUNINTN 3.24

[root@localhost ~]# cd nfdump-1.6.13
[root@localhost nfdump-1.6.13]# |

M 3.24 M35 1% command cd o141 directory NfHUA

— ./configure --enable-nfprofile --enable-nftrack
— make
— make install

N7 install nfsen Download Nfdump wneu Iagly Command weget :wget

http://downloads.sourceforge.net/project/nfsen/stable/nfsen-1.3.6p1/nfsen-1.3.6p1 .tar.gz AN INN

3.25

[root@localhost ~]# wget http://downloads.sourceforge.net/project/nfsen/stable/n
fsen-1.3.6pl/nfsen-1.3.6pl.tar.gz

--2815-09-21 ©1:12:13-- http://downloads.sourceforge.net/project/nfsen/stable/n
fsen-1.3.6pl/nfsen-1.3.6pl.tar.gz

Resolving downloads.sourceforge.net... 216.34.181.59

Connecting to downloads.sourceforge.net|216.34.181.59]:808... connected.

HTTP request sent, awaiting response... 382 Found

Location: http://jaist.dl.sourceforge.net/project/nfsen/stable/nfsen-1.3.6pl/nfs
en-1.3.6pl.tar.gz [following]

--2015-89-21 81:12:13-- http://jaist.dl.sourceforge.net/project/nfsen/stable/nf
sen-1.3.6pl/nfsen-1.3.6pl.tar.gz

Resolving jaist.dl.sourceforge.net... 150.65.7.138, 2001:df@:2ed:feed::feed
Connecting to jaist.dl.sourceforge.net|150.65.7.138|:80... connected.
HTTP request sent, awaiting response... 200 0K

Length: 220620 (215K) [application/x-gzip]
Saving to: “nfsen-1.3_6pl.tar.gz"”

188% | ============ ====>] 220,620 181K /s in 1.2s

2815-89-21 81:12:15 (181 KB/s) - “nfsen-1.3.6pl.tar.gz" saved [228620/220620]

MMNN 3.25 ANLAAINA 115 Download Nfsen
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- msuanlig nfsen-1.3.6pl.tar.gz Taale command :

— tar -zxvf nfsen-1.3.6pl.tar.gz

— ulusililduanilednng &6 command cd :

— cdnfsen-1.3.6pl

— M7 copy file nfsen-dist.conf LLE%}’JL“BV\IHdJu%ﬂ%Qﬁ ® nfsen.conf

— Tag1% command : cp etc/nfsen-dist.conf etc/nfsen.conf AWMNN 3.26

[root@localhost ~]# cd nfsen-1.3.6p1
[root@localhost nfsen-1.3.6pl]# cp etc/nfsen-dist.conf etc/nfsen.conf
[root@localhost nfsen-1.3.6pl]# I

MW 3.26 M3 1% Command cp 14A13Copy file

4 ~ o s a %

6 .e514 Directory Wioison 19 d1509 Ilanezaans 1vld
, .
— Tasm3sa1a1Wdw3e Directory 9219 Command : mkdir —p /data/nfsen MU NAN

3.27

[root@localhost ~]# mkdir -p /data/nfsen
[root@localhost ~]1# |}

WA 3.27 M3 1% Command mkdir [0 a3 Directory

7. uf 10 19@ nfsen.conf N path nfsen-1.3.6pl

Taoud 1v'lWg nfsen.conf Taeitn11/f laisAnes nfsen-1.3.6p1 ABUAIY command

Y 1
cd nfsen-1.3.6p1 18391t Tlud 1v'1Wd8a path 731198 nfsen.conf 1a8 command :
v Y
vi ete/nfsen.conf 4} luluganmvua saaelai

— S$SHTMLDIR = "/var/www/nfsen/"; to /var/www/html/nfsen AINNINN 3.28 - 3.29



# NfSen html pages directory:
# ALl php scripts will be installed here.
# URL: Entry point for nfsen: http://<webserver>/nfsen/nfsen.php

MUN 3.28 NMNUAAIHANDUNITUA ludau1)s SHTMLDIR

[#
# Nfsen html pages directory:

# All php scrlpts wlll be 1nstalled here.
; : webserver=/nfsen/nfsen. php

LHTHLDIR = "fuarfwwwfhtmlfnfﬂenf“-

MWN 3.29 MNuAAINaHaINIud ludaus SHTMLDIR

— $WWWUSER to apache , SWWWGROUP to apache AMNINT 3.30 - 3.31

# Note: Th15 user must be in group $WWWGROUP, otherwise nfcapd
: 0 write data files!

# user and group of the web server process
i gcessing will be done with this user

MW 3.30 MNLAAIHANDUMTUA 1ua1)5 SUSER . SWWWUSER , SWWWGROUP

34



# Note: This user must be in group SWWWGROUP, otherwise nfcapd
' write data files!
USER = "apache";

# user and group of the web server process

# ALl netflow processing will be done with this user
"apache";

"apache";

GWWWGROUP

MNN 3.31 MNUAAINANAINTUD 1vd1115 SUSER , SWWWUSER , SWWWGROUP

35

— uncomment SEXTENSIONS = '"all'; or add $SEXTENSIONS = 'nsel'"; AUAINA 3.32

-3.33

# list of extensions for each collector. See argument -T
# for nfcapd(1l) for more detailes.

# defaults to empty -> compatible to nfdump-1.5.8

# SEXTENSIONS = '';

# Example:

T S X J

MNN 3.32 MNUFAAINANDUNIT Uncommand SEXTENSION = 'all'

taztiua s SEXTENSIONS = 'nsel'

# list of extensions for each collector. See argument -T
# for nfcapd(1l) for more detailes.

# defaults to empty -> compatible to nfdump-1.5.8

# SEXTENSIONS = '';

NN 3.33 MNUAAINATEINT Uncommand SEXTENSION = 'all'

uaznuaLals SEXTENSIONS = nsel’
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— comment peerl ,peer2 AUNINN 3.34 - 3.35

ssources =
'upstreaml’ == { 'port' == '9995"', 'col' == '#000OTf', 'type’ => 'netflow’ },
'peerl’ == { 'port' == '9996"', 'IP' == '172.16.17.18' },
'peer2’ => { 'port' => '9996"', 'IP' => '172.16.17.19' },

)i

MNA 3.34 MWUAAINANOUNT Comment peerl ,peer2

# ‘'peerl’ => ‘port' == '993%6', "IP' == '172.16.17.18'

MNN 3.35 LAAINAKAIN1T Comment peerl ,peer2

4 s
— wq e ¥l taz 0on91n 19@ nfsen.conf

9

a o Ia §y o 1 2 § 1
8. aanalwanud luilodnagiidaocommand Moglu path nfsen-1.3.6p1 :

/install.pl etc/nfsen.conf AWNINN 3.36

[root@localhost nfsen-1.3.6pl]# vi etc/nfsen.conf

[root@localhost nfsen-1.3.6pl]# ./install.pl etc/nfsen.conf

Check for required Perl modules: All modules found.

Upgrade from version '1.3.6pl' installed at Tue Aug 18 21:18:38 2015

Setup NfSen:
Version: 1.3.6pl: $Id: install.pl 53 2012-01-23 16:36:02Z peter $

Perl to use: [/usr/bin/perl] |

v ] Y
WA 3.36 4AAIN15 19 command install tWoAaAd 118 nfsen.conf
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9. 13la Service Nfsen
1 H v
- 615195} Command : cd Lﬁﬂl‘laﬁ"lﬂm Pathﬁvlﬁlﬂﬂmfﬂmul“l’\lﬁ nfsen.conf

#
# Reguired for default layout

$BASEDIR = "/data/nfsen";

v ' 9
MW 3.37 uaa Directory NYnaaa 131u'lva nfsen.conf

- L‘i’l)ﬂﬂﬁ Path bin Iﬂﬂsl‘ls)') Command : cd /data/nfsen/bin

— 1)@ Service Nfsen Iﬂﬂﬂl‘%} Command : /nfsen start 9IUNINA 3.38

[root@localhost ~]# cd /data/nfsen/bin
[root@localhost bin]# ./nfsen start
Starting nfcapd: (upstreaml) [2828]
Starting nfsend.

[root@localhost bin]# |

NA 3.38 LAAITDIUE VDI Nfsen

10. Restart Service Network
$11N13 Restart Service Network 19 EJGLGIE)'} Command : service network restart 91UNIN

=D.
&)
%%
©

[root@localhost ~]# service network restart

Shutting down interface eth@: Device state: 3 (disconnected)
[ oK ]

Shutting down loopback interface: [ 0K ]

Bringing up loopback interface: [ 0K 1]

Bringing up interface eth®: Active connection state: activating

lActive connection path: /forg/freedesktop/NetworkManager/ActiveConnection/1

state: activated

Connection activated
[ oK 1]

[root@localhost ~]# ]

MNN 3.39UFAIADIUE Service Network



11.e37%9899U IP Server

38

Y Y
naannmMIaamnanua linaaeu Iagn13d 1181 Browser Taomvualif URL

(U http://<ethO IP>/nfsen/nfsen.php IABMTFANUIBIAVUBY Collector AD : ifconfig AINATNN

3.40

=

root@localhost:~

File Edit View Search Terminal Help
[root@localhost ~]# ifconfig

etho

lo

Link encap:Ethernet Hwaddr 00:0C:29:2C:25:73

inet addr:10.11.6.151 Bcast:10.11.6.255 Mask:255.255.255.0

inet6 addr: fe80::20c:29ff:fe2c:2573/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:1812 errors:0 dropped:0 overruns:0 frame:0
TX packets:43 errors:0 dropped:© overruns:@ carrier:@
collisions:® txqueuelen:1000

RX bytes:159109 (155.3 KiB) TX bytes:3899 (3.8 KiB)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:16 errors:0 dropped:® overruns:0 frame:@
TX packets:16 errors:0 dropped:0 overruns:0 carrier:0
collisions:® txqueuelen:@

RX bytes:960 (960.0 b) TX bytes:960 (960.0 b)

[root@localhost ~]# i

Y Y Y
NaUvue@e IP Server A0 10.11.6.151 2214 URL fail

http://10.11.6.151 /nfsen/nfsen.php 13192 1anT1wlia1931 danni 3.41

MNH 3.40 MNLAAINANT 1% command ifconfig




Home || Graphs || Details || Alerts | Stats | Plugins | live Bookmark URL Profile: |live v

Overview Profile: live, Group: (nogroup)

MNN 3.41 AINTIN nfsen

[ & 0o a3 o &
NAI9INMIAIAT Collector (Netflow Data) d1u59ud2 uiludeaimIdinives
A quny X g = o
Router 101 Idmnasdoyaiozinudaina
ay
195N13 Config Router
— router#configure terminal
— router(config)#interface FastEthernet 0/0
— router(config-if)#ip route-cache flow
— router(config-if)#exit
— router(config)#ip flow-export destination 10.199.15.103 2055
— router(config)#ip flow-export version 5
— router(config)#ip flow-cache timeout active 1
— router(config)#ip flow-cache timeout inactive 15
— router(config)#snmp-server ifindex persist

— router(config)#end

— router#write



40

o R Y Y < 1 4 J A 19 .
VfaQﬁﬂﬂﬂWi@QﬂH!ﬁ"ﬂﬁﬁ?N!“Ifﬂ’ﬂii’\lﬁ')gﬂﬁﬂf)f)ﬂiﬂﬁi@ulllﬂ’w command :sh ip flow export 9114

NN 3.42

310,116,225 - PuTTV

MNA 3.42 1AAIAT flow NYNEAIDDN

dunalunmilinseuduas Iinsseaun Ilagnasesnuiieusesudn
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