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Summary

Cooperative education has create security assessment framework for operating systems
solutions to security problems for clients. From the study operating system and prepare a set of
instructions to monitor the safety of other program to increase education such as VMware

Workstaton, Oracle Databaes, Linux, putty, filezilla ,etc.

The results obtained from this study to practice cooperative programs can be used to perform
more tasks, and the work of a series of commands for each operating system and can lead to security

checks.
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echo "### 9.1.1 Verify System File Permissions (Not Scored) ###"
#rpm -Va --nomtime --nosize --nomd5 --nolinkto > <filename>

echo "if value return : not pass"

echo ""

echo "### 9.1.2 Verify Permissions on /etc/passwd (Scored) ##s"
/bin/1ls -1 /etc/passwd

echo "if value is "-rw-r--r--" : pass”

echo "*

echo "### 9.1.3 Verify Permissions on /etc/shadow (Scored) ##i"
/bin/ls -1 /etc/shadow

echo "if value is "----ccea--- ® nposst

echo ==

echo "### 9.1.4 Verify Permissions on /etc/gshadow (Scored) ###"
/bin/ls -1 fetc/gshadow

echo "if value is "---------- = 1 pass®

echo ""

echo "### 9.1.5 Verify Permissions on /etc/group (Scored) ###"
/bin/ls -1 /etc/group

echo "if value is "-rw-r--r--" : pass"

echo ™"

echo "### 9.1.6 Verify User/Group Ownership on /etc/passwd (Scordh) s55"
/bin/ls -1 /etc/passwd

echo "if value is "root root" : pass”

echo ""

echo "#%% 9.1.7 Verify User/Group Ownership on /etc/shadow (Scored) #&#&"
/bin/1s -1 fetc/shadow

echo "if value is "root root" : pass"

echo ""

echo "### 9.1.8 Verify User/Group Ownership on /etc/gshadow (Scored) ##&"
/bin/1s -1 /etc/gshadow

echo "if value is "root root" : pass"

echo =%

a
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#8# 9.1.1 Verify System File Permissions (Not Scored) ###
if value return : not pass

#%% 9.1.2 Verify Permissions on /etc/passwd (Scored) ###
-rw-r--r-- 1 root root 1575 Aug 4 14:08 /etc/passwd
if value is -rw-r--r-- : pass

#%% 9.1.3 Verify Permissions on /etc/shadow (Scored) ###%
“Pe======- 1 root root 1007 Aug 4 14:08 /etc/shadow
if value is ---------= : pass

#%% 9.1.4 Verify Permissions on /etc/gshadow (Scored) #u#
-r-----=-=-- 1 root root 527 Aug 4 14:88 /etc/gshadow
if value is ---------- : pass

### 9.1.5 Verify Permissions on /etc/group (Scored) ###
-rw-r--r-- 1 root root 643 Aug 4 14:08 /etc/group
if value is -rw-r--r-- : pass

#44 9,1.6 Verify User/Group Ownership on /etc/passwd (Scored) ##2
-rw-r--r-- 1 root root 1575 Aug 4 14:88 /etc/passwd
if value is root root : pass

#8% 9.1.7 Verify User/Group Ownership on /etc/shadow (Scored) ###
B 1 root root 1007 Aug 4 14:088 /etc/shadow
if value is root root : pass

#4#% 9.1.8 Verify User/Group Ownership on /etc/gshadow (Scored) ##%
-r------=- 1 root root 527 Aug 4 14:88 /etc/gshadow
if value is root root : pass

4
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rem - 2.2.1 -

prompt

prompt

prompt SEE5ESEESEEREREESRSNSEANRNSNHRARARNNERRRRRAR AR ssas s
prompt 2.2.1 Ensure 'AUDIT_SYS_OPERATIONS' Is Set to 'TRUE'(Scored)
prompt e e &
ttitle left "DATABASE: “xdbname" (AS OF: "xdate")"

SELECT UPPER(VALUE)

FROM VSPARAMETER

WHERE UPPER(NAME) = 'AUDIT_SYS_OPERATIONS';

prompt EEEssEssEsssEsssssssE=® EEsssss===s

rem - 2.2.2 -

prompt

prompt

prompt #ESAEERERASIRIR AR AR RHIIR IR S R AR AR AR SRR R0 saqa88588
prompt 2.2.2 Ensure 'AUDIT_TRAIL' Is Set to '0S', °'DB,EXTENDED', or 'XML,EXTENDED'(Scored)
prompt SEERIE SRR NSNS RSN NN RS s s NN RSN SERELLENREsn s an s nan RN s gnsgssaa5s
ttitle left "DATABASE: "xdbname" (AS OF: "xdate")"

SELECT UPPER(VALUE)

FROM VSPARAMETER

WHERE UPPER(NAME)='AUDIT_TRAIL';

prompt === = ========z=====

rem - 2.2.4 -

prompt

prompt

prompt SHESEEEREIESREENERINEREERL DI SRR R SRS NSRS RARSRSY
prompt 2.2.4 Ensure ‘LOCAL_LISTENER' Is Set Appropriately(Scored)
prompt SEEE s e R RN RN NN R RN SRR R RN R RN ARRARR48588s
ttitle left "DATABASE: “xdbname" (AS OF: "xdate")"

SELECT UPPER(VALUE)
FROM VSPARAMETER
WHERE UPPER(NAME)="'LOCAL_LISTENER';

pl"mt Ssss O EEEEEEEEEE RN S SCE S SS S CSSESSSSSSSSSESSSSSSSCSIEEENERE

MW 4.4 AI0INYARAIV0I Oracle Database
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2.2.1 Ensure 'AUDIT_SYS_OPERATIONS' Is Set to "'TRUE'(Scored)

DATABASE: test (AS OF: xdate)

[ y GPPERVALUE)

2.2.2 Ensure 'AUDIT_TRAIL' Is Set to '0S’, 'DB,EXTENDED", or ‘XML EXTENDED'(Scored)

DATABASE: test (AS OF: xdate)
[ <k 4. UPPER(VALUE)
OB

DATABASE: test (AS OF: xdate)
| =~ UPPER(VALUE) _
e [ S, SNSRI CERERRIE)

2.2.5 Ensure 'O7_DICTIONARY_ACCESSIBILITY" Is Set to 'FALSE'(Scored)

DATABASE: test (AS OF: xdate)

[
[FALSE

H @ 1 v o A o
ﬂ]Wﬁ 4.5 AMDYWAAANTINNTAUUUNTEANTTIVDN Oracle Database
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Item Description Audit Remediation Compliant
[Yes/No)

i commendation exeoute tre folowing SOL statement.
SELECT UPPER(VALUE)
FrROM VEPARAMETER
WHERE UPPER (NAME)='AUDIT TRAIL'.

Errom VALUE i set 10 OF or DBEXTENCED or v EXTENCED.
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“I‘fuﬂi’mmiﬁ%ﬁﬁ VMware Workstation Version 10.0

v Y
1.M3a319 Virtual Machine M3IH0INTAANA : 140N Create a New Virtual Machine

File Edit View VM Tabs Help

O WA= |

Home

wgerkstation 10 @

Fl ’ Connect to a Remote Server
. . View and manage virtual machines on a
':;m Create a New Virtual Machine ll L R
O
- Virtualize a Physical Machine
I | 2= Convert your PC to a virtual machine.
Lk

Open a Virtual Machine B Software Updates
b | Check for software updates to VMware.
b Workstation.

MNN 0.1 ?i‘ifh%’e) Create a New Virtual Machine

1 4
2,459 Virtual Machine 151809n15AAA : 180N Custome(advanced) 11anA1jy Next

Welcome to the New Virtual
Machine Wizard

What type of configuration do you want?

() Typical {recommended)

Create a Workstation 10.0 virtual machine
in & few easy steps.

@ Custom (advanced)

Create a virtual machine with advanced
options, such as a SCSI controller type,
virtual disk type and compatibility with

vmware older YMware products,
Workstation

< Back [ Iext = 1[ Cancel ]

2NA 0.2 111190 New Virtual Machine
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3.a00315ALITINITNINITAAAN : 1adN Workstation 10.0 Lla'lﬂﬂﬂﬂ Next

Choose the Virtual Machine Hardware Compatibility
Which hardware features are needed for this virtual machine?

Virtual machine hardware

Hardware compatibility:

Compatible with:

Compatible products: Limitations:
Fusion 6.0 - 54 GB memory -
Workstation 10.0 16 processors

10 network adapters

3 TB disk size

(i R

M3 1.3 11190 Choose the Virtaul Machine Hardware Compatibility
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' E4
4.L§®ﬂi$ﬂﬂﬂﬁﬁﬁmiﬁﬁ]$ﬁﬂﬁﬁ - 1890 [ will install the operating system later & NA

11 Next

Guest Operating System Installation
A virtual machine is like a physical computer; it needs an operating

system. How will you install the guest operating system?
Install from:

() Installer disc:

o DVD RW Drive (E:) - |

() Installer disc image file (isa):

@ I willinstall the operating system later.
The wirtual machine will be created with a blank hard disk.

i i) e

MW .4 111199 Guest Operating System Installation
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a wa [~
5.1a0n3zVUUHUANT : 189N Linux AK000 Version 111 Red Hat Enterprise Linux 5

aznAl)u Next

Select a Guest Operating System
‘Which operating system will be installed on this virtual machine?

Guest operating system

(") Microsoft Windows
@) Linux
(71 Novell NetWare

“) Solaris

~) WMware ESX

“) Other

\Versian

Red Hat Enterprise Linux 5 64-bit -

l < Back |I Mext > ][ Cancel ]

MWA N.5 411190 Select a Guest Operating System

Y v
@ =

. . ) '
6.99%0N 1911 Virtaul machine 1121300 Location NADININY aInA1jys Next

Mame the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

Red Hat Enterprise Linux 5 64-bit

Location:

C: 'n,l_lsers‘-phukpaev\'\,Du:u:urnent_s‘n,'v'irmal Mad‘uines'n,ﬂed Hat Ente_r|

The default location can be changed at Edit > Preferences.

[ <Back II[ Next> || Cancel

MNN 0.6 ‘H‘fﬁ"\]@ Name the Virtual Machine
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Processor Configuration
Specify the number of processors for this virtual machine.

Processors

Mumber of processors: [1 - |
Mumber of cores per processar: [1 - |
Total processor cores: 1

T

MNN 1.7 NI Processor Configuration

81800 Memory N 1%m3lunaaou : tdon Memory : 2048 MB 1dna1jy Next

Memory for the Virtual Machine
How much memary would you like to use for this virtual machine?

Specify the amount of memory allocated to this virtual machine, The memory size
must be a multiple of 4 MB.

&4 GB Memory for this virtual machine: 2048 = '| MB
32 GB
16 GB
EGB
see | 4 O Maximum recommended memery:
1 GE Cl 4392 MB
168 - | <
5i2 ME <] [@ Recommended memory:
256 ME 1024 MB
128 MB
&4 ME [ Guest OS recommended minimum:
32 ME 512 MB
18 ME
EME
4 ME

Help | <Badk I Mext » |I Cancel

MW N.8 11199 Memory for the Virtual Machime
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9.129N¥1AUDI Network : 1290 Use network address translation (NAT) ngﬂﬂﬂﬂu Next

Hetwork Type
What type of network do you want to add?

MNetwork connection

(1 Use bridged networking

Give the quest operating system direct access to an external Ethernet
netwark, The guest must have its own IP address on the external network,

1@ Use network address translation (MAT) I
IVE [NE QUEST Operaung system access to the host computer's dial-up ar

external Ethernet netwark connection using the host's IP address.

' Use host-only networking

Connect the guest operating system to a private virtual network on the host
computer.

3 |
() Do not use a network connection

[ T o

MWA 0.9 +11199 Network Type

10./80n¥HAVDI I/O : 1Aon LSI Logic(Recommended) 1tAINAL)H Next

Select 10 Controller Types
Which SCSI controller type would you like to use?

IO controller types
SCSI Controller: BusLogic (Mot available for 64-bit guests)
[T Toae =commended]
(7 L5 Logic SAS

Help < Badk |i Mext = ﬂ[ Cancel

PNA .10 111199 Select /O Controller Types
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11.aenvUaveaan : 1aon SCSI(Recommecded) Lmﬂﬂﬂﬂw Next

Select a Disk Type
What kind of disk do you want to create?

Virtual disk type
"I IDE

@ 5CsI (Recommended)

) SATA

| < Back Ili Mext = I Cancel

MNA N.11 11199 Select a Disk Type

a -4 1
12.63719A41 : 180N Create a new virtual Disk 182nA1j1 Next

Select a Disk
Which disk do you want to use?

Disk

@ Create a new virtual disk

tne or more files on the host file system, which
will appear as a single hard disk to the guest operating system. Virtual disks
can easily be copied or maved on the same host or between hosts,

(") Use an existing virtual disk
Choose this option to reuse a previously configured disk.

() Use a physical disk (for advanced users)

Choase this option to give the virtual machine direct access to a local hard
disk.

< Back || Next > I Cancel

MR N.12 111199 Select a Disk
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13.!aﬂﬂmu1@ﬂl@ﬂﬂﬁﬂﬂ1%’ ;18990 40 GB Llaﬁﬂﬂﬂ‘ll Next

Specify Disk Capacity
How large do you want this disk to be?

Maximum disk size {GB): Wi

Recommended size for Red Hat Enterprise Linux 5 64-hit: 20 GB

[T allocate &l disk space now.

Allocating the full capacity can enhance performance but requires all of the
physical disk space to be available right now. If you do not allocate all the
space now, the virtual disk starts small and grows as you add data to it.

1 Store virtual disk as a single file
(@) Split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks,

[ <geck | |_textz | [ concel

MW n.13 11e0 Specify Disk Capacity

[ Y
14 500 Trldvesdaniazien i 13uazdeie udanaju Next

Specify Disk File
Where would you like to store the disk file?

Disk File

One disk file will be created for each 2 GE of virtual disk capacity. File names for
each file beyond the first will be automatically generated using the file name
provided here as a basis.

Red Hat Enterprise Linux 5 64-bit. vmdk| Browse...

Help | [ <Back || mMext> ]I[ Cancel

MW N.14 111199 Specify Disk File
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1537180 YANINUUANLIIT T NUU Llajﬂﬂl’!l] Finish

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install Red Hat
Enterprise Linux 5 64-bit.

The virtual machine will be created with the following settings:

| Mame: Red Hat Enterprise Linux 5 64-bit =
Location: C:\sers\phukpaew \DocumentsVirtual Machines\Fe. ..
Version: Workstation 10.0

Cperating System: Red Hat Enterprise Linux 5 64-bit

m

Hard Disk: 40 GB, Split

Memory: 2043 ME

Metwork Adapter: MAT

Other Devices: CO/OVD, USE Controller, Printer, Sound Card . >
Customize Hardware. .. ]

| <Back ||l Finish Cancel

MNA .15 190 Ready to Create Virtual Machine

16.nA1)1 Power on this virtual machine 10%101355U T 5uns

Eile Edit View VM Tabs Help

Pl Ded | DR

| (5] Home % ] {31 Red Hat Enterprise Linu ...

E.'I Red Hat Enterprise Linux 5 64-bit

B> Power on this virtual machine

(i Edit virtual machine settings

+ Devices
. \lemory 2GB
[ Processors 1

{2\ Hard Disk (SCSD) 40 GB
+) CD/DVD (SATA)  Auto detect

'TE Network Adapter NAT

USB Controller ~ Present

)i Sound Card Auto detect
= Printer Present
H| Display Auto detect

~ Description
to enter a description of this

w Virtual Machine Details
State: Powered off
Configuration file: C:\Users\phukpaew\Documents\Virtual Machines\Red
Hat Enterprise Linux 5 64-bit\Red Hat Enterprise Linux 5
64-bitvmx
Hardware compatibility: Workstation 10.0 virtual machine

i

NN n.16 iwam?)aﬂwﬁma VMware Workstation Version 10.0
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v
%4

TUNDUMIAAAI3ZUDUHUAMS Linux (Red Hat Enterprise Linux 5

update 3) a3l4 VMware Workstation

1o ld1HY DVD Red Hat Enterprise Linux 5 update 3 1@ Edit virtual machine
setting 1a1a9n Hardware tab 1M1 VMware Workstation Version 10.0 11873 boot 910 CD 2

4
[ a o R . Y 1
ueraneg1l uaudonAnAWDY Use physical drive Haudonijy OK

Hardware ‘6pbms

Device status
Device Summary o
8 Memory 2GB = Connected
[ Processors 1 || Connect at power on
(iHard Disk (5C51) 40 GB
" CD/DVD(SATA). Connection

FeNetwork Adapter  NAT @) Use physical drive:
USE Controller Present [E: =
&) Sound card Auto detect .

Printer e ~ Use ISO image file:
'_gD\splay Autp detect vi | Browse. ..

Add... | [ Remove
ok ][ Canedl [ hep ]

M a1 denynszuvliRmsgiindruuy CD
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9
2.11J® boot 910 CD zuaaInagl vz ldidenaaawwuy1dnsiln Tnuaniouny text mode 11

Y v

Niinalu Enter tio19n517n Tnua

RED HAT
ENTERPRISE LINUX 5

- To install or upgrade in graphical mode, press the <ENTER> key.
- To install or upgrade in text mode, type: linux text <ENTER>.

— Use the function keys listed below for more information.

boot: _

9
(%

=§ A a a o 4
MNN ¥.2 1@on Inua lunisaadalnedg

3.a599@0uuny €D NlFaldnse i msnsieaey e Iiden skip udnaiden

ﬂiJ Enter

Red Hat Enterprise Linux Server

To begin testing the CD media before
installation press OK.

Choose Skip to skip the media test
and start the installation.

i <Space> selects i <F12> next screen

<Tab>-/<Alt-Tab> between elements

MAUN U3 A5ITOVLHYU CD Red Hat Enterprise Linux
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4 MAaaaalnsuUUNI NN Trua aentjy Next

RED HAT
ENTERPRISE LINUX 5

RED HAT
ENTERPRISE LINUX 5

T
[ )Belease Nates 4 Back |

i 4
MNN .4 111199AAA Red Hat Enterprise Linux 5

A ~A 9 a Qa: A 1
51000 N I FVULAAAT uazmaﬂﬂu Next

RED HAT
ENTERPRISE LINUX 5

What language would you like to use during the
installation process?

Chinese(Simplified) (EHHETT) =
Chinese(Traditional) (EfaH5T)

Croatian (Hrvatski)
Czech (Cestina) =
Danish (Dansk)

Dutch (Nederlands)

Estonian (eesti keel)

Finnish (suomi)
French (Frangais)
German (Deutsch)
Greek (EAANULKA)
Gujarati (a=idl)

(4]

[ Belease Notes 4 Back 1

~ A ~Aq ¥ N 5
MNN V.5 Lﬁﬂﬂﬂ’]ﬂ’]ﬂiﬂﬁlﬂ!gﬁﬂﬂﬁ

35
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6.1donldutlufdvesailu U.S English tazidont]y Next

RED HAT
ENTERPRISE LINUX 5

® Select the appropriate keyboard for the system.

-|-ﬂ

Slovenian

Spanish

Swedish

Swiss French

Swiss French (latinl)
Swiss German

Swiss German (latinl)
Tamil (Inscript)

Tamil (Typewriter)

Turkish

U.S. International

Ukrainian

United Kingdom

[_) Belease Notes

A A Al @
M 1.6 donuiluAduesa

71800 Skip entering Installation Number (1% 1ae ﬂﬂll OK

Iinstallation Number

Would you like to enter an Installation Number (sometimes
called Subscription Mumber) now? This feature enables the
installer to access any extra components included with your
subscription. If you skip this step, additional components
can be installed manually later.

See http://www.redhat.com/IinstNum/ for more information.

1 Installation Number: ]

o [5]

v Y
MW 2.7 1800AAAY Installation Number

36
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= Ao . = U .
g.1aanyguaUnNIT Skip uamaaﬂﬂn Skip

If you cannot locate the Installation Number,
consult http:/fiwww.redhat.com/InstNum/

MWH .8 GUTUNS Skip

Y
(4

A Ao A v v & 4 S a o . A g v =
9. lumsandziauaou IS aNuNUeId15aaan(Partitions)Nie 1% 1un15AAA

EY

a oA A A
szuvliiams Tuntisd

The partition table on device sda (VMware, VMware Virtual S
@ 40955 MB) was unreadable.

To create new partitions it must be initialized, causing the
loss of ALL DATA on this drive.

a Qaj a va = L A = 1
2aMIAAIIzUUNTANTAUNF AT a1 Yes

‘This operation will override any previous installation choices
‘about which drives to ignore.

Would you like to initialize this drive, erasing ALL DATA?

MWH 9.9 11DU Warning
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o g A as & A S a I Y A ” ..
10.AuneUiuMIEonI5 lIuMsuINNUNasaaande 11iaon “Remove all partition

on selected drivers and create default layout” 1azLaen Review and modify partitioning layout

y_ A
HaavnNNext

RED HAT
NTERPRISE LINUX 5

Installation requires partitioning of your hard drive.
By default, a partitioning layout is chosen which is
reasonable for most users. You can either choose
to use this or create your own.

Remove linux partitions on selected drives and create default layout.| 5

[] Encrypt system

Select the drive(s) to use for this installation.

-

l < Advanced storage configuration

iReview and modify partitioning layout;

|

d' A ag 1 ..
HNN V.10 LaDNITLLUN Partition

1 1 .. < Y A @ dy
ll.ﬂﬂﬂll New LIag4L1N Partition 73960 3LADN Next AU

Mount Point Size File Type

/boot 100 MB ext3
/ 47072 MB ext3

Swap 4000 MB swap

RED HAT
ENTERPRISE LINUX 5

Drive /dev/sda (40955 MB) (Model: VMware, VMware Virtual S5}

|sda2
anes2 MB
New ] I Edit | | Delete | | Reset l \
= Mount Point/ Size
D T Fi t Start End
evice RAIDNolume 7P® FOMAt g, STAT EN
= LVM Volume Groups
¥ VolGroup00 40832
Logval01 swap o 4000
LogVol00 i/ ext3 -/ 36832

[] Hide RAID device/LVM Volume Group members

D Release Notes

WA V.11 1119 Partition
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9
5) a o

a 09; a wva a 4 ° [ a 4
12.m3Aaasszuulfiamsatngassdads IsunsudmsuldlumatamnTeBoot

loader)

1 Aa va 1 g I~ 1 {
Tduaasnihasvesszuulfiiamsnewdiszuy luntisuaeniduamnszy 13Defaultdy

A
1090 Next

RED HAT
ENTERPRISE LINUX 5

@ The GRUB boot loader will be installed on /dev/sda.

() No boot loader will be installed.

You can configure the boot loader to boot other operating systems. It will allow you to select an operating system
to boot from the list. To add additional operating systems, which are not automatically detected, click 'Add.' To
change the operating system booted by default, select 'Default’ by the desired operating system.

Default | Label Device

Red Hat Enterprise Linux Server 00/LogVol00

L

A boot loader password prevents users from changing options passed to the kemel. For greater system security, it
is recommended that you set a password.

[] Use a boot loader password

[] Configure advanced boot loader options

[ Release Notes

MnN v.12 1151058 GRUB

Y

v 9
13. dutiilunaanlddeamaneay loNIP Address) Tumsauaus(Land Card)

A A '
"U't‘]\uﬂif]\ulﬂzmﬂﬂllﬂ Next

RED HAT
ENTERPRISE LINUX 5

Network Devices

Eat |

Active on Boot Device IPv4/Netmask IPV6/Prefix

Hostname

Set the hostname:

@ automatically via DHCP

O manually (e.g., host.domain.com)

Miscellaneous Settings

~ P,
MNN V.13 LAUANTITA
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14.aendsemalszmannioannna(Region) luiiiaen Asia/Bangkok tiaz Jitaen

< 1
szuuna iy System clock uses UTC t@t@on1)1s Next

RED HAT
NTERPRISE LINUX 5

Please click into the map to choose a region:

Asia/Bangkok -+

MW V.14 vina Tguaeallszme

9
15. 8 muasiarudhszuuliansvesdguassulroon 1nsonsianiiu 2 a5

LT
ENTERPRISE LINUX 5

O The root account is used for administering the

YA
LadaonNext

system. Enter a password for the Foot user.

Root Password:  [sesssees |

Confirm: | ....... | ]

‘ [ Release Notes ‘ ‘ <@ Back ‘ ‘ & Next

M .15 vihaeh 9 muaswardidszoolgians

40
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= . d‘ a A’f Q‘ a Y A U
16.1a®nN Customize now LWﬂﬁ]%@]ﬂﬂ\‘l‘ljﬂIﬂﬁL!ﬂiiJLWNWIiJL@Q LLﬁ?Lﬁ@ﬂﬂM(Next)
RED HAT
ENTERPRISE LINUX 5

The default installation of Red Hat Enterprise Linux Server includes a set of software
applicable for general internet usage. What additional tasks would you like your system to
include support for?

[ Software Development

[0 web server

‘You can further customize the software selection now, or after install via the software
management application.

O C

later @ 'E ize now:

4
o

AN

M v.16 ¥ I)sunsunaa

v Y
17.5Tsunsunanga

6 Tsunsu e ladonyalisunsuasunnTdsunsuiimiung
udaaonijy Next

RED HAT
ENTERPRISE LINUX 5

Desktop Environments - & = Administration [
Applications O & Base

Development &) @ Dialup Networking Support
Servers

- [ lawas
e Systen

ftware Support
Checking dependencies in packages

Languages
‘ selected for installation..

ics Enterprise Distribu
m—‘ »ols .
- =]

This group is a collection of qraﬁcal administration tools for the system. such as for
managing user accounts and configuring system hardware.

14 of 16 optional packages selected

I Optional packages |

‘ [ Release Notes

v k4
MR .17 asavden Tsunsuneudadaszuulqiianis
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9 Y ] v 9
18. 57 UUARAIzIIMIAaAzUDYRIANS 1H51natly Next iloisudaaszuuLag

gavedlUsunsuvesszuulfianmsnden 13
RED HAT
ENTERPRISE LINUX 5

Click next to begin
installation of Red Hat
Enterprise Linux Server.

A complete log of the
installation can be found in
the file ‘/root/install.log"
after rebooting your system.

A kickstart file containing
the installation options
selected can be found in the
file 'froot/anaconda-ks.cfg'
after rebooting the system.

i v Y
M v.18 5uAAGITzUUUGIANS

a 3 o 9 .. A Yo 9 a 3 a wva A
19.32UUAAAININIT T I Partition ‘Vlhlﬂﬂﬁ’iu@uljllﬁgﬂﬂﬁ\ﬁ$ﬂﬂﬂ§]Uﬂfﬂﬁ"llﬂ\?!ﬂi@\‘]

uazya llsunsuiden 1l

RED HAT
ENTERPRISE LINUX 5

Q redhat

Installing peri-5.8.8-38.eI5.x86_64 (34 MB)
The Perl programming language

[ JRelease Notes ‘

|

v k4
MNN v.19 Aadaszuuilfiiams
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20.33U1J@]ﬂﬂ\1Ulﬂ‘ﬂ'lﬂ']ﬁ@]@I@Nizﬂﬂﬂj‘]ﬂﬁﬂ'ﬁﬂlﬂﬂmﬁﬂﬂLlagslgﬂjﬂillﬂﬁll‘ﬂlaﬂﬂul'llﬂu

Y il
Foufesndrszuuanaalisyn(Reboot) 1509 THIGONT|NT YN(Reboot)

RED HAT
ENTERPRISE LINUX 5

Congratulations, the installation is complete.

Remove any media used during the installation process and press the
"Reboot" button to reboot your system.

5

d’ = a wvAa
MNN ¥.20 SyNszuvIPIams

o v A A
21.52UUNATUN(Reboot) kATOI

U

D war
ENTERPRISE LINUX

MWA 4,21 150519 (Reboot) AT
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Y A A z a wva = Y Y a wva a0 J A
22.141!1&!5ﬂl,il’f)ﬁﬂ@]ﬁg‘ll‘llﬂgﬂﬂﬂ1iliﬂﬂi@ﬂ ‘Vil!"ll!ﬁﬂ‘lJ’i]\ii%‘]J‘]J‘]J{(]‘]J@]ﬂﬁaHﬂGIf man

‘1!11 Forward

* Welcome

License
Agreement

Firewall
SELinux
Kdump

Date and Time

Set Up Software
Updates

Entitlement
Registration

Subscription
Manager

Create User
Sound C&ﬂ
Additional CDs

=i Welcome

There are a few more steps to take before your system is ready to use. The
Eetup Agent will now gume you mmugn some basic :onﬂguratmn Please
click the "Forward" button in the lower right corner to continue

v v
M 0.22 hgmsaaasszuulfians

~ ) A ] Y A
23.!,LZWN5'IfJﬁ%LﬂfJﬂ"U’OQ"]J’ﬂ@]ﬂﬁ\1LLﬁzNflull"ll"l]’é)\iﬂﬁcl“lfi'mﬁl‘lfimﬂﬂ “Yes, I agree to the

License Agreement” 11a218en Forward

Welcome

License
Agreement

Firewall
SELinux
Kdump
Date and Time

Set Up Software
Updates

Entitlement
Registration

Subscription
Manager

Create User

Sound Card
Additional CDs

v Y
MW v.23 sousudoanauiesduosszunilgiams

License Agreement

END USER LICENSE AGREEMENT
RED HAT® ENTERPRISE LINUX® AND RED HAT APPLICATIONS

[This end user license agreement (“"EULA") governs the use of any of the versions
of Red Hat Enterprise Linux, any Red Hat Applications (as set forth at

www redhat.com/licenses/products), and any related updates, source code,
appearance, structure and organization (the “Programs”), regardless of the
|delivery mechanism

1. License Grant. Subject to the following terms, Red Hat., Inc. (“Red Hat")
grants to you (“User”) a perpetual, worldwide license to the Programs
pursuant to the GNU General Public License v.2. The Programs are either a
modular operating system or an application consisting of hundreds of
software components. With the exception of certain image files identified
in Section 2 below, the license agreement for each software component is
located in the software component's source code and permits User to run,
copy. modify, and redistribute (subject to certain obligations in some
cases) the software component, in both source code and bhinary code forms.
This EULA pertains solely to the Programs and does not limit User's rights
under, or grant User rights that supersede, the license terms of any
particular component

) Yes, | agree to the License Agreement

' 1O)]

) No, | do not agree

el
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A

24 fiszuutlesiunms TawAvesd hinTednsenidoni1 lWdre(Firewal) 111a

Welcome

(B = "
License IQ,]J:' F I rewa I I

Agreement

Firewall You can use a firewall to allow access to specific services on your computer
SELInux from other computers and prevent unauthorized access from the outside

i i i | ?
Kdump world. Which services, if any, do you wish to allow access to

Date and Time
Firewall: | Disabled
Set Up Software

Updates

Entitlement
Registration

GEBEl] St
L1, Mail (SMTP;

Subscription
Manager

Create User
Sound Card
Additional CDs

O0® O
3
Gl 0 Dlke

d‘ Qal‘ J v =S a wa
MNN .24 Gl\?ﬂ"li%‘]J‘]Jﬂ’E]Qﬂuﬂﬁiﬂﬂ\lﬁﬂlﬂﬂizﬂﬂﬂgﬂﬁﬂﬁ

255U Honijy Yes

Clicking the "Yes' button will set the security level of
the system and override any existing firewall
configuration. Are you sure that you want to do this?

d‘ Ao o’.ll ' [ =S a va
M .25 guduasmszuuiloanums lawdvesszuoilgianms
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[ A I @ a ua . =
26.§$Uﬂﬂﬂﬂﬂu6§ﬂﬂ 2 L‘]JLl33‘]J‘]J‘]9Jﬂ\‘]ﬂullﬂuﬂa'lﬂ‘l]@ﬂi%ﬂﬂﬂg1J N3(SELinux) ¥
EJ Y

1 Y v
nihntleatunmsaadauazud lununa19ueaszuu(Kernel) Tuniildaamszuuiloaiu Tae

<3| a 1
Ifidoniduastia Permissive a1aon1fy Forward

Welcome

-i¢ SELinux

Agreement

Firewall Security Enhanced Linux (SELinux) provides finer-grained security controls
SELINUX than those available in a traditional Linux system. Itcan be setupina
disabled state, a state which only warns about things which would be denied,
or a fully active state. Most people should keep the default setting

Kdump

Date and Time

Set Up Software SELinux Setting: |:Permissive =
Updates

Entitlement
Registration

Subscription
Manager

Create User
Sound Card
Additional CDs

v F4
M 4.26 Asrszuutlosnuununanvesszuulians

v 9
27.53uumiﬁ’qmzﬁ@w’fwms:uuﬂgﬂ’@]mi uuzthlddseaszyuununala(Kernel)

a va A 4 A ya u’j = u’j A =\ d'dy
‘U’E)Qigﬂﬂﬂg]ﬂ@ﬂﬁ"l]@\imiﬂﬂvb LWE’JGLGF@]@@NE’Jﬂﬂiﬁm@i%ﬂ‘uLlﬂuﬂaN(Kemel) N{'q‘m”l “luvm

lideal#timsdrsesszunununa1a(Kernel) 1d180n1ju Forward

Welcome
Kdump
Agreement
Firewall Kdump is a kernel crash dumping mechanism. In the event of a system
SELInux crash, kdump will capture information from your system that can be

invaluable in determining the cause of the crash. Note that kdump does

require reserving a portion of system memory that will be unavailable for
Date and Time other uses

Kdump

Set Up Software -

Updates [J Enable kdump?,

Entitlement

Registration L. B
Subscription 2 =
Manager

Create User

Sound Card
Additional CDs

v Y
MW .27 33981 dumps Joya
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09/’ Y | 09/’ 1 ! 4 1
28 Auaouiidumsasamaldlumsszynarluniosliisudeniu Forward

Welcome
7 Date and Time
Agreement
Firewall Please setthe date and time for the system
SELinux
Date & Time: | Netwerk Time Protocol I
Kdump
Date and Time Date Time
Set Up Software O 12014 ¥ Current Time = 17:27:17

Updates Sun Mon Tue Wed Thu Fi  Sat
Entitlement
Registration

Hour = |17
1, W
3 4 5 & 7 9 Minute - |23
f&“:‘:::::'““ 10 11 12 13 14 15 16 second : [47
17 18 19 20 21 22 23
24 25 26 27 28 29 30
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Create User
Sound Card
Additional CDs

4@ Back & Forward
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prefer to register at a later time” ngllﬁﬂﬂﬁu Forward

Welcome E

3 set Up Software Updates
Agreement

Firewall

SELinux This assistant will guide you through connecting your system

to Red Hat Network (RHN) for software updates, such as:
Kdump

Date and Time * Your Red Hat Network or Red Hat Network Satellite login
Set Up Software * Aname for your system's Red Hat Network profile
Updates = The address to your Red Hat Network Satellite (optional)
Entitlement -
Registration Why Should | Connect to RHN?
Subscription

Manager Would you like to register your system at this
Create User time? (Strongly recommended.)

Sound Card ) Yes, I'd like to register now.

Additional CDs I @ No, | prefer to register at a later time I

@ Back & Forward
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1 ¥ v Y
YavassveunTos ¥aluniis hidesms Idaan@eniu “No, thanks”

Are you sure you don't want to connect your system
to Red Hat Network? You'll miss out on the benefits of
a Red Hat Enterprise Linux subscription:

Security & Updates:
Receive the latest software updates, including
% security updates, keeping this Red Hat Enterprise
Linux system updated and secure.
Downlioads & Upgrades:
F:- Download installation images for Red Hat
(=M Enterprise Linux releases, including new releases.
Support:
Access to the technical support experts at Red Hat
or Red Hat's partners for help with any issues you
might encounter with this system.

Compliance:

3 Stay in compliance with your subscription
agreement and manage subscriptions for systems
connected to your account at http:/frhn.redhat.comy.

You will not be able to take advantage of these subscriptions
privileges without connecting your system to Red Hat Network.

Take me back to the setup process. | Mo thanks, 'l connect later.

v Y
MUN 1.30 A1 15D 1) sunsn

v Y
31.5z0v ludoamsi5ulge Software Tuitiisidosmsuuniay udaudontfu Forward

Welcome

2 Finish Updates Setup

Agreement
Firewall
SELInux o Your system is not setup for software updates

Kdump
Date and Time You won't be able to receive software updates, including

Set Up Software security updates, for this system

ikttt To keep your system updated, secure, and supported, please

Entitiement connect this system to RHN at your earliest convenience. You
Registration may access this software updates setup tool at any time by
Subscription running Software Updater in the Applications > System Tools
Manager EERE

Create User

Sound Card
Additional CDs

v Y Y
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Lﬁ ﬂﬂﬂu Forward

Welcome

License
Agreement

Firewall
SELinux
Kdump

Date and Time

Set Up Software
Updates

Entitiement
Registration

Subscription
Manager

* Create User
Sound Card
Additional CDs

Create User

It is recommended that you create a ‘username’ for regular (non-
administrative) use of your system. To create a system ‘username,’ please
provide the information requested below.

Username: db_admin

Full Name: db_admin

Password

Confirm Password:

If you need to use network authentication, such as Kerberos or NIS, please

click the Use Network Login button
Use Network Login...

i .32 a5ed 1danluszundgiams
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Welcome

License
Agreement

Firewall
SELinux
Kdump

Date and Time

Set Up Software
Updates

Entitlement
Registration

Subscription
Manager

Create User

* Sound Card
Additional CDs

@S Sound Card

An audio device has been detected in your computer.

Click the "Play" button to hear a sample sound. You should hear a series of
three sounds. The first sound will be in the right channel, the second sound
will be in the left channel, and the third sound will be in the center

The following audio device was detected

Selected card

Vendor: Ensonig

Model: ES1371 [AudioPCI-97]
Module: snd-ens1371

Sound test

|T| E| --- Stopped --- [] Repeat

Volume settings

Device settings:

PCM device | ES1371 DAC2/ADC |+ |

=
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Welcome A

%) Additional CDs
Agreement

Firewall Please insert any additional software install cds at this time
SELinux

Kdump

Date and Time [/ Additional CDs |install.

Set Up Software
Updates

Entitlement
Registration

Subscription
Manager

Create User
Sound Card
» Additional CDs
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RED HAT

ENTERPRISE LINUX 5

Username:
de
Please enter your username

@Language £¢ session eﬂestart %4 shut Down
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M3IAAAY Oracle Database 11g R2 enaa@UlTNU Audit Vault Server
P13619A1 Linux d1%5UAAAS Database

1. mstaen Package
Desktop Environments > GNOME Desktop Environment
Applications > Editors
Applications > Graphical Internet
Development > Development Libraries
Development > Development Tools
Servers > Server Configuration Tools
Base System > Administration Tools
Base System > Base
Base System > System Tools

Base System > X Window System

2. 113A39A1 Host File

4 A
"Ma Hosts 14 Linux fuzagﬁ /etc/hosts

<IP-address> <fully-qualified-machine-name> <machine-name>

3. !!ﬁ‘hﬂﬂﬁl /ete/sysctl.conf

fs.suid_dumpable = 1
fs.aio-max-nr = 1048576
fs.file-max = 6815744
kernel.shmall = 2097152
kernel.shmmax = 536870912
kernel.shmmni = 4096

# semaphores: semmsl, semmns, semopm, semmni

52



kernel.sem =250 32000 100 128
net.ipv4.ip_local port range = 9000 65500
net.core.rmem_default=262144
net.core.rmem_max=4194304
net.core.wmem_default=262144

net.core.wmem_max=1048586

1az Run Command @10 1iiviasainud luiasa

/sbin/sysctl -p

4. L!f"l"lﬂl‘l‘l/\lf\{ /etc/security/limits.conf

oracle soft nproc 2047
oracle hard nproc 16384
oracle soft nofile 4096
oracle hard nofile 65536
oracle soft stack 10240

5. 911309 Package Ao Ui

# From Oracle Linux 5 DVD

cd /media/cdrom/Server

rpm -Uvh binutils-2.*

rpm -Uvh compat-libstdc++-33*

rpm -Uvh compat-libstdc++-33*.1386.rpm
rpm -Uvh elfutils-libelf*

rpm -Uvh gce-4.*
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rpm -Uvh gce-ct++-4.*

rpm -Uvh glibc-2.*

rpm -Uvh glibc-common-2.*
rpm -Uvh glibc-devel-2.*
rpm -Uvh glibc-headers-2.*
rpm -Uvh ksh*

rpm -Uvh libaio-0.*
rpm -U devel-0.

rpm -Uvl
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7. @513 Directory dmiuiu]vlamaquesgudoya

mkdir -p /u01/app/oracle/product/11.2.0/db_1
chown -R oracle:oinstall /u01

chmod -R 775 /u01

8. Gl‘lafl root !ﬁ’r) Run command ‘ﬁ

xhost +

U

9. gﬁu%’aqaaﬂu .bash_profile Y94 oracle user iy

# Oracle Settings
TMP=/tmp; export TMP

TMPDIR=$TMP; export TMPDIR

ORACLE _HOSTNAME=<HOSTNAMEZ>; export ORACLE_HOSTNAME

ORACLE UNQNAME=DBI11G; export ORACLE UNQNAME

ORACLE_ BASE=/u01/app/oracle; export ORACLE BASE

ORACLE_HOME=$ORACLE BASE/product/11.2.0/db_1; export ORACLE_HOME

ORACLE SID=<SID>; export ORACLE_SID
PATH=/usr/sbin:SPATH; export PATH

PATH=$ORACLE_HOME/bin:$PATH; export PATH

LD LIBRARY PATH=$ORACLE HOME/lib:/lib:/ust/lib; export LD LIBRARY PATH

CLASSPATH=$ORACLE HOME/jlib:SORACLE_HOME/rdbms/jlib; export CLASSPATH

v |
a o Y =)

10. 1% Run fAadIgIudonaiannsnanslatas
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1. Wunihewmsae Security Update #1014 Email ¥110 lideensl¥ianluges “1 wish
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3. dudueeulumsidenguys 19171300 Create and configure a database 11®
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5. demilu “Single Instance. 18%1 Cluster
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9. @on Path Y94 Oracle Base N ocation
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13. Tuuoy Memory 1¥181 Enable Automatic Memory Management 981
<3|
luo Character set 1iaonmilu UTF-8
Y
Tunoy Security Tanluaeg Assert all new security settings 991
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Tuitou Sample schemas l#anteldnaaeudsWines Audit Vault

ﬁcﬁﬂ.ﬂ LD 11g

[ =
I o[]S
npm ey o e T 1 1 T P B 5 R Sy

| Betmnen Wy iie s b Wl Wk R e arta (PLAL Biad o
il e F o o W ARty | G R AN gt

| bl ¥ g
| R A e A e PO SR B B iy

T v i g
L e 2 a |_0E]
A e #
e 4 L el o S
L L]
3 et T
-F-r-—-m-

NN A.13 MIAAAT Oracle Database (13)

14. 1¥in@a Next taoninz 11891 Grid

Specily Mamagemesd Oplions " A ! | EE‘.“.‘FLE 11:

-
Vs 1108 bt (B0 ESRirirtie Mg 110 Coull £ bl 1 8 A5age e b Ol i S bt 119 Dimnvaly,
- . o m i O d0F abace o ey g Orecie Enderpnos Marvigar LLp Defabage Confrod 1 Gl

1 1] Corm :pacy e Gracse tres g e St bemuasgs e

e N S e B BT L st [T

1 e reiie DS Meages (e Sintvl Fue dur ilis r = ihagema

[ T——— I
1 e FEAN Tea ]

MNN A.14 NMIAAAT Oracle Database (14)



63

4 < H
15. 1@en3UiuUYeA Storage 11 fiaziaomilu File System azidon Path N9

< s ] &£ g
mu"l,wammgmmau"amﬂ le/oradata

ety |

ﬂ*@?—h i

S e S e o




<3| o Y] o 3
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