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[ 1 4 v v
1a1Msnani GPO NdeamsAdn Policy 1d1mMsnananvyuduaenisids Edit

Group Policy Management

4 Fle Acton View Window
@M X c|HS
2 Group Policy Management
= £\ Forest: domo.local

& [ Domains

317 3.6 Edit Policy

3.4.1 MIMHUAA Policy Block USB Htag CD/DVD

1) ninaaTsunsy Group Policy Management 111013 denive Computer

Configuration ﬁ’\igﬂﬁ 3.7

Zf block usb [WIN-ID15EEC08SM.DOP H block usb [WIN-ID15EECOBSM.DOMO.LOCAL] Policy
omputer Configuration
| Policies

1o _— Computer Configuration
B & User Configuration Description:
(] Policies Administrators use the Computer
(] Preferences Configuration node in Group Policy to set
policies that are applied to computers,
regardless of who logs onto them.

gﬂﬁ 3.7 {@an Computer Configuration
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2) HaanaIn Computer Configuration udriimsiaenliiiade Policies ﬁﬂgﬂﬁ 3.8

3 Computer Configuration
Policies
Description: rererences

Computer Policies 5

%, Extended A Standard /

51/ 3.8 Laﬂﬂ Policies

Y

Y £ .. Y o { o Y .. . o {
3) Had1NKUT Policies uaiimstaen lUniive Administrative Templates @Ngﬂﬁ 3.9

Name I

Administrative Templates
| Software Settings

Description: jindaus Sattings
The Group Policy Administrative f"' I
Templates node contains all registry- o Admiristrative Templates

based policy information.

gﬂﬁ 3.9 138N Administrative Templates
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4) ¥ia991N49U1 Administrative Templates uaimsiaen luivate System A4g

19 3.10
B Administrative Templates: Policy definitions (ADMX files) retrieved from the local machine.

System Setting I
| Control Panel

Description: | Network

Allows configuration of various system

component settings.

“5 All Settings

gﬂ‘ﬁ 3.10 1@an System

5) na99 N4 System 1d211nstaon 1171490 Removable Storage Access 91931/7
3.11
L FRer
File Action View Help

&= | > BEIEEF

'~ block usb [WIN-ID15EEC085M.DO! | Setting [ sate | Comment 4
[= i Computer Configuration |1 Group Policy
£l [ Policies [] Internet Communication Management
[# || Software Settings [liscst
# [ ] Windows Settings kpc

=[] Administrative Templat

e S || Kerberos
ﬁ N:nbN;k e [ Locale Services
o 1 L
[ Printers oA
) System | Net Logon
"] Windows Compone | — Performance Control Panel
;—; All Settings _| Power Management
[ Preferences - Recovery
= 4@, User Configuration | Remote Assistance
# | Policies Remate Braceduce Ca
|| Preferences [2|Removable Storage Access Lt
Cripts
[ server Manager

[ Shutdown Options

[ System Restore

I Troubleshooting and Diagnostics
[ Trusted Platform Module Services

[ User Profiles
| Windows File Protection
| Windows HotStart
— . -
: 11 Windows Time Service J Lr_‘
R [ |\ Extended ) Standard /
[15 setting(s)

gﬂ‘ﬁ 3.11 \a@n Removable Storage Access
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6) ¥8991191 Removable Storage Access 11a3%1m13t80n 11390 All Removable

Storage classes : Deny all access ﬁ\‘]gﬂﬁ 3.12

Removable Storage Access

All bl ge cl Setting
Deny all access Time (in seconds) to force reboot
CD and DVD: Deny execute access
CD and DVD: Deny read access

CD and DVD: Deny write access
Custom Classes: Deny read access
| Custom Classes: Deny write access

Edit policy setting

Requirements:
At least Windows Vista

Description: 5 %
Configure access to all removable |i| Floppy Drives: Deny execute access
storage cdlasses. \iZ| Floppy Drives: Deny read access

|| Floppy Drives: Deny write access
-| Removable Disks: Deny execute access
Removable Disks: Deny read access

This policy setting takes precedence over
any individual removable storage policy
settings. To manage individual dasses,
use the policy settings available for each
dlass.

If you enable this policy setting, no All Removable Storage: Allow direct access in remote session:

access is allowed to any removable

Tape Drives: Deny execute access
storage dlass.

Tape Drives: Deny read access
Tape Drives: Deny write access
WPD Devices: Deny read access
WPD Devices: Deny write access

If you disable or do not configure this
policy setting, write and read accesses
are allowed to all removable storage
dasses.

4| | ol

% Extended A Standard /

gﬂﬁ 3.12 \@@n Removable Storage classes : Deny all access

7) ¥d491191 All Removable Storage classes : Deny all access 1an ‘ﬁmmﬁaﬂﬂn

Enabled 114909a1)u Ok $1ag1/#1 3.13

'
i £H All Removable Storage classes: Deny all access H=] 3
+ 5] All Removable Storage classes: Deny all access ,—lpmms e e |

€ Not Configured | Comment: =]
o |# Enabled

 Disabled I |
I on: [Atleast Windows Vista =]
| Options: Help:

Configure access to all removable storage classes. -1

i This policy setting takes precedence over any individual
removable storage policy settings. To manage individual classes,
use the policy settings available for each class.

h I you enable this policy setting, no access is allowed to any
removable storage class.

¥ you disable or do not configure this policy setting, write and
read accesses are allowed to all removable storage classes.

| oK I CancelJ Apply

g‘llﬁ 3.13 lA@NFYAT Removable Storage classes : Deny all access



8. )mﬂﬁmﬁ on 117 CD and DVD : Deny write access ﬁa&flu Removable Storage

Access @.ﬁgﬂ‘ﬁ 3.14

Management

[ﬁle Action  View

=[x

ez F 0T
System | Removable Storage Access
| Credentials
¥ DeviceInst | ¢ and DVD: Deny write access  _Setting l State |
Disk NV Cac Time (in seconds) to force reboot Not configured
Disk Quotas | Eit polcy setting. €D and DVD: Deny execute access Not configured
@ [] Distributed
" Driver Instz | | Requirements:
Enhanced s | | Atleast Windows Vista L
. o configur
&) Filesystem Description:
ptiog: Custom Classes: Deny write access Not configured
| Folder Redi | | This policy setting denies write access to Hithid &
® | Group Poiic || the CD and DVD removable storage class. - Floppy Drives: Deny execute access Not configured
i Floppy Drives: Deny read access Not configured
@ [ iScst 1f you enable this policy setting, write Floppy Drives: Deny write access Not configured
access vil be denied to this removable §
| koC hresdirkd emovable Disks: Deny execute access Not configured
| Kerberos Removable Disks: Deny read access Not configured
Locale Serv. ,‘L*"“ \iﬁb'e or d; not mﬂﬁgﬂe this Removable Disks: Deny write access Not configured
cy setting, write access wil be )
| Logon D e st ass, ) AllRemovabl Storage dasses: Deny al access Not configured
|| NetLogon All Removable Storage: Allow direct access in remote sessions Not configured
| Tape Drives: Deny execute access Not configured
|12 Tape Drives: Deny read access Not configured
|£2] Tape Drives: Deny write access Not configured
1] WPD Devices: Deny read access Not configured
[£2] WPD Devices: Deny write access Not configured
s < | |
\ Extended A Standard /

22

1J°?l 3.14 1a8N CD and DVD : Deny write access

9) W&4910191 CD and DVD: Deny write access: Deny all access udn ﬁim’ilaﬂﬂﬂu

Enabled 1149na1Ju Ok 91931/7 3.15

Deny write access i

m EE e b occess Previous Setting | Next Setting J

7 Net Configured Comment: :J
& Enabled
" Disabled 3
Supported on: ['at jeast Windows Vista El
I
Options: Help:

This policy setting denies write access to the CD and DVD removable storage ;‘
class.

If you enable this policy setting, write access will be denied to this removable
storage class.

If you disable or do not configure this policy setting, write access will be
allowed to this removable storage class.

¥

oK Cancel I Apply |

ﬂﬁ 3.15 Laaﬂmm CD and DVD: Deny write access: Deny all access
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1YW Settings 11AI9NIAA AU 3.16

=
'3 File Acton View Window Help '.:lﬁ.ll]
e mc
jé Group Policy Management Block USB
= ﬂ Forest: domo.local T Settings —
B i Dot Scope | Detais Settings | Delegation |
E] 3 domo.local = -
=i/ Default Domain P« B use
g = CallCenter Data collected on: 6/8/2016 8:28:32 PM
& Block USE 7Co|||xler Configuration (Enabled)
| Domain Controller
='| support T
B [ 5} Group Policy Obje .
7 WMI Filters Policy definitions (ADMX files) retrieved from the local machine.
& Starter GROs 75‘““/&-1'#9 Storage Access S
[ Sites ‘
#i¥ Group Policy Modeling Policy Setting Comment
{14 Group Policy Results All Removable Storage Enabled »
classes: Deny all access
CD and DVD: Deny write Enabled
access
User Configuration (Enabled)
No settings defined.
-
[

a [ 3 1
311 3.16 15AN13 791 GPO

1)A08uMsIEaINa Ad310 3.17

DATA (D)

% Recent Places S0 Location i not available

EAis not accessible
T Librasies

[3) Documents
& Masic

S Pictures

- o]

1% Computer
&Ko
s DATA (@)
& )_CENA XBAFREV_EY

- Access s denied.
75 GB Tree of 288 GE

@ Network

:1 J_CENA XB4FREV_EN-US_DVS (€)

317 3.17 a3 Block USB
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3.4.2 M3MHUAM Policy Set wallpaper

{ g o a 1 . o
1) 180 Folder NiNUgUMW Wallpaper Mudasimananyindonlii Properties 9931l

'
n3.18
[5] Pictures [_ (O] x| I
%v [__1 ~ Libraries ~ Pictures ~ v & I Search Pictures =)
Organize ¥ . Open Sharewith v  New folder =~ [ ®
r— 5 =
it Favorites Pictures Ilbrary Aty e
¥ Desktop Indudes: 2 locations
& Downloads
O
1=l Recent Places s
Open in new window
4 Libraries — > =
j Doaxiehie Share with . »
B Restore previous versions
@' Music e
=/ Pictures Send to » [es
B videos cut B
Copy
18 Computer i
Create shortcut
€ Network
l AD State: 25 shared
File folder Date modified: 6/22/2016 6:25PM

gﬂ‘ﬁ 3.18 M1591 Share Folder (1)

v Y

2) Nnthane Properties taon 11 #ido Sharing A uuumdndenna lufify Share
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@e; [=] ~ Libraries ~ pictures ~ ~ K& [[search pictures D)
Organize v, Open Sharewith v  New folder =~ [l @
¢ Favorites Pictures Ilbraw P
B Desktop Indudes: 2 locations
Download:
.
L M AD Properties [X]
5 Lbraries General[ Sheing |Secuty | Previous Versons |
<] D
ocuments - Network File and Folder Sharing
& Music n
=] Pictures ‘ :
B videos
Network Path:
18 Computer \\WIN-ID15EEC \Pictures\AD
€ Network
[~ Advanced Sharing
Set custom permissions, create multiple shares, and set other
advanced sharing options.
%) Advanced Sharing...
l AD State: ¢
File folder Date modified: ¢

e

gﬂﬁ 3.19 N1591 Share Folder (2)

v [ [ 4
3) M99 File Sharing na 171Jy drop down 1dd8n7A Everyone 310111 natjy
share ﬁ’dgﬂﬁ 3.20

[ Pictures 9 [=] P3 I
%v E] ~ Libraries v Pictures ~ i
Organize ¥ -, Open Sharewith v  New folder = - [ @
¢ Favorites Pictures library
A by: Folder v
P Desktop Indudes: 2 locations A <
g Downloads
5 2 T
g
il Recen [E. File Sharing | X|
{4 Libraries e 7}‘ 23 File Sharing
@ Docum
J’Music Choose people on your network to share with
k| Picture
B8 videos Type a name and then click Add, or click the arrow to find someone.
g! Compute
“y Network

Admlnis.;n!ol
52 Everyone Read ¥

I'm having trouble sharing

317 3.20 M3911 Share Folder (3)
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Copy teanuAu13 dagii 3.21

u

M AD Properties [X]

General Secl.lityl PreviousVas'onsl
| ~ Network File and Folder Sharing

AD
l Shared

Administrator\Pictures\AD|

— Advanced Sharing —

Set custom permissions, create multiple shares. and set other
advanced sharing options.

! Advanced Sharing... |

| Close B |

ﬂ‘ﬁ 3.21 N30 Share Folder (4)

S o A A . o A Ao Y
5) nntwdn lddsa v Gro taenh Group Policy Management 111131000 N11UD
User Configuration @Tﬂg 19 3.22

B8 croup oty Hamspementaror
| File Acton View Help
¢e=|ml=Hm

|| = create/delete [WIN-ID1SEECO8SM

' create/delete [WIN-ID15EECO8SM.DOMO.LOCAL] Policy
|| B & Computer Configuration

& ,—} Posdes User Configuration Name |
| Preferences g
e Descripton: faguser Configuration ]
[ Policies Administrators use the User
=l [] Preferences Configuration node in Group Policy to set
" Windows Settings policies that are applied to users,

(37 Control Panel Settings ;s?ardles of which computer they log on

|5l ] 2|\ Extended { Standard /

ﬂﬁ 3.22 @8N User Configuration
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6) NN Computer Configuration udiimsiaenliiiade Policies ﬁﬂg‘ﬂﬁ 3.23

| Group Policy Management Editor [-I51x]
Fle Action View Hep

=
Pohaes
Description: The

User Polces

k- T = I~y ‘E"\‘P’H(b,‘,:;;“l

519 3.23 La‘ﬂﬂ Policies

UG

@ ) N . Y o C: or 0 =
7) 111 Policies udaiimsiaen lUniide Administrative Templates @Ngﬂ“ﬂ

).

3.24

Administrative Templates
Descrption
The Group Poicy Administrative
3 Tempiates node contains al regisry-
© () Wdows Settngs | Desed oy nformaton.
= () Admnistrative Tempiat
@ (3 Control Panel
L Desktop.
& Network
Shared Folders
23 StartMenu and Tt
= 3 systen
@ (2 Windows Compane
% Al Settings
@ Preferences
| ] 2l Standard

- — —

o S ] [~ “rEe Gne

gﬂﬁ 3.24 \a8N Administrative Templates



8) wda91n191 System udaimsiden i ie Desktop Aag1lii 3.25

 Group Policy Management Editor [_]5]x]
Fle Acton View Heb

T

Bl @ Administrative Templates: Policy definitions (ADMX files) retrieved from the loc ne.

| state | Comment |

i 5 i b of M

iesktop, as wel as which

tngs it icons are dsplayed on that _| Shared Folders
Adminsvative Tenglat | %5+ 1 Start Meru and Taskber
% ] ControlPanel  System
& Desktop = Windows Components
# (] Network Al Settngs

Menu and Ta:

21\ Extended { Standard /.
- I

_f!s-;n] > ;_,—._“-:_ BlrpEG e

ﬂﬁ 3.25 1aan Desktop

9) N&491A191 Desktop a2 maiaen liade Deskiop ag1li 3.26

28

Desktop ?etting l State I Comment

Active Directory

[55[Desktop

rohibit User from manually redirecting Profile rolders ot configure o
Hide and disable all items on the desktop Not configured No
Remove the Desktop Cleanup Wizard Not configured No
Hide Internet Explorer icon on desktop Not configured No
|| Remove Computer icon on the desktop Not configured No
Remove My Documents icon on the desktop Not configured No
Hide Network Locations icon on desktop Not configured No
Remove Properties from the Computer icon context menu Enabled No
Remove Properties from the Documents icon context menu Not configured No
Do not add shares of recently opened documents to Network Loc...  Not configured No
Remove Recyde Bin icon from desktop Not configured No
Remove Properties from the Recycle Bin context menu Not configured No
Don't save settings at exit Not configured No
Turn off Aero Shake window minimizing mouse gesture Not configured No
Prevent adding, dragging, dropping and dosing the Taskbar's too...  Not configured No
|i=] Prohibit adjusting desktop toolbars Not configured No

‘ﬂﬁ 3.26 1a8aN Desktop(2)
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10) Haanan Desktop udwhmsiden e Desktop Wallpaper @Ni‘ﬂ‘ﬂ 3.27

Desktop Wallpaper Setting | State | Comment |
4| i Enable Active Desktop Not configured No

Edit policy setting. & D«sable Active Deskhop Not conﬁgured No

Requirements:

At least Windows 2000

Description: =2 Prohibi i

Specifies the desktop background E rol !bft dosxrp |Fems Not configured No

("wallpaper”) displayed on all users' i2] Prohibit deleting items Not configured No

desktops. |iz| Prohibit editing items Not configured No
i~ Disable allitems Not configured No

This setting lets you specify the = )

walpaper gn users' depsihops and iz| Add/Delete items Not configured No

prevents users from changing the iz Allow only bitmapped wallpaper Not configured No

immmmm ar ke memnanbabian Tha

ﬂﬁ 3.27 \@en Desktop Wallpaper

11) NN Desktop Wallpaper uda shmsdeni Wallpaper Name 1 1U9ANNANN
9 o ] 1 ng A A
M3 Copy 1391nAou Share File19a 11/ Tuses viniiudon Wallpaper Style iaongaui
n321931 udnaify ok Asgiln 3.28

£H Desktop Wallpaper o] ‘

E] Deskiop Wallpaper ey I Next Setting |

" Not Configured Comment: |
¢ Enabled
" Disabled E
Supported on: - ["At |eact Windows 2000] =
]
Options: Help:
Wallpaper Name: Specifies the desktop background ("wallpaper") displayed on all |4}

users' desktops.

\\WIN-ID15EECO8SM\Users\Administratc I

This setting lets you specify the wallpaper on users' desktops and

Example: Using a local path: prevents users from changing the image or its presentation. The
C\windows\web\wallpaper\home.jpg wallpaper you specify can be stored in a bitmap (*.bmp) or JPEG
(*jpg) file.

Example: Using a UNC path:
\\Server\Share\Corp.jpg To use this setting, type the fully qualified path and name of the
. . file that stores the wallpaper image. You can type a local path,
Wallpaper Style: such as C:\Windows\web\wallpaper\home.jpg or a UNC path,
such as \\Server\Share\Corp.jpg. If the specified file is not
available when the user logs on, no wallpaper is displayed. Users
cannot specify alternative wallpaper. You can also use this setting

to specify that the wallpaper image be centered, tiled, or
stretched. Users cannot change this specification.

If you disable this setting or do not configure it, no wallpaper is
displayed. However, users can select the wallpaper of their choice.

Also, see the "Allow only bitmapped wallpaper" in the same
-

OK I Cancel | Apply I

‘ﬂﬁ 3.28 L@ﬂﬂ[ﬂ\i A lu Desktop Wallpaper
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ng ng 1 { 3 1 { 4 1 1
12) MMiuuIasIIgmIaea1nge lldnaas vy Tawdoni 1vd Gro 1deea udana

U 4 ;1 ' [ A
U Settings 11AI9NIAA AN 3.29

.3 [ —r—————
“ 1B o ke i Desktop.
- Polcy Settng Comment
[y e e D
Deosktop/Desktop
Poby Setng e
ey
Walaow Name T Py pe——r——t———
Example. Unng 8 bcal pah C ‘ot et wakpaper home pG
Exargle Usng » UNC s\ Server' Share' Com 9.
Wekooe S o
2
R E e = = ; rom
e - 0 | P o

311 3.29 §anseai GPO

13) AvgmsiaaIna A9 3.30

511 3.3 wamsilaoy Wallpaper

WANEKA M3 Set Wallpaper 1ot 14 azaanlun1sdan1s Wallpaper voaf 14ninlu

. = 1A v 9 . 9 < = ~ 9)09/‘ 1 9
Domain (WGLALBDNABLUT User 1‘14 Domain ﬂTWWHVﬂﬂﬂ%SQﬂLﬂﬁﬂu@nﬂ%ﬁflﬂ@ﬁﬂflﬂ



3.4.3 MIMHUAA Share Folder

{ o J o a { . @ {
1) td0n Folder NApImMsimrivoya MAudaiimsnanuanaon U Properties A3l 3.31

#, Local Disk (C:) =] B3
‘00 &L~ Computer + Local Disk (C2) = > £ | search Local Dk (C:) !.'1‘
Organze v, Open Incudeinlbrary v  Sharewith v  New foider +1l®
S Name - | Date modted [ Tvpe see [
M Desktop 1 inetpub 7/22/20169:20PM  File folder
# Dowrloads . Perflogs 7/14/2009 10:20AM  File folder
. Recent Places L Program Fies 6/7/2016 5:53PM File folder
3 trares . Program Fies (x86) 6/3/2016 3:22PM  File folder
S Doomeits amData 8 :21PM e folder
o Music
- Pctures B oo 16 9:21PM ider
[ videos ). Windows = 7022/20169:20PM  File folder
- | md luu'-.m-l-- 6/7/2016 5:54PM  RND File 18
Indude in lbrery »
S Network sendto »
aut
Copy.
Create shortaut
Delete.
Rename
. Test state; 2R shared
File folder Date modified: 8/4/2016 7:30 PM

gﬂﬁ 3.31 N5 Share Folder (1)

v Y

HIVD

2) AnThena Properties donlUn

[

Aa317 3.32

Sharing e uuudndenna Ty Share

- i3 [seociocavkic) | |

w?_' ~ Computer ~ Local Dk (C3) ~
Organze v _,Open Indudeinlbrary v  Sharewith v  MNew foider =09

¢ Favorites e | Dote madtes [ 1ype |s= |

I Desktop netpub F220169:20PM  File foider

§§ Downloads P 2

e |
- 2 Program
- G-nns.aml Previous Versions | Customize |

4 Lranes

= Documents Program Sramg

o e = =

&= Petres Users o

[ viceos window: | Netwodk Path:

W \\WINAD1SEECOBSM\Test "
— =1 '
€ Network . 5 |
Set and set other
advanced shamng options
% Advanced Shamng
' Test state: B she
! Fie foder Date modified: 8/4/201

51#i 3.32 M3911 Share Folder (2)

31



v [ [ 4
3) M99 File Sharing na 11}y drop down & 18007 Everyone 310111 natjy

share fgfﬂgﬂﬁ 3.33

3 Local Disk (C) I [=] p3
‘eg < &, ~ Computer - Local Disk (C2) = v &3 | search Local Disk (C2) )
— |
Organize v ., Open Indudeinlbrary v  Sharewith v  New folder v 0 @
't Favorites N [ ote modies [1vee [se | |
P Desktop )i inetpub 7/22/20169:20PM  File folder
1 Downloads Perfi e =
] Recent laces P e N |
7
s Libraries & } 23 File Sharing
%] Documents —
o Music Choose people on your network to share with |
= Pictures
E Videos Type a name and then click Add, or click the arrow to find someone.
. ]
7% Computer
€ Network
€ople...
Administrator Read/Write v
2 Administrators Owner.
52 Everyone Read ¥
I ing trouble sharin
l Test
= e
C——

ﬂﬁ 3.33 11591 Share Folder (3)

4) "1A14 Properties 1600 117 #2400 Sharing NAIUUD Network Path: 11111n15

Copy Toanmuny’ld dagii 3.34

v k8 [[searchLocal Dk (C) )

Computer ~ Local Disk (C:) +
Organize v ., Open Indudemibrary v Sharewith v  New foider = o
¢ Favorites Narse * Date modfied | Type | sae ||
I Desktop inetpub 7/22/2016 9:20 PM File folder
J8 Downloads Perflogs -
Recent Places W Test Properties
& Program
progran GanuiSeuliy | Previous Versions | Customize |
i Libraries
"% Documents Program  Network Flle and Folder Sharing —_— =
i T
= Pictures Users
B videos Window:
md 18
"M Computer
c‘ ’
W Network A & -8 -
Set custom permissions, create multiple shares, and set other
advanced sharing optons.
% Advanced Shaing
‘ Test State: 2B sh
L File folder Date modified: 8/4/201

I |

31#i 3.34 M13911 Share Folder (4)
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5) nndun ldasalu GPo @end Group Policy Management 110131090 N¥IUD

User Configuration @Qfﬂg 19 3.35

l 8 Group Policy Management Editor _[O[x

| File Action View Help

2=z HE

B RSt ' create/delete [WIN-ID1SEECO8SM.DOMO.LOCAL] Policy

= ¢ Computer Configuration
& [ Poldes User Configuration Name |
[ [ Preferences T

B & User Configuration Desaiption:

| Policies Administrators use the User

Preferences Configuration node in Group Policy to set
Windows Settings policies that are applied to users,

® (3] Control Panel Setti ;:.gardless of which computer they log on

KU — |\ Extended { Standard /

511 3.35 @8N User Configuration

U

6.) 991N Computer Configuration 1d2%1n15ta0n N4 Preferences 99317

M

3.36

B Group Policy Management Editor =] B3
-| File Action View Help
o - i
e[ = B
_ij create/delete [WIN-ID15EEC08SM
[= §& Computer Configuration
(5] polides
[] Preferences
Bl ¢ User Configuration Description:
| Policies User Preferences
= (] Preferences
@[] Windows Settings
B (&) Control Panel Settings

s User Configuration

Preferences

< | |\ Extended A Standard /.

gﬂ"?l 3.36 Laﬂﬂ Preferences



7) HAI91TN Preferences 11a31MStADN 1N

i ' Group Policy Management Editor
; File Acton View Help

%

1U® Windows Settings ﬂﬂi‘ﬂ‘lﬂ 3.37

] |

o]

] i Computer Conﬁguranon

| Policies Windows Setti
Preferences
2 User Configuration Description:
| Polices User Windows Settings Preferences
| Preferences

| Windows Settings
# (9] Control Panel Settings

| E——]

. Preferences

ﬂ Extended A Standard /

ﬂﬁ 3.37 @8N Windows Settings

@ Y . . Y o v 9 . o {
8) ¥aN91NU1 Windows Settings udaiimsiaen luniide Drive Maps @Ngﬂﬁ 3.38

E Group Policy Management Editor
File Action View Help

o M| ol e = B RO+

_,; create/delete [WIN-ID15EEC08SM
=] #& Computer Configuration
[ Policies

[ Preferences

Drive Maps Name

B §& User Configuration
(2] Policies
B [ Preferences
# | Windows Settings
[# (%] Control Panel Settings

Description:

Drive Maps policy allows an administrator
to manage drive letter mappings to
network shares or subfolders, such as
mapping the H: drive to each end-user's
home directory or a common S: drive for
all sales people.

2 Registry
[#] shorteuts

2|\ Extended 4 Standard /

‘ﬂﬁ 3.38 138N Drive Maps

34
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9) Ha491019 Drive Maps 4&2311013A8NVI11800 New 1143111115180 Mapped Drive

Aa31/9 3.39

ll § Group Policy Management Editor
o| Fle Acon View relp

Rt JIEA ol R N T o = T

[ create/delete [WIN

317 3.39 N194519 Share Drive(1)

Y

E4
10) HadINdenN Mapped Drive 921N T1919 New Drive Properties Yuan lxidan lag

A o . < Yy A . | 9y d' = o
(5UAMTAIA Action 1)1 Create 11a1880 Location 111 Y0AUN Copy 11910M9UNI1 Share
o ] ]
Folder 1147111115@n Reconnect 1127 Label as: 1% 1d%0i38nv09 Drive 1142%1115n01)0 Drop
4 T I 1 o {1
Down tiloiaendeemsliudaauilu Drive lvusu A, B, C, D, K1a4 udaviinmsnaily ok

Aa31/7 3.40

Y ¥
1% o T < ) . 1
N9 INEIUHLET @099 short cut icon desktop AvLile 1¥L1erA4 share HI1904 0

il ew Drive Properties <]

General ICommonl
= acton: [[oreate |
Location: I\\WIN-IDisEECDBSM\Test | g

Recomnect: ¥ Labelas: | TestShareFolder

[ Drive Letter
€ Use firstavailable, starting at: (¢ Use: ~

~Connect as (optional)

Username: |

Password: Confirm password:l

[~ Hide/Show this drive

Hide/Show all drives

{5 No change % No change
€ Hide this drive € Hide all drives
€ Show this drive ¢ Show all drives
| o« | cancel I Apply Help ]

‘l.lﬁ 3.40 ﬂﬁi‘[ﬁl\‘] A1 Share Drive(2)



36

11) A981IMIuanIna A931l9 3.41

[ T r—_ ,

U o e LNen2al oo il oo a gaimgiav I - . ..

¢ bard Dik Dvtes ()

. Locs TaciC
LRV MITE Ao ot LB 00
- o Dewvces i Nemceatie Morage (1
o s
Bl
N3 A B 15
o M Covpan ‘
‘
B SACHN - e Fewor totyson ()
2 e
— My oo o d e b
= dred. y At tove cret gumdgeat y 2
y ! -—
SN
e S T IE PT ) FP— 1ma.
~ow AP LAY San

311 3.41wan1591 Share Drive

Wa@IHe) M3 Share Drive 1oAWAzAIN TUMIE3 Share Thungldamly

a o [ Y 1 a A
ll5‘]el‘1/]LWi']8fﬁll']iﬂﬁ]ﬂﬂ']ihlﬂ"lﬂﬂﬁ’guﬂawiuﬁ/]m&?

3.4.4 M3MHUAM Create short cut icon desktop

Y 1 . o {o 9
1) wi@e 1151053 Group Policy Management $11013109n#1%390 Computer
Configuration ﬁ’\igﬂﬁ 3.42

i
File Acton View Help
L EIEN s

=] block usb [WIN-ID15EEC08SM.DO}

B block usb [WIN-ID15EECO8SM.DOMO.LOCAL] Policy
= & Computer Configuration

[# [ Polices

iy Computer Configuration IS — ]
i Grferences [E5 Computer Configuration

= 4%, User Configuration Description: T User Configuraton
# | Policies Administrators use the Computer
# [] Preferences Configuration node in Group Policy to set

policies that are applied to computers,
regardless of who logs onto them.

P Fa 2\ Extended {"Standard /

'l.l‘ﬁ 3.42 @an Computer Configuration
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.

2) H8991A191 Computer Configuration ta3%1m13ta0n 11111290 Preferences fa31/#

3.43
[-Io[x]|

. Group Pollcv Management Editor

File Action View Help
> [=m | Ju—
e 2m= 05
\=/ create/delete [ADTNISERVER.DOV {3 Computer Configuration
= g‘- Computer Configuration:

= Polces Select an item to view its description.
@ Preferences L Balicies,
@ ¢® User Configuration I ) Préferences I

< _’] Extended A Standard /

ﬂﬁ 3.43 @ﬂﬂ Preferences

[ 9 Y o {o 9 o o g
3) Ha9NLUT Preferences uaimsiaen lUnive Windows Settings ﬂi‘g‘jﬂ‘ﬂ 3.44

H[=] B3

B Group Policy Management Editor

File Action View Help
_J create/delete [ADTNISERVER.DOM B Preferences
[=) §% Computer Configuration
Select an item to view its description. |
Windows Settings
TRIConu ol Panel Setngs

@ | Polices
= [ Preferences
= ] Windows Settings
j Environment
&7 Files

olders

‘_;*j Ini Files
) ﬁ Registry
§] Network Shares
@] Shortcuts
[# (=7 Control Panel Settings

@ & User Configuration

iI—I LI Extended A,Sja,",d,a[d,/

ﬂﬁ 3.44 138N Windows Settings



4) @90 INI91 Windows Settings ta291mstaonliniade Short Cut fagili 3.45

8 Group Policy Management Editor [_T1olx1|
File Action View Help
€9 7@ Hm |
=/ create/delete [ADTNISERVER.DOV
[= &% Computer Configuration
Ml pobdes Select an item to view its descripti Name l
= | Preferences [Senvironment
[ (] Windows Settings s
# Control Panel Settings d‘Fol s
® 4@ User Configuration e
Y Registry
g Network Shares
(] Shortcuts
. — 2\ Extended  Standard /

317 3.45 138N Short Cut

5) Na991A191 Short Cut @M IMIAANYINADN New Udai1ns1den Short Cut Azl

_E Group Policy Management Editor

- [O] x]
File Action View Help
&= | 7nb=t =  BEmlRe *

=/ create/delete [ADTNISERVER.DOM

LIl P shortcuts

= [ Preferences

Bl 5] Windows Settings

Environment Processing [# My Document 1 Update  %CommonDe Dir %o\
&3 Files [B®My Document 2 Delete  %CommonDesktopDir %\M
(3¢ Folders
@ Ini Files
) Network Shares
[2] Shorteuts _

(39 Control Panel Settings Refresh

# @ User Configuration

Export List...

Description

No policies selected

_’_I \j‘references A Extended )\ Standard /

|t I

317 3.46 N194514 Short Cut (1)

38
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9

9 v
6) ¥a991N188n Short Cut 92 UH11919 New Short Cut Properties Y131 1¥daa1 Taai5y

~ & . I~ Y A & A Ay o o A
NNITANANT Action lfﬂu Update 1a31aen Name !ﬂuﬂfﬂﬂﬂ@ﬂﬂWi@NLm%ﬂWﬂ’liLﬁﬂﬂ Target type

< i A A A 3 A Ay Y o A .
111 Shell Object 1aZsadN Location m@mﬂuwmmummmﬁ HAININITLADN Target object

T30 Folder fidoam3er214 Short Cut mu udaiimsnaiu ok derhmsag miﬂ‘w 3.47

[ Group ¢ sgementditor o " [0l
Fie Action View Help
= = nEdN 7] A0+t 3
W/ ae [ADTNISERVER.DOM.
= & Computer Configuration
3 Polices ola
D
= ] Windows Settings
El Enviroment Generdl | comman | brDesktopDir %
47 Fes Stop processi bDesktopOir %M
3 Folders extenson on Acton:  [[Update =
3 Ini Files
@ Registry e
&) Network Shares
2] Shortauts Target type: [shell Object =l
%] (34 Control Panel Settings ¢ | \otation: Ty =
# §8 User Configuration siied [A Users D -J
Targetobject: | Computer ==
l |
Shortaut key: [None
Run: [Normal windo |
Comment: |
Icon flepath: | f
Icor indé [o
< | 2\ preferences A7 I oK ]I Cancel sy | hep |E
Last changed: 6/22/2016 6:35:02PM |

51 3.47 N"969AN Short Cut ()

! o a { v o {
7) Lﬁf]ﬂ@ﬂlll Ok Llé}’J 1192 UTSD8AUDY Short Cut ﬁﬁ‘iN ﬂ\igﬂﬁ 3.48

| § Group Policy Hanagement Editor

eferences A Extended ) Standard

r.-s....J =

i~

B -

31/ 3.48 519021989 Short Cut



8) in0d19MIaAdna Ad31lN 3.49

517 3.49 wan5e319 Short Cut

Wa@Itie) M3 Short Cut 1ieAWAzAIN 1UMIa319 Short Cut TunlFam Ty

a o 1Y 9 1 a A
‘]Ji‘]slVlLWiT%ﬁnJﬁﬂﬁ)ﬂﬂﬁllﬂMﬂﬁ’luﬂa']\‘lol,uﬂlﬂﬂﬂ

3.4.5 MINHiUAA Taskbar

S g o A A . o A A
1) nnwd ldasalu GPo eni Group Policy Management 1110130009

User Configuration ﬁﬁgﬂﬁ 3.50

i § Group Policy Management Editor _[O[x

‘| Fle Acton View Help

e i

i estejaekte [W““ SRt & create/delete [WIN-ID1SEECO8SM.DOMO.LOCAL] Policy
2 Computer Configuration
# [ Polices |

8 User Configuration hame
;‘ = Preferences & Comouter Confiucation
B 8 S Confipiranig Description: [user Confiouraton |
# [ Policies Administrators use the User
5 (5] Preferences Configuration node in Group Policy to set
Windows Settings | Polides that are applied to users,

- { whi
% (30) Control Panel Settings ;Egard less of which computer they log on

‘ |\ Extended  Standard /
3 —

I T ™

‘ljﬁ 3.50 1a8n User Configuration
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2) NN Computer Configuration udiimsiaenliiiade Policies @Ni‘ﬂ‘ﬂ 3.51

] Group Policy Management Editor

[E

Fle Acton Vew Hep
Policies
Descpton - =
isss s

< | 2]\ Extended { Standard /. -

PR S s R [P wr

i B e

2 WD e ®

ﬂ‘ﬁ 3.51 L@@ﬂ Policies

D.

o D N . Yo {o ¥ . . . @
3) 11911 Policies udaiimsiaen lUniide Administrative Templates @NE“]J“V]

setwalpaper [wm IDISEECO8SM.|
= & Computer Configuration
S O Foldes Administrative Templates Name I
| Preferences Software Settings
= & User Configuration Desaripton:
= [ Polies The Group Polcy Administrative
@ [ Software Settings | Templates node contans al registry
(] WindowsSettngs | B2sed polcy informaton:
= (] Adminstrative Templat
® [ ControlPanel
& [ Desktop
B (2] Network
| shared Folders
| StartMenu and Ta
@ [ System
@ [ Windows Compone.
73 Al Settings
[ preferences
K | )\ Extended A Standard
[ R T
Lrstart a ST e | B el s o
B 5 e

‘lJﬁ 3.52 138N Administrative Templates
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4) HaanIn System udvhmstaen 11iiade Start Menu and taskbar ﬁ/ﬂg‘ﬂﬁ 3.53

B Administrative Templates: Policy definitions (ADMX files) retrieved from the local machine.

Select an item to view its description, Setting | State | Comment |
| Control Panel

_| Desktop
| Network

| | Start Menu and Taskbar I

| System
_ Windows Components
- All Settings

gﬂﬁ 3.53 Lﬁ’ﬂﬂ Start Menu and taskbar

5) Wﬁﬁﬁ]”lﬂl%’l Start Menu and taskbar ué’aﬁmmﬁaﬂ"lﬂﬁﬁaeff@ Remove common

program group from Start Menu ﬁﬂ:.i, 1 3.54

W Start Menu and Taskbar

Remove common program groups _Setng | sate | Comment |
from Start Menu (&7 Add Search Internet ink to Start Menu Not configured No
5] Clear history of recently opened documents on ext Not configured No
Edt olcy settng |12 Clear the recent programs list for new users Not configured No
Requrements: 151 Add Logoff to the Start Menu Not configured No
Atleast Windows 2000 (27 Gray unavalable Windows Installer programs Start Menu shortauts  Not configured No
Descrption: 2] Tum off personaiized menus Not configured No
Removes tems i the Al Users profle (1 Lock the Taskbr Not configured No
from the Programs menu on the Start {52] Add "Run in Separate Memory Space” check box to Run dislogbox  Not configured No
meny. {81] Tum off notification area deanup Not configured No
By default, the Programs menu contains \¥*) Remove Balloon Tips on Start Meny items Not configured No
items from the Al Users profle anditems || Remove drag-and-drop and context menus on the Start Meny Not configured No
from the user’s profie. If youenable the o2 i accacc o oot om0 Doci o gy M 0

setting, only items in the user’s profie

1 the Programs oups from Start Menu

I 5} emove common program o

T T T T T T ST T -
Tip: To see the Programmenuitems n 1) Remove Search Ik fom Start Menu Not configured No
::: Users profie, on the system dve, 17 Remove frequent programs kst from the Start Menu Not configured No
ProgramDataMarosoftWindows Start +1| Remove Games Ink from Start Menu Not configured No

3 1 3.54 1@8N Remove common program group from Start Menu

6.) M8491n191 Remove common program group from Start Menu uad imsaenh

Enabled tdnatfu Ok 9a31/f 3.55



| 3 Remove common program groups from Start Menu =1 B3 |
[} Remove common program groups from Start Menu P | Next Setting |

1€ Not Configured | Comment: =]
' Enabled

| Disabled El
; pported on: - At jeast Windows 2000 =]
: Jud|

| Options: Help:

Removes items in the All Users profile from the Programs menu ;J
on the Start menu.

By default, the Programs menu contains items from the All Users
profile and items from the user's profile. If you enable this setting,
only items in the user's profile appear in the Programs menu.

Tip: To see the Program menu items in the All Users profile, on
the system drive, go to ProgramData\Microsoft\Windows\Start
Menu\Programs.

oK [ Cancel | - J

3 U7 3.55 13ens9An 11 Remove common program group from Start Menu

7) @198MsHaAINa A9 3.56

%} Microsoft Excel 2010

/ Notepad

SiPphone

spect SIP Phone ke,

ense key




8) uﬁ’aﬁmmﬁaﬂ"lﬂﬁﬁ’asﬁla Remove Network Connections from Start Manu ngﬂgﬂ

3.57

M Start Menu and Taskbar

Remove Network Connections from _S€t50g [0 s | Comment |
Start Menu i) Add Search Internet ink o Start Menu Not configured No
i) Clear history of recently opened documents on ext Not configured No
Edit pokcy settg. 1 Clear the recent programs kst for new users Not conigured N
Requrements: i) Add Logoff to the Start Menu Not configured No
Windows Server 2%8 Windows Vsta, i Gray unavadable Windows Installer programs Start Menu shortauts  Not configured No
Windows Server 2003, Windows XP, and " N
Wirdods 2000 ¥ Turn off personalied menus Not configured o
1| Lock the Tagby Not configured No
Description: 1. Add Run in Separate Memory Space” check box to Rundislogbox  Not confiqured No
Prevents users from running Network &) Tum of notfication area deanup Not configured No
Coshnections: 17 Remove Balloon Tips 00 Start Menu ftems Not configured No
This setting prevents the Network 1| Remove drag-and-drop and context menus on the Start Menu Not configured No
Connectons folder fromopenng. Ths 2 Remave and prevent access to the Shut Down, Restart, Sleep, a...  Not configured No
setting aiso removes Network R from Start Meny Enabled N
Connections fom Sattgson the St “OmVE Commen program groups from Start No
meny, ] Remove Favorites meny from Start Meny Enabled No
& 5] Remove Search Ink from Start Meny Not configured No
mz“pmn’: |wg s 12 Remove frequent programs Ist from the Start Menu Not configured No
butif users by tostartt, amessage & Remove Games Ik fom Start Merw Notconfiured M
sppears explaning that a setting Remove Hel meny from Start Meny Enabled No
prevents the acton, L off user traddng Not configured No
Also, see the Disable programs on A g
Settngs menu” and Tisable Control
Panel® settings and the settngs in the
Natwnek Connsetinne foldee [Comestae

3 1N 3.57 Laﬂﬂ Remove Network Connections from Start Menu

@ 9 . o {
9) 110921NU1 Remove Network Connections from Start Manu !,!,Egﬂ}i] ‘1/11m‘il’38ﬂ17]

Enabled 1dnatlu Ok fagili 3.58

£ Remove Network Connections from Start Menu

[} Remove Network Connections from Start Menu Previoss Seting l Nt S - I

€ Not Configured Comment: =
@ Enabled
C Disabies =
Supported o0 [Windows Server 2008, Windows Vista, Windows Server 2003, Windows XP,and 2]
Windows 2000 ;l
Cptions: Help:

Prevents users from running Network Connections.

This setting prevents the Network Connections folder from
opening. This setting also removes Netwerk Connections from
Settings on the Start menu,

Network Connections still appears in Control Panel and in
Windows Explorer, but if users try 10 start it, & message appesrs
explaining that a setting prevents the action.

Also, see the "Disable programs on Settings menu” and "Disable
Control Panel” settings and the settings in the Network
Connections folder (Computer Configuration and User
Configuration\Administrative Templates\Network\Network
Connections).

-

mm Apply l

519 3.58 La@ﬂ Fl9AT Remove Network Connections from Start Menu

U

.

N
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10) waimsiaen lUnive Remove All Program list from the Start Manu ﬁﬂg‘ﬂ‘ﬂ

3.59

W Start Menu and Taskbar

Remove All Programs list from the _Settng 1 State l Comment l
Start menu 37| Add Search Internet ink fo Start Menu Not configured No
I Clear history of recenty opened documents on exit Not configured No
Edit oy setbng 1| Clear the recent programs kst for new users Not configured No
Requirements: i Add Logoff to the Start Menu Not configured No
Atleast Windows XP Professional or I Gray unavalable Windows Installer programs Start Menu shortauts  Not configured No
Windows Server 2003 famly 3] Turn off personalized merus Not configured No
Description: 1] Lock the Taskbar Mot configured No
1f you enabie this setting, the "A1 1 Add Run n Separate Memary Space” check box to Rundialog box Nt configured No
Programs” item & removed from the i Tum off notification area deanup Not configured No
PR SR 0 +* Remove Baloon Tips on Start Men ftems Mot configred No
1f you disable this setting or do not 1 Remove drag-and-drop and context menus on the Start Menu Not configured No
configure it, the "All Programs” item i Remove and prevent access to the Shut Down, Restart, Sleep, 3...  Not configured No
remaing on the simple Start menu, | Remove common program groups from Start Menu Enabled No
I Remove Favorites menu from Start Menu Enabled No
1 Remove Search Ink from Start Menu Not configured No
i Remove frequent programs kst from the Start Menu Not configured No
i2| Remove Games ik from Start Menu Not configured No
No

emove Help menuy from Start Menu

ﬂﬁ 3.59 138N Remove All Program list from the Start Manu

11) ﬂﬁd%"lﬂlélslj’l Remove Network Connections from Start Manu LLE%I’J Mmasideni
Enabled 1147n9a1Ju Ok $1931/#1 3.60

4 Remove All Programs list from the Start menu BEEB

‘mmnwmmusmm WS&W' et Switng |

€ NotConfigured | Comment: =
& Enabled
€ Dizabled o
Supported ot [T ieies Windows XP P ! or Windows Server 2003 family =l
2
Options: Help:

|2

¥ you enable this setting, the “All Programs” tem is removed
from the simple Start menu.

If you disable this setting or do not configure #, the "All
Programs” item remains on the simple Start menu

N

‘IJ"?I 3.60 Laan [51\‘1 AN Remove All Program list from the Start Manu
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12) A981IMIuanIna A931/n 1M 3.61

& pa
E Siwphone

| Geting Stated

13) uaiimsaon 11N ave Remove Help menu from Start Manu ﬁﬂ‘gﬂﬁ 3.62

B Start Menu and Taskbar

Remove Help menufrom Start ~_Settng [ s | Comment |
Menu (iz) Remove frequent programs st from the Start Menu Not confiqured No
- i " Mot configuced i
e ——
Requirements: ] UM 0T User Ta0ong ot conngured o
Atleast Windons 2000 i) Remve Al Programs st from the Start menu Enabled No
i 2| Remove Network Connections from Start Menu Enabled No
Description: , ,
Removes the Help conmnd from the (i) Remove pinned programs list from the Start Menu Not configured No
Start menu, i) Donot keep history of recently opened documents Not configured No
his et ol afecs 2| Remave Recent Items menu from Start Menu Not configured No
It go:t:g?roenm};\?e mcf Helz fnt:rr]tm: ; J Do not use the search-based method when resolving shell shortcuts — Not confiqured No
Windows Explorer and does not prevent 2| Do not use the tracking-based method when resolving shel short... - Not configured No
users fomunring Help. ] Remove Run meny from Start Meny Enabled No
21 Remnve Nafailt Pranrame link fram the Start mani Nnt ranfinired Nn

3 11 3.62 138N Remove Help menu from Start Manu
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14) 183917191 Remove Help menu from Start Manu 1147 ¥11n13180n7 Enabled 11dna

11 Ok A431/9 3.63

i {8 Remove Help menu from Start Menu H[=1 53
[} Remove Help menu from Start Menu B setting I Next Setting |
| Not Configured | Comment: =]
| Enabled
I
| Disabled |
‘ PP on: | At least Windows 2000 B
L]
| Options: Help:
Removes the Help command from the Start menu. ;]
This setting only affects the Start menu. It does not remove the
Help menu from Windows Explorer and does not prevent users
from running Help.
v

gﬂﬁ 3.63 lABNFIAT Remove Help menu from Start Manu

15) A708MILaAINa 71317 3.64
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Y o A Ao 9 @ ~
16) uaimsiaen1UNive Remove Run menu from Start Manu ?Ng‘ﬂ‘l/] 3.65

B Start Menu and Taskbar

Remove Run menu from Start Setting | stte | Comment |
Menu i2| Remove frequent programs list from the Start Menu Not configured No
| |iz| Remove Games link from Start Menu Not configured No
Euit ooy setig. 2| Remave Help menu from Start Menu Enabled No
Requirements: 2| Turn off user tracking Not configured No
At least Windows 2000 i2) Remove All Programs lst from the Start menu Enabled No
Descipton: iz, Remove Network Connections from Start Menu Enabled No
Alows you to remove the Run i) Remove pinned programs list from the Start Menu Not configured No
command from the Start menu, |i2] Do not keep history of recently opened documents Not configured No

Internet Explorer, and Task Manager. |+ Remove Recent Items menu from Start Menu Not configured No

|i2] Do not use the search-based method when resolving shell shortcuts  Not configured No
No

If you enable this setting, the
following changes occur:

(1) The Run command is removed

from the Start menu, Not configured

|iz] Remove Documents icon from Start Menu Enabled No
{2) The New Task (Run) commandis | ;2| Remove Music icon from Start Menu Enabled No
el . |i2] Remave Network icon from Start Menu Enabled No

3 ﬂﬁ 3.65 Laﬂﬂ Remove Run menu from Start Manu

) Y Y o A Y
17) 14910191 Remove Run menu from Start Manu (@7 MMsaeni Enabled LanNa

11 Ok A431/9 3.66

M Remove Run menu from Start Menu H[=] B3
E Remove Run menu from Start Menu PreviousSaing Next Setting |
€ Not Configured | Comment: =]
(¢ Enabled
" Disabled j
Supported on: - ["At [east Windows 2000 =]
Options: Help:

»

Allows you to remove the Run command from the Start menu,
Internet Explorer, and Task Manager.

¥ you enable this setting, the following changes occur:
(1) The Run command is removed from the Start menu.

(2) The New Task (Run) command is removed from Task
Manager.

(3) The user will be blocked from entering the following into the
Internet Explorer Address Bar:

=== AUNC path: \\<server>\<share>
---Accessing local drives: e.g,, C:
--- Accessing local folders: e.g., \temp>

Also, users with extended keyboards will no longer be able to
display the Run dialog box by pressing the Application key (the

~
| oK I Cancel I Apply J

iﬂﬁ 3.66 La‘ﬂﬂﬁ\‘i A1 Remove Run menu from Start Manu



18) A981IMIuanINa A931/9 3.67

& Show which operating system your com
unning processes with Tesk Mans
gadgets

) TBN_Kieasing Physical Network T
) s Asterisk{aioBnun) yai

Y _ o A Ao 9 . @ =
19) naiimstaen 1 ade Remove Documents icon from Start Manu 99317 3.68

[ Start Menu and Taskbar

Remove Documents icon from Start _Settng | soe | Comnent |
Menu || Remove frequent programs list from the Start Menu Not configured No
. 1 Remove Games nk from Start Menu Not configured No
Edt ok setfng iz Remove Help menu from Start Menu Enabled No
Requirements: ] Tum offuser tracking Not configured No
Atleast Windows 2000 (| Remove Al Programs lstfrom the Start menu Enabled No
Desaipton: |2 Remove Network Connections from Start Menu Enabled No
Removes the Documents con fiom the =/ Remove pined programs s rom the Start Menu Not configured No
Start menu and its submenus, iz Do not keep history of recently opened documents Not configured No
iseting clyreoves eicn I _ Remove Recent Items menu from Start Menu Not configured No
does ot revent the user o usng _ Do not use the search-based method when resolving shell shortcuts  Not configured No
other methods to gain access tothe |52/ Do not use the tracking-based method when resolving shellshort... Nt configured No
contents of the Documents folder, Enabled
Note: To make changes to this setting - :
effective, you mustlog off and thenlog sicon from Start Menu
on. |iz| Remave Musicicon from Start Menu
o, s the Renove Donentsicon (i) Remove Network icon from Start Menu Enabled No
on the desktop”setting, |z Remove Pictures icon from Start Menu Enabled No

gﬂﬁ 3.68 Lg’ﬂﬂ Remove Documents icon from Start Manu



20) wﬁamﬂvfh Remove Documents icon from Start Manu !Lfﬁ #A151290N Enabled
udanatu Ok fagili 3.69

&3 Remove Documents icon from Start Menu [_[O]

[} Remove Documents icon from Start Menu e R | Next Setting |

€ Not Configured | Comment: =l
% Enabled
€ Disabled |
pported on: 't least Windows 2000 |
Options: Help:
Removes the Documents icon from the Start menu and its _‘_]

submenus.

This setting only removes the icon. It does not prevent the user
from using other methods to gain access to the contents of the
Documents folder.

Note: To make changes to this setting effective, you must log off
and then log on.

Also, see the "Remove Documents icon on the desktop” setting.

v

| oK I Czn(dl Apply |

g‘l.lﬁ 3.69 Laﬂﬂ Fl9A Remove Documents icon from Start Manu

21) A08NMIHAAINA #9317 3.70

S o1 2010

3UM 3.70 wam3woU Documents
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Y o A Ao 9 .. Y A
22) uaiimsiaen1UNive Remove Music icon from Start Manu ﬂﬂg‘ﬂ’ﬂ 3.71

B Start Menu and Taskbar

Remove Music icon from Start Setting | sate | Comment |
Menu iz Remove frequent programs list from the Start Menu Not configured No
iz Remove Games link from Start Menu Not configured No
Eukt pokcy setig iz Remove Help menu from Start Menu Enabled No
Requirements: 2] Turn off user tracking Not configured No

Atleast Windows XP Professional or
Windows Server 2003 family

2| Remove Al Programs list from the Start menu Enabled No

| Remove Network Connections from Start Menu Enabled No

Description: i) Remove pinned programs list from the Start Menu Not configured No
Removes the Musicicon from the Start | Do not keep history of recently opened documents Not configured No
Menu. |i<) Remove Recent Items menu from Start Menu Not configured No
|i2] Do not use the search-based method when resolving shell shortauts  Not confiqured No

|iz] Do not use the tracking-based method when resolving shell short...  Not configured No

|i2] Remove Run menu from Start Menu Enabled No

| Remove Default Programs link from the Start menu. Not conﬁgured No

|i| Remove Network icon from Start Menu Enabled No
|i<] Remove Pictures icon from Start Menu Enabled No

ﬂﬁ 3.71 L@@ﬂ Remove Music icon from Start Manu

o Y - Y o ~ v
23) %1a4910LU1 Remove Music icon from Start Manu (27 MMsaenh Enabled a3na

1 Ok #9317 3.72

H| C¥ Remove Music icon from Start Menu =] B3 ||
[} Remove Music icon from Start Menu e e | Next Setting |
|C NotConfigured| Comment: =
' Enabled
€ Disabled ]
pported on: ‘At jeact Windows XP Professional or Windows Server 2003 family =
I7]
Options: Help:
Removes the Music icon from the Start Menu. _ﬂ

| oK I Cancell ApplyJ

‘l.lﬁ 3.72 L@‘ﬂﬂ GN A1 Remove Music icon from Start Manu



24) Ar9g1IMIuanIna A931l9 3.73

W bicrosot word 2010

soft Excel 2010 Support

Documents
emote Desktop Connection &

J7. icocromcevson  + (R
_‘J Notepad »

IE SPphone o
3 cengstas . .
. Connect to 8 Prejector

WavePad Sound Editor »

> AlPrograms

317 3.73 wan13wo1 Music

25) Llﬁl’JﬁTﬂﬁLﬁﬂﬂulﬂﬁﬁ”J"lgl}@ Remove Network icon from Start Manu ﬁ’\igﬂﬁ 3.74

Start Menu and Taskbar

Remove Network icon from Start ~_Setting I State | Comment |
Menu Remove frequent programs list from the Start Menu Not configured No
o s 2| Remove Games link from Start Menu Not configured No
Edit policy setting. Remove Help menu from Start Menu Enabled No
Requirements: Turn off user tracking Not configured No
At least Windows XP Professional or |2 Remove All Programs list from the Start menu Enabled
Winiags cesier 200 famly 22| Remove Network Connections from Start Menu Enabled
Description: 2| Remove pinned programs list from the Start Menu Not configured
Removes the Network icon from the Start |i=] Do not keep history of recently opened documents Not configured
Menu. Remove Recent Items menu from Start Menu Not configured

Do not use the search-based method when resolving shel shortcuts — Not configured
Do not use the tracking-based method when resalving shellshort...  Not configured

Remove Run menu from Start Menu Enabled
Remove Default Programs link from the Start menu. Not configured

Remove Documents icon from Start Menu Enabled
icon from Start Menu Enabled

con from Start Menu Enabled
iz, Remove Pictures icon from Start Menu Enabled

3 1l 3.74 La‘ﬂﬂ Remove Network icon from Start Manu



26) NAI91191 Remove Network from Start Manu 1447 ¥110131490 1 Enabled 118209

11 Ok A431/9 3.75

£¥ Remove Network icon from Start Menu [Colx]|
E=] Remove Network icon from Start Menu o O | e g I

€ Not Configured | Comment: =]

& Enabled

" Disabled =

on: [Atleast XP ional or Server 2003 family =
Options: Help:
Removes the Network icon from the Start Menu. | =

| oK I Goncel | il I

gﬂ‘ﬁ 3.75 La‘ﬂﬂﬁ\‘i A1 Remove Network icon from Start Manu

Y o A Ao v . . Y ~
27) wdwhmaden 19 Remove Pictures icon from Start Manu $1931/71 3.76

Remove Pictures icon from Start _5¢tg | Conment |
Menu i| Remove frequent programs st from the Start Menu Not configured No
| Remove Games ink from Start Menu Not configured No
Edtpolcy settng. - Remove Help menu from Start Menu Enabled No
Requirements: £] Turn off user tracking Not configured No
Atleast Windows XP Professonal or i| Remove Al Programs st from the Start menu Enabled No
Windons Server 2003 famly 1 Remove Network Connections from Start Menu Enabled No
Descripton: i¢| Remove pinned programs st from the Start Menu Not configured No
Removes the Pictures icon from the Start 12| Do not keep history of recently opened documents Not configured No
Menu, i Remove Recent Items menu from Start Menu Not configured No
/i) Do not use the search-based method when resolving shel shortcuts  Not configured No
i Do not use the trading-based method when resolving shell short..,  Not configured No
| Remove Run menu from Start Menu Enabled No
1| Remove Default Programs Ink from the Start meny, Not configured No
i: Remove Documents icon from Start Menu Enabled No
i:| Remove Music icon from Start Menu Enabled No
. .
iz| Do not search communications
|t2] Remove Search Computer ink Enabled No

519 3.76 Laﬂﬂ Remove Pictures icon from Start Manu

UG



54

28) ®a991n141 Remove Pictures from Start Manu 1187 1111518007 Enabled 1danaify
Ok f9311 3.77

! ﬂkemove Pictures icon from Start Menu !E] E

[} Remove Pictures icon from Start Menu P g | Next Setting I

" Not Configured | Comment: =
(¢ Enabled
| Disabled 4|
1 " | At least Windows XP Professional or Windows Server 2003 family ;]
: Options: Help:
Removes the Pictures icon from the Start Menu. _:_]

I oK I C;ncdl Roply

v v
3 1/ 3.77 La’ﬂﬂ Fl9AT Remove Pictures icon from Start Manu

29) AIBYIWMIUAAIND 49319 3.78
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30) uaiimsiaen1UNive Do not search communications ﬂﬂg‘ﬂﬂTW‘Vl 3.79

W Start Menu and Taskbar

Do not search icati Setting | State | Comment |
i° Remove frequent programs list from the Start Menu Not configured No
Edit policy setting i Remove Games kink from Start Menu Not configured No
ST Tty i Remove Help menu from Start Menu Enabled No
At least Windows Vista i, Turn off user tracking Not configured No
i= Remove All Programs list from the Start menu Enabled No
Desaiption: i Remove Network Connections from Start Menu Enabled o
If you enabie this policy the start menu -
search box will not search for - Remove pinned programs list from the Start Menu Not configured No
communications., - Do not keep history of recently opened documents Not configured No
S Rl A ok e h i- Remove Recent Items menu from Start Menu Not configured No
1T you cisabee or do not con re this
;»oL: the start menu will ses‘; for i-. Do notuse the search-based method when resolving shell shortcuts  Not configured No
communications, unless the user chooses  i-, Do not use the tracking-based method when resolving shell short..,  Not configured No
not toin the start menu control panel. 12 Remove Run menu from Start Menu Enabled No

Remove Default Programs link from the Start menu. Not configured No
Remove Documents icon from Start Menu Enabled No
iz, Remove Music icon from Start Menu Enabled No
Enabled No

3 1N 3.79 La@ﬂ Do not search communications

31) ’I’iﬁlﬂmﬂl‘lsﬁ Do not search communications !,!,691/’3 MMsaenh Enabled ué}’mﬂﬂn
Ok A431/7 3.80

£¥ Do not search communications o] ]

[} Do not search communications Previous SV I Next Setting |

€ Not Configured | Comment: =]
& Enabled
" Dissbled -]
Supported on: [Tt leact Windows Vista =]
f|
Options: Help:

If you enable this policy the start menu search box will not search ;]
" for communications.

If you disable or do not configure this policy, the start menu will

search for communications, unless the user chooses not to in the
start menu control panel.

K|

| OK I Cancel I Appl J

gﬂﬁ 3.80 Laﬂﬂﬁﬂ A1 Do not search communications
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Y o A Ao 9 . @ A
32) idimaaen 1190 Remove Search Computer link 931010 3.81

B Start Menu and Taskbar

Remove Search Computer link _Setting | State | Comment |
i Remove frequent programs list from the Start Menu Not configured No
Edit polcy setting i- Remove Games link from Start Menu Not configured No
Requrements: Remove Help menu from Start Menu Enabled No
Windows Vista only iz, Turn off user tracking Not configured No
i- Remove All Programs kst from the Start menu Enabled No
Desaription: . : Enahi A
1f you enable this polcy, the “See al : Remove Nelwork Comecuyns from Start Menu Enabled No
resuits” link wil not be shown when the - Remove pinned programs list from the Start Menu Not configured No
user performs a search in the start menu 1= Do not keep history of recently opened documents Not configured No
search box. i Remove Recent Items menu from Start Menu Not configured No
If you disable or do not configure this i-, Do not use the search-based method when resolving shell shortcuts  Not configured No

policy, the “See al results” link will be
shown when the user performs a search
in the start menu search box.

Do not use the tracking-based method when resolving shell short...  Not configured No
Remove Run menu from Start Menu Enabled No
Remove Default Programs Ink from the Start menu. Not configured No
Remove Documents icon from Start Menu Enabled No
Remove Music icon from Start Menu Enabled No
Remove Network icon from Start Menu Enabled No

Remove Pictures icon from Start Menu Enabled No

‘]J‘le 3.81 lA8N Remove Search Computer link

33) ¥3991M91 Remove Search Computer link 1147 $1M15:89n# Enabled 1dnatju Ok

Remove Search Computer link

[} Remove Search Computer link Previousseting | | Nextsaing |

~ Not Configured Comment: |
¢ Enabled
En =
Supported on: [\Windows Vista only ;I
L]
Options: Help:

If you enable this policy, the “See all results” fink will not be shown ;I
when the user performs a search in the start menu search box.

If you disable or do not configure this policy, the “See all results”
link will be shown when the user performs a search in the start
menu search box.

‘ﬂﬁ 3.82 L@ﬂﬂﬁl\‘l A1 Remove Search Computer link



3.84

34) udimsidenlinide Do not search for files ﬁﬂgﬂﬁ 3.83

M Start Menu and Taskbar

Do not search for files

Edit policy setting

Requirements:
At least Windows Vista

Description:
1f you enable this policy setting the Start
menu search box will not search for fiies.

1f you disable or do not configure this
poiicy setting, the Start menu will search
for files, unless the user chooses not to
do so directly in Control Panel. If you
enable this policy, a "See more

results” / “Search Everywhere® ink wil
not be shown when the user performs &
search in the start menu search box

[ 9 o 1 1 [
35) ¥tV Do not search for files L!,éli] MA5aenN Enabled LLE’I}’JﬂﬂﬂN Ok ﬂﬂgﬂ“ﬂ

Setting

=l

k=] Do not search programs and Control Panel items

511 3.83 Lﬁﬂﬂ Do not search for files

U

Do not search for files

[} Do not search for files

" Not Configured
% Enabled
" Disabled

Options:

Comment:

Supported on:

J[=] B3

Previous Setting I Next Setting |

1

At least Windows Vista

Help:

| IR I3 [ K

If you enable this policy setting the Start menu search box will not
search for files.

If you disable or do not configure this policy setting, the Start
menu will search for files, unless the user chooses not to do so
directly in Control Panel. If you enable this policy, a "See more
results” / "Search Everywhere" link will not be shown when the
user performs a search in the start menu search box.

I

¥

I OK | Cancel I Apply

v v
gﬂ‘ﬁ 3.84 La@ﬂﬁﬂﬁ’] Do not search for files

| State | Comment |

I Remove frequent programs list from the Start Menu Not configured No
i- Remove Games Ink from Start Menu Not configured No
I Remove Help menu from Start Menu Enabled No
i, Tumn off user trading Not configured No
:2 Remove All Programs list from the Start menu Enabled No
:- Remove Network Connections from Start Menu Enabled No
I Remove pinned programs list from the Start Menu Not configured No
i- Do not keep history of recently opened documents Not configured No
i~ Remove Recent Items menu from Start Menu Not configured No
i-, Do not use the search-based method when resolving shel shortcuts  Not configured No
i Do not use the tracking-based method when resolving shed short...  Not configured No
i2| Remove Run menu from Start Menu Enabled No
.iz| Remove Default Programs iink from the Start menu, Not configured No
i2| Remove Documents icon from Start Menu Enabled No
i Remove Music icon from Start Menu Enabled No
i Remove Network icon from Start Menu Enabled No

Remove Pictures icon from Start Menu Enabled No

Do not search communications Enabled No

Remove Search Computer fink Enabled No

57
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36) uaimsidenlinide Do not search Internet ﬁﬂgﬂﬁ 3.85

Start Menu and Taskbar

Do not search Internet

Edit policy setting

Requrements:
Windows Vista and Windows Server 2008

Description:

Tf you enable this policy the start menu
search box will not search for internet
history or favorites,

If you disable or do not configure this
policy, the start menu will search for for
internet history or favonites, unless the
user chooses not to in the start menu
control panel

37) wﬁammsﬁﬁ Do not search Internet !Lé}’J MAsaenn Enabled LL%’Jﬂﬂﬂll Ok ﬁigﬂ

3.86

Setting | State | Comment |
i Remove frequent programs kst from the Start Menu Not configured No
i- Remove Games ink from Start Menu Not configured No
I Remove Help menu from Start Menu Enabled No
i| Turn off user tracking Not configured No
i Remove All Programs ist from the Start menu Enabled No
i- Remove Network Connections from Start Menu Enabled No
i Remove pinned programs §st from the Start Menu Not configured No
i Do not keep history of recently opened documents Not configured No
I Remove Recent Items menu from Start Menu Not configured No
2| Do not use the search-based method when resolving shell shortcuts  Not configured No
| Do not use the trading-based method when resolving shel shart...  Not configured No
Remove Run menu from Start Menu Enabled No
Remove Default Programs link from the Start menu. Not configured No
| Remove Documents icon from Start Menu Enabled No
Remove Music icon from Start Menu Enabled No
.i2| Remove Network icon from Start Menu Enabled No
1| Remove Pictures icon from Start Menu Enabled No
Enabled No
Enabled No

Not configured

(5] Remove programs on Settings menu Enabled

gﬂ‘ﬁ 3.85 Laﬂﬂ Do not Internet

£¥ Do not search Internet

Do not search Internet

" Not Configured
 Enabled
" Disabled

Options:

Comment:

Supported on:

Previous Setting | Next Setting |

L

Windows Vista and Windows Server 2008

Help:

| K 1 K

I you enable this policy the start menu search box will not search
for intemnet history or favorites.

If you disable or do not configure this policy, the start menu will
search for for internet history or favorites, unless the user chooses
not to in the start menu control panel.

| OK | Cancel I Apply.

51N 3.86 Lﬁﬂﬂ[ﬁgfﬂ A1 Do not search Internet
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38) uaiimstaen Ui ave Do not search programs and Control panel items ﬁﬂgﬂ‘ﬂ

3.87

B Start Menu and Taskbar

Do not search programs and Setting | State | Comment |
Control Panel items i Remove frequent programs list from the Start Merss Not configured No
i Remove Games link from Start Menu Not configured No
Edit polcy sattng. I Remove Help menu from Start Menu Enabled No
Requirements: I Turn off user trading Not configured No
At least Windows Vista I Remove All Programs kst from the Start menu Enabled No
Descripbion: I Remove Network Connections from Start Menu Enabled No
1f you enable this policy setting the Start - Remove pinned programs list from the Start Menu Not configured No
menu search box will not search for I Do not keep history of recently opened documents Not configured No
programs or Control Panel items. ;. Remove Recent Items menu from Start Menu Not configured No
i-| Do not use the search-based method when resolving shel shortcuts  Not configured No

If you disable or do not configure this
polcy setting, the Start menu search box
will search for programs and Control
Panel items, unless the user chooses not
to do so dicectly in Control Pansl,

Do not use the tracking-based method when resolving shell short..,  Not configured No
Remove Run menu from Start Menu Enabled No
Remove Default Programs fink from the Start menu, Not configured No
Remove Dacuments icon from Start Menu Enabled No

Remove Music icon from Start Menu Enabled No
i-| Remove Network icon from Start Menu Enabled No
Remove Pictures icon from Start Menu Enabled No
- Do not search communications Enabled No
I Remove Search Computer link Enabled No
Remove See More Results / Search Everywhere link Not configured No
Do not search for files Enabled No

i-| Remove programs on Settings menu

No
(iZ] Prevent changes to Taskbar and Start Menu Settings Enabled No

3 111 3.87 138N Do not search programs and Control panel items

39) 184910191 Do not search programs and Control panel items a1 imsiaenh

Enabled 11a2n@1)u Ok 9317 3.88

[l £¥ Do not search programs and Control Panel items H[=] E3
: [} Do not search programs and Control Panel items Previous Setting | Next Setting |
| € Not Configured | Comment: = |
@ Enabled
" Disabled |
Supported on: ‘At jeact Windows Vista =]
7]
Options: Help:

If you enable this policy setting the Start menu search box will not :J
search for programs or Control Panel items.

¥ you disable or do not configure this policy setting, the Start
menu search box will search for programs and Control Panel
items, unless the user chooses not to do so directly in Control
Panel.

I oK I Gonee | e |

gﬂﬁ 3.88 LA@NF9AN Do not search programs and Control panel items



40) A19E1IMIuAAINa A931/9 3.89

gﬂﬁ 3.89 WanN151/A Search

41) uaiimsaen 11N ave Remove programs on Settings menu ﬁ\‘lgﬂﬁ 3.90

Start Menu and Taskbar

Remove programs on Settings Setting | State | Comment |
menu i| Remove frequent programs fist from the Start Menu Not configured No
Remove Games link from Start Menu Not configured No
Edit policy setting. Remove Help menu from Start Menu Enabled No
Requirements: iz| Turn off user tracking Not configured No
Atleast Windows 2000 Remove All Programs list from the Start menu Enabled No
S Remove Network Connections from Start Menu Enabled No
Description: 3 N
Prevents Control Panel, Printers, and Remove pinned programs list from the Start Menu Not configured No
Network Connections from running. Do not keep history of recently opened documents Not configured No
v . Remove Recent Items menu from Start Menu Not configured No
m‘:: ?némx:? ;g t():n;ﬁlel::xl, Do not use the search-based method when resolving shell shortcuts  Not configured No
folders from Settings on the Start menu, (i) Do notuse the tracking-based method when resolving shell short...  Not configured No
and from Computer and Windows Remove Run menu from Start Menu Enabled No
Fégg;;é?g?g:s\f Fot'sd:: g: dg:’ ::s Remove Default Programs link from the Start menu. Not configured No
Control.exe) from running. Remove Documents icon from Start Menu Enabled No
Remove Music icon from Start Menu Enabled No
However, users can stl start Control Remove Network icon from Start Menu Enabled No
Panel items by using other methods, such
as right-dlicking the desktop to start Remove Pictures icon from Start Menu Enabled No
Display or right-dicking Computer to start Do not search communications Enabled No
System. Remove Search Computer link Enabled No
Also, see the Disable Control Remove See More Results / Search Everywhere link Not configured No
Panel,” "Disable Display in Control Panel,” Do not search for files Enabled No
and "Remove Network Connections from Do not search Internet Enabled No

Start Menu” settings.

Prevent changes to Taskbar and Start Menu Settings
i=| Remove Downloads link from Start Menu Not configured No

3 111 3.90 138N Remove programs on Settings menu
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42) Ha491N191 Remove programs on Settings menu 1187 1M 35180nH Enabled 114209
11 Ok A931/9 3.91

43 Remove programs on Settings menu

[] Remove programs on Settings menu

O] x]

Previous Setting | Next Setting |

€ Not Configured | Comment:
@ Enabled

€ Disabled

2

Options:

On: | At least Windows 2000

Help:

| I I

Prevents Control Panel, Printers, and Network Connections from
running.

This setting removes the Control Panel, Printers, and Network and
Connection folders from Settings on the Start menu, and from
Computer and Windows Explorer. It also prevents the programs
represented by these folders (such as Control.exe) from running.

However, users can still start Control Panel items by using other
methods, such as right-clicking the desktop to start Display or
right-clicking Computer to start System.

Also, see the "Disable Control Panel,” "Disable Display in Control
Panel,” and "Remove Network Connections from Start Menu”
settings.

| oK I Cancel

‘IJ‘?I 3.91 1@38n [51\‘1 A1 Remove programs on Settings menu

43) AP MIUdnINa A931/nmN 3.92

B Acrobat Reader DC

© Default Progrems

@ Desktop Gedget Galery
@ Google Chiome

dows Anytime Upgrade
dows DVD Maker

Windows Fax and Scan

Windows Media Center

ﬂﬁ 3.92 wamsa Programs ‘VILﬂEJ’Jﬂ‘LI Setting




44) udwhmsiien lUiiide Remove Logoff on the Start Menu ﬁ/ﬂgﬂﬂWWﬁ 3.93

Start Menu and Taskbar

Remove Logoff on the Start Menu

Edit policy setting.

Requrements:
At least Windows 2000

Desaription:

Removes the "Log Off <username>"item
from the Start menu and prevents users
from restoring it

If you enable this setting, the Log Off
<username > item does not appear in the
Start menu. This setting also removes
the Display Logoff item from Start Menu
Options. As a result, users cannot
restore the Log Off <username > item to
the Start Menu.

If you disable this setting or do not
configure it, users can use the Display
Logoff item to add and remove the Log
Off item.

This setting affects the Start menu only.
It does not affect the Log Off item on
the Windows Security dialog box that
appears when you press Ctrl+Alt+Del,
and it does not prevent users from using
other methods to log off.

Tip: To add or remove the Log Off item
on a computer, diick Start, dick Settings,
dick Taskbar and Start Menu, dick the
Start Menu Options tab and, in the Start
Menu Settings box, dick Display Logoff.

Gaa alent Ramnue | annff in | lear

Setting | State | Comment
=) Remove Pictures icon from Start Menu Enabled No
Do not search communications Enabled No
Remove Search Computer link Enabled No
Remove See More Results / Search Everywhere link Not configured No
Do not search for fles Enabled No
i, Do not search Intemet Enabled No
Do not search programs and Control Panel items Enabled No
Remove programs on Settings menu Enabled No
| Prevent changes to Taskbar and Start Menu Settings Enabled No
Remove Downloads link from Start Menu Not configured No
Remove Homegroup link from Start Menu Not configured No
i) Remove Recorded TV link from Start Menu Not configured No
|iZ] Remove user's folders from the Start Menu Not configured No
i) Remove Videos link from Start Menu Not configured No
|iz] Force dassic Start Menu Not configured No
Remove Clock from the system notification area Not configured No
Prevent grouping of taskbar items Not configured No
Do not display any custom toolbars in the taskbar Not configured No
Remove access to the context menus for the taskbar Not configured No
Hide the notification area Not configured No
|iz] Remove user folder link from Start Menu Not configured No
LJRzmweuser name from Start Menu Not configured No
:| Remove links and access to Windows Update Not configured No
Change Start Menu power button Not configured No
Show QuickLaunch on Taskbar Not configured No
Remove the "Undock PC” button from the Start Menu Not configured No

N

Remove the Action Center icon

‘IJ‘?I 3.93 138N Remove Logoff on the Start Menu
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45) NA991N191 Remove Logoff on the Start Menu 1137 11548001 Enabled uﬁ”m@ﬂu

Ok A431/7 3.94

emove Logoff on the Start Menu

Remove Logoff on the Start Menu

€ Not Configured
|| & Enabled
" Disabled

Options:
[

O[]
Previous Setting | Next Setting |
Comment: ;l
<]
Supported on: [Tt |eact Windows 2000 = |
1]

Help:

Removes the "Log Off <username>" item from the Start menu
and prevents users from restoring it.

I you enable this setting, the Log Off <username> item does not
appear in the Start menu. This setting also removes the Display
Logoff item from Start Menu Options. As a result, users cannot
restore the Log Off <username> item to the Start Menu.

If you disable this setting or do not configure it, users can use the
Display Logoff item to add and remove the Log Off item.

This setting affects the Start menu only. It does not affect the Log
Off item on the Windows Security dialog box that appears when
you press Ctrl+Alt+Del, and it does not prevent users from using
other methods to log off.

Tip: To add or remove the Log Off item on a computer, click Start,
click Settings, click Taskbar and Start Menu, click the Start Menu
Options tab and, in the Start Menu Settings box, click Display
Logoff.

ID

| oK I Cancel l Apply.

‘ﬂﬁ 3.94 L@ﬂﬂ[ﬁl\‘i A1 Remove Logoff on the Start Menu
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46) AN IUAAINA A931/9 3.95

Microsoft Word 2010

&
&, Remote Deshtop Connection Support

ft Excel 2010 »

Pictures

[

o / Paint »
) reess ;
IE SPphone

A] Getting Started »
. Connect to s Projector

I= WavePad Sound Editor »

> AllPrograms

Documents

Compute:
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47) uaiimsiaen 11nive Prevent changes to Taskbar and Start Menu Settings N

3.96

to another screen dock location
Edit policy setting

Requirements:
At least Windows Vista

Description:
Prevents users from moving taskbar to
another sceen dock location.

If you enable this policy setting the user
will not be able to drag their taskbar to
another side of the monitor(s),

1f you disable or do not configure this
policy setting the user may be able to
drag their taskbar to other sides of the
monitor unless disallowed by another
policy setting.

gﬂﬁ 3.96 La8n Prevent changes to Taskbar and Start Menu Settings

Prevent users from moving taskbar _Settng

state Comment
|iz] Remove Recorded TV link from Start Menu Not configured No
\2] Remove user's folders from the Start Menu Not configured No
i) Remove Videos link from Start Menu Not configured No
1-| Force dassic Start Menu Not configured No
|iZ] Remove Clock from the system notification area Not configured No
i=| Prevent grouping of taskbar items Not configured No
i:| Do not display any custom toolbars in the taskbar Not configured No
:-| Remove access to the context menus for the taskbar Not configured No
1] Hde the notification area Not configured No
i) Remove user folder link from Start Menu Not configured No
|5} Remove user name from Start Menu Not configured No
i-| Remove links and access to Windows Update Not configured No
Change Start Menu power button Not configured No
iz | Show Quickiaunch on Taskbar Not configured No
| Remove the "Undock PC button from the Start Menu Not configured No
|i£] Add the Run command to the Start Menu Not configured No
] Remove Logoff on the Start Menu Enabled No
|| Remove the Action Center icon Not configured No
|iZ| Remove the networking icon Not configured No
Remove the battery meter Not configured No
Remove the volume control icon Not configured No
| Turn off feature advertisement balloon notifications. Not configured No
| Do not allow pinning items in Jump Lists Not configured No
| Do not allow pinning programs to the Taskbar Not configured No
|2] Do not display or track items in Jump Lists from remote locations Not configured No
i=| Turn off automatic promotion of notification icons to the taskbar Not configured No
|| Lock all taskbar settings Not configured No
\iZ] Prevent users from adding or removing toolbars Not configured No
| Prevent users from rearranging toobars Not configured No
Turn off all balloon notifications Not configured No

|iz] Prevent users from resizing the taskbar

nabled

Not configured

No
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48) N899 Prevent changes to Taskbar and Start Menu Settings 1ad imsiaeni
Y 1 Y A
Enabled 11d9n@1) Ok @431/91 3.97

3 Prevent users from moving taskbar to another screen dock location

O[]
[} Prevent users from moving taskbar to another screen dock location B | Next Setting I
© Not Configured| ~Comment: =]
& Enabled
 Disabled /|
|Al least Windows Vista =
=

Options: Help:

Prevents users from moving taskbar to another screen dock
location.

Tl

If you enable this policy setting the user will not be able to drag
their taskbar to another side of the monitor(s).

if you disable or do not configure this policy setting the user may
be able to drag their taskbar to other sides of the monitor unless
disallowed by another policy setting.

v

| oK I Goneel || oo |

3 UT 3.97 1@BNFAIAN Prevent changes to Taskbar and Start Menu Settings

49) @vEIMILAAIND 9317 3.98




3.4.6 M3MHUAM Sleep 1182 Log Off Auto

Y . o A A
1) w1 1dsunsw Group Policy Management 1101340890 N

Configuration ﬁﬁgﬂﬁ 3.99

@

1o Computer

§ Group Policy Management Editor i ] =101 x|
File Action View Help
| | =
e Al I NEAN ? i
B RIERIE=SEN B & block usb [WIN-TD15EECO8SM.DOMO.LOCAL] Policy
= & Computer Configuration
,’f ROk Computer Configuration i i—
# Preferences = ~
& User Configuration Description:
l: _| Policies Administrators use the Computer
@ [ Preferences Configuration node in Group Policy to set
policies that are applied to computers,
regardless of who logs onto them.
>
ﬂ—j _’l Extended /< Standard /

ﬂﬁ 3.99 Laan Computer Configuration

2. ¥8991A191 Computer Configuration 1a291n15:a9n lA¥ade Policies Aagl

3.100

Policies

3 Computer Configuration

Description:
Computer Policies

%, Extended A Standard /

‘l.lﬁ 3.100 L@'ﬂﬂ Policies

.

n
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3) na99 N4 Policies 1A mstaen lUNi4e Administrative Templates #931/9

3.101
Administrative Templates m
| Software Settings
Description: i '

The Group Policy Administrative
Templates node contains all registry-
based policy information.

ﬂﬁ 3.101 138N Administrative Templates

4) 189910141 Administrative Templates 11a2511m15:89n 17240 Control Panel #1931

73.102

B Administrative Templates: Policy definitions (ADMX files) retrieved from the local machine.

Select an item to view its description. Seft I state |
|__| Control Panel |

|| Desktop

| Network

.| Shared Folders
| Start Menu and Taskbar
1 System
_| Windows Components
<5 All Settings

1]‘?] 3.102 L@’ﬂﬂ Control Panel



2 9 Y o A A o
5) 183991191 System a1 51800 171190 Power Management miﬂw 3.103

Select an item to view its description.

_Setting
[ Disk Quotas

[ Distributed COM

[ Driver Installation

|7 Enhanced Storage Access

7] Filesystem

|| Folder Redirection

) Group Policy

[} Internet Communication Management
[liscst

ko

(| Kerberos

[~ Locale Services

] Logon

[ Net Logon

__| Performance Control Panel
|| Power Management l

| State |

__| Recovery

| Remote Assistance

(] Remote Procedure Call

[) Removable Storage Access
_| Scripts

Qarver Mananer

‘Ijﬁ 3.103 \aan Power Management

o Y Y o A A o
6) ¥a391NLU1 Power Management uaiimsiaen ldnave Sleep Settings ﬂ\‘li‘ﬂﬂ

3.104

Dk

§ Power Management

Select an item to view its description.

Setting |

State |

| Button Settings
| Hard Disk Settings
| Notification Settings

| Sleep Settings I

| Video and Display Settings
|iz] Spedify a Custom Active Power Plan
|iz] Select an Active Power Plan

Not configured
Not configured

ﬂﬁ 3.104 1aan Sleep Settings
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7) Na991019N Sleep Settings 4AMsLa0n 11100 Specify the System Sleep

Timeout Plugged In éfﬂgﬂﬁ 3.105

B Sleep Settings

Select an item to view its description.

ZSetting

| State |

urn on the Ability for Applications to Prevent Sleep Transitions (...  Not configured
peafy the System Hibernate Timeout (Plugged In) Not configured
s {Plugged In) Mot configured

pecify the System Sleep Timeout (Plugged In) Enabled

Urn OFf Hybrid Sleep (Plugged In) Enabled
Allow Standby States (51-53) When Sleeping (Plugged In) Not configured
Allow Standby States (51-53) When Sleeping (On Battery) Not configured
Allow Applications to Prevent Automatic Sleep (Plugged In) Not configured
Allow Applications to Prevent Automatic Sleep (On Battery) Not configured
Allow Automatic Sleep with Open Network Files (Plugged In) Not configured
Allow Automatic Sleep with Open Network Files (On Battery) Not configured
urn on the Ability for Applications to Prevent Sleep Transitions (...  Not configured
pecify the System Hibernate Timeout (On Battery) Not configured
equire a Password When a Computer Wakes (On Battery) Not configured
pecify the System Sleep Timeout (On Battery) Not configured
urn Off Hybrid Sleep (On Battery) Not configured

pecify the Unattended Sleep Timeout (Plugged In) Enabled
|i=] Specify the Unattended Sleep Timeout (On Battery) Not configured

1J°?l 3.105 1a8n Specify the System Sleep Timeout Plugged In

68

8) a1 Specity the System Sleep Timeout Plugged In 1187 11M51809 Enabled

o [ 1 . ] I a ~ 9 1 o A
HAZNINTLBALINIFON System Sleep Timeout ‘HH'JEJL‘]J“L!’JL!'WI “luummﬂu Ok @NE‘]J“VI 3.106

3 Specify the System Sleep Timeout (Plugged In) .-_'E!—X-l
i
i Specify the System Sleep Timeout (Plugged In) Previous Setting I Next Setting I
€ Not Configured | Comment: = |
%' Enabled
€' Disabled —v]
Supported on: ["a¢ jeact Windows Vista =
iz
Options: Help:
System Sleep Timeout (seconds)] Specifies the period of inactivity before Windows transitions the -1

600

system to sleep.

Windows transitions to sleep.

see and change this setting.

If you enable this policy setting, you must provide a value, in
seconds, indicating how much idle time should elapse before

If you disable this policy setting or do not configure it, users can

ﬂﬁ 3.106 Lﬂ’ﬂﬂm\‘i A" Specify the System Sleep Timeout Plugged In

| oK I Cancel I Bppl l
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9) N1 IUeVB4 Sleep Settings MM AN YNV Turn Off hybrid Sleep Plugged
In 49317 3.107

B Sleep Settings

Select an item to view its description. _Setting | State |

i=| Turn on the Ability for Applications to Prevent Sleep Transitions (...  Not configured

i=| Specify the System Hibernate Timeout (Plugged In) Not configured

Requnre a Password When a Computer Wakes (Plugged In) Not configured
Enabled

Enabled |

Allow Standby States {(51-53) When Sleeping (Plugged In) Not configured

Allow Standby States (51-53) When Sleeping (On Battery) Not configured

i=| Allow Applications to Prevent Automatic Sleep (Plugged In) Not configured

Allow Applications to Prevent Automatic Sleep (On Battery) Not configured

Allow Automatic Sleep with Open Network Files (Plugged In) Not configured

iz| Allow Automatic Sleep with Open Network Files (On Battery) Not configured

Turn on the Ability for Applications to Prevent Sleep Transitions (...  Not configured

Spedify the System Hibernate Timeout (On Battery) Not configured

Require a Password When a Computer Wakes (On Battery) Not configured

Specify the System Sleep Timeout (On Battery) Not configured

Turn Off Hybrid Sleep (On Battery) Not configured
Specify the Unattended Sleep Timeout (Plugged In) Enabled

|iz] Specify the Unattended Sleep Timeout (On Battery) Not configured

ﬂﬁ 3.107 138N Turn Off hybrid Sleep Plugged In

10) @491 Turn Off hybrid Sleep Plugged In 1183 $1A51880 1 Enabled 111800

11 Ok #9317 3.108

£3 Turn Off Hybrid Sleep (Plugged In) o 1ol x|
[} Tum Off Hybrid Sleep (Plugged In) Previous Setting I Next Setting |
 Not Configured | Comment: =]
% Enabled
{" Disabled LI
Supported on: At jeast Windows Vista B
I/|
Options: Help:
Disables Hybrid Sleep. 2|

If you enable this policy setting, a hiberfile is not generated when
the system transitions to sleep (Stand By).

If you do not configure this policy setting, users can see and
change this setting.

v

| oK I Cancel l Apply ]

‘ﬂﬁ 3.108 L@ﬂﬂm A Turn Off hybrid Sleep(Plugged In)
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11) N9 1N Sleep Settings waimsaen lUnde Specify the Unattended Sleep

Timeout (Plugged In) ﬁﬂgﬂﬁ 3.109

B Sleep Settings

Select an item to view its description. _Setting | State

ﬂﬁ 3.109 L8N Specify the Unattended Sleep Timeout Plugged In

12) Mdanain Specify the Unattended Sleep Timeout Plugged In ua Mmsideni

d Turn on the Ability for Applications to Prevent Sleep Transitions (...  Not configured
Specify the System Hibernate Timeout (Plugged In) Not configured
Require a Password When a Computer Wakes (Plugged In) Not configured

iz| Specify the System Sleep Timeout (Plugged In) Enabled
Turn Off Hybrid Sleep (Plugged In) Enabled
Allow Standby States (S1-53) When Sleeping (Plugged In) Not configured
Allow Standby States (51-53) When Sleeping (On Battery) Not configured
Allow Applications to Prevent Automatic Sleep (Plugged In) Not configured
Allow Applications to Prevent Automatic Sleep (On Battery) Not configured
Allow Automatic Sleep with Open Network Files (Plugged In) Not configured

iz Allow Automatic Sleep with Open Network Files (On Battery) Not configured
Turn on the Ability for Applications to Prevent Sleep Transitions (... Not configured
Specify the System Hibernate Timeout (On Battery) Not configured
iz Require a Password When a Computer Wakes (On Battery) Not configured
Specify the System Sleep Timeout (On Battery) Not configured
Turn Off Hybrid Sleep (On Batter Not configured

Specify the Unattended Sleep Timeout (Plugged In) Enabled

Specify the Unattended Sleep Timeout (On Battery) Not configured

o <3 1 . ] I a 1 @
Enabled (1agN1NTL¥ALIN1TDY Unattended Sleep Timeout nieduium Gluuﬁ"mﬂﬂn Ok A4

511 3.110

¥ Specify the Unattended Sleep Timeout (Plugged In) I ™ _oix]
[} Specify the Unattended Sleep Timeout (Plugged In) T | NS
€ Not Configured | Comment: |
& Enabled
" Disabled _v_]
Supported on: [t jeast Windows 7 or Windows Server 2008 R2 Al
=
Options: Help:
L - —— Specify the period of inactivity before Windows transitions to | <]

600 =

sleep automatically when a user is not present at the computer.

If you enable this policy setting, you must provide a value, in
seconds, indicating how much idle time should elapse before
Windows automatically transitions to sleep when left unattended.
If you specify 0 seconds, Windows will not automatically
transition to sleep]

If you disable this policy setting or do not configure it, users can
see and change this setting.

i.lﬁ 3.110 Lden IFN A" Specify the Unattended Sleep Timeout Plugged In

.
EmEET
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9 [ v
13) nniudon i Power Management waitmsiaen l1Nade Video and Display

Settings éfﬁgﬂﬁ 3.111

B Power Management

Select an item to view its description. Sfﬁng | State |
|1 Button Settings
[] Hard Disk Settings
[ Notification Settings

| Sleep Settings

I:'_] Video and Display Settings |
\iz] Spedify a Custom Active Power Plan Not configured
|iz] Select an Active Power Plan Not configured

ﬂﬁ 3.111 138N Video and Display Settings

14) ¥89910191 Video and Display Settings t1a3%1015480n 111390 Turn off the

Display Plugged In ﬁﬂgﬂﬁ 3.112

B Video and Display Settings

Select an item to view its description. Setting | state |

\iz| Specify the Display Dim Brightness (Plugged In) Not configured
iz| Spedify the Display Dim Brightness (On Battery) Not configured
|iz| Reduce Display Brightness (Plugged In) Not configured
iz Reduce Display Brightness (On Battery) Not configured
|i| Turn On Desktop Background Slideshow (Plugged In) Not configured
iz Turn On Desktop Background Slideshow (On Battery) Not configured
|i=| Turn Off Adaptive Display Timeout (Plugged In) Not configured
i=| Turn Off Adaptive Display Timeout (On Battery) Not configured
|21 Turn Off the Display (Plugged In) Enabled |
|i| Turn Off the Display (On Battery) Enabled

‘l.l‘ﬁ 3.112 138N Turn off the Display Plugged In
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15) 14910191 Turn off the Display Plugged In 1182 ¥1A15189n1 Enabled taziinns

< 1 . | I a ~ Y 1 @ A
1HA1IA1F09 Turn off the Display Wiaeluaun luualnaily ok Az 3.113

3 Turn Off the Display (Plugged In) -0l x|
E} Turn Off the Display (Plugged In) Pt Setting Next Setting |

© Not Configured | Comment: =

%' Enabled

€ Disabled /|

pported on: - [at jeact Windows Vista -]

Options: Help:

Turn Off the Display (seconds): Bpecifies the period of inactivity before Windows turns off the _;]

display.

C—

If you enable this policy, you must provide a value, in seconds,
indicating how much idle time should elapse before Windows
turns off the display.

If you disable this policy or do not configure it, users can see and
change this setting.

v

| oK I Cancel | Apply. |

ﬂﬁ 3.113 1aen IFN AN Turn off the Display (Plugged In)

16) Hd491A9N Video and Display Settings 1182311151800 1115290 Turn off the

Display (Plugged In) ﬁﬂgﬂﬁ 3.114

B Video and Display Settings

Select an item to view its description. Setting | State |
\iz] Specify the Display Dim Brightness (Plugged In) Not configured
|iz] Specify the Display Dim Brightness (On Battery) Not configured
|iz] Reduce Display Brightness (Plugged In) Not configured

Reduce Display Brightness (On Battery) Not configured
Turn On Desktop Background Slideshow (Plugged In) Not configured
{iz] Turn On Desktop Background Slideshow (On Battery) Not configured
|i=] Turn Off Adaptive Display Timeout (Plugged In) Not configured
:=| Turn Off Adaptive Display Timeout (On Battery) Not configured
|:_ Turn Off the Display (Plugged In) Enabled I
|iz| Turn Off the Display (On Battery) Enabled

ﬂﬁ 3.114 \@8n Turn off the Display (Plugged In)
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17) 149910191 Turn off the Display Plugged In 1182 ¥1A15189n1 Enabled taziinns

< 1 . | I a ~ Y 1 @ A
1FA1IA1F09 Turn off the Display Wiaeluaun luualnaily ok Az 3.115

3 Turn Off the Display (Plugged In) ~1of x|
[} Tum Off the Display (Plugged In) e R I Next Setting |
© Not Configured | Comment: = |
% Enabled
€ Disabled =l
P on: ['At least Windows Vista |
Options: Help:
Turn Off the Display (seconds) Epecliﬁes the period of inactivity before Windows tums off the | <]
isplay.
600 3:
f you enable this policy, you must provide a value, in seconds,
indicating how much idle time should elapse before Windows
turns off the display.
If you disable this policy or do not configure it, users can see and
change this setting.
4|
I OK I Cancel | Apply |

gﬂﬁ 3.115 \@@NFIAN Turn off the Display Plugged In

v 9

18) H3491N191 Video and Display Settings 1123310151800 11115390 Turn off the

Display On Battery ﬁﬂgﬂﬁ 3.116

Video and Display Settings

Select an item to view its description. Setting | State |
\iz] Specify the Display Dim Brightness (Plugged In) Not configured
\iz| Spedify the Display Dim Brightness (On Battery) Not configured
|iz] Reduce Display Brightness (Plugged In) Not configured
|z Reduce Display Brightness (On Battery) Not configured
|iz] Turn On Desktop Background Slideshow (Plugged In) Not configured
|i2] Turn On Desktop Background Slideshow (On Battery) Not configured
|iz] Turn Off Adaptive Display Timeout (Plugged In) Not configured
\iZ] Turn Off Adaptive Display Timeout (On Battery) Not configured
|i=| Turn Off the Display (Plugged In) Enabled

| ;=] Turn Off the Display (On Battery) Enabled |

g‘l.l‘ﬁ 3.116 1@8nF9AN Turn off the Display On Battery
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19) H&991A19 Turn off the D attery 1182 11111318907 Enabled 11agiinms

1%R1981989 Turn off the Display 11 udnetu Ok fagli 3.117
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IMPORTANT-READ CAREFULLY: BY DOWNLOADIMNG, INSTALLING, OR
USING THE SOFTWARE. YOU (THE INDIVIDUAL OR. LEGAL ENTITY)
AGREE TO BE BOUND BY THE TERMS OF THIS END USER LICENSE

ACOCCMERT S~CHIH AT I WAL M RIAT ACDEE T TUE TENRAS A TUIS

(®) 1 accept the terms in the license agreement

()1 do not accept the terms in the license agreement

InstallShield _ S

l | <Bak || Mext> |[ Cancel |1
—

gﬂ‘ﬁ .26 111119119 End User License Agreement




7) 1@ Destination folder 11nMUAANTJY Next A9 n.27
=l VMware vSphere Client 5.5 2

Destination Folder

Select the folder in which to install the product.

Install wSphere Client to:

C:\Program Files (x88)\WMware\Infrastructure,

Change...

Installshield

| <Back || MNext> || Cancel

519 n.27 ’Vifﬁ@iN Destination folder

U

4 v
8.) HINA Ready to install the program mﬂﬁuﬂaﬂﬂu Install ﬁdgﬂﬂ .28
2 VMware vSphere Client 5.5 22

Ready to Install the Program
The wizard is ready to begin installation.

Clidk Install to beqin the installation.

If you want to review or change any of your installation settings, dick Badk. Click Cancel to
exit the wizard.

InstallShield _—

| < Back | | Install | | Cancel

E‘IJ‘?I .28 MR Ready to install the program

95



9 v
9) masaaad Tilsunsy da31i n.29

Installing VMware vSphere Client 5.5
The program features you selected are being installed.

Please wait while the installation wizard installs VMware vSphere Client 5.5,
This may take several minutes.

Status:
Installing vSphere Client help...

InstallShield

" em

v Y
519 n.29 Masaaaa lasunswy

UG

-

1 < Qy a 3 @ §
10) nihgaasadunsaaas ezl n.30
) VMware vSphere Client 5.5 =

Installation Completed

WMware vSphere Client 5.5 has been installed successfully.
Click Finish to exit the wizard.

VMware vSphere-
Client

< Back | Finish | Cancel '

d‘ Y < t:y a 091}
3‘1]“" 1.30 UUINUTTITUNITAAN
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5 v e

vmware

VMware vSphere

Client

@ All vSphere features introduced in vSphere 5.5 and beyond are
available only through the vSphere Web Client. The traditional
wSphere Client will continue to operate, supporting the same
feature set as vSphere 5.0.

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
vCenter Server.

IP address | Name: |jsz. 168.18.147 |

User name: Iroct

Password: |

™ Use Windows session credentials

gﬂ‘ﬁ .31 ¥19am 39 150033 VMware vSphere

12) A Ignore o1t T 5unsu Aega n.32

[~ Certificate Warnings

An untrusted SSL certificate is installed on "192. 168. 18. 147" and secure communication cannot be
guaranteed. Depending on your security policy, this issue might not represent a security concern,
You may need to install a trusted SSL certificate on your server to prevent this warning from
appearing.

The certificate received from "192,168.18. 147" was issued for localhost.localdomain®. Secure

communication with “192.168. 18. 147" cannot be guaranteed. Ensure that the fully-qualified
domain name on the certificate matches the address of the server you are trying to connect to.

Click Ignore to continue using the current SSL certificate.
View Certificate Ignore | Cancel I

™ Install this certificate and do not display any security warnings for “192.168.18. 147",

¢ Connecting...

|-
a Y ’ .
gll‘ﬂ 1.32 YU Security Warming
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15) duiananiinied Server HAIVLVUNNV0 Create New Victual Machine 1117614

f ﬁ?élgl}’f)Conﬁguration T¥iden Typical ﬁdgﬂﬁ .35

Fle Edt View Inventory Adminstration Plugrins Help

.
Basic T
b Poy
& Edi
| ot o ] oot |
4
Recent Tasks Nome. Targetor Ststus contmins: » [ Clewr X
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7] Cestevitualmachine  [] 19216038147 © Complesd
‘:1 Vanipulatefilepats © Complexd

[Evaluation Mode 60 cays remaining |root

7] Tasks.

v 9
gﬂﬁ 1.35 11111019 Create New Victual Machine $191 Configuration
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File Edit View Inventory Administration Plug-ins Help
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© Complest
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17) 91991 Create a Disk ‘Vlﬁlgl)' FIADINTT Glﬁlfwu‘ﬂ51]1“@1“1!!@31"147]1’]\11’7”@“@gllﬂllwu

udna 1Ju Next aeginin n.37

Fie Edt View lnventory Administration Plug-in: Help
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B
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Name snd Location Vet Machne vessin 11
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Basic |
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Recent Tasks. Name, Target o Status contains: ~ Clear %
T Completed Time T

/372016 8:22:03 P

6/3/2016 8:18:92PM
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9) Crestevrtuslmachine
7) Manioulate flepae

[Eveluson Mose 60 days remaininglroot

M 9} ' i
317 1.37 W14 G381 Create a Disk

P2

18) 180N 11599 Admin Ner3197ULLEINATN 1]3 Edit Victual Machine Settings 1879

9

YUH1TA19 Virtual Machine Properties ﬁﬂgﬂﬁ .38

(&) ADTNI - Virtual Machine Properties (=[@] = ]
Hardware | Options | Resources | Virtual Machine Version: 11 /&
™ show Al Devices Add... Number of virtual sackets: 2 -

Hardware Summary Number of cores per socket: e

W Memory 4096 MB

I CPUs (edited) a Total number of cores: 4

Video card Video card e tre rumber of vitual -
Changing the number of virtual CPUs after the quest

S VMCldevice Deprecated 0 is Installed might make your virtual machine

@ scsicontrollero LSI Logic SAS unstable.

% COfDVD drive 1 Client Device

& Hard disk1 Virtual Disk The virtual CPU configuration spedified on this page

& Floppydrive 1 Client Device might violate the license of the quest OS.

BB Network adapter 1 VM Network

OK Caneel

gﬂﬁ .38 M@ Virtual Machine Properties
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19) Lﬁ’e’)ﬂul‘ﬂﬁ CD/DVD drive 1 Lwd’e)ﬁmh‘ Browse ul“Nﬁ iso ﬁlﬁ‘uul’sﬂu Datastorel AU

Y [
winieun 19 degld n.39

| ) ADTNI - Virtual Machine Properties = |8 =
| Hardware | optns | Resources | virtual Machine Version: 11 /&
| Device Status
| T Show all Devices Add... Remove -

Hardviare e [ Comnectat pawer on

Memory 4096 MB .

|| M memory Device Type
|| @ cpus (edited) a b
(|| = videocard Video card Client Device
|| = wvmcrdevice Deprecated
||| @ scstcentrallera LSILogic 5AS
| {2 CD/DVD drive 1 (edited) [datastore1] winso... |

= Harddisk® Virtual Disk £ Host Device

& Floppydrivel Client Device

BB Network adapter 1 VM Network [ =

{* Datastore ISO File

| [datastore ] winsows2008R2.is0 Browse...

~
=

Virtual Device Node

& |tE (1:0) CO/DVD drive 1 -

oK Cancel

.39 %t1A14 Virtual Machine Properties 91 CD/DVD drive 1

=h-

31

2. YUAUM AN Windows Server 2008 R2
a & . A yy . Y 39 Yo il
N1INASN Windows Server 2008 L:Ja"lmmu Windows Server 2008 umﬂiwmmimm
HMilouAY Windows 117 9 11 Ande1¥ Boot 910 CD/DVD Fevuneuiidledisiionsazdimy la

2 [ v
VNTuaeu uadaunudl 1haena1 Default # 11sunsuimua’lidegili n.40 - n.47

o w

v 1 v
51 n.40 $1asTnaa luldmeiimsands
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Mo oefore installng Winci o w5

cImisRer
2 amaft Copoaton Al igt . e

gﬂ‘ﬁ N.42 Lﬁﬁ]ﬂ Install Now
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11472009
NG00
1472008
11472009
11872009
1772009
147200

RRRRRER

Windows Web Server 2008 R2 (Server Core bratallation)

This optaen installs the complete installation of Windows Server. This imtallaticn includes the entee
user interface, and it supports all of the serves 1oles,

Which type of installation do you want?

Upgrade 10 2 newer version of Windows and keep youn files, settings, and programs.
The cptien to upgrade is only avalable when an exintng version of Windows it
funeing. We recommend backng up your files before you proceed.

Custom (advanced)

Install 2 new copy of Windows. This option does not keep your files, settings, and
programs. The option to make changes to daks and partitions 15 avadable when you
start your competer using the installation disc. We rec wend backing up your files
befote you peoceed.

319 n.44 1890 Custom
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= Disk 0 S5

Derve opticns (advanced)

Installing Windows...

TRat's aif the infeemation we need nght now, Your computer will festart seveeal times during

Y
o

=

H ) a 9 [ o
317 n.46 MasanaIBIe19v lHa1dnin
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Administrator
R

) epEs

310 .47 Login 1e1d1g 111190909 Windows Server 2008 R2

3. si'l’uﬂeumsﬁ%'w Domain UasnN19 Join Domain

1) 191 Server Manager Tasn13nan icon ﬁﬁgﬂﬁ .48

g‘l.l‘ﬁ n.48 lonau Server Manager
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2) na1l Roles 1A0n Add Roles A9317 1.49

F Server Manager

%70 B
= .\ nan (ww

e

) = Diagrostics View the health of the roles Instalied on your server and add or remove roles and features.
® @il Configuration
®2 Storage i _’__.»__ 7
G\ Rolus Sy gk 5 yemery e
e
LS Remove Roles

g‘l.lﬁ .49 Add Roles

Y 1
3) 1lgH90AAAY Active Directory 11nana1 Next a931i n.50

To contrue, ok Next.

.

Tf.’gtj' || mm | [Esevertonager

v 4
gﬂﬁ .50 AAAY Active Directory
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k4 v
4) AANIABN Active Directory Domain Services 9INHUNAAAN Next Ad31/71 1.51

v 4
gﬂ‘ﬁ .51 AAAY Active Directory Domain Services

1 ) . . 4 < U
5) vzinguivenuzi lisunsy Active Directory illodny a3 auda 1rinatly Next

v k4
gﬂ‘ﬁ .52 AAAY Active Directory Domain Services
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6. ynrvetuiumsanaaIinalw Install fag1li n.53

i * Confirm Installation Selections

Before You Begn
Server Reles
mmn—m

Masdroeswaard |

@ ™ PrIErTES S
Pregress # Active Directory Domain Services.

Resuts OMB nstal the. % #he Active Directory Domain Services Wizard
w)mmn".mwmm

Y
a 2

g‘l]‘?l .53 AN Active Directory Domain Services Install

§y a 3 < U @ {
7) ieanaaaiandalinatlu Close Aegia n.s4

7 1, 4 warming, 1 informational messages beiow
Windows sutomatic updating is not enabled. To nstal the latest updates, use Windows Update in
Controf Paned to check for updates.
* Active Directory Domain Services lel-m-uuxeded
| i ‘ The folowing role services were rtaled:
(@) Use the Active Directiry Doman Services Instalation Wizard {dpromo.eve) to make the server a
mmﬂu—-wm
Cose ths Active Wizard (dopromo.exe).
| emeomecmetersbwosmet
h. [ |
N %

‘lﬁl .54 ﬂﬂm Active Directory Domain Services Lmﬁu
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§y a 09/’ . . < 3 1 A a u’/’ . .
8) 1HoAAAY Active Directory @satunause 1ot nsAnde Active Directory

. . Y o 4 v 1 o =
Domain Services Gl“W‘I/nm’iﬂﬁ"llll‘lﬂlqi Start LLAINUW dcpromo Llaﬁﬂﬂﬂ.u enter mgﬂﬂ n.55

12 search Everywhere

1 search the Internet

Idcpromol @j ® | a |
{7start | Gp M | 35 server Manager |

gﬂ‘ﬁ .55 Search Dcpromo

v H
9) l,"lghfj, WT190AAAT Active Directory Domain Serveries “lﬁ’ﬂu Next ﬁlﬂg U7 n.56

61 Active Directory Domain Services Installation Wizard

Welcome to the Active Directory
Domain Services Installation
~ Wizard

This wizard helps you install Active Directory Domain
Services (AD DS) on this server, making the server an
Active Directory domain controller. To continue, click Next.

" Use advanced mode installation

Leam more about the addttional options that are
available in advanced mode installation

More about Active Directory Domain Services

3 19 n.56 Active Directory Domain Serveries
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10) NAJ1 Next A9317 n.57

Operating System Compatibility
Improved security settings in Windows Server 2008 affect older versions of
Windows

! Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration

You can create a domain controller for an existing forest or for a new forest.

" Bxisting forest ,
€ Add|a domain controller to an existing domain
<Back |[ Net> || Cancel |
3

17 n.58 Create a new domain in a new forest
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a P . A 9 Y U [ A
12) #NW¥® Domain Name NA0QINALJ1 Next A931n 1M1 .59

O Active Directory Domain Services Installation Wizard

Name the Forest Root Domain
The first domain in the forest is the forest root domain. lts name is also the name of
the forest.

d‘ ! dl .
gﬂﬂ N.59 A3YANTR Domain Name

Do

. = S . 9 U @
13) Forest Functional Level 11/aguti]u Windows Server 2008 Lm’JﬂﬂﬂﬂJ Next A3 1

.60

©@! Active Directory Domain Services Installation Wizard

Set Forest Functional Level
Select the forest functional level.
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14) AnQN DNS Server 1AINATJN Next $a31/71 n.61

@ Active Directory Domain Services Installation Wizard

Additional Domain Controller Options

gﬂ‘ﬁ .61 Lﬁ@n DNS Server

15) TunsaiNn3eq Server NTN1551 IP Address 1111 DHCP 1 08352012 imMsdounning
T muazluui@uie DHCP w5e fvua IP Address Tugaluny Static 1P nuziirlding No

1o MM UANDY Static TP Address 99317 .62

! Active Directory Domain Services Installation Wizard

Additional Domain Controller Options

IV DNS server

_ e e A AR
@/ Static IP assignment

31 n.62 wilsnai@annsi AR TP Address
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16.) AAN Yes iR uiIUNsaaAIae a931li n.63

1 9 o 3 c ., .
17) L%Htj‘l"iuﬁ]’ﬂmﬁuﬂ folder M%’mmammm UBN Active Directory Domain

5—1 Active Directory Domain Services Installation Wi3
Additional Domain Controller Options

Select additional options for this domain controller.
[V DNS server

7 | A .
©/! Active Directory Domain Services Installationii

required.

Do you want to continue?

A delegation for this DNS server cannot be created because the
The i A authoritative parent zone cannot be found or it does not run
Windows DNS server. If you are integrating with an existing DNS
infrastructure, you should manually create a delegation to this
ler DNS server in the parent zone to ensure reliable name resolution
from outside the domain demo.local. Otherwise, no action is

< Back I Next > I

cwt |

317 n.63 WA ELE NS R AR

= 9 1

Y

vy
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1 I o 1 c?/} [
Services 1% database, log, SYSVOL 1iludu 1dvmsnaeuaiuanudes :1niiunaiu Next

Aa31/7 .64

Location for Database. Log Files. and SYSVOL
Specify the folders that will contain the Active Directory domain controller
database, log files, and SYSVOL.

volumes.

Database folder:

Log files folder:

SYSVOL folder:
IC \Windows\SYSVOL

More about placing Active Directory Domain Services files

For better perfformance and recoverability, store the database and log files on separate

IC \Windows\NTDS Browse... I
=

< Back I Nexx>|
]

Cancel I

510 n.64 1dgrivesviua folder mi%mmauamm
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18) 5213 AR U115 Administrator Account §1151 Active Directory 1111115521

[} 1 A’f 1 Y = % o’ll U [ d'
SHARIUNG 2504 1Mo U i]"lﬂuuﬂﬂﬂ‘ll Next V’NEII‘VI .65

@ Active Directory Domain Services Installation Wizard

gﬂﬁ .65 3 zuiﬁ?{ WILEIYTY Administrator Account

Y ]
19) Whgnihedaldeyanieg neumsaans lnatlu Next #9317 n.66

Review your selections:
onfigure this server as the first Active Directory domain controllerin a new forest.
new domain name is demo Jocal. This is also the name of the new forest.
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20) L‘lﬂﬁﬂ']’iﬁﬂﬂ\‘] ﬂim"lif)ﬁﬂﬂi A3l n.67

U U

61 Active Directory D

Summary

Completing the Active Directory
Domain Services Installation
Wizard

\Active Directory Domain Services is now installed onthsE
computer for the domain demo Jocal. prd

i

\This Active Directory domain controller is assigned to thé |
site Default-First-Site-Name. You can manage sites with

he Active Directory Sites and Services administrative

ool.

To close this wizard, click Finish.

¢ Back I Finish I

[l Y
Uil n.68 Raduatautoues

UG
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[ a 3 < 9 Y 9 1 @ ~
22) HANNAANUTTAULAITSVUILADINIT Restart Glﬂﬂﬂﬂqil Restart Now ﬂ\‘]?ﬂﬂ .69

@! Active Directory Domain Services Installatio x|

You must restart your computer bdaethe changes made by the
Active Directory Domain Services Installation wizard take effect.

Restart Now Do not Restart Now

9
a o

a 3 v v
E‘IJ‘H N.69 AAANTAIIUAITSUVISHADINTT Restart

A 9 19 . o ' A i oy &L A
23) DI HI90 login ITAIUNAIILNYD Domain Name D111 Account HINDI

k4
@ Jd o

a <3 Qy {
aaaaIaauauysal AN n.70

U

DEMO\Administrator
——— K3

! Switch User '

e .
'5, Windows Server2008
Enterprise

317 n.70 iiAa login
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‘"Tﬁmi Join Domain

ad . . 2 o . 4 . ! 0 = 4
1) 2513 Join Domain (3u@u Join Domain 31n1A304 Client g Server Tagitauingos

. A A ~ 9 a A . 2 A
Client 5u7na 111 Computer t@INAAGNYIUGON Properties Ha31/7 V.1

'
S v

519 V.1 L7HAUNNT Join Domain 1

U

3 { Y 1 Y qg: a { . o A
2) NNTUNHTIA System (L8173 AU aanh Change Settings @Q'g‘jﬂ“ﬂ U.2

PRt =5

Fie £t View Ientory Adminsttion Phg-m Hep

aa e

ose cursor. press CTALALT roct

'
a %

311 v.2 BUAUNNT Join Domain 2
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Y v v
3) NMTUANTIA1 System Properties 1 Tabs Computer Name ﬂaﬂ‘ﬂqﬁJ Change... A3

71

=h.

9.3

192 16818147 -aghere i
Fle Edt View Inventory Adminstration Ploging  Hel

!
A v

517 2.3 FNFUN"T Join Domain 3

2 i1
4) NMTUANTNA1 Computer Name / Domain Charges 1d%® Domain Name lu%04

Y [
Domain 9101 UNATJY OK Ad31/9 v.4

'
a %

31N .4 (GuFUNT Join Domain 4
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5) “ri‘mﬁWﬁuﬂnﬂfJfJNQﬂgllm%ﬁ Dialog Box Yuwnuie11nIon Username / Password

Administrator Account U84 Server éfﬂg‘ﬂﬁ V.5

ady 1S . Y o A . A
HNELYA GLUﬂichl]liJellu Dialog Box 1ﬂﬂ]ﬂ15@53%ﬁ@ﬂ DNS 193tA594 Client 11590

@ﬁ?%ﬁ@ﬂ%@ Domain Name

P L PR .. N

'
a 2%

519 4.5 (3uFUNT Join Domain 5

P

1 9 4 9 v Y U
6) ¥nld Username / Password gnavsvzuntineeasgll ldnatly OK uda restart

4 o
15099 A9317N 2.6
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7) MAAOUA3 1 User 19711ATOI Client 1o login 19114911 MaToq Server 17ty

Start > Administrative Tools > Active Directory Users and Computers ﬁﬂg Ui 2.7

. Administrative Tools
a2y Acave Directory Domains and Trusts

h Manages
.#. Component Services Domain S

Eﬂ Computer Management
Data Sources (ODBC)

2, DNs

2] Event Viewer

5 Group Policy Management
&, isCsI Initiator

i Local Security Policy -J
[3€] Memory Diagnostics Tool

@ Reliability and Performance Monitor
i Security Configuration Wizard

%, Server Manager

/. Services
‘33 Share and Storage Management
9 Storage Explorer ;]
4 Back
. v &
I:'r«-:;e;‘:-’ & |
Crstart | G W | =] Active Directy

gﬂﬁ 9.7 Administrative Tools > Active Directory Users and Computers

{ 9 Y a { @ {
8) Wwihae lisunsudiudneilo Tree 1¥nANY219 Users > New > User #1931/71 4.8

- Oy, LINISAUnNS orL
B Users da

R nsUPdateProxy Sec
: Domain Admins Sec

Find... i
omain Computers Sec
Conpute »
All Tasks » Contact ec
Group ec

View

InetOrgPerson ec
Refresh MSMQ Queue Alias ec
Export List... Printer, c
. =
Propeis " Shared Folder ¢
Help ead-only Domain C... Sec
5% Schema Admins Sec

31U ©.8 7519 user Jnaj
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° @ [ ) < 1 A o Y
9) MHUUA Username 1agluAI0e 1911 uail 1 demol la¥oandrnn lvinsuuaina

o

Next A9317 2.9

New Object - User i x|

.3) Createin:  demo local/Users

First name: Idemo1 Initials:
Last name: |
Full name: Idemo1
User logon name:
ldemo1 I@demo local L]
User logon name (pre-Windows 2000):
{DEMON [demor
pack | [ Net> || cancel |

51U 2.9 Tddoya User Tnal
o g 1 1 3 [ d‘
10) A¥UA Password 1Az ANAINN ) 1INHUNA Next L1aENA Finish A931n 109 .10

NN

o ) { Y 1 [

- User must change password at next log on fio viual#gaiwesiimsnlasusiariulumsa
4
aneauUATIAe 1/
A o 9 ' A I )
- User cannot change password 19 mwmiwgmmﬂnmmamﬂaﬂuiwamu"lmm
o A o Y o 1 =

- Password never expires f1© m‘wu@inmﬁmu"luummmmq

@ s v
- Account is disabled fio 52dums I nugamasiIn1
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New Object - User

31]‘71 .10 1@ Password User ag Myiuan

11) dzdunamiu User s iitaanalyl dagalii a.11

| B Active Directory Users and Computers

Built-n account for admini...
Members in this group can...
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12) An11190 Client A0U login IHNALW Other User 931/l .12

DEMO\userl

Logged on
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