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27 o9 Raspberry Pi NoIR Camera V2

https://www.raspberrypi.org/products/pi-noir-camera-v2/
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3.2 AUABUMSTAUUUINY

1Pv4 216.218.221.6
1Pvé 2001&:1.266::1!64
e IPv4 Internet
1Pv4172.16.55.1 V Public IP from ISP
- 1Pvd4 110.164.92.124
he-ipvé
1Pv4 172.16.55.68

1PV 2001:470:18:1266::2/64

Router

Hurricane Tuhnel

Broker Server Ubidots Server
1Pv6 2607:10d0:2101:39::2

IPv4 172.16.55.68

Raspberry Pi 7
2 Model B %

AWS S3 IPv6 Internet

Baorder router
w0 Global IPv6 2001:470:19:1266:c30c::13fc/64

Link-Local IPv6 fe80::c30c:0:0:13fc Iy~
J J L B Pictures Email

y =~ - . -
- RPi NoIR
z1
Ubidots cliel Ubidots client Camera V2
Global IPv6 2001:470:19:1266%30¢::1412/64  Global IPv6 2001:470:19:1266:¢30¢::13bdi64

Link-Local IPv6 fe80::c30c:0:0%412/128 Link-Local IPv6 fe80::c30c:0:0:13bdi128
J Tunnel IPv6
T
X/ IPv6 e
Z1
Ubidots client 1PV e

Global IPv6 2001:470:19:1266:c30c::1423/64
Link-Local IPv6 fe80::c30¢:0:0:1423/128

gﬂﬁ 3.1 Network Diagram
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321 msAsmuuglnIal Zolertia Z1

3.2.1.1 daumm Border Router

a @ 4 9 < 4 4
wolwamsuveusuaossznovu ldr190mF vnos n1suanina
9 A 1 1 r{;d' ci 1 1 9 d' 1
VOYAINTOVIY 13U NTUAAINAYRIRUNIANFBUADDY LAZIdUNINITAHDUADUDITL UL
A 1

GERRAE

Ay 9

I REA SRR
) A 9 . . . . .
1) mn”lﬂmﬁmaga /home/pi/contiki/zolertia/tutorial/02-ipv6/02-border-router

a o 4 v o o
2) AeunellnanFu border-router.c a9UUUNTOl Zolertia Z1 TaglHussviamds

2e
e

make clean && make border-router.upload && make connect-router

PREFIX=2001:470:19:1266::/64

MOTUIIUTTNAAA
) < ) [ o (1 Jd Y
1) &9 make clean 19 1vSuaumMInoy lna 1sunsudsundnoumriiigg
) & o Y] a [ o
2) M4 make border-router.upload lHd1n5URsULDUNANTUVBVIT NS AIUY

o .
91n38l Zolertia Z1

9
3) A1 make connect-router @15 VAR NAvgANIIvelodigunun a1 lil1d

3’/ ' U dy 1T A I
mm“lumuu ANANIZITIY aaaa::1/64
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File Edit Tabs He

/slip-bridge.o border-router.co obj_J8

‘64

9 d‘

517 3.2 wihaensinguasldede make connect-router

3.2.1.2  @IUYd43 Ubidots Client
a o . Y C4 . o 9 o
noUnanyY ubidots 99 IAsglnsal Zolertia Z1 1aziiNIslszMATDYaVOIA7

Tagld lofigurn¥ounslif things.ubidots.com tMoLAAIHAVDITO YAV UNTIILAY

Aaxy 9
FREA CARM
o = 91 . o . g
1) LU Tdaududo 4 @ /home/pi/contiki/examples/zolertia/tutorial/99-
apps/project-ubidots

@

2) i Tud o g project-conf.h Aail

#define POST _PERIOD (CLOCK_SECOND)

9 Y

#define UBIDOTS_CONF_AUTH_TOKEN “[14 token key Y@ 3% 0% 1% 910
< s ]

131 el Ubidots]”

#define VARKEY VARIABLE_ONE “[1@ variable key N @ 519U U1

< P
' lwé Ubidots]”

#define UBIDOTS CONF REMOTE HOST “2607:£0d0:2101:39::2”

A < A o o=
luﬂllﬁ}]’h}lﬁiﬂ N Save INBUUND
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a % o o
3) 1WeuuedwaATU ubidots-client.c a3UUUNIal Zolertia Z1 Taaldussna

v 4
v v A

TR

make clean && make ubidots-client.upload

MOTUIYUITNARITY
o v Y o [ 2 < g Y tgy
1) a4 make clean Wamsvaumsaen lng lsunsudevndnountil
2) &9 make ubidots-client.upload 1981 51 eULBUNAIATY ubidots-client

asuugUn3al Zolertia Z1

—

— project-conf.h E]
@ﬂ ~/cantiki/examples/zolertia/tutoriz|/99-apps/project-ubidats Sk F- ° =
',N(

*f -

Hifndef PROJECT_COMF_H_
idefine PROJECT_CONF_H_
I *f
I'* User configuration */
#define POST_PERIOD (CLOCK_SECOND)
idefine VARIABLE_BUF_LEN 16

#define UBIDOTS_CONF_AUTH_TOKEN NnynN4fXoJM"
edefine VARKEY_VARIABLE_ONE "589 //Motion1

j/#define VARKEY_VARIABLE_ONE "5899865d762542561e2ab48e" /Motion2

#define VARKEY_VARIABLE_ONE "589986647625425620c3f2e5" ffMDti[m3|

#define UBIDOTS_CONF_IN_BUFFER_SIZE 64 h
[%. 3\’:’

* |Pvb address of things.ubidots.com is "2607:f0d0:2101:39:2", leave

* commented to resolve the host name. The NAT64 address is "ffff3217:7c44"

*/

#define UBIDOTS_CONF_REMOTE_HOST "2607f0d0:2101:39:2" ‘I
k. */

#undef NETSTACK_CONF_RADIO

l#define NETSTACK_CONF_RADIO cc2538_rf_driver

[#define ANTENNA_SW_SELECT DEF_CONF  ANTENNA_SW_SELECT_2_4GHZ

idefine NETSTACK_CONF_RDC nullrde_driver

l#undef IEEEB02154_CONF_PANID

itdefine IEEEB02154_CONF_PANID 0xABCD

i *f

I/* The following are 71 specific */

undef RF_CHANMNEL [~

C/C++/0bjC Header v  Tab Width:8 + Ln11,Col 78 - INS

511 3.3 mhaandaud 1 1d project-confh

U
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iptables -I INPUT -j ACCEPT

iptables -F

iptables -X

iptables -t nat -F

iptables -t nat -X

iptables -t mangle -F

iptables -t mangle -X

iptables -P INPUT ACCEPT

iptables -P FORWARD ACCEPT

iptables -P OUTPUT ACCEPT

iptables -t nat -A POSTROUTING -o eth0O - MASQUERADE
iptables -A FORWARD -i eth0O -o tun0 -m state --state RELATED,ESTABLISHED -j ACCEPT

iptables ~-A FORWARD -i tun0 -o ethO -m state --state RELATED,ESTABLISHED -j ACCEPT

o A ] T AA ' { v ] 9
mmadaneld lefigunauaz lefigunvnamisodeaengudoyald Tagnisdins

D) A A g ) o ¥ 1 X
llﬂnel]f]ll”ﬁ /etc/sysctl.conf UASAULAIDINNIY ‘Wlnﬂl‘ﬂﬂ (#) ‘ﬂ'ﬂge\]']\iwu'lﬂiiﬂﬂﬂ']ua']ﬁu

net.ipv4.ip_forward = 1 Llae

net.ipv6.conf.default.forwarding=1
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¥ 1 a J < 1 { A 1 U
asnoumesld etho T umasiaIdidumsvesnguioyaaiusadslagndes Tag

m3ddaududoya /ete/dheped.conf taziMsANDI5 1A

o v Y 1

£
=

AENAIUAINY

interface ethO
static ip_adress=172.16.55.68/24
static routers=172.16.55.1

static domain_name servers=172.16.10.10
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Y a 7 A . A ] . Y} a PR ~
ﬂ'ﬁN@um@iW‘lﬁLﬁNﬂu he-lpV6 LW@GL‘H Raspberry P1 mmsa“lmmaum@ﬁ!,uﬁmu"laww

q

v
v

d‘ 9 A [ o dy
“VI“I’Tﬂllﬂ TagMsNNUISNAMaIAIL

auto he-ipvo

iface he-ipv6 inet6 v4tunnel
address 2001:470:18:126::2
netmask 64
endpoint 216.218.221.6
local 172.16.55.68
ttl 255

gateway 2001:470:18:1266::1

3.2.2.2 3EMIm Tunneling {1V 6in4 Iael% Hurricane Electric TPv6 Tunnel Broker
1) 1@1'1U7 www.tunnelbroker.net 11MIaNAT AN 1AL Login (e 141y
Yy A
2) 1%naN Create Regular Tunnel
3) liden Server Tunnel Yaten1anegInduiniga udalavuiomy 1Pv4 ¥0a13184 (9
Y @ 2 1 . . Y 1
nlﬂi]”lﬂﬂiiﬂﬂﬂ”luﬁ”ldﬂid You are viewing from XXX.XXX.XXX) L!,ajﬂﬂﬂlm Create
d‘ 19 1
Tunnel NBYAIUAN
A 9 < Yy < 43 9 = 1 Y < A
4) Wearuaiaudl NazIuUNT IEAITI8aZIDeAA1d 9 YB9 Tunnel 31n1UN ANy

Example Configurations

v Y 9

Yy 3 A A oA A P} ' A A =) A wa A
5) udandonszuvlfianmsis ldaueg uniild Raspberry Pi @aszuniliianmsfe
Debian
4 { [ q v a < { @ 3
6) 91w 1P 1Asesis1 14eg 1115 Public IP 959 NAvwlAsuasaU559a local 11Ty 1P

A R o =
VDIATDNLI GLUVluﬂﬂLﬂﬂflu’ﬂ"lﬂ

local 160.18.2.109
il

local 172.16.55.68
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¥ 2o 1 Adyyw 1 A A o & a . P
7) %']ﬂUUﬂu']ﬂ']ﬂllﬂiJ']ﬁlﬁclulﬂﬁﬂq INBNINTITAIA Iﬂﬂﬂqilﬂ@ Terminal YU U

Y Aa 4
URINUN

sudo nano /etc/network/interfaces

Y
1a3nNa Enter

i A Y 4 H @ a 4 o v ]
8) ola Tsunsuduuuds Tdaeumnnussnaaega udmuaumasludy

tunnelbroker.net

auto he-ipvo6

iface he-ipv6 inet6 v4tunnel
address [Client [Pv6 Address]
netmask 64
endpoint [Server IPv4 Address]
local [IP ﬂlﬂﬁlﬂéailﬁ]

ttl 255

gateway [Server IPv6 Address]

1AINA Ctrl+X >>> nA Y >>> 114909 Enter

d ga 4
AMUUNNWUN

sudo nano /etc/dhcped.conf

LLZ%I’Jﬂﬂ Enter
A A o Y 1 a PO 9 ¥ Y
9) Lﬁﬁ]ua\‘]lﬂﬂﬂiiﬂﬂﬁ%‘lq@ ﬂ'l@l’f]@u!ﬂ@‘i!uﬁWTUET'I‘(’JL!@HGI,‘HT’B ethO l,mmmwm"h"h/\l

v Y
1914 wian0 g lgmdanil

interface ethO
static ip_address=[IP VBRI BT V/netmask]
static routers=[Default Gateway]

static domain_name_servers=[DNS]

A a ¢ & Y q 9 Y
LiJ@WiJWLﬁi%LLﬁ’JGlﬂﬂﬂ Ctrl+X >>> nNa Y >>> 11a730A Enter

1101 1a01FM1a4 ping6 ipv6.google.com d1au1301)9' 1141 IPv6 Y09 Google 14 1

1 o o &
UEANNNIT U
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Main Page
Account Info
Logout

User Functions

Create Regular Tunnel
Create BGP Tunnel
IPv6 Portscan

HURRICANE ELECTRIC

INTERNET SERVICES

Tunnel Details

IPvé Tunnel

[ Tunnel ID: 367917

Example Configurations

Advanced

Delete Tunnel

[ Creation Date: Oct 13, 2016
[ Description:

IPvé Tunnel Endpoints

[ server IPv4 Address: 216.218.221.6

) Server IPv6 Address:
[ Client IPv4 Address:
[ client IPv6 Address:

2001:470:18°1266°1/64
110.164.92.124
2001:470:18:1266..2/64

Routed IPVE Prefixes
I3 Routed /64
I3 Routed /48:

2001:470:19:1266/64
Assign /48

DNS Resolvers
I3 Anycast IPv6 Caching Nameserver:
Anycast IPv4 Caching Nameserver:

2001:470:20:2
74824242

IDNS Delegations
I3 DNS Delegated NS1:
rDNS Delegated NS2
rDNS Delegated NS3
rDNS Delegated NS4
TDNS Delegated NS5

Edit

Quick Links

Certification
Tunnelbroker

Free DNS

BGP Toolkit

Net Tools App
Forums

FAQ

Video Presentations
Usage Statistics
Tunnel Server Status
Network Map

Loaking Glass (v4/v6)
Route Server (telnet)
Global IPv6 Report

Transit
Colocation
Dedicated Servers

v4 Exhaustion

IPv4 & IPv6
Statistics
RIR v4 IPs Left

AfriNIC 0
APNIC 7
ARIN

LACNIC

i

3.2.2.3 M3fenaed Raspberry Pi NoIR Camera numsitlal¥aiu

3.6 WU AIANT

=D.

Y 1 [ Y

I g % 0
199 TueAID losel tunnelbroker.net d1159

d U =)
TuLinNIVe9AA 04 Raspberry Pi NoIR Camera V2 9212 04AA3N3 a1

@ o (% 1 o .
nuaeun lfsuheounundeunuses Camera ¥99g1lnsal Raspberry Pi

v 9

v 9 ' 1
1140 11@aa19 Raspberry Pi Configuration #4873 11/t@@n Enable M¥iavo

Camera NN Interface
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Raspberry P1 Configuration

| System Interfaces Mrmance-‘ Localisation |
Camera: = hfnable (_ Disable
SSH: (=) Enable Enable the Raspbs
VNC: (=) Enable () Disable
SPI: (&) Enable (U Disable
12C: (=) Enable ) Disable
' [Serial: (=) Enable () Disable
1-wire: =) Enable () Disable
| |Remote GPIO: (=) Enable (U Disable

Cancel || 0K |

Y

d' Y g C4 .
31l 3.7 i@ 9N13AIA1v0IgU NIl Raspberry Pi

3.2.2.4 M3IAAAY Boto3 118z AWS CLI 1#181% 1% Amazon Simple Storage Services

(2

a & a Lo o . [ ¢
MIAAAT Boto3 TvnsiA1d9a911 Command-line #1431

sudo pip install boto3

Y [
MIAAAI AWS CLI lnumaidadly Command-line

[

2
ANU

sudo pip install awscli

a'zd'dww v

9
fl]"lﬂ‘l!ﬂWﬁJ‘W{ﬁ'IﬁﬂLW JUIUAINUA

b)Y

aws configure

Default Region Name : ap-southeast-1

Default output format : [L’ilu’jN]

AWS Access Key ID : (la key id 71431910 AWS]

AWS Secret Access Key : (14 secret key 71831910 AWS]
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File Edit Tabs Help

1UHxKEK19fFnNvshF

Y

v 9
317 3.8 ¥111A19M13A9A1V09 AWS CLI

3225 @Weulilsunsuldindessegiiiensivduniaunaeiliala uaziiie

dmgﬂué’a‘lﬁé‘)’wiﬂaﬂgﬂﬁu Amazon Simple Storage Services

[

Yo & A a ¥ = . i gua 1 o & ¢ o X
1%ﬂ1ﬁﬁlﬁ@@]@@]ﬂ1aﬂa'ﬁmﬂq Ubidots Lﬁ@cl"]f@ﬂ@@ﬂﬂnﬂlquﬁ PNU

sudo pip install ubidots
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from ubidots import ApiClient
from picamera import PiCamera
from time import sleep
import boto3
import sys
import os
camera = PiCamera()
camera.rotation = 180
camera.resolution = (1920,1080)
api = ApiClient(token=‘[Glﬁ token key 17]1@91} %Wﬂl’a‘ﬂul%ﬁ ubidots]’)
variable = api.get_variable(“[clﬁ variable key ‘ﬁﬁ $r99a50 loyet ubidots]”)
arg = sys.argv
i = int(arg[1])
3 = boto3.resource(‘s3’)
while(1):
last value = variable.get values(1)
print last_value[0][‘value’]
if(last_value[0][‘value’] == 1):
camera.capture(‘/home/pi/Pictures/image%s.jpg’ %i)
data=open(‘/home/pi/Pictures/image%s.jpg” %i, ‘tb’)
obj=s3.bucket(‘homesecure’).put_object(Key=*pic/image%s.jpg’
%i, Body=data)
obj.Acl.put(ACL="public-read’)
os.remove(‘/home/pi/Pictures/image%s.jpg’ %1)

sleep(1)
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