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Writer Mr.Supanut Vaiyanikorn

Faculty Information Technology,

Information Technology
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Company’s name Cybertron Co., Ltd.
Business Type / Product IT Security Solution
Summary

Currently, the technology has made great strides in terms of remote connectivity. With Remote
Desktop Service, the advances in processing and displaying speed and the technologies that are
used together. It can adapt to the environment of the system, which results in a more streamlined
remote connection. Development and Implementation Clientless Remote Desktop Gateway System
and VNC Service for Cyber RANGE system as CTF web-based characteristics which is the
production system has been developed and improved in the company for a long time. In operation,
the Clientless Remote Desktop Gateway has been created and developed to meet the needs of the
customers. VNC is a service that is included in the service of Remote Desktop Service to work with

Clientless. Remote Desktop Gateway

After the operation, the result of the operation is to solve the problems that exist in the company's
Cyber RANGE system to work properly, including the display and speed increase. As a result, the

development and improvement of the Cyber RANGE system is more agile.
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YUADUNMIAAANIIZUY Clientless Remote Desktop Gateway (VM 13097 1)

Fd Y v
TagTuruaouusniuIzmnIsAnas 521U117AN15 Ubuntu Server 14.04 (Trusty
. 4 I a wa o
Tahr) 32 bit tWote1 13 1M usz unifianislunssessy yalilsunsu Apache Guacamole
. . o . A
0.9.12-incubating N1 Tdsunsu Nginx M reverse proxy

TUABUMIAAAIIZVL1TANIS Ubuntu Server 14.04 (Trusty Tahr) LTS 32bit

New Virtual Machine Wizard X

Ready to Create Virtual Machine
Click Finish to create the virtual machine and start installing Ubuntu.

The virtual machine will be created with the following settings:

Name: Ubuntu 14.04_Clientless_Remote_Desktop_Gateway
Location: D:\VMs\CoopGuacamole
Version: Workstation 14.x

Operating System: Ubuntu

Hard Disk: 10 GB, Split |‘
Memory: 1024 MB
Network Adapter: NAT
Other Devices: 2 CPU cores, CD/DVD, USB Controller, Printer, Sound C...

| Customize Hardware...

Power on this virtual machine after creation

< Back Finish | | Cancel

MWA 3.3 MIMKUAIIAZIDYA Virtual Hardware d1%35052 0111503 Ubuntu Server

14.04

INNINN 3.3 ITHINIAINUATIHALIDIA Virtual Hardware 1o ldd1msunisadig

9
VM nNouanaIszu1 1703 Ubuntu Server 14.04 32 bit U1 11511053 VMware Workstation
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Workstation v ¥ ( »5 | S

) Ubuntu 14.04_Clientless_Remote_Desktop_Gateway - VMware Workstation

M af=R=Rs

S m}

|
=}

1}: Home

Ubuntu 14.04_Clientless_Re... > ‘

Language

Amharic
Arabic
Asturianu
Eenapyckas
EbArapckn
Bengali
Tibetan
Bosanski
Catald
Cestina
Dansk
Deutsch
Dzongkha
EAANVLKG
Eng
Esperanto
Espafiol
Eesti
Euskara
s
Suomi

'To direct input to this VM, click inside or press Ctrl+G.

Francais
Gaeilge
Galego
Gujarati
1y
Hindi
Hrvatski
Magyar
Bahasa Indonesia
Islenska
Italiano
BAE
Joboneo
kazak
Khmer
B3 S
8h=20]
Kurdi
Lag
Lietuviskai
Latviski

MakeaoHCKw
Malayalam
Marathi
Burmese
Nepali
Nederlands
Norsk bokmal
Norsk nynorsk
Pun jabi (Gurmukhi)
Polski
Portugués do Brasil
Portugués
Roma&na
Pycckuin
Samegillii
%020
Slovencina
Slovenscina
Shoip

CPNCKn
Svenska

Tamil
S

Thai

Tagalog
Tirkce
Uyghur
YKpaiHcbka
Tiéng viét
(R 1)
R (HES)

MNA 3.4 MIAAAITEDVUNITANT Ubuntu Server 14.04 (1)
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ngilaiwnn 3.4 Wumsiaenniwinlsluniseisunionlunisanag

521UV1/§119N13 Ubuntu Server 14.04

©) Ubuntu 14.04_Clientless_Remote_Desktop_Gateway - VMware W.. — O X
Workstation v | EE e P ‘ l] E :[j: D | !E‘
{q} Home Ubuntu 14.04_Clientless_Re...
- .
To direct input to this VM, click inside or press Ctrl+G. =1 @ - ‘!‘e R 4

' v
MUN 3.5 M3AAAITzURITANS Ubuntu Server 14.04 (2)




40

& Ubuntu 14.04_Clientless_Remote_Desktop_Gateway - VMware Workstation — O X

file Edit View VM Tabs Help | Il = | &2 | 2 O 0] e H Y

1'}) Home [,/ Ubuntu 14.04_Clientless_Re... *

1 [!] Configure the network |

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't
know what your hostname should be, consult your network administrator. If you are setting
up your own home network, you can make something up here.

Hostname:

<Go Back> <Cont inue>

; <Enter> activates buttons

To direct input to this VM, click inside or press Ctrl+G. =% E @o ’i ‘ |7 Z

' v
flTW“?I 3.6 ﬂ"li@]ﬂﬁ\ﬁg‘ﬂﬂﬂgﬂﬁﬂ"li Ubuntu Server 14.04 (3)

A A A Y a g [ A A FY
NINN 3.5 100N Install Ubuntu (WBIUIFNTEUIUNITAAAN nasnIn@enM N1 1ung

A & <3 [ H g { o Y I g’z
ARAUATY 1A HAIINUUITTNTAIAUNEINY keyboard 1¥iAaA1 191010111 English 1ariua

U g: 1 d’ 1

b4 1 H )
HAIDINUUIZIIIGNI15AIAI1T0IAT09%50 host name AINFUN NN 3.6 HAIDINTUIZIN

9
NIZUIUNITAN password REVGRIEST
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& Ubuntu 14.04_Clientless_Remote_Desktop_Gateway - VMware Workstation - [m] X

file Edit View VM Tabs Help!| il v | £ | £ Ol 0=H3|E

{3} Home . Ubuntu 14.04_Clientless_Re... %

[!] Set up users and passwords |

‘ou may configure your home directory for encryption, such that any files stored there
remain private even if your computer is stolen.

The system will seamlessly mount your encrypted home directory each time you login and
automatically unmount when you log out of all active sessions.

Encrypt your home directory?

<Go Back> <ves>
To direct input to this VM, click inside or press Ctrl+G. 2% E = d ‘ [ Y,

v v
MNA 3.7 MIAAAITVUNITANT Ubuntu Server 14.04 (4)

@ & < = P~ 9 @ . A < =) s A
Waﬂi]’lﬂuui]glﬂuﬂ'li NITADNNITIVITUE home directory tesnmiuawines y

0 ' o o Yo 9 @ o
11119 au59unY 520U Cyber RANGE 1lvtsuiludes hsia msizaisamiledaisesnin

Yaoasviundn
a Ubuntu 14.04_Clientless_Remote_Desktop_Gateway - VMware Workstation = (] X
File Edit View VM Tabs Help v | B C O DS |E
1A} Home .| Ubuntu 14.04_Clientless_Re...
1 [!!] Partition disks f
If you continue, the changes listed below will he written to the disks. Otherwise, you
will be able to make further changes manually.
The partition tables of the following devices are changed:
LVM VG ubuntu-vg, LV root
LYM VG ubuntu-vg, LV swap_1
SCSI33 (0,0,0) (sda)
The following partitions are going to be formatted:
LYM VG ubuntu-vg, LV root as extd
LYM VG ubuntu-vg, LV swap_1 as swap
partition #1 of SCSI33 (0,0,0) (sda) as ext2
Write the changes to disks?
ves)] <No>
To direct input to this VM, click inside or press Ctrl+G. = Jﬁ t Q‘s ﬁ‘.i ‘ ) 4

v 9
MUN 3.8 M3AAAITZUUHIANS Ubuntu Server 14.04 (5)
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(% 2 I oA @ 1 .. A ya @ A
HaI U UL UNITANNEINY NITLU partition Lu@ﬁ%]ﬂqﬂmﬂ13%ﬂﬁ§§ﬁ@ﬁ
Y o A 1 2 o AU ] Y a & X
hardware 1901 VM 111309904 storage uagniae1vi1 19 hiifludyminunmsanas edmisn

won ldaualnd

) Ubuntu 14.04_Clientless_Remote_Desktop_Gateway - VMware Workstation — [m] X

File Edit View VM Tabs Help | il v | &2 | © C ] ]

Home Ubuntu 14.04_Clientless_Re... [ ) Guacamole_UbuntuSVR16.4_64...

buntu 14.04.5 LTS ubuntu ttyl

ubuntu login: tester

Password :

elcone to Ubuntu 14.04.5 LTS (GNU/Linux 4.4.0-31-generic i686)
* Documentation: https://help.ubuntu.com/

System information as of Sun Oct 29 01:35:55 ICT 2017

System load: 0.08 Memory usage: 8z Processes: 217
| Usage of /: 12.0% of B.50GB  Swap usage: 0z Users logged in: 0

Graph this data and manage this system at:
https://landscape.canonical .con/

1132 packages can be updated.
[31 updates are security updates.

[ The prograns included with the Ubuntu system are free software:
‘the exact distribution terms for each program are described in the
individual files in usr/sharesdoc/x/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable lau.

| tester@ubuntu:~$ unane -a

Linux ubuntu 4.4.0-31-generic #50714.04.1-Ubuntu SMP Wed Jul 13 01:06:37 UTC 2016 1686 i686 i686 GNUJ
/Linux

[testereubuntu:~$

To return to your computer, press Ctri+Alt. - E 8 ‘!\n @ E )

MNA 3.9 MIAAAITEDVURITANT Ubuntu Server 14.04 (6)

[ 25 I~ o A 3}, [ H A

NAINNTUIZIT UM TAUTUMNTNITAIAT VYDINTZUIUMST TUNINTN 3.8 LAITL UV
A o 4 a g‘/ o . . [ 491 d'
ATEUIUMS IAgazsurmsuan lWansanasuazii repositories #1149 909M1N 11 storage
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o 9 ] 9 Y a
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HHAHA: LHBNIINAD U login 9&login mazuﬂuammm user V]GNUl’JG]N maﬁmmﬁmmﬂ%
Aa A Y 9 o o v a ad

MUAND root user Gl“l/i !,'ifJﬂclflf command sudo -su 31NINT ﬂﬂi$ﬂuﬁ‘ﬂ‘ﬁlﬂu root user
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vzAoIlMIdaaTon 11U51nTua19 9 59D library N uao g unisaaasga T sunsy
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Apache Guacamole 0.9.12-incubating #4910 HUILNINT download package Gljﬂi‘ﬂil!,ﬂiw’]iﬁ
Y
U3z lleaesaiudail
1) Apache-Guacamole-Server

2) Apache-Guacamole-Client

1 . . 1 1 3 1
1ag download package 14@31v99015 authentication 1 1% 1udIuvoaninIy Tuaiu
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Tanseudmsvaansga lilsunsy word3vvuneulinazzuvruaaunsaaaiga lilsunsy Ty
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9
ML AULATAINITANINIUIT INAY web server tomeat7 LALTEUVIATOUIY 1A HAIINUUIY
Y [ 1 9 Yy 9
AUTUNITAAAY Apache-Guacamole-Client NNANYMUY web-based e luaruvoatunoutiiu
9/3‘; 1 A a v 9 1 @
#1130 develop 199 lananua Tasagnarumiuanluiade vuemaludiunal)

9 9
v

A ) g’/ I a g’/ .

ninewig: lumsaaasya l1/sunsy nanuanuazitlunsfanalugiluunved Unix Command
Y v
nazlun1sanaeyaT1s1nsu Apache Guacamole 0.9.12-incubating 1U@IUVOI Client N
¥ & - R Y 3 o9 v
guununidu lediiudiuil Wnianndmso develop Wi udAIeAUB lan e Tag
A a @ < 2 1 4 o 1
aunsamdoyanan lalunswannldwiiivvviunluiisenTesny @21 Apache-
Guacamole-Server
d' . . J Ao o ) @

M3197 3.3 1aaas1ens lsunsuiag 519mM3 Libraries a4 ) N uiludmsvlumsassgn

Talsunsu Apache Guacamole 0.9.12-incubating

1 v P
510%0 dependencies NAoIAnds UNIX Command

9 18%6 Libraries

build-essential apt-get install -y build-essential

libcairo2-dev apt-get install -y libcairo2-dev

libjpeg-turbo8-dev apt-get install -y libjpeg-turbo8-dev
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9

510%0 dependencies NA09

A

Yy
U

N

UNIX Command

libossp-uuid-dev

apt-get install -y libossp-uuid-dev

libavcodec-dev

apt-get install -y libavcodec-dev

libavutil-dev

apt-get install -y libavutil-dev

libswscale-dev

apt-get install -y libswscale-dev

libfreerdp-dev

apt-get install -y libfreerdp-dev

libpango1.0-dev

apt-get install -y libpango1.0-dev

libssh2-1-dev

apt-get install -y libssh2-1-dev

libtelnet-dev

apt-get install -y libtelnet-dev

libvncserver-dev

apt-get install -y libvncserver-dev

libpulse-dev

apt-get install -y libpulse-dev

libssl-dev

apt-get install -y libssl-dev

libvorbis-dev

apt-get install -y libvorbis-dev

libwebp-dev

apt-get install -y libwebp-dev

51850 Programs

mysql-server

apt-get install -y mysql-server

mysql-client

apt-get install -y mysql-client

mysql-common

apt-get install -y mysql-common

mysql-utilities

apt-get install -y mysql-utilities

tomcat7 apt-get install -y tomcat7
freerdp apt-get install -y freerdp
ghostscript apt-get install -y ghostscript
jq apt-get install -y jq

wget apt-get install -y wget

curl apt-get install -y curl
dpkg-dev apt-get install -y dpkg-dev

A ES) = . ’ ' Ao & a &
1INAITIN 3.3 HULaaT1eazoea 1sunsunag Libraries 19 9 nudlulumsfnns

= . A g o o 9 o A — = ] a & I
33UDY Unix Command ‘mﬂumﬁﬂﬂflumsmmumimm Iﬂﬂﬂgﬂﬂ'ﬁllﬂﬂﬂ'ﬁ@ﬂﬁﬁ ooy

dova 1 Tasd1u15nA® dI1Y04 Library 1A50UAGHN Remote Desktop Service 1914 VNC RDP
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< Y Yy 3 J U ~ A 1 1 A A R
Wudu vazniivlad nazdiuiaesio dauuoa Program A9 9 Mineadeesn v laday
{ { o @ I <3 14
Tomcat At u webserver t1ag MySQL Milugrudoya lidmsunvdoyaveuivlea Tagluy

a 2 d o ° . ; o . g
N1TAANI MySQL HMQWLﬂuﬁ}fJQﬂ1ﬁuﬂ account 11N15 loglnlﬁﬂ‘ﬂ1mﬁ COIll’lCCthl’thJEN

FIudoya MySQL
a ¥ . Ao S 1o & Yy a & 3 & 9y
wneme): Tumsaaaq dependencies MUty Tusuiludosdaasnanuaiioann msldau

P4

. 1 g’.: o Y o < @
U84 Library A4 9 umzﬁumaﬂumiaammumawwmuuﬂuﬂaﬂ

L) Ubuntu 14.04_Clientless_Remote_Desktop_Gateway - VMware Workstation — Od X

File Edit View VM Tabs Heip | I}l » | €& | £ T = A | (S

Ubuntu 14.04_Clientless_Re...

1

Get:16 http:/sus.archive.ubuntu.con/ubuntus trustysmain libupx1l i386 1.3.0-2 [518 kBl

Get:17 http://us.archive.ubuntu.comsubuntus trustysuniverse 1ibxZ264-142 i386 2:0.142.2389+git956c8d8
-2 [666 kBl

Get:18 http://us.archive.ubuntu.comsubuntu/ trustysuniverse libxvidcore4 1386 2:1.3.2-9ubuntul [259
kB1

Get:19 http:/sus.archive.ubuntu.com/ubuntus trusty-updates/universe libavcodec54 i386 6:9.20-Oubuntu
0.14.04.1 [2,519 kB]

Get:20 http://us.archive.ubuntu.comsubuntu/ trusty/main fonts-de javu-core all 2.34-1ubuntul [1,024 k
Bl

Get:21 http:/ us.archive.ubuntu.con/ubuntus trusty-updates/main fontconfig-config all Z2.11.0-Oubuntu
4.2 [47.4 kB]

Get:22 http://us.archive.ubuntu.com/ubuntu/ trusty-updates/main libfontconfigl i386 2.11.0-Oubuntu4.
2 [124 kB1

Get:23 http://us.archive.ubuntu.com/ubuntus trusty-updates/main libpixman-1-0 i386 0.30.2-2ubuntul.l
[216 kB1

Get:24 http://us.archive.ubuntu.com/ubuntu/ trustysmain libxcb-render® i386 1.10-2ubuntul [11.9 kBI

Get:25 http://us.archive.ubuntu.comsubuntu/ trustys/main libxcb-shm® i386 1.10-2ubuntul [5,622 Bl

Get:26 http://us.archive.ubuntu.com/ubuntus trusty-updates/main libxrenderl i386 1:0.9.8-1build0.14.

04.1 [17.5 kB]

Get:27 http://us.archive.ubuntu.com/ubuntu/ trusty-updatessmain libcairoZ i386 1.13.0720140204-0Oubun

tul.1 [550 kBl

Get:28 http://us.archive.ubuntu.com/ubuntu/ trusty-updates/main libcairo-gobject2 i386 1.13.07201402

04-Oubuntul.1 [16.6 kBl

Get:29 http://us.archive.ubuntu.com/ubuntu/ trusty-updates/main liblzo2-2 i386 2.06-1.2ubuntul.l [49
.9 kBl

Get:30 http:/ us.archive.ubuntu.com/ubuntu/ trusty-updates/main libcairo-script-interpreterZ i386 1.

13.0720140204-0ubuntul.1 [52.8 kBl

Get:31 http:/sus.archive.ubuntu.com/ubuntu/ trustys/main libgmp10 i386 2:5.1.3+dfsg-1lubuntul [230 kBI

Get:32 http:rsus.archive.ubuntu.comsubuntu/ trustysmain libisl10 i386 0.12.2-1 [430 kBl

Get:33 http:r/sus.archive.ubuntu.comsubuntus trustysmain libcloog-isl4 i386 0.18.2-1 [57.6 kBl

Get:34 http:/sus.archive.ubuntu.com/ubuntu/ trustysmain libelfg0® i386 0.8.13-5 [38.4 kB]

Get:35 http:r/sus.archive.ubuntu.com/ubuntu/ trusty-updatessmain libgompl i386 4.8.4-2ubuntul™14.04.3
[25.0 kB]

Get:36 http:/sus.archive.ubuntu.com/ubuntus trusty-updates/main xiil-common all 1:7.7+1ubuntu8.1 [49.

5 kB1

147 [Waiting for headers] 227 kBss 3min 36s_
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919N 3.4 uaaaliNTiug18MIANT download package G]gﬂi‘ﬂﬁuﬂiw Apache Guacamole 0.9.12-

) v
incubating 1o 1Hd 11 UMIAAAS

510%0 package N@o9 download

UNIX Command

guacamole-client-0.9.12-incubating.tar.gz

wget
http://apache.org/dyn/closer.cgi?action=download
&filename=incubator/guacamole/0.9.12-
incubating/source/guacamole-client-0.9.12-

incubating.tar.gz

guacamole-server-0.9.12-incubating.tar.gz

wget
http://apache.org/dyn/closer.cgi?action=download
&filename=incubator/guacamole/0.9.12-
incubating/source/guacamole-server-0.9.12-

incubating.tar.gz

guacamole-0.9.12-incubating.war

wget
http://apache.org/dyn/closer.cgi?action=download
&filename=incubator/guacamole/0.9.12-
incubating/binary/guacamole-0.9.12-

incubating.war

guacamole-auth-jdbc-0.9.12-incubating.tar.gz

wget
http://apache.org/dyn/closer.cgi?action=download
&filename=incubator/guacamole/0.9.12-
incubating/binary/guacamole-auth-jdbc-0.9.12-

incubating.tar.gz

mysql-connector-java-5.1.43.tar.gz

wget
https://dev.mysql.com/get/Downloads/Connector-

J/mysql-connector-java-5.1.43.tar.gz

A Y Aa A G 9 o [
I1NATTIINN 3.4 Vlﬂ@‘ﬁUTEJ‘i'lflﬂ'l'iﬂTi download ﬂgﬂiﬂillﬂiﬂlWﬂlﬁiﬂMWiﬂNﬁ"ﬁ’i’i'ﬂ

y
(%

a =KX A
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Y
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A9 9 919 VNC, RDP 1 uauTasaruguriu TusTaapadiud1Niuyoa1 guacamole protocol

1Az §9NI5HIU UNIX Command NH¥031 guacad
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! v o s A [ 25 1
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= % 1 9 3 ) @
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guacamole-auth-jdbc-0.9.12-incubating.tar.gz Ao package §1MTUNITAAAL T2 UUNT

. . L2 Ao d £) 9 1 o ) 1
authentication JUunUNHa NIV uAD1491U39WAY Apache-Guacamole-Client Tagluaiuung

b
package 11U3N15 authentication 11131)11U VY09 Database authentication TagWaIU1A1H15D
A .. A o A .. A A A

Ia®NNIT authentication gﬂuuu@u g TagA1a0n authentication U A LDAP ADNIT
authentication UUNTLIIUAT LDAP, NoAuth A9n13 133015 Authentication 1o 9 Tuszu,
A ) .. Lo vy A Ay ¥
Duo ABN15 19115 Authentication LUD%A Key-Pair 11 uau 1io991nveuaveana lulash la

=< ! o o A aw & Yo ¥ ' A A ) .
USnisaunuminaunusenuu lalideagiitezlinisiaonld n15 authentication 1111

9
Database Aatinduaonly Package guacamole-auth-jdbc-0.9.12-incubating.tar.gz

. A A o I ~Aq Yo o
mysql-connector-java-5.1.43.tar.gz 10 package Nanvaztu Tdsunsunledmsuns
1ONADTZ M9 Apache-Guacamole-Client Mg MDA MySQL Tagazsininaaaedods
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HANINLATVIAUNIT download ﬂﬁ]%!,“lglj"lf,:fﬂﬁgﬂﬁuﬂWﬁﬂWiﬂﬂﬂWﬁ environment fﬂfﬂu
)
iwuﬂ;]m“lmﬂﬁ’w%’auﬁmﬁumimmsgﬂiﬂmﬂiu Apache Guacamole 0.9.12-incubating

TasaziA1a9 UNIX Command 91UA15199 3.5

Y 9 . ) o a g.//
MI19N 3.5 UEAAITIINTNITIATINANUNIDUVDN environment F115UNTAAAT Apache

Guacamole 0.9.12-incubating mﬂ“luswuﬂ;f]ﬁami Ubuntu Server 14.04

UNIX Command AU NY

1) mkdir -p /etc/guacamole/lib aalames /etc/guacamole/lib lagla

‘&‘ v v A v 6 o 1 =
VHVBAINNELLIILA aumIWam 2303N[1IAN

agjua?
. Y 4 h
2) mkdir -p 519 Wanes /etc/guacamole/extensions
. ] ‘&1 v £ £
Jetc/guacamole/extensions logldantannuudsdoudlnaaes
a9nanlaguan

{ < ~ 9 . ) o a gl.;
%1ﬂﬁ1i1\1ﬁ 3.5 uﬁmGlﬁ'muﬁqmigmﬁmmmwmmm environment &1 3IUNITAAA

Apache Guacamole 0.9.12-incubating 1181152 U1 {17AN15 Ubuntu Server 14.04 B9923in13

v
o w

4 o <3 AQy
a519 Trlataes A1eA1d9 mkdir ag 3 option Ao -p lagrasnnaseliameaieauuan

Y
(4

) [ < a ! & '
duaounalleziiunis Aaasgalisunsui download 91nTuaoUne UM Tagazdl

De
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9 9
51902108AMTTUADUAAAIAI

v 9

M319H 3.6 UAAITIINIMAWVUADUNITAAAT %A 1151051 Apache Guacamole 0.9.12-

incubating
UNIX Command AURNY
(optional) cd guacamole-server-0.9.12- 1911984 folder guacamole-server-0.9.12-
incubating incubating

= 9 g}/ U a 4
1) /configure ~with-init-dir—/etc/initd | N1IAITUANNNTOUMIAIA INWITIIIADS

ini.d
2) make compile package ﬁ “ﬂumm JAVA
3) make install 3 aﬂéﬁ package ﬁrﬂumm JAVA
4) systemctl enable guacd ’sng ams 1 repository guacd NNULUY

startup
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~ Y I X g}/ a 3’/ [ .
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[T ~1 o A g}/ a gjl 9 a
Tsunsueguadr nawsaduiumsiuneumsaaas ldnuing
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Y Y v Y
NUOIA: TUTUADUMIAAAT YDIA1319N 3.6 WU TUFIUVDINT ARAd HINLNITZUIUMT 1A

a < { A
Taluns Uszaunana package HAAIMIIAA error AAYIA BINTHNAANS error TUATTUIUNS

4 A ¢ s
1o Ar3as19d0U file ya T1/sunsundiosdu wu Sesuosnnuauysoivedlia udu

Y

na991nAna A 1151051 Apache Guacamole 0.9.12-incubating 1ef

g 2 o
Soauuaiulu

A52UIUMsan lUAen159AtAT N web application 81151 Apache-Guacamole-Client 1a8i]

Y Y
VUADUNTIATIUNITAI

M15199 3.7 LARAIDINTIALATON web application d1115UAIUTENOU Apache-Guacamole-

Client
UNIX Command ANUNHNY

1) mv guacamole-0.9.12-incubating.war Wlld guacamole-0.9.12-incubating.war

/etc/guacamole/guacamole.war éhe'lallu directory /etc/guacamole/ Tag
Lﬂéﬂu%ﬂiﬁﬂlﬂu%@’h guacamole.war

2) In -s /etc/guacamole/guacamole.war a3 1q§qﬁuuu symbolic 7 ZHIN

/var/lib/tomeat7/webapps/ /etc/guacamole/guacamole.war A
/var/lib/tomcat7/webapps/

3) In -s /ust/local/lib/freerdp/guac*.so a3 Néﬁﬁ&ﬂﬂ symbolic 7 ZUIN s
/usr/lib/dpkg-architecture - /ust/local/lib/freerdp/guac*.so AU so
gDEB_BUILD GNU_TYPE/freerdp/ /ustr/lib/dpkg- architecture -

gqDEB BUILD GNU_TYPE/freerdp/

4) cp mysql-connector-java-5.1.43/mysql- Anaon g cp mysql-connector-java-
connector-java-5.1.43-bin jar 5.1.43/mysql-connector-java-5.1.43-bin.jar
tolguacatiole/lib/ ISIEE directory /etc/guacamole/lib/

5) c¢p guacamole-auth-jdbc-0.9.12- Anaon g guacamole-auth-jdbc-0.9.12-
incubating/mysql/guacamole-auth-jdbc- incubating/mysql/guacamole-auth-jdbc-
mysql-0.9.12-incubating.jar mysql-0.9.12-incubating.jar IBIER directory
/etc/guacamole/extensions/ /etc/guacamole/extensions/
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v Y
NMAA15199 3.7 Baad 17 DITUABUMTNTIALAT N web application 1ABaLTN1TBTLY
) a v Y A v 9 g‘/ A o < 0o A
Tae919890 101 IT0V0IA1319 AD IUHIVOUITAUY ADMITUUIVAUTVFUV09N13 Apache NI
9 1 A ¥ A 1 o
wwana .war 810 l)auvesn1sszuIanav0958UD Apache Guacamole 1o 1 1FouAD N
Y H s r Y )
druveamstszanana nasnniuluiived 2 uag 3 HuABMIFONAITEHIN directory LD
4 1 ° o 4 1 o 1 I o
weuaeyi I enunsa Tendhemsinau Inaszrineduld waz ludeh 4 szidlumsihTdsunsy
A A . Y1 [ . . °
connector NUUINANA jar YOI MySQL 14590 U web application Tair lUnelulvame
9 H Y
lib ﬂl@ﬂﬁlgﬂiﬂiuﬂin guacamole pazluvunoun 5 Hufon1sin package authentication 11
database Niwwana jar Iaglamualiluiade neuninirli¥eudeiuszun guacamole

TaedluiirldneluIname extension

@ < o A 9 9 o o
ﬂiZ‘]J'JLlﬂ15ﬂﬂ111Jﬁ]&‘lluﬂWiﬂTViuﬂ %a@;mmﬂyammuﬂigmawammiwu tasun
1 4 o r @
schema 19 9] 910 19@ guacamole-auth-jdbe-0.9.12-incubating 1113 import 141 lgagudoya
A o ) 9 9 9 : . N - o ax
LWE]ﬂTVfLlﬂ11’@1‘”"lJ’é)iJuaWifJﬂJblGIfﬂuGl,uﬁ’Juﬂlaﬂmi database authentication NHUANI11AT

: v 2 2 Y % ;
nounihil Tagduaoumsas g udoyaiulinuaised 3.8

M990 3.8 1AANTIBABIANIHIMUATIUTRYAIAZ import schema A9 ) A1MSUMNS

. . Y 1 [ . b,
authentication 9138 database 39UN1L Apache Guacamole 0.9.12-incubating

SQL Command ANNHNIY
1) create database guacamole_db; ﬁ%’ngm%’ayjaﬁ%a’h guacamole db
2) create user ﬁ%’mﬂ%’qmﬁﬁ%a’h guacamole user
'guacamole_user'@'localhost’ TAe8199952WM D localhost Tawi)
identified by "P@sswO0rd"; TRANIUAD P@sswOrd
3) GRANT 1%@n3 M3AuAu SELECT INSERT

SELECT,INSERT,UPDATE,DELETE | UPDATE DELETE ﬁ’mﬁ%’qméf‘}@

ON guacamole_db.* TO guacamole user Glugwmsj’m%la

guacamole_user'@'localhost’; guacamole_db

4) flush privileges; Compile ans

5) cat guacamole-auth-jdbc-0.9.12- 1A schema aviua Talu grudoya

incubating/mysql/schema/*.sq| | guacamole_db

mysql -u root -p$mysglrootpassword

guacamole_db
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H v J
910A13199 3.8 HUABNI5 14 SQL Command Tunmsdans giudeyadimiumsi@sey
ANUNSoNFIUTDYA MySQL 1%11191U59uAY Apache Guacamole 0.9.12-incubating 1aga319
user MWz MTUMITaMsgIudoya
1 A g I Y =\ Y A A [
NUYIMY: NOUIZITUNTTUIUNIIHILITUADI UN13 7319 database N1 guacamole_db 11

~ Y 1 9 dy Y
[FYVITDINBDUVTHIULAN

@ I ) 4
aszuIumsna lazitluvuneunis configure 53UV Apache Guacamole 11T 899D

Y Y
SLUUATONY LAz 5V M3 authentication 111U database IABNUUABUNIT configure A

31971 3.9 UEAATIINITNS configure 38 1UUVDN directory /etc/guacamole/

guacamole.properties

UNIX Command

AITUUNY

echo "mysqgl-hostname: localhost" >>

/etc/guacamole/guacamole.properties

o 9 =
HUeya mysql-hostname: localhost b8

84 /etc/guacamole/guacamole.properties

echo "mysql-port: 3306" >>

/etc/guacamole/guacamole.properties

1hioya mysql-port: 3306 LTEUAY

/etc/guacamole/guacamole.properties

echo "mysql-database: guacamole_db"

>> [etc/guacamole/guacamole.properties

o 9

H1UeYa mysql-database: guacamole_db
=

gUIN

/etc/guacamole/guacamole.properties

echo "mysqgl-username: guacamole_user"

>> [etc/guacamole/guacamole.properties

o 9
HIUvYa mysql-username:
guacamole_user RIHPER

/etc/guacamole/guacamole.properties

echo "mysql-password: P@sswO0rd" >>

/etc/guacamole/guacamole.properties

1hioya mysql-password: P@ssword
STHPER

/etc/guacamole/guacamole.properties

v 1 )
210A1519% 3.9 1ANNTTINEINUNTAIAIVITLUY Apache Guacamole 1A8YY

3 & 4 1w '
Wumsasmldszvuauisadeuaeiugiudoya MySQL 1ud1uueIn15 Authentication
A o g’/ 1 Y dy
muﬂmﬁuﬂ"l’fﬂwuum@uﬂauwum
g A g Y I o 9 o = £y
L FVRLelN KT GluﬂTiﬁ\?ﬂ'lﬁ%U'U%'lﬂﬁTﬁW\Tﬂ 3.9 U sllf)qu,afﬂﬁﬁﬁﬂWﬂLﬂﬂ?ﬂUﬁTHﬂl@Nvaﬂuﬂu@]@\i

3 v a o 9 9 A 7
lﬂuﬂl@yjalﬂﬂ'Jﬂ‘]Jﬂ’]'ﬁﬁﬁmiﬁ']uell@u”aslu@'ﬁ'mﬂ 3.8 IMUU
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Y Y ] ] v
NEIINTUILIINT start LIAE restart service NIVNUANINYIVDI udIFInmInualy

A A ] 9 v
A15197 3.10 Wi 195z vunTonlaau

v ] v H
M3197 3.10  LLAAIFITINS restart service NIMNANTF 1152 1UY Apache Guacamole 0.9.12-

incubating
UNIX Command ANNKNY
service mysql restart Guﬁmﬁﬁmmmm service mysql Tl
service tomcat7 restart BEUMITNLVOS service tomeat? 1]
Service guacd restart G'iJmi NIUVDA service apache guacamole
Tn

d‘ ¥ yw Yo & A 9 o A A4 9 o
INANITNN 3.10 uuhlﬂiguﬂ1iﬂ1§1°]fﬂ1ﬁ\1 LTUAUNTININTUHUDN VINITNINYIVUDIN

= g A o A 3 J :g o 9 9 a
53‘]J°LI1‘H§JE]ﬂﬂN me@nmumimumumamﬁuyjm i$U1Ji]$ﬁ1u1iﬂ1%ﬁ1uulﬂﬁ1ilﬂﬂﬁ T@EJ

9 q 9 ' . Ad e o g .
mmamﬁuﬂmmmu browser I@ﬂﬂﬁizu domain name T]G]thﬁﬂ/ii‘lj website 1uﬁ3umaq

Apacje guacamole-Client

Y a A A P o _ Y Y = v g YN
W16 i‘ﬂlﬂﬂﬂiﬂ‘lﬂulllvlﬂllﬂ1iﬂ1ﬁuﬂ domain name Lm“hmmmmnmwmnu“lﬂwm IP

A

address Y945 VVUHIAMS

oot@ubuntu:~#
ootRubuntu:"# s
oogle.com
oot@ubuntu:™# netstat -ntunlp
fctive Internet conmections (only servers)
Proto Recv-() Send-Q Local Address State PID/Program name
0 0 127.0.0.1:3306 .0.0. LISTEN 873/mysqld
H LISTEN 915/nginx —g daemon
LISTEN 894/guacd
LISTEN 834/sshd
LISTEN 915/nginx —g daemon
LISTEN 888/ java
LISTEN 915/nginx —g daemon
LISTEN 841/ vusftpd
LISTEN 834/sshd
0 0.0.0.0:68 801/dhclient

[cloNofoloRolololol

oot@ubuntu:~#
ootBubuntu:™# ifconfig
Ens33 Link encap:Ethernet HWaddr 00:0c:29:8b:45:07
inet addr:192.168.153.128 Bcast:192.168.153.255 Mask:255.255.255.0
inetb addr: fe80::20c:29ff :fe8b:4507,64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:166 errors:0 dropped:0 overruns:0 frame:0
TX packets:48 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgqueuelen:1000
RX bytes:19965 (19.9 KB) TX bytes:5852 (5.8 KB)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inetb addr: ::1,128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:160 errors:0 dropped:0 overruns:0 frame:0
TX packets:160 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1

RX bytes:11840 (11.8 KB) TX bytes:11840 (11.8 KB)

oot@ubuntu:™#

MWA 311 MSUAATI88ID8A network adapter YD VM 1AT097 1
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TuaIuUeINITIY18IUVDY web application Y9952 1Y Apache Guacamole 0.9.12-
. . g A 1) Yy o . Y o [ Y o g Y =K
incubating Hi1H09910 111 1@1n15MvuA domain name 101 138115 UM5IHT AIUMINID 902

H Y 1 H
UM31WI TP address AU IR 3.11 11 TP address Y09 VM 10509 711 719 192.168.153.138

NI INUUIENATO U INTUIY A28 URL hitp://192.168.153.138:8080/guacamole/

PR A A =3 Y A . . A Y
T@awawwmmmmmumwm 3.12 NUEAINY MUIY NY function login memq‘uu“lu

A0IULE admin LBNIZTINST configuration 3¥11 Apache Guacamole o 11/

S

APACHE GUACAMOLE

g5 ooy |

MNN 3.2 uEaemstse Y Apache Guacamole 0.9.12-incubatin WU Firefox browser

Y
¥N919: TUNT Login 1913201 U939 Apache Guacamole 111 1agdl account default D username
Ao guacadmin L8 password o guacadmin

v
g

TunoumsAnnallsunsurtia Reverse Proxy

Tunisaaalsunsuasiia Reverse Proxy 1‘?”14%1ﬂﬂmmwﬂaujmﬁ“lﬁ’ﬂdn"lﬂudm
vesmseonuuy 1aveagUiinisdenlFusunsualszinn Reverse Proxy iili#ed1 Nginx
Taeluiadeiivznd1ndens3snisaada T sunsu Nainx VUILVVYYIANT Ubuntu Server
14.04 LTS 32 bit 11a235n15 performance tuning nansanaa ¥ iMNZauRY environment 7

il ¥z Nga

~2 ~ 2 EPEm—
TaslUUADUNITAAAT reverse proxy N¥9791 Nginx A4
1 { =
Download Repository 1% UNIX Command #1391314% 3.11 lagazuaasliifiy

9
ﬂﬁ%ﬂi]uﬂ'l'ﬁﬂﬁ@lﬂ@lﬂ@g]}?ﬂ Command Uui%‘U‘U'ﬂi‘]‘Uﬂﬂﬁ Ubuntu Server 14.04


http://192.168.153.138:8080/guacamole/
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v Y
3197 3.11 LEAAITIINTNITAAAT Nginx

UNIX Command ANUNNY
apt-get install nginx aﬂ@%"ﬂﬂiuﬂﬁ\l nginx
service nginx restart G'w’fumiﬁwm service nginx Gl,‘ﬂliaﬂﬂ%ﬂ
update-rc.d nginx defaults 11 service nginx Ty startup

~ ) Y ) = & A . = 9
VINATTNN 3.11 nulduaastiuaeumsannd reverse proxy NU¥DI1 nginx TiFeusen
Y i1 9
1AL MaanniuEImMs configuration miedsumsasa luaiuves performance U® nginx
A Y o 4 ~ A 1 ,é’ A @ 1
e 1MaNEaun environment ANgA Tasnindyrinnanvyuluuni 1 1y luaiuveans
9 1
POALLUVNY AB N13NTZVY Clientless Remote Desktop Tian3039950 traffic Ysunauunnues
¥ A Y a v 3 o o f ) Yo qy
H1991u%50 host latnu 50 Au auiuInTyrinasniniiilasunsy nginx 1 1gi s
] Y
11159 USuiaeunazaent Tudiuvey traffic Y09 connection link 14 Taslunisiii
Y 9
performance tuning HUNS18AZID8ANT tuning A
9 v
WUBLR: N1TAIAIAIAN ) YBIN151 performance tuning Y09 1511051 nginx Huag 19111

Y
ud lyn directory At /etc/nginx/nginx.conf

# you must set worker processes based on your CPU cores, nginx does not
benefit from setting more than that
worker_processes auto; #some last versions calculate it automatically

# number of file descriptors used for nginx

# the limit for the maximum FDs on the server is usually set by the O0S.

# if you don't set FD's then OS settings will be used which is by default
2000

worker_rlimit_nofile 100000;

# only log critical errors
error_log /var/log/nginx/error.log crit;

# provides the configuration file context in which the directives that
affect connection processing are specified.
events {

# determines how much clients will be served per worker

# max clients = worker_connections * worker_processes

# max clients is also limited by the number of socket connections
available on the system (~64k)

worker_connections 4000;

# optmized to serve many clients with each thread, essential for linux
-- for testing environment

use epoll;
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# accept as many connections as possible, may flood worker connections
if set too low -- for testing environment
multi_accept on;

}

# cache informations about FDs, frequently accessed files
# can boost performance, but you need to test those values
open_file cache max=200000 inactive=20s;

open_file cache_valid 30s;

open_file_cache_min_uses 2;

open_file cache_errors on;

# to boost I/0 on HDD we can disable access logs

access_log off;

# copies data between one FD and other from within the kernel

# faster then read() + write()

sendfile on;

# send headers in one peace, its better then sending them one by one
tcp_nopush on;

# don't buffer data sent, good for small data bursts in real time
tcp_nodelay on;

# reduce the data that needs to be sent over network -- for testing
environment

gzip on;

gzip_min_length 10240;

gzip proxied expired no-cache no-store private auth;

gzip types text/plain text/css text/xml text/javascript application/x-
javascript application/json application/xml;

gzip_disable msie6;

# allow the server to close connection on non responding client, this will
free up memory
reset_timedout_connection on;

# request timed out -- default 60
client_body timeout 10;

# if client stop responding, free up memory -- default 60
send_timeout 2;
# server will close connection after this time -- default 75

keepalive timeout 30;

# number of requests client can make over keep-alive -- for testing
environment
keepalive requests 100000;

NATBANUAUADITWALIBIANITN best performance tuning IAs U INVDININT I
1 1 { [ { 1 ] 1 { I 4 @ A
Aae o AgnilFunlaen danlnaglumsisunlaeu witluluGesvesmsilivaasivuma
Y ] [l
buffer HA4INUUILNINT testing tuning NS Ianuveensiasud configuration A1

=
AT1TNWNN 3.12
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M195197 3.12 LAATIBNIT NITI testing tuning w04 115unsw ningx

UNIX Command AITUNNIY

. 3 o & q U .

nginx -s reload Audmdelasluns save configuration
] 9

service nginx restart FUAUUINT nginx Tnidnnsa

. 3 o U q U .
nginx -t Wumae 1 luns test configuration

. . o & ]

/etc/init.d/nginx configtest Aumdaldlums test configuration

{ g}/ ] o . . . $ @
1AMN5199 3.12 Hunaaaliifiuns 1 testing tuning ¥941151ATY nginx FIMa310

a

° < Y 12 9 @ Y : <
ANUUUNITIANTD f\’]hl'JJ'JJﬂ']ﬁ return UBAITY error Llﬂ ] NV %3ﬁ§ﬂ]’lﬂ'}1 N9 tuning LTI

4

auyI

U

¥
(Y3

TuaoumMsanna5zuulIAns Kali Linux 1azu3ns VNC (VM 13031 2)

miaﬂ@%ﬂimuﬂgjﬁﬁmi Kali Linux 2 ﬁugﬁimﬂuﬁzuuﬂﬁﬁaﬂmmwﬁm%’uﬁm%’u
UTNT Real VNC TﬂElsluﬁ1ﬁ’mﬁﬂ1§l$ui]$l,“ﬂuﬂﬁﬁ]§ﬂ1Elﬁli”uﬂ’é)uﬂﬁaﬂéﬂﬁzuuﬂﬁﬁami Kali
Linux 2 64 bit (Rolling) MM INIAARI13 AT Real VNC T30 Real VNC Connect
6.2 Lﬁ’ﬂ!ﬂd]u VNC server 13¥11971U590A U521 Clientless Remote Desktop Gateway 130 Apache

Guacamole 0.9.12-incubaing tWoun lylymiami lanauer 13 lunni 1
a a oA 9 1 gz
JUADUNITAAAITZVUUH1UANT Kali Linux 2 64 bit (Rolling) Hulugauvesiuaou
Y 9
MIAAAIUUNTUND LA

¥ Y
f19UA Virtual Hardware U1 113510053 VMware Workstation tWo 1414 1un13faa

521V117AM5 Kali Linux 2 010107 3.13
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New Virtual Machine Wizard X

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install Debian
9.x 64-bit.

The virtual machine will be created with the following settings:

Name: Kali Linux 2 64bit
Location: D:\VMs\CoopKALINEW
Version: Workstation 14.x

Operating System: Debian 9.x 64-bit

Hard Disk: 10 GB, Split

Memory: 1024 MB

Network Adapter: NAT

Other Devices: 2 CPU cores, CD/DVD, USB Controller, Printer, Sound C...

Customize Hardware...

< Back Cancel j

MW 3.13 1AAI18A21009 Virtual Hardware ¥9952UD117AN5 Kali Linux 2

) Y Y
‘Wﬁ\‘]fl]']ﬂuualuﬂigifﬂuﬂ'ﬁ@]@”lﬂuu ﬂgLGIT']EIﬂi$1J']uﬂ’]iﬂ’]iﬂﬂﬂ\‘ligﬂﬂﬂaﬂﬂﬂ'ﬁ Kali
. A kS & A o v . A4 a ¥ A a ¥
Linux 2 Tﬂﬂ@]’]llﬂ'w\lﬂ 3.14 UU ﬁ]glﬂuﬂ'limﬁ]ﬂﬁ'l‘llﬂ install LNDAAN !u@ﬂﬂ’lﬂﬁll‘!ﬂ'ﬁ@lﬂﬂ\i
Y v
5$1J1J1]§]1Jﬁﬂ'|5 Kali Linux 2 HU@ 11599 14UUN1S boot 11U Live ﬁ'ﬂﬂ']iﬂﬁ’lﬂ’liﬂi%}QWH Kali

o w 1

Linux 2 18 Tae'lide 9k 1un3zuiumy install 1A U090 AU IFUN

@ Kali Linux 2 64bit - VMware Workstation = m] X

Workstation v | Il ~ | l—'-i] ‘@?‘ ;‘; | [] = O D @

| Kali Linux 2 64bit ‘

Boot menu

Live (amd64)

Live (amd64 failsafe)

Live (forensic mode)

Live USB Persistence (check kali.org/prst)

Live USB Encrypted Persistence (check kali.org/prst)
Install b -, adl : e }
Graphical install

Install with speech synthesis

Advanced options

To direct input to this VM, click inside or press Ctrl+G. QsE=%10 4

v Y
MNA 3.14 ﬂ'liﬁﬂﬁ\ﬁzllllﬂall@ﬂ'li Kali Linux 2 (1)
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o o Y 1 A Aq v a 2 ~ Y A
WaQﬂ']ﬂuuﬂzl"ln/gﬂﬁzﬂﬂuﬂ’lilaﬂﬂﬂ’]}l']ﬂclslfﬁli‘lﬂ'ﬁﬁﬂﬁﬂ ATUNINN 3.15 ulﬂuﬂ’]ﬁlaﬂﬂ

< a 2
7181 English (Junwlumsanns

©) Kali Linux 2 64bit - VMware Workstation al o X

e Edit View v bt L @210 L0 D= 0D @

| Kali Linux 2 64bit %

Choose the 1 selected language will
also be the
Language:
1+
eranto P! it
o e
CRE
[To direct input to this VM, click inside or press Ctrl+G. Q= 0 /4

v 9
NN 3.15 mmﬂmizuuﬂgmmi Kali Linux 2 (2)

[ g’} { g‘/ 4 Y v a oa = Y gl/
wadmﬂuumwﬁ 3.16 Llﬁﬂ\iﬂ'l'iﬂ\i%ﬂ hostname Gh’iﬂ‘]J'iS‘]_I‘]_I‘]JJ‘]‘]JG]ﬂ1i‘3]Nﬂ'lﬂﬂ'qulﬂﬂQ

A ~AA 1 . o g‘/ =\ g’/ 1 Y o @ . Y
¥ hostname WD Kali LASHANITUUISUNITAIANT password Pdmsy lums login [ U1TE U
(& Kali Linux 2 64bit - VMware Workstation = (m) X

File Edit View VM Tabs Help | Il v | & | £ Ol0 =5 3 \@

[} Kali Linux 2 64bit

1 [!] Configure the netuwork

i me fol
is a single word tl S your system the network. on't
ki jour hostn should ur network a istrator. If setting
uj home netwark, you ci ng up here.
Hi
k> ue>
To direct input to this VM, click inside o press Ctrl+G. QuB=dd|0 4

' v
le‘I“?l 3.16 ﬂﬁ@]ﬂ@\ﬁ%‘ﬂ‘ﬂﬂ&]‘u@ﬂﬁ Kali Linux 2 (3)
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@ 2 A I~ A . AHq ¥ tﬂy Aq Yo o
NAIINUU 71N 3.17 321 unisiaen disk storage 1/]161561Uﬂ13ﬂf]ﬂwu7]611’iﬁ11’13ﬂ

o

[ v
repository U8 Kali Linux 2 %9910 MTHINUA Virtual Hardware 11 1@ 1AM UA disk QﬂLa‘c’J’J

Y
%

g‘/ 25 dyc:\’ A . A Y [ a o Y
ﬂ\‘]uuﬁlu"llu@@uuﬂﬁuﬂiﬂlaﬂﬂllfﬂ'ﬂ standard guide LWﬂﬁlﬁ\ﬂﬂﬁfJﬂ'ﬁ@ﬂ@\?qﬂ

9 Y
LRI TumsAaasa I TouLa partition 1lmuﬁ3uﬂi$‘1_l’31!ﬂﬁﬁ

& Kali Linux 2 64bit - VMware Workstation - [} X

File Edit View VM Tabs Help | Il ~ | ¢ | £ Ol =D S| =
N

Kali Linux 2 64bit

1 [44] Partition

This is an overview of your. currenﬂy configured partitions and muunt points. Select a
partition to modify its settings (file system, mount point, etc.), a free space to create
partitions, or a device itialize its partition table.

Guided partitioning

Configure sof tuare RAID

Configure the Logical Valume Manager

Configure encrypted volumes.

Configure iSCSI volumes

SCSIL (0,0,0) (sda) - 10.7 GB VHuare, vhmare virtual §
#1 primary 9.7 GB foextd
#5 logical 1.1 GB f swap suap

Undo_changes to partitions
Finish partitioning and write changes to dis

<Bo Back>

F1> for help; <Tab> moves cts; <Enter> activates buttons

[To direct input to this VM, click inside or press Ctrl+G. ERLETI Y 1iED

i 9
MU 3.17 MIAAAITEVVUHUANT Kali Linux 2 (4)

9 ] 9 9
wawmumﬁa@amﬂaﬂﬂﬂﬁzmummﬂmazmmums@mm fﬂﬂ%’mmmmuﬁ

{ [ ) o @ a & <3 {
\Wﬂllﬂﬁ/‘lﬁ 3.18 HANVINUUTSUUITNINIG restart ﬁENiﬂﬂﬂﬁﬁﬂﬁ\i!ﬁii}ﬁﬂuﬁﬂiWWNﬂWW‘ﬁ 3.20

&) Kali Linux 2 64bit - VMware Workstation

File Edit View VM Tabs Help

Kali Linux 2 64bit

1 Installing the system... f
I Ty T

Copying data to disk...

ITo direct input to this VM, click inside or press Ctrl+G. =19) EX T el

v 9
MNA 3.18 fﬂi@lﬂﬂ\‘]i%‘ﬂ‘ﬂﬂ{]ﬂﬂﬂﬁ Kali Linux 2 (5)
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©) Kali Linux 2 64bit - VMware Workstation = [m] X

File Edit View VM Tabs Heip | il » | €2 | £D JOIN W = |

| Kali Linux 2 64bit

To return to your computer, press Ctrl+Alt. Q ﬁ .| @ J ‘ D Y/

d‘ Y A [} a oA . .
MNN 3.19 U1 Login ¥ad91NNIT restart ‘UHSZ‘]J‘]J‘]J;]‘Immi Kali Linux

[ 1 1 v
NN 3.19 14813 login A28 root user 1AL password MyAMHUA 13 ludTunou

9 1
ﬂﬁmm%mmsaﬁ’ﬁq desktop AWNINA 3.20

@ Kali Linux 2 64bit - VMware Workstation — (m] X

File Edit View VM Tabs Heip | Il v | & | 4D Ql[lﬁi:l‘.i&l@

[} Kali Linux 2 64bit xl

ITo direct input to this VM, click inside or press Ctrl+G. (=) E @o ] D Y

MW 3.20 111190 desktop Y9953 UVP1IANS Kali Linux 2

A o A a 3’/ = 3’, ~ 9 Aa o 4
LUDANUUUNTITAAAITIUDIVUADUATUNTNN 3.20 ‘ﬂ::ﬁmﬁﬂﬁlﬁvﬂuixuuﬂ;]‘}mﬂﬁ"lﬂ

1 a K Y a g‘/ a oua . 5 . <3 o
pe191ln@ 91l I8 msAnazUDUHUAMS Kali Linux 2 64 bit 1@3 915l
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Y 9 9
NAIINUUIZOTUIBTUABUNITAAAS 1UT11NTY Real VNC Connect 6.2 U

Y
52UV1R1ANS Kali Linux 2 64bit 1aglsigazideanail

a gﬂ gj 9 =\ a g’/ é =\ a 3‘1 d‘
TunsAnAT Real VNC 1 92A99NMIAAAY VNC Server 393 11sunsulumsaandoe
1 a g’/ 9 <3 4 . ~ =
71 Real VNC Connect 6.2 Iﬂﬂﬁ'li]']iﬂ@lﬂﬁﬂulﬂ‘inﬂnﬂ"l“ﬁ@ official [15] ®UNINN 3.21 F91ums
Y Y

download 1o N9zAAAIY MMM 1A1aen1521ANNST download UNTDUUFUANT Linux

Y r Y H
Lm%!ﬁ@ﬂ package NIAAAILDUUINANA deb !ﬁﬂﬂﬂ@l@ﬂTﬁﬂﬂﬂWﬂNﬂ?W‘ﬁ 3.20

) Kali Linux 2 64bit - VMware Workstation — O X

File Edit View VM Tabs Help | Il v | @ | (O 0O W 5T S

Kali Linux 2 64bit =

Applications v Places v+ @ Firefox ESR » Mon 00:54

Download VNC Connect | RealVNC - Mozilla Firefox

/ T8 Download VNC Conn... % ‘\1-
‘,V('V'xi/ﬂ https://www.realvnc.com/ E1| C realvnc -)E Q B @ 3 A =

f5Most Visited v [Jll Offensive Security “ Kali Linux “ Kali Docs "% Kali Tools KMExploit-DB W Aircrack-ng

‘ solaris @UX

Raspberry PI Solaris HP-UX

DOWNLOAD VNC CONNECT 6.2.0

SHA-256: 37cac23b7d62b0b85a236afbf09f195fc2e7af891dc0a24cdc39408896c9bfd8

DEB x64

happened to VNC Viewer?

To return to your computer, press Ctrl+Alt. (=) % = 0& o ] D Y

NN 3.21 Tiflju’dm download Real VNC Connect 6.2

[ 3’/ 4 1 =4 Qﬂl
NaaINU Mo IUNTZUIUMT download package Real VNC Connect 6.2.deb LET90 U
1 I a g‘/ 4
o laziilunszuIumsAndsnie UNIX Command A9 dpkg -i LiazA1uAI8%® package

19U dpkg -i VNC-Server-6.2.8-Linux-64bit.deb 1417 3.22
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&) Kali Linux 2 64bit - VMware Workstation — o X
File Edit View VM Tabs Help | Il = | & | £ TORN B == W |
Kali Linux 2 64bit
=
i
root@kali: ~/Downloads e ®0

File Edit View Search Terminal Help

R B=249 | D 4

To return to your computer, press Ctrl+Alt

] Y
MNN 3.22 N1IAAAT Real VNC Connect 6.2 W11 Command Line

9 a oA a 2 a 4 [ . Y
Wemg: 015z uDURTANT 1daaas VNC veed 1HuTM3du 9 151 TightVNC 101 1300w
1 Y A a g’; g}.; a A @ [l Y
a2391111 11/0AAAY Real VNC Connect 6.2 nvzinatlayvuiesninad lsunsuaz lusenln
8 & . ?:‘ [ g}l o I 9 a g}l Y Aa A
install package 11194910 repository 41 AatiuS U uABINOUMTAAAT VNC Y04 IH1UTNI0U 9

Nou

9
(2 a o 9 ~ 1
Wﬁ\i%'lﬂ@lﬂ@l\iﬁfﬁ]ﬁ’ﬂElﬁ"liJ']‘iﬂ!‘i‘(’JﬂGlﬂafjﬂ'luIﬂilLﬂiiJN'lu UNIX Command ﬁf] vnc-x11-
. [ g’/ o Y o = =)
SerVICCd‘ﬂﬁ\?%1ﬂuuﬂ$ﬂ']ﬂ'lilﬁﬁcl°ﬂIﬂillﬂih‘ﬂ'l\?']ul!‘ﬂ‘ﬂ startup Iﬂﬁlllﬁﬁlﬁw,flﬁlﬂ UNIX

. . o g 2
Command A© sysetmcel enable vncsever -virtuald.service Ha3910U uldsunsuazuaaIy UL

A
ANNINN 3.23
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©) kali_master - VMware Workstation - [m] X
File Edit View VM Tabs Help | Il = | &2 | £ O O |0 = H 3™ [ B
»/ kali_master
VNC Server [<]
Enterprise subscription - Service Mode o@ R I:I
Connectivity Security
<5 192.168.153.134 © Identity check
Connecting users can enter this address in YNC When prompted, connecting users should check for
Viewer matching details
Signature
» Other ways to connect ee-41-e3-d6-01-6f-ec-6f
Catchphrase
Concept rainbow Freddie. Quiet lady telex
% Authentication
When prompted, connecting users should enter the
VNC password. Change password
Ve 7

To return to your computer, move the mouse pointer outside or press Ctrl+Alt. ‘ (=} E - 0& @ [ Y

MW 3.23 111199 11511031 Real VNC Connect 6.2

4) MINATDUILUY (Testing)

[

9 Y
Gluﬁ’)u"lJENﬂ1iﬂﬂﬁﬁ]ﬂuu%$ﬁﬂ15ﬂﬂﬁﬂﬂ 2 dIunall

4 a 4 Y [ 4
naaaun ey VMware Workstation PRO UUIATDINUNOASUDIAU09 Taeluaiuil
g’/ Y LK™ 1 A A Y a A o a a oA g}/
uusgnadonlimivaii szvuailoundedsmunduiiunsdfianu amnsoud lulasn
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