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2.1.1 IPSec (MvetiiuaNulasanalvinulilsinnea Ip)

Internet Protocol security (IPSec) A 37 115 InAoatiuauyed 115 laaoa IP tie 1113
a 1 A = o E A A2 A Aoqyn v & A A
AanedeasiaulasaneInIu Tasdsnmuaniyhldlianuilasansiune Jns

1 authentication AN encryption Glueﬁ}ﬂyﬁ IP packet NTuAINU

IPSec

Security 1PSec packet

Encrypted Data
VPN tunnel 'o"ro °

m ® [KE negotiation builds the
tunnel

. IPSec keys used to create
encrypted IP packets for

transporting data
®* Data payload encrypted (DES,

AES, or other)

® Data integrity ensured with
one-way hash functions (MD5S
or SHA1)

® Fast bulk data transfer

gﬂﬁ 2.1 Encrypted Data by IPSec
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Y v 1
ya11l5 Tanoa IPSec Hsmna11s IaneaRldlumivi authentication ¥R UIND

D) . ~Aq Y a 1A Aq ¥ AqQY ¥ oY '
@374 session N1Flumsaaaodeasuay Tl Tanean 159391 key nldnsiavoyaszriiems
a 1 d' . 9 o 9 a 1 d' Y zgzl.l
ADADTOA15VD session 15181115019 IPSec Hoanudoyalumsaanedodslans
%1974 host NV host (computer user or server) FEHIN security gateway A security gateway

A ] . o G ¥

(router or firewall) ¥303211114 security gateway 118 host 108 IPSeca 11130111 11/ 5zgna 14911
Tdvanviatennn 199103511911 14 layer 761 (internet layer 13 TCP/IP model) 1
1% Application 9149 lideevhaalamiu@uine 1vi1a1us 1wy PSec 18 luimilounu s Tanea

fuaulaeasu@Idu 15U TLS/SSL Nazdps00nuuy Application 1Hyaus A uiuiuld

o \J (%4

1PSec Usznoaudiglilslanea Nmwrninanaagiuaei

1. Internet Key Exchange (IKE) s Tanoafi lddmsunssana Security
Association (SA) A1FFlugeenansdearssennamu nazilulis Taneailfasaning 1
TilsTanoalauag algorithm la vz 19319 key @151 encrypt Yoyauagsi1 authentication
SEHANNU

3 { o { o
2. Authentication Header (AH) 1iJu T1)5 Tanoafisihmihnsnuinnugndos

H Y
~

S . . 9 A g A w19 Yo & W Y '
’cTiJ‘]J“iiu (1ntegr1ty) GU'E)QGU@M“a LW@!TJUﬂ’]iEJUEJu'NSU'ﬂ%!aV] ﬂiﬂuullllllﬂﬂﬂuﬁmhligﬁg'mvnq Iﬂﬂ

£l

319 Hash Message Authentication Code (HMAC) 7319910 algorithm 1414 MD5 130 SHA 111
Y
Au

3. Encapsulation Security Payload (ESP) 111 113 Tapeanhntnlumssamn

ANEL (Confidentiality) Yoyalaonsdnsia TawlFalgorithm 15U DES, 3DES %30 AES 1Hudu
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IPSec 1119110814 2 mode ASH

Y
1. Transport mode 11 mode U IPSec 971113 encrypt 30 authenticate AW 11
daudoya (payload) Yo4 IP packet Nz a4 1@ I luaauves Header (W30 IP Header) U049 IP

packet

Y 9
2. Tunnel mode 11 mode Ha2¥11M3 encrypt 130 authenticate 19 IP packet

2 '
(payload 1@ header) tiag e $14 IP Header Y131 1113

SI L y 1 Y
#29819 M3AIAT Router Cisco 11019911 IPSec Tasn15¢3aA1 Router 1o 19911 IPSec HUUn0 1
% U dﬂl
nana Aaid

#4371 ISAKMP

9
A9A1 IPSec

Authentication Header (AH)

- i
IP H TcP [Data . Transport Mode

Header

Tunnel Mode

]
/

Encapsulating Security Payload (ESP)

‘ Vet ] ESF n
D4 | 1rai ' Transport Mode

IP

Header

New IP ESP ~

Header @ Header

317 2.2 Mode 04 IPSec
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37301 ISAKMP

'
A o

IKE (ISAKMP/Oakley) Ao 11)3 Tnneagnmeauiiinediuvedlils Inaoa Oakley Loy
ISAKMP 1161 11 Cisco 10S software 115 Ianoa IKE uag ISAKMP a2 l9aaanunuiedagadeiny
Y

Z’, [ < g’/ 1 g o 1 @ g’/
UM TAIA ISAKMP NAon13ada IKE Taglds Ianea IKE Hazia1u1uagan1sdanasA

0w v ¥ A . Aqu A ) ' v v
113U [PSec UAZNUADIN policy ﬂi%iuﬂ’]ﬁlﬂﬁ%’]ﬂ‘lﬂﬁﬁ’m SA 3¢ IN router NUAY

ad v

M3AIA1 ISAKMP 3o enueg 2 3563
v 9 Y
1. 14375 pre-shared keys #aaaa ladretazazadn (@ree1992 19354)

Ya @ o @ Y
2. 1973% CA mimzAusosUMsveend 111 l¥au

nnea 115 Ianea IKE ¥1911 14 UDP 500, IPSec 11914 IP protocol 50 1A 51 18 port

[ dy Y 1 a g’/ 1 Y %
mmu%zmﬂngﬂﬂﬂﬂuizmw router AYNU

3% Pre-Shared Keys

Y
A 9 & g [

9

M3 19351192 ADIAIAMAINTUAD LA

#4371 ISAKMP Protection Suite(s)

2

#4911 ISAKMP key
A3A1 ISAKMP Protection Suite(s)
o W dyd 9 . .
M UNIa319 object Y99 ISAKMP policy

RouterName(config)# crypto isakmp policy 1

RouterName(config-isakmp)#
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M9 group 1HNOVBNVLIATIUIN bit Y89 modulus N 1113 MsAMI 1Y Diffie-

9
asy [

Hellman(13]135M30159AA 3 (establishment )T shared key MUV UBIN1IN 1)
Yaoany) 1ae group 1 vimedadivmia 768 Uf group 2 HaNBD JyU1A 1024 U Ta8 default Cisco

<
10S 211U group 1
RouterName(config-isakmp)# group 2

M&a hash 19170 U0A3192 19 hash algorithm tuvla 1ag default Y83 Cisco 10S 12131

U SHA NUANNUaoansuInni1 MDS

RouterName(config-isakmp)# hash md5

v
2

b . ¥ A ' A v ' A A ] '
A6 lifetime blﬂfLWE)‘j_l’E]ﬂ’J’] SA ﬂgfllma’]@gl'ﬂ']al@ NDUNISUNITIITAIAT NN SA GlWll

1ag default 91108 86400 111711150 1 Tu

RouterName(config-isakmp)# lifetime 500

'
[

) 9 v
M4 authentication 1HNOUBN 192 1% key 02 15 1M THUTUAIAUVDY router ails
RouterName(config-isakmp)# authentication pre-share
2
AaA1 ISAKMP key

v
o @

{ [ g I [ < y I
Mdanzuanne 1 azidlumsvening key Hueozls uaz ip vo4 router Hepsetnanilu

12 v

~ dy A v
@3115 Tag key NANUILADIUNNDUNU
RouterName(config-isakmp)# exit

RouterName(config-isakmp)# crypto isakmp key Slurpee address 192.168.10.38
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715A13A1 IPSec
= 3’./ 1 [ dy
UUUADUYDY)ANU

o %}N extended access list

5749 IPSec transform(s)

9

@3N crypto map

11 crypto map 111a1u interface tite 14911
msa%w extended access list

o & A { I . o 1% 1 1 . 1
e 1t unsada access list 115000 traffic lathanaggn encryption ¥io b

o

o I J S
90 encryption Tagfds permit Hwrdoumsuenal trafficHUILYN encryption LA

v
(2

A9 deny 1T umilounsuenii waffic Wu'laign encryption Taetinath 1148138414 crypto map
RouterName(config)#access-list 101 permit ip host 192.168.10.38 host 192.168.10.66

EL) RouterName(config)#access-list 101 permit ip host 192.168.10.38 0.0.0.255

192.168.10.66 0.0.0.255
M5a319 IPSec transform(s)

o & E Y A ' Yy 9
MAan U3 e519 IPSec transform set 1MOVBN19 1935M3 1 1UNS encrypt oy Tag

ﬁmsﬁﬂﬂi%’éﬁﬁﬂu crypto map
RouterName(config)crypto ipsec transform-set MamaBear ah-md5-hmac esp-des

RouterName(cfg-crypto-trans)exit


https://www.gotoknow.org/posts/tags/ipsec

MIa319 Crypto Map

v Y ' 1
U Crypto map zlimsasn1a1eg diznoudae msasaniouoni peer NazABA10
I Yo o & . ' = 9 ' ' = gy X
Wu 1P 02 15 Taeld1aa set peer N1AIAN session key Maziio1glFaummlanoulimsadnau

T TaeTimsmmua ldaesunfemuuadionamazivuadiovuiadoya traffic NTUdINY

9:

v v
MASAINN T8anUIPSec transform set 11 16 )

I~ 9 é’ 1 Y dy o
UM TATNYUNINDUH UIUAIYATEAN set transform LA

MIRaABIIBaRY access list i Iqa31aauan'}3 daufda match address
RouterName(config)crypto map armadillo 10 ipsec-isakmp
RouterName(config-crypto-map)#set peer 192.168.10.38
RouterName(config-crypto-map)#set session-key lifetime seconds 4000
RouterName(config-crypto-map)#set transform-set MamaBear
RouterName(config-crypto-map)#match address 101

mn crypto map 11alu interface !ﬁﬂal‘aﬁﬂu Iﬂﬂi%}ﬁiﬁﬂ“ﬁ

RouterName(config)#interface serial 0/0

RouterName(config-if)crypto map armadillo

16
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Show crypto isakmp sa

149a1519 ISAKMP(IKE) SA flamsiiog

Y
I SA VDI router NI DY

Show crypto isakmp policy

1499 policy vo1 ISAKMP @i laaaaiaa’ld

Show crypto ipsec sa

TdgA1veq traffic Ngn encrypt 184

M99 2.1 MedmdanlFasiaaon IPSec

2.1.2 DYNAMIC MULTIPOINT VPN (DMVPN)

Dynamic Multipoint VPN (DMVPN) 11111311 VPN Tagilisanunsoaeusonaiee

Site 191411719 %9 DMVPN 9219 topology 141 Hub and Spoke tagag1ainiunu Iagi/nd a1

Spoke ADN1392ABN Spoke 1A traffic 9zADIHIU Hub NoU HAG151809M 3 19 Spoke O

I o g 1 A ) Y o
Spoke 19 1ag 13iry Hub 151318010z Anauna3ne tunnel 199 ualieis1 19911 DMVPN udd siuey

o 1 v 3 [ A § L)) g’; 1
WM5a319 tunnel 584319 Spoke MU Spoke YuaN 1¥ea Tuid Tasis ludeslUasA1uuy manual

192.168.100.0/24

HQ _
Se0/0
} 3332130

& . " BN %,
192.168.1.0/24 \J . > 192.168.2.0/24

Se0/0 Se0/0 3¢
11.1.2/30 2.2.2.1/30

192.168.100.0/24

. =

Interne

192.168.1.0/24 192.168.2.0/24

¢ &

3 23 Dynamic Multipoint VPN
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Lﬂ@ﬂ’Nqu\iEﬂﬂlilﬁmﬂ'liLWN Site 130 G]’E]\‘lﬂ'lﬁi]zcl‘ﬂ traffic 314 Site ﬂﬂﬂu]lﬂ

#9391 DMVPN 1 azl¥varaq maluladidnaniszneunu il

" mGRE (Multipoint GRE)

- Next Hop Resolution Protocol (NHRP)

" Dynamic Routing Protocol (OSPF , EIGRP etc.)
Yy 9 . 9

- IPSec (21AD9N1T encryption UDYA)

Cisco Express Forwarding (CEF)

9 o 9 ~ 9 [ . s 19
NBISIABINITILT DMVPN 1d3 GRE Mis192 199213) Multipoint GRE (MGRE) lailaf
. . = =< Y ° L. Ay aA 1 A 9
Point-to-Point Lmuﬂwmw‘mﬂumummgm N3N Multipoint HUDAND "1m1151%zm11 Router LU
a A . ] ] A o L Y = 1 A [ 3
19NN Site NEY Iﬂ‘ix‘i"lﬂﬂﬁiﬂﬂﬁ%ﬂﬂLﬂﬂW Tunneling i]$6161)'!,‘WEN subnet (A8 "lmmmuﬂu Point-

o A9 Y ' = o Y 1 A
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192.168.100.0/24
GRE
Multipoint

Int tunnel 1

1 Subnet

192.168.1.0/24 192.168.2.0/24

int tunnel 1 int tunnel 1

gﬂﬁ 2.4 Multipoint GRE (MGRE) 1WFeuReV Point-to-Point H1J Multipoint

%zmm“lﬁ’wn Point-to-Point 151923 subnet L1a% interface tunnel A1NIIUIN tunnel 7

a ,3 1 < . . 1 o v 2
AAYY 1A U1 multipoint VU Router LAaz@2 923 Interface tunnel 1RBINTY

uaziiioilu DMVPN ludiuued traffic ineus£1119 Site (Spoke-to-Spoke) 1ABATS 31

32319 GRE tunnel 4111 Point-to-Point 1¥9a Tusiatae (611319 DMVPN uds10e1n1% Spoke

o < o ) ' . S
YN Spoke Li'lﬂi]%@%}ﬂ\illﬂvnﬂﬁ@]\iﬂT GRE 72%1719 Site HULDILL1Y manual

192.168.1.0/24

192.168.2.0/24

310 2.5 Traffic 324919 BR-1 1) BR-2
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91031 81 traffic 910 BR-1 Avamsagas lis BR-2 1d2 DMVPN 9211m1356319 GRE
1 [ 49! 9 % a
tunnel 321219 BR-1 N1 BR-2 3uu1 1% lagon Tulia
Tudiuaew §11% DMVPN uda traffic NABINITABAUTZHIN Site (Spoke-to-Spoke) 12

o Y Y o o o = as 9 9 1
WM 3319 GRE tunnel %60 Tudatiu veiina lauazdsmsad1e Taeldaruniu Next Hop

Resolution Protocol (NHRP)

2.1.3 NEXT HOP RESOLUTION PROTOCOL (NHRP)

fio TilsTaneail¥uun DMVPN hauadie ARP #1%1un1311 IP address vosgilnsal

(] [

] [ Y
Noguu InT9918LLU NBMA (Non Broadcast Multi-Acces) 3992013 M111UA a1

U

M35M1aiuuuy Client — Server
{ o < o { g . ]
Router Ngnmvuaiilu Hub vzt NHRP Server (Static Public IP)
~ o < o Y Ad . N =) . .
Router NgAMMUAILlu Spoke 9¢3111111713)1 NHRP Client (Static 38 Dynamic Public IP)

NHRP Client 92 11 register A1) NHRP Server

NHRP Server 9114032104 Client 11 register 1311 NHRP Database

Public:200.0.1.1
Tunnel : 10.0.0.1

Public IP 9890y
#2200.0.2.1

Public: 200.0.2.1 Public:200.0.3.1
Tunnel: 10.0.0.2 Tunnel: 10.0.0.3

519 2.6 M1 NUUYeI NHRP

Y
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nngUMuuuivival# HQ 1y Hub tag BR-X 14 Spoke
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v . . £y . . ] 14 A
11150 1% Public IP LU Dynamic I&tae ms1zlunszuaunis NHRP Registration HUNAIN

< (5 o |
111U Spoke 93318911 Public IP YoeA0 1111 Hub F9n0g1a)

4 Y < o 2 < . o
1iio HQ (Hub) 185111187 N9z41n15a519 Tunnel Yuu1 uazinutoya Public IP i1
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(iie BR-1 § Public IP 494 BR-2 1142 Ae1K150@319 Tunnel 52319 1@ Taosn Twaia

o vy v £% iy 1y A ' ) 9
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9 1
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Y \ :’J ;4 U % dw
DMVPN 221%91140¢/113%4@ 3 Phases ¢38ny A9H
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' 9
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HmATinve4 routing protocol 1o 1%#a Spoke 11114 Next-hop HIAULAZAY (3zNa1Ina 1y

9
UNANUNITAIAT DMVPN Phase 2)

M3911911UY99 NHRP 22000019980 11a1n@w

4 y [ g}/ o 1
11§ol3 Spoke ApINIFIAITOYANINY 9291MIFAN traffic 11/1m1 Hub 910114 Hub vzvihds

NHRP Redirect 1111 Spoke tiouan1 11 Spoke amnsaneni Insasldiag
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TAgnT9521 I Spoke to Spoke
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2.1.4 MAXIMUM TRANSMISSION UNIT (MTU)

s &

Y Z’, 1 A 1T Aa I = A S A = o
Gluwmmimmmswama@umaimﬁ V‘Ilﬁlﬂﬁﬁu\‘]ﬂuRouterﬂﬁ]m‘HUﬂﬂ MTU BIN10N1

D) o oA s ) ya ] v ' A 9 g Y
ﬂ’NiJLGlﬂﬁl%ﬂ‘U MTU 'JWNUN?J?ZIEJ‘UH@EJN“? maﬂﬂﬂ%umaimmaaw’qwaﬂmamﬂnuum

fsounuawny liietos aunge19szinanIng MTU 1a

Device A

IP Datagram
12,000 Bytes T
0
1] 0
Local Link LocalLink | ||
F | MTU 3,300 MTU 3,300 k|

I |
Cl
_ 1
Router Connection
MTU 1,300
=[] =f =[] —

519 2.11 upueTanmsaaa MTU

L'

< Ao @ 1 1
MTU %30 Maximum Transmission Unit ﬂﬁam‘ﬁmﬁuﬂﬂ‘%mmmﬁuaﬁ'@gaszmw
4 o = a J < a 1 @ 1 '
IA30UDUTINY {IRUTNMI0UADIITIA (ISP) UnAvziial default = 1500 byte H3DMWNAIOEINY
A a 9 A a ' o A a A 9 Yo X g
Ap avsguiialit MTU Hifovuiavoandesndgiannsnuss)aeuedrnsodoya laviuaumil m
1 A 1 a VA 1 o Yo a (] (I Y =R [ A
i ldvesnfivinaluginunnndeszsuidiunegdlaluawezaelild Fwaazinsoawnan:

' a 73 ' { { " A < 4
davoya llluduwaesitiandeudonnassiawisoussgues ldunigaminezilul 1die
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Yy 9 '

o { [ v H < H H a A 1
dszrganerlumsvuas FeddesvudanareeInzinudesnaznaglamaszHnINm 1
1 [ o o (L] I ] 1A
uaz liennsavudalUeld Seduiludesnmng MTU munzaunazgnaouilum Insiive 1w
' A9 P A A A A v f
IFIENTNYUA eI 0doya ladlssAnsamgega meaannugydedoyaszinamanas

A ~ Y o 9 Aa s 3
MuANWEDes 1¥AUNS 15nud U esItia

BMINIAM MTU Nivanzas (@m3ugnly Windows)

Y a g
1. Tviida Command Prompt YU

Programs

EX cmd
Administrator

Documents
Pictures
Music

Recent Items
Computer
Network
Connect To
Control Panel

Default Programs

- Search Everywhere

Enter 42 Search the Internet Help and Support
ucmdu L

y [ —
search —

field.

311 2.12 @laldsunsn Command Prompt
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- 2
2. fuAaaagUuuvil ping [URL] [] [-1] [MTU Value]

SRR AV ping www.yahoo.com —f -1 1500

Microsoft Windows [Uersion 6.1_76H11]
Copyright <c> 2008%? Microsoft Corporation. All rights reserved.

C:sUsersstgornb2ping www.yahoo.com —f -1 158068

Pinging ds—sg—fp3.wgl.b.yahoo.com [186.18.137.2461 with 1580 huytes of data:
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Packet needs to he fragmented but DF zet.
Packet needs to bhe fragmented but DF set.

Ping statistics for 186.10.139_246:
Packetz: Sent = 4. Received = B. Lost = 4 (188x loss).

C:“Usersstgornb_

v
w

2.13 WUWAEA ping [URL] [f] [ 1] [MTU Value]

=).

31

Y

2131 Packet needs to be fragmented but DF set. 11#A971A1 MTU %309119904703ail51

Ta'liuluwapnuly 1%assilSuasiiaz 10
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3. nAaeLl5uA1 MTU a4n 10 114 ping www.yahoo.com —f -1 1490 ¥

9 A a a o =
YoaNuANdNNaeslsuason

-

BN C\Windows\system32icmd.exe |ﬂ‘i"]

Packets: Sent = 4. Heceived = B. Lost = 4 {188x loss).

C-~Uszeprsstgornbrping www.yahoo.com —f -1 1498

Finging ds—sg—fp3.u91 b.yahoo.com [186.1A.13%_2461 with 1498 bytes of data:
Packet needs to he fragmented but DF set.
Packet needs to he fragmented but DF set.
Packet needs to he fragmented but DF set.
Packet needs to he fragmented but DF set.

Ping statistics for 186.10.139.246:
Packets: Sent = 4, Heceived = B. Lost = 4 {188x lossd.

C-~Uszeprstgornb>_

317 2.14 JSuAm1 MTU @9 10

4. NAaU5UINMADAT MTU = 1472 byte

Pinging ds—sg—fp3.wgl.bh.yahoo.com [186.10.13%_2461 with 1478 hytes of data:
Reply from 186.18.139.246: hytez=1478 time=6bdmz TTL=44
Reply from 1086.18.13%.246: bhytes=1478 time=60ms TTL=44
Reply from 1086.18.139.246: hytes=1478 time=74msz TTL=44
Reply from 186.18.139.246: hytez=14Y8 time=63msz TTL=44

Ping statistics for 186.18.13%7_246:

Packets: Sent = 4, Heceived = 4, Lost = B <{Bx loss>,
Approximate round trip times in milli—seconds:

Hinimum = 6Bms, Maximum = P4ms,. Average = 65ms

C:sUsersstgornbXping www_yahoo.com —f -1 1472

Pinging ds—sg—fp3.wgl .b.yahoo.com [186.18.13%_2461 with 1472 hytes of data:
Reply from 186.18.139.246: hytes=1472 time=5%6msz TTL=44
Reply from 186.18.137.246: hytes=1472 time=4%9mz TTL=44
Reply from 1086.18.13%.246: bhytes=1472 time=62ms TTL=44
Reply from 186.18.139.246: hytes=1472 time=4%msz TTL=44

Ping statistics for 186.168.137.246:

Packets: Sent = 4, RHeceived = 4. Lost = B (Bx loss>.
Approximate round trip times in milli—seconds:

Minimum = 49ms,. Maximum = 62ms. Average = S54dms

C:sUsersstgornhX_

317 2.15 YSuA1 MTU = 1472 byte
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5. Juziliinaaes U5u MTU = 1473 byte aziiu 1815014 1dudn

EX C\Windowshsystem32homd.exe

C:sUsersstgornbping www_yahoo.com —f -1 1472

—sg—fp3d.wgl.b.vahoo.com [186.18.139_.2461 with 1472 hytes of data:
186.108.139.246: hytes=1472 time=56ms TTL=44
186.18.139.246: hytes=1472 time=49m=z TTL=44
186.18.139.246: hytes=1472 time=62Zms TTL=44
Reply from 186.10.13?_.246: bytes=1472 time=4%mz TIL=44

Ping statistics for 106.18.137_246:

Packets: Sent = 4, Received = 4. Lost = 8 (Bx loss>.
Approximate round trip times in milli—seconds:

Minimum = 4ms, Maximum = b2ms,. Average = S4ms

Crslsersstgornb?ping www.yahoo.com —f -1 1473

Pinging dz—sg—fp3.wgl._.b_.yahoo_.com [186_18.13%2_246]1 with 1473 hytes of data:
Packet needs to be fragmented bhut set.
Packet needs to be fragmented but set.
Packet needs to be fragmented but set.
Packet needs to he fragmented but zet.

Ping statistics for 106.160.139_246:
Packetsz: Sent = 4, Received = B, Lost = 4 (180x loss>.

C:slsersstgornh>

311 2.16 NA@BIYTUAIMTU = 1473 byte

I~ T I VoA [ g 11 A { o
w1iu 1@nA1 MTU = 1472 byte Wuaimsnzauua Lilsangadesiisnzinmviuald

U

(3

4 & a o & y = A
AdRouter TuaNUi T sT 1 udoaiiae idnianios Taemsulniiudn 28 byte (20 byte AD
$112UVD3 IP header 11AZ DN 8 byte D T11IUVDI ICMP header ) a3iludus1aglan1 MTU @

Y A o Y A @ A Y ~ Y 9y o 1
Qﬂ@]ﬂ\“lle]hl‘]Jﬂ'lﬁu@GLWRouter 0 1472+28 = 1500 ﬂi‘]JLﬂJf)wlﬂﬂ'l MTU NYNABDULAINTINITDUIN

U

ES
flll‘]JSetting Router llﬁjﬂmg]ﬂﬁ}ﬂﬂ

A A A & 1 o Z v A 91 A d 1
0k 309NN 1uaen i e nihmuvuaeumartinamsaldn MTU Midlus default
9
Yo 1415 M3 1wl
o TOT=1492
+ TRUE = 1492

e 3BB = Auto
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I

35mstFam MTU v 1une3 Linksys

= d g’; [
1. Aa5uweF 19 Internet Explorer,Firefox,Chrome %30 Safari (111111035a3a151
191935 1AHiuN 192.168.1.1 Tu%09 address bar LiaINA Enter

_— 0 —~ 8086

w2 x
mu'emw ¢

Enter the router’s
IP address on the
Address bar of
your web browser,

s 2.17 mrhmsasadunes TaeRu 192.168.1.1

= 9 dy Yq 1 . . ) =
2. 9 UM 13 1d Username: admin 110% Password : admin (¥39 password 92l
Y
aq13)

Connect to 192.168.1.1

ki

User name: ¥ <] v

Password:

[C]remember my password

Lo | [ Cancel ] Leave the User name |

blank and enter
“admin” on the
Password field.

A username and password are being requested by
http://192.168.1.1. The site says: "E900"

Authentication Required

|
User Name: |

ey
Password:

[ Cancel | [ OK ]

‘IJ‘?I 2.18 1ﬁ Username & Password



3. 1wy Basic Setup ududen MTU ()1 Manual

Access Applications &

Wireless Security Restrictions Gaming

AL Address Clone | Advanced Routing

31

| English v
Internet Setup
Internet Connecticn Type | Automatic Configuration - DHCP |8
Optional Settings
[required by some Internet Host Hame: | |

Service Providers) |

Domain Name: | |

MTL: aute |8 sizefo i S
Auto Select -
Manual. |
|
51 2.19 1den MTU il Manual
4. Tugoq Size 1 lda1 MTU Ngndesaslil gega lumu 1500)
Optional Settings
(required by some Internet§  Host Nams: [ l
Service Providers) |
L L - | Enter the
MTU: {Hsmal v}s.d[ 1430 | - correct

3171 2.20 Tas MTU figndias

Y ! 9
5. 9INUUNAYWSave SettingstWOITUNNNITAIAL

Save Settings

ﬂﬁ 2.21 1J3J Save Settings

f_1 MTU size.
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2.1.5 Access Point Name (APN)

. 3 A o ! A o JA A
APN (Access Point Name) lﬂu‘b’@ﬂl@\uﬂﬂmﬂﬁgﬁﬂqﬂlﬂﬁaﬂnﬂiﬂﬁﬁWﬂuﬂﬂ@ GSM, GPRS,

A A A A X o @ a s
3G 1199 4G Lla$Lﬂﬁ’l’]‘lﬂ‘(’lﬂﬂiJW'Jm?]'if)u“ﬁﬂﬂJﬂLﬂuﬂulﬂﬂi!uﬁﬁTﬁWimZ

ondroidcentrol

A

Y ° ' [ A A o A v 9 Y A o Y o Y a
Gl’f]\iﬂ’lﬁuﬂﬂ'liﬂiﬁwv'lﬂﬂﬂ’E]WW’]ﬂ’liL“]f@iJ@]@ﬂlﬂ%laﬂ'JU APN !Wﬂu’l!ﬁuﬂiﬁﬂﬂﬁ?ﬂﬁﬂﬁﬂWi

G

Y ]
%lﬁ}’ﬂ5ﬂ1ifl]%@]i’)%ﬁ’é]llﬁ')i%‘ﬂ‘L!L‘ﬁf]fﬁﬂu@ﬂimﬂ‘ﬂﬂl@\iﬂTilf?fﬁ)iJGlﬂlﬂ%’E]"lJ'lEIG]’JE]EJNL%Hﬂ’Jiﬁ'IWHﬂ

U Q

Y o S ¥ an [ v A Y an A A 1w
g 1P le Uﬂﬂﬂimvliﬁ'lﬁl’g‘ﬁﬂ1i§ﬂ]&|1ﬂ'§1llﬂa@ﬂﬂﬂ‘ﬂﬂ’)ii"]ﬂ!agj‘ﬁﬂ’ﬁWi@ﬂjil%f]M@f]ﬂU

Q

=).

1915 09 1gNAINIALNFULIIT IV

v A ' ] A
Tagmw1zo61989 APN 52113 0918%0yaunana (PDN) 17 1¥deyaiiodonoants

Foa13078 uaﬂmﬁamﬂmﬁgu PDN 1147 APN mfngﬂi%gﬁaﬂ"muﬂﬂizmmam’?mﬁ (1FUNS

A 1 v ad J . . . A 9 v aa A A

woune lduzsvines WAP (Wireless Application Protocol), U3N15UBANNNAANAY (MMS)) N
9

tawsenlag PDN , APN 15lunSeanen1siintetoya 3GPP 15U General Packet Radio Service

(GPRS), evolved packet core (EPC)
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2.2 malulagnlFlumsifinau

2.2.1 SecureCRT
SecureCRT (I1lsunsuilosnudoya dosnumssuaatona): 1151051 SecureCRT

< [ ' a o Y @ v y
i Tsunsuifesnudoya a1 orwwe 13 dmsutlosnusianiu (Password) ¥ 19 (User

9 o w ' k) ) { . { 9 v 9
Account) tazoyad Ay A199 AINIIIINBINIIVIABUATON Terminal NMITIsHaToYa 10

N55UE

9 A

Joya sz unIeIaun1e lldunselarenia lunms1d Tws Ianea Secure Shell (SSH)

Y Yy v
w1 14deiu

o’gllo

- o o J 3’; [ a
Tsunsuiiansohnuldvateinglszasd nedagulszasa nai 1y 1dlumegsne
[ A 1 A [ [ Y @ Y =2 %
MITANIILATOVIY 30 MIsnEIANNaoansueIteya HazuWaL Mana Tsunsuran
1azM3 Admin Server 1o 1¥aN115019199 NTNEINTHAA Firewall 9819191 E-mail, File tag
] v
wseenun Inod19tlaaant Talsunsuiliil Interface 1111 Multi-Session Tab WauAI0AMANIA

lumsdanis 1donaae

=

->H 1) Logout
K\ Welcome to VanDyke

511 2.23 lonou T151n53 SecureCRT

U
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) T
File Edit View Options Transfer Script Tools Window Help
o § g2 Enterh R THAS eI ?IR g
Alinux MARedHat © Solaris |+ Ubuntu X | 4 b ||« Router x ANPBX 4 b
94325 27 0:00.99 /usr/sbin, cfprefsd agent |a m bundTe-name authenticated -

94332 ?? 0:00.09 /usr/hbexec/sec
94341 ?7 0:01.85 /usr/libexec/secinitd
94346 27 0:00.20 /system/Library/PrivateFr
2 |l|es/tced
2 ||l9a350 27 0:00.08 /system/Library/Privaterr

—Jlork/. XPCSerV1cES/IMDPer51StenceAgent Xpc/Contents /M
94352 :00.09_/system/Library/Framework
ns/A/XPCServices/com. aEp1e AddressBook. ContactsAcc
s/com. app1e Addresssoo contactsAccountsservice
94354 stem/Library/Framework
\orkS/Metada(a frameuork/vers1ons/A/support/mdf1aE
0:

94366 00.06 /system/Library/Framewor|
A/Resources c1oudKeycha1nProxy bundle/contents/mMac
94386 7 0:00.88 /usr/libexec/pkd

04436 77 01.55 /System/L1brary/PrIvateFr

0:
/Ver510n5/A/XPCServ1Ces/(om apple. geod. Xpc/Content
94453 7 /s¥stem/L1brary/Frame\ork
sions/A/XPCServi ce5/com apple. InputMethodKit. Textr
/Macos/com. apple. Inpu(Met 0dKit. TextReplacementser
96266 27 ﬁstem/ubrary/PrwateFr
amework/versions/ A/Framewor s /CloudpPhotosConfigura
PCservices/com. app1e.cloudphotosconfiguration. xpc/
photosconfiguration

15484 ttys000 0:00.01 -bash

29841 ttys001 0:00.05 -bash

30270 ttys001 0:00.09 vi ./src/gui/itemviews/qt
30199 ttys002 0:00.02 -bas

30275 ttys002 0:00. 01 man grep

30276 ttys002 (cd " /usr/share/man
man/manl/grep.1’ | /usr/b1n/groff -wall -mtty-char

n/less -is || true))
30277 ttys002
man/manl/grep.1’
n/less -is || tru
30280 ttys002
man/manl/grep.1’
tru

0 sh -c (cd ' /usr/share/man
I)/usr/bm groff -wall -mtty-char

0:00.00 sh -c (cd '/usr/share/man
| ;usr/b'ln/groff -wall -mtty-char

n/less -is || e)
30281 ttys002 0:00.00 /usr/bin/less -is
30204 ttys003 0:00.01 -bash
30209 ttys004 0:00.01 -bash
30214 ttys005 0:00.03 -bash
30316 ttys005 0:00.00 ps -ax
30316 ttysOOS 0:00.00 ps -ax
25 ttys006 0:00.01 -bash
30230 tty5007 0:00.02 -bash
30225 ttys006 0:00.01 -bash
0:00.02 -bash

30230 ttys007
>

!
1arch1vreTf

og confi
'gekeys 2

1
1
1
1

1nterface G1gab1(Ethernet0/0

no ip addre:

shutdown

duplex auto
speed auto

1nterface GigabitEthernet0/1
no ip address

shutdown

duplex auto

speed auto

1nterface G1gab1tEthernetO/2
no ip addres

shutdown

duplex auto

speed auto

1p forward-protocol nd

'

no ip http server

1

1
1
control-plane
T

1

line con 0
line aux 0
line vty 03
'Iog

exception data-corruption buffer truncate

scheduler allocate 20000 1000
end

>1

-

Default ~ @ ps W list @ email (. log @ configure

Ready

ssh2: AES-256-CTR

49, 13 |49 Rows, 50 Cols |VT100 |

2.2.2 Putty

é?z: A o a gi 1.
Tsunsuiindenutianaue

31 2.24 e TUsunsu SecureCRT

Secure Shell (SSH) 91n1A78490 (Client) 111 115ams My n3o

v
2

' Y] ] A wa . Ay A ' Y 1
’cT’JmJ”IﬂLLa’Ji]zGl‘Iﬁz‘U‘U‘ﬂ;]U@]ﬂ”li Linux NABDINITISIHOUND ]lﬂi’]ﬂ’]\i\ﬂﬁl"‘]

v [

! Y Y [ 9 @ 4
7199 taaulayen Timanznums 1¥nuvesdesla

A9

Wl! y

<3| 9 4 ! . . g‘J 4
Putty Lﬂuiﬂmﬂmmmnmamfsimé’@uasmu (System Administrator) 131 a18LNO

o 4 1 4 a Jd o . 9 o 4 §
1111119 1ums 1o uAB 13 Bremote 1AIATBIADUNIUADIA1DI (Windows) 141 1)§ainTnaServern

7l 87,1997 audatfiu ullsunsuitivihine 13 19

A A N A 1 @ A a = A & asy A
N13 Remote 1T0AAAND HYDUND UhJENLﬂi@ﬂﬂ@hW’Jmﬂ‘i@ﬂ!ﬂiﬂﬂﬂuq Iﬂ&l’J‘ﬁfﬂ‘J Telnet 1150

TunS 033 (Server)

a J o @ 1 4
AI83211 Command-line Interface (14 Wuvisds) TaoldnnuidnmilouiiseguuniuasodServer
4 T a ] a o 4 Y a 1A ]
easeu) 9399 Tag ludouaumalihisnduasouinese Tasoghn nululannawisadnllla

=3 9 < =~ I 9 ' > J | A = é‘ v A v W
llagﬂ\uluﬂglﬂuw\lﬂﬂﬂuﬂl9ﬂ311] !lc‘]ﬂmﬁ’ln’liﬂlﬂaﬂuﬁau@ Usui/aguvine gnuvas aaonys
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- Keyboard
- Features

indow
- Appearance

- Behaviour
- Translation
- Selection

Basic options for your PuTTY session

Specify the destination you want to connect to
Host Name (or IP address)

Port

Connection type:

|2

() Raw () Telnet () Rlogin @) SSH

Load, save or delete a stored session

Saved Sessions

Default Settinas

Close window on exit:
() Always

) Never

@ Only on clean exit

J|

J

[ Open

511 2.26 nihevesTsunsu Puity 371
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t? C:\Users 'uhoka\Downlo:ds\péﬂ exe

psftp: no hostname specified; use “open host.name” to connect
psftp> open 192.168.91.150

login as: root

root@192.168.91.150"'s password:

Remote working directory is /root

psftp>

51 2.27 vihawes T sunsy Putty 3192

2.2.3 Microsoft Office Visio 2016

N <3| A 9 dﬂg A [ 9 A .
Visio L‘lll!T‘llil!ﬂi’JJVlQﬂﬁﬁNﬂJuNHW@ﬂf’JﬂiuﬂTiﬁﬁNFlow Chart ¥13® Diagram U9491U

'
A o w 1

' Yoyl X o & ) L. A A
ﬂluﬁ’ﬁnﬂﬁl\?"‘] 11(71’]1[1@\1'135111! ANHAUSNAIAYDYNUUIVDINITATN Flow Chart U Visio A1® 3J§‘]J

U

dsl 1 % ~ Y
laozunsuiugiuaiag damson 13147

ForveaTisunsy visio Ao WluTdsunsuignadieldmivayumshaunyTdsunsy
A

) 4 < 1A
pauadug Ia 11198 Tasmne Microsoft Office
J J I J S a a ' '
w5 Visio lumenduringreainsmilnuazunugildhoaeediel
a a i [ J { a A o '
szAnsamieduisanuazainlinuesansndeslsns iln uwugil unudl tazm e

o g < s
1umimmummmnmmm%’wuunﬂw
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51 2.28 loaou 11511053 Microsoft Office Visio 2016

U

L. 8 A A A a o . ' Y Y a
Visio un5 0o MaTuNIHIUV0 Microsoft Office GlUﬂWﬁG]f'JEJGlﬂﬁﬁNLLWUQN
@ 4 a 4 1 3
UNUAN @131\1llﬁﬂxﬂﬂiﬂﬁ%}ﬁﬂﬂﬂﬂi UAUHUNINNITAATA A3 uazﬁuq 1%@81\‘]\‘]18@18
9 1 ]
swnsmamnlszaniamlumsdes laemesliuaazununamnsogueugiivsoasialy

s o 9 Y I 1 a 4 a =] a <
3‘]J!L‘U‘Uhl“l/\lﬁ‘l/lll@]ﬂﬂ']\iﬂﬂﬂ']llﬂﬂ\iﬂ?iulﬂ LB "Mawmma’o—ma, JLUUBDUNTUUA LIS DULINBDILUA

I @ 1 ) a 1 4 A )
ihudu uazdaneladiaiuenarsasunmnswilnlwiag wlang Tdagan iemuddu aaw

] =]

@ Yo 9 1 Y3 2 A A L 1 ) Y
Tﬂlfﬂuiﬁﬂu‘u@yaﬂ']\i‘] Vlﬂlﬂu’ﬂﬂ”lﬁﬂ uagnanynNne Visio 2016 %Uﬂﬂﬁgﬁﬂﬂ!'JQTGlUﬂ'liﬁiT\i

v
= 1

A 4 1 c%l Y= U
AaInIe llamaii lananilanian

PR o]

P yn in to get the most out of Office

Visio
e T T T T e T
Recent FATWED  CATRGORSS
M e
g Ovganizataon Chant
S — e
—y _- -, i
=3 =
3 -
P B [ . i =

Rk Netmort Dl

e

‘meN

519 2.29 11511051 Microsoft Office Visio 2016
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4 J v 1 T 3 v A .. .. o % 4
FanAuITAINaIuUUY 4 Usziannan A Visio Standard Edition ﬁ’]ﬂﬁﬂmﬂfllagﬂ\iﬂﬂﬁ

U

o

I S o J { o ' A Y 1
111, Visio Professional Edition 81%3U89ANINHINUUUIEVVIAT08ABUNUADSN I TG0

WA, Visio Enterprise Edition f’fTI/ii‘LIﬂQﬂﬂi‘UHTﬂi‘ViﬂJ NszUATeNUT UG OU HIDWAU

G

woldLN3, 1Az Visio Technical Edition @115UssAnsAuiuginaduininisy viemsnan

< J { [ 1 o o a
Tagmwz Visio 2016 ilunnaanesuinsawnas quanennes gl damnsaiuwugiinimeas

u

A A ] 9 o A 9 o J '
ﬂﬁ’W‘IV‘IﬂVlﬂ\ﬂfJ u']GLGIﬂJ'W]']\?']ualUﬂ'ﬁﬁ@ﬁ']ﬁﬂ'JfN’]ulf]ﬂﬁ’]i Q1uu1lﬁu@1u@\1ﬂﬂﬁlla$§$ﬁ'J'N

[ [

7 ) g v _ .. A ) ! o y X a
@\T‘ﬂﬂﬁulﬂﬂﬂﬁu ﬂ\‘]uuﬂ'ﬁﬂlﬂf Visio 2016 'Vlﬁ']?J']iﬂi‘D’\ﬂUﬁ'HJﬂ‘UTﬂﬁ\iﬁﬁ']\iwuﬁ']usllﬂﬂklﬂﬂalu

q

4 a 9 I Jd o J & = o Y 4 = Y
pennsian 18 Wugdnsalinaueas gruvesesnnsnudzri lvesansaziia 14910 Taosu

aAaN

4 o o . 1 (B
52 TemiveaMicrosoft Visio A 1UsunsudmiuoonuuunIn Diagram f14 € Tainee
<3| ~ a T J o o a
wWummerun mnns 1wl urunImag Q| ﬁ%}N Flow Chart UB3UUADUNITNINIU HANNITAA
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ieldeTunsvuaeumsihauluguauiu g uaaseeninlugiluvuvesgilam
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2.3 gunsailFlumsUfiiaa

2.3.1 Router (Cisco ISR4331-AX/K9)

7 < 3 A s o { 0 <
15793 (router) 1Hugilnssineuiinaes N udunuagas(forward)uinnadoya
[ = [] a 4 @ A 1 A 9 d o A
TIEUINIATDVIIADUNIAUND T llﬂﬂﬂlﬂi@ﬂﬂﬂﬂﬁﬁlﬂNﬂﬁﬂ\iﬂﬁ IFUADINTNUUUALYDIN 3 9N

U1AT31UVDN OSI Model

SR L B S R PR

S LS PR

~ P~
2 @ O) 7

1 uss Type B mini port 2| Serial console port

3| AUX port 4| USB Type A port
5 Management port 6 LEDs

7 AC Power
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https://th.wikipedia.org/wiki/%E0%B9%80%E0%B8%84%E0%B8%A3%E0%B8%B7%E0%B8%AD%E0%B8%82%E0%B9%88%E0%B8%B2%E0%B8%A2%E0%B8%84%E0%B8%AD%E0%B8%A1%E0%B8%9E%E0%B8%B4%E0%B8%A7%E0%B9%80%E0%B8%95%E0%B8%AD%E0%B8%A3%E0%B9%8C
https://th.wikipedia.org/wiki/OSI_Model
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1 Double-wide NIM 2 | NiMs

3 Removable module slot divider 4 SM-X slot

5 Ground connection
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2.3.2 3G/4G Router (Cisco 819G-4G-G-K9)
3G/4G Router HAMANHUL NINUAMADUND Wi-Fi Router 1195511 tieaua 1 di¥ouno

a - A ' a s g 9 o 4
DUNDIIUANIIT18Ethernet IﬂfJﬂ"Ii!flff)ﬁJ@'lﬂ@utﬂ@iluﬂﬁ]%tﬂullﬂﬂqﬁﬁWﬂ ﬂ'lfJﬁluﬁ’J’Qﬂﬂﬁﬂ! 3G/4G

[

Router 3¢ 1¥03d M5 1aSIM 3G/AG iesesfudaana 3G/4G nnsete Insani 15a1e ¥

=K o

dnvazadenaenuIsiamninTiulugadagiuldnu

Y
a

d @ o 4
U5z Tominanvesgnsalwiiatinemsnnm amamnsaldginsal 3G/4G Router luns

o

(] § A v 4 1 1 1 3
a$runsote lagnnntidynna 36/4G Feginsaivnguervaziiuvasiie T luda( Battery)

q

1 K

A o & 9 Yo [ Y
n3e lull 3es1dudedlasundsnunmduaey

511 2.38 11111@1 3G/4G Router §U Cisco 819G-4G-G-K9

LT

1 4G antenna connector—MO/MAIN | 8 | GE WAN port

2 LEDs 9 | Console/Aux port

3 Reset button 10 power input

4 4G/3G port 11| power switch

5| 4G antenna connector—M1 /DIV 12| Active GPS antenna connector
8 Serial port 13 Ground

7 FE ports
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2.3.2 3G/4G SIM Card

a 14
FUN139 130 Subscriber Identity Module or Subscriber Identification Module (SIM)
= I v A o 9 ) A = g 9 '
NUIBDQ NN TUNMIHAAIAT HIDANHULIMWIZUDIAIU Y (FDDNITU) FANVIINTINTOYADEN
Yaoasis 19igainioszy gasum vuszuy Insdniilede sumsaamnindiold synin
Tnssmidedomseadns umsadiusn wanludl 1991 (W.a. 2534) Tas1THN Giesecke &
Devrient (G&D) HHAATUIAT M3RU smart cards HBg3zUUMIIAMI R Hdninaulnaasegn
a a = a 4 (2 o . .
eaiiatin Yszmeneasuil uazane 300 SuMSAusn1HAY Finnish wireless network operator
e ge . 2 4
Radiolinja Usznanluuaua
a J o 1 @ a
FUNTAAMIN VVIANNFUTATIATAN (85.60 mm x 53.98 mm x 0.76 mm)
o @ @ 1< a 14 I aaa 4 ST
Pagiiu imsiannmeiag lilvunaanasuesdumia WuligunisaMini SIM Card) a7

' 9

WAL HATAINEINAZAIUNIINEAAT (25 mm x 15 mm) wazHlyuNgnaaduy (trancated)

51N 2.40 Micro Sim 481 Mini Sim

L'
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[ o 14 1 1
sulniargaluilagiiv Ao micro-SIM #50 3FF 4119 15 mm x 12 mmnsadaulvig) 9zl

q q

2 v A <

1 4 @ a [ { 1 4 [ a
2 mumagﬁlumimﬂmﬂu ABDVUIAUATLATAN ﬂ‘]JsllU']ﬂil'lﬁﬁjj'lu‘ﬁlaﬂﬂ'J'l L%@NﬂUWﬁ1ﬁﬁﬂ!ﬁﬂﬂ

A o 9
Wind1elumsineonuly

311 2.41 Mini Sim 11 Micro Sim 910387 Telia Yszimaaiay

Micro Sim @AW a1 1ag a011iuua3 5114 InsauuAveg 151 (The European

@

Telecommunications Standards Institute) ANUAUDNHAIVTHN dmS U eIz AN
o’ 3 o o e
qﬂﬂimmmmaﬂmmu Mini Sim card
A S . A g Y o ) a
FUNI3ANNII521 serial number (ICCID) N undnbal lUsEALUIMNITIA
o Ay 1 ¥ o Y A o A o o v o A ]
dumneaunwzh lusinuvesd 9iens nanmamilounumneauilseaninGeu
= o A g 2 YR Y = [ 1 Y T g’/ A
nlasuldausnuinniu siemsusmsd 1y Fedeemsiimssensy riudoesarIu Uufo
1. PIN (Personal identification number) 1151 m%}ﬁ’ﬂﬂ
2. PUK (Personal unblocking code) 8115 il ly
% @ a 4 o
Falulagiiulugn 36/4G v latFumsaiszinn 3G/4G SIM Card ponun 4 luilagis
A A 1A SIS Y <3 9 = A [
IWBIONADRUADIITIAAIBAIINIGIZY 1A81AIIA319UBY SIM Card Iz UANYULHNOUNY Smart

siM luiiasilszanasu
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Pin Definitions and Functions
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Card Contact |Symbol Function

c1 VGC Supply voltage

c2 RST Control input (Reset Signal)

3 CLK Clock input

C5 GND Ground

e N.C. Not connected

c7 @] Bi-directional data line {open drain)

51 2.42 Taseahranihduraves SIM Card
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Provider Data Center

=R

Trunk
Trunk Trunk
36/4G
(Main) Mobile Network

<«

Carrier Network
(MPLS-L3)

ot

HQ Customer

Brance Customer

g‘ﬂﬁ 3.1 Network Diagram 11 a8 Microsoft Office Visio 2016
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3.3.2 Aanallsunsy SecureCRT

o £ A A 4 A o A a ?
3.3.2.1 ﬂ’Ul‘UaﬂﬁﬂﬂUlV\la scrt8 14-x64.exe NA1IU lriaauioaand 11sunsu

"I Downloads =10 %
| 4
(_:j H:_:} | 4. = Metwork - DaaS-FS02 - #8 - thitapornju - Downloads - - l‘z_lll Search D... Eﬂ‘
Organize - Open Mew folder == - E] i@'
=] Recent Places ] Name =
e = srtd 14-x6
= Libraries & sat814x64
B8 Documents | 1) p1bnkvgssi 1pplisjn 1007 10fméiad
& Music | 1, 3G Backup Diagram_rev1.png
[E5] Pictures HE tastaruanda
i Videos @winrar—xsq—ﬂﬂ (1)
T s @winrar-xﬁ‘l—ﬁ‘lﬂ
omputer

1 sahakit15spore-20 1708 10T0201552-001
é-} CD Drive (D:) i Lauaeuil-201708 10T0151152-001

a Local Disk (C:)

¥ thitaporn.ju (R:) 0 CHEREEIDI-AVATLAR
B Z1REESE- A 0LIE
ei-" Hetworl "\ sStationery Request Form_last modified -
=i | _>|_I
(F- sCrt814-x64 Date modified: 8/17/2017 9:21 AM Date created: 8/17/20179:19 AM
N Application Size: 26.2MB

51 3.2 idon 19 scrts 14-x64.exe

i 9
3.3.2.2 AanN Run Lﬁﬂ@]@@]\ﬂﬂiuﬂih

-
Do you want to run this file?
IEI Name: ,..F50 thitaporn.ju'Downloadslscrts 14-x64.exe
Publisher: VanDyke Software, Inc.
Type: Application

From: \\Daas-Fso2itts\thitaporn.ju'\Downloads\scrta14-...

Run | Cancel I

¥ Always ask before opening this file

=~ While files from the Intemst can be useful, this file type can
\w potentialy ham your computer. Only run software from publishers
you trust. What's the risk?

51 3.3 A@n Run oaaaaTlsunsy
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3.3.23 53ﬁ'ﬂ\ﬁﬂiﬂﬁllﬂﬁuﬂTﬁ\‘llﬁ5511]61163J“a‘ll@\1§]'31ﬂﬂlﬂ311 28109 Cancel 11/UOUUA

VanDyke Software SecureCRT B.1 -

—= VanDyke Software SecureCRT 8.1 Setup is preparing the
ﬁ;‘ Installshield Wizard, which will guide you through the program
setup process. Please wait.

Extracting: VanDyke Software SecureCRT 8. 1.msi

I Cancel |

510 3.4 somsmsendeyavoaTisunsy

U

9
C%

51

4 1 g a 4 1 L} a g’/
3.3.2.4 Wovthane Tsunsunaasyuin1daan Next tilongiuaouse livosmsanns

Talsunsy

I —

j{i‘;—l SecureCRT - InstallShield Wizard
Welcome to the InstallShield Wizard for
SecureCRT

The InstallShield(R) Wizard will install SecureCRT on your
computer.

This product is available for evaluation without charge for a
30-day period. In order to continue using the software after
the evaluation period, SecureCRT must be registered.

SecureCRT users who purchased licenses on or after Cctober
Sec u rec RT 1, 2015 can upgrade to version 8, 1 without charge. For mare

information, please see the Upgrade Eligibility page at

http: /v, vandyke. com.

To continue, dick Next.

, WARMIMG: This program is protected by copyright law and
VA N D \l'r K E ‘ international treaties.

SOFTWARE

< Back [ Mext = ] [ Cancel

Y 1

' 9
317 3.5 e ansAaaIvea11sunsy SecureCRT



3325000 1 accept the terms in the license agreement azAan Next

15 SecureCRT - InstallShield Wizard

License Agreement

= VANDYKE’

SOFTWARE

Flease read the following license agreement carefully,

End-User License Agreement for SecureCRT 2.1 ("Socftware™) -

Copyright (e} 1985-2017 VanDvke Software, Inc.

.11 Rights Reserwved.

LCREEMENT. After reading this agreement carefully, if wou
{"Customer™) do not agree to all of the terms of this agreement,
you may not use this Software. Unless you have a different

license agreement signed by VanDyke Software, Inc. that covers

this copy of the Software, your use of this Software indicates
your acceptance of this license agreement and warranty. 21l
updates to the Software shall be considered part of the Software -

@) 1 accept the terms in the license agreement

(7)1 do not accept the terms in the license agreement

InstallShield ————

| <Back | MNext> || cancel |

H ' 9 Y
510 3.6 100N accept tive lilgiunouas livosmsanaalalsunsy SecureCRT

3.3.2.6 1880 Common Profile (affects all users) LlagAAN Next Lﬁ@"lﬂtjﬂ‘]’umu@ia"lﬂ

SecureCRT - InstallShield Wizard : @r
Select Profile Options "'_.-'—'-:.:\ . .
Please specify which Windows profile to use for the — V AN D YKE ‘
installation. )

Which profile do you want to use for the installation?

@ Common profile (affects all users)

") Personal profile

InstallShield —
| < Back J[ Mext = ] [ Cancel

3.7 La ®f Common Profile

).

1

Sa
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= a A J g}J 1
3.3.2.7 1800 Complete Az Aan Next tive lilgiunouae 1/

‘@ SecureCRT - InstallShield Wizard

Setup Type ,.-...,‘ =
. = VANDYKE
Choose the setup type that best suits your needs. - SOFTWARE
Please select a setup type.
@ Complete

All program features will be installed. (Requires the most disk
space.)

Custom

Choose which program features you want installed and where they
will be installed. Recommended for advanced users,

Installshigld ———— _

| <Back || mNext> | [ cancel |

317 3.8 1@oN Complete iloAAM Features HANLA

3.3.2.8 1AONNY Create a program group for SecureCRT i8¢ Add a desktop shortcut for

4 9 a
SecureCRT tWoazadn 115 19911 uag AN Next

"1l SecureCRT - InstallShield Wizard

Select Application Icon Options

Please specify where to install application icons.

Where do you want to install the icons?

Create a program group for SecureCRT
| Add a desktop shortcut for SecureCRT

InstalShield _

| < Back |[ Next > ] [ Cancel

ﬂﬁ 3.9 148N Create a program



3.3.2.9 AN Install (NOAAAI 1151151 SecureCRT

%) SecureCRT - InstallShield Wizard

Ready to Install the Program

= VANDYKE®

SOFTWARE

The wizard is ready to begin installation.

Install settings

The installation directory is:
C:'\Program Files\WanDyke Software'\SecureCRTY

SecureCRT will be installed with the following protocals:
55H2, S5H1, Telnet/ssL, Telnet, Rlogin, Serial, TAPI, Raw

Application icons will be installed for all users.

If you want to change any of your installation settings, dick Back. Click Cancel to exit the
wizard,

Installshield ————— _
[ <pack  |[  mstal ][ canel |

317 3.10 AGN Install iofnaaTs1n5Y SecureCRT

9
3.3.2.10 59M35AAAIU04 151NN SecureCRT

4 SecureCRT - InstalShield Wizard Fll

Installing SecureCRT ,i;-':.: VANDYKE®

The program features you selected are being installed.

FTWARE

Please wait while the Instalshield Wizard installs VanDyke Software
SecureCRT 8. 1. This may take several minutes.,

Status:

Initializing installation...

e w — 0 0® O |

InstallShield _—

siii 3.1 somM3AnRaveq 1150N5H SecureCRT
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a .. 4 a &4 0 < L4
3.3.2.11 Aan Finish LﬁﬂﬂWiﬂﬂﬂ\‘]ﬁﬁ“ﬁ?ﬁNﬂ“im

15 SecureCRT - InstallShield Wizard ==

SecureCRT

VANDYKE®

SOFTWARE

InstallShield Wizard Completed

The InstalShield Wizard has successfully installed VanDyke
Software SecureCRT 8. 1. Click Finish to exit the wizard.

View Readme now?
[7] view History now?

| Subscribe to Product Announcements?

317 3.12 m3aali)sunsy SecureCRT Lﬁii]ﬁllll‘im

3.3.3 amgilnsal Router

2 . 2 I v o 4 9
3.3.3.1 ﬁlﬁnﬂﬂ’liﬁ%}']\i interface Cellular ;ﬁuu’]lﬂuauﬂﬂlﬁﬂ Iﬂﬂélul,ﬂdimﬁumlﬂ%ﬁmil

Cellular #1311 Module § UN5Y Cellular la

=

interface Cellular0

encapsulation slip
dialer in-band
dialer pool-member 1

ip address negotiated
ip virtual-reassembly in

async mode interactive

‘l.lﬁ 3.13 E‘T’i N interface Cellular
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v . . X ] v . v
3.3.3.2 @3 interface Dialer0 Vunmela Cellular0 Tag Cellular0 901D T3 Dialer hlﬂ

@ 1 ddy 9 ~ U 9
HOWOU HANTUU SHITUNYLA 1 DU

|

interface Dialer(

ip address negotiated

ip virtual-reassembly in
encapsulation slip
dialer pool 1

dialer idle-timeout 0
dialer string lte

dialer persistent
dialer-group 1

Eﬂﬁ 3.14 ﬁ%}N interface Dialer

Y
3.3.33 ’(ff%}N TunnelO ﬁum AN UA IP Address

interface Tunnel(
ip address 10.10.251.36 255.255.255.0

no ip redirects

gﬂﬁ 3.15 ﬁ’%}N TunnelO
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3.3.3.4 1190319 Tunnel0 Y31 9113 Config 197 IP (10.10.251.36) Hacarrier @115

fanon IP (10.10.251.1) 9 Backbone I8

interface Tunnel(

ip address 10.10.251.36 255.255.255.0
no ip redirects

ip mtu 1400

ip nhrp authentication dmvpn

ip nhrp map multicast dynamic

ip nhrp map multicast 172.29.15.6

ip nhrp map 10.10.251.1 172.29.15.6
ip nhrp network-id 6

ip nhrp nhs 10.10.251.1

317 3.16 Config IP A4 uaz i3 Backbone

1 Y D i
3.3.3.5 e 14 1P Neaesilsfnaenulduda 39 ldsmsiinau Security Taens 1
KEY 122 IPSec 1UMsAT10@0umsiyeNsaovodIzULATou1e 1aINs0sinmsanneaoans
(] 4 4 ] a [ {
szraagUnsaineg l5lums 1pSec VPN Tdoeailnd nazvimsesnuuugilununazsieaziooah
E 12 v y =3 A o Aq o
wlilunmsinumanulasassvesdoya s9u89msilansiauved ISAKMP 1 Interface 7114
A 1A o 4 S 9
aasoaaa13NUYNIal IPSec Hansatn
3’, 1 . A F) 9 4 o
Taen13AIA1 ISAKMP Policy Set 1o 1% 11un15d519 ISAKMP SA Iagaz@naiinms
o ' Y [ 1 SAq Y o = Y A Ay o o Y
Mvua asanusz119gUnsainlalun1anii IPSec VPN §99zApaianaesiinmamvua laun
o A a d o g}/ dy
Authentication fuadsManezlflumsiiguiainy Taensaiiisuaenls Pre-shared Key
1 Y A
Encryption 1800 algorithm Nz 15 lumsnsviadoya Tasasetiisudenls AES
A . = Y v v Ao A A
Hash 1800 algorithm Nz 1% 1un13ns19d0un1NgNABIURIT0Ya TABazliataenised

[ [ g’; dy A 9
muszaunNulaoans Tagaseilisuaonly SHA

o { o A ! t4
DH Group (aonuuavesiiuamamiziozinnlslumsuantlaou Key seningilnsal

A o A ~ @ @ @ g dy A Y .
Iﬂﬂ%gﬂ\lﬁjla’ﬂﬂ l,iEJ\W]']iJ‘i%@ﬂﬂ']i‘iﬂ‘]&l']ﬂ’:]']i]ﬂﬁ@@ﬂﬂ Iﬂﬁlﬂi\?utﬁuﬁﬂﬂiﬂf group 5 (1536 bit)
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1
crypto keyring POC XXX KEYRING
pre-shared-key address 0.0.0.0 0.0.0.0 key POC XXX EKEY
1
crypto isakmp policy 1
ENncCr aes
hash shaZbé
authentication pre-share
group 5

s 3.17 MsAam IPSec TABTANT¥1IUVDY ISAKMP Policy Set

& o y Yo A y 9 <3|
3.3.3.6 1INUUTNTA9AN KEY 1N isakmp 1Agf IP U89 Router Hansavy iuos 15

3 Y A v 9
KEY neagdruouUnuUalY

crypto isakmp profile POC XXX ISRAKMP

keyring POC XXX KEYRING
match identity address 0.0.0.0

319 3.18 A3 KEY 1911 isakmp

A [ R 3 o v T A v A
3.3.3.7 tuaNIN15 Config AN isakmp ﬂ‘l/l'lﬂ']ﬁi]@ﬂﬂ')ﬂﬁ%l\?@ukl"]ﬂlﬂﬁ IPSec Tﬂﬁlﬁlmmu"lﬁu

Y04 isakmp 716 1A%0 “transform-set” ttazog1u Tuua Transport AaA 71

|
crypto ipsec transform-set POC XXX SET esp-aes esp-shaZ56-hmac

mode transport
|

51U 3.19 Sanuaaitonlvyes isakmp neld%e “transform-set”



3.3.3.8 111 IPSec Profile 1A8#4%831 “POC_XXX_IPSEC” iilad1oaomstily 14 ums

19159 an Tunnel 91 Taudesruouly 2 Set Nogaelu Profile “POC_XXX_IPSEC”

1
crypto ipsec profile POC XXX IPSEC

set transform-set POC XXX SET

set isakmp-profile POC XXX ISAKMP
1

519 3.20 411 IPSec Profile

LTl

g’/ [ Y A . A A A [y 9
3.3.3.9 910UU NAULTN interface Tunnel0 totiuou lu IPSec (UTsHAgaM0) oo
[ ] 1)
Meld¥e Profile “POC_XXX IPSEC” 1@3iseu vy transform-set tay isakmp-profile NNAI
o113 ludle 49 3.3.3.5-3.3.3.8 Taaiinldidon vl msnRouter Ha31 purheasaty v
a A @ Y g’/ o < 9 =~ ~ A (% A I~ A (%
aanafoarsnu latusuiludesil KEY 1ag IPSec Mtvdounu iodlumsmuanuilasasslu

A 1 A 2 v A o < X
NTIAAND DT “D'Qﬂ?ﬁ?ﬂlﬂﬂullﬂlﬁiﬂﬂu Tunnel N Up YUNUBDY

interface Tunnel0

ip address 10.10.251.36 255.255.255.0
no ip redirects

ip mtu 1400

ip nhrp authentication dmvpn

ip nhrp map multicast dynamic

ip nhrp map multicast 172.29.15.6

ip nhrp map 10.10.251.1 172.29.15.6
ip nhrp network-id 6

ip nhrp nhs 10.10.251.1

ip nhrp shortcut

ip virtual-reassembly in

ip tcp adjust-mss 13260

tunnel source Dialer(

tunnel mode gre multipoint

tunnel key 10&

tunnel protection ipsec profile POC XXX IPSEC

517 3.21 ti@oulu 1PSec 191U Tunnelo

Y

59
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v Y
3.3.3.10 ¥A99 Tunnel 11113 Up U087 Tuagoa Routing TUAY Wide Link 92 1% Dynamic
y 2 ) A v g A 9 o .
Route 1A8AFIH Routing Protocol 1511800 Y OSFP 1Wa Uil 44 1ag1/n@taifni AD (Administrative
v 4 Y [l
Distance) U84 OSPF ¢ A1 117U 110 AR5 131931 1% A1 AD 1A 250 Feaunsoesuielan
TunsaiN Link luNananaeniamadaded liaunsalyan1dswzinldanundunisdises

g % [V
Back-up 197 1A

ip route 0.0.0.0 0.0.0.0 10.10.251.1 250 name 3G-Backup-Link

ip route 172.29.15.6 255.255.255.255 Di ame hub tunnel source

Ed
v

314 3.22 Aise1 AD T¥inu OSPF

3.3.3.11 10113 show run oenu Tugduuuasgl

I
crypto keyring POC XXX FEYRING
pre—-shared-key address 0.0.0.0 0.0.0.0 key POC XXX EEY
b
crypto isakmp policy 1
encr aes
hash shaZ5é
authentication pre-share

group 9

crypte isakmp profile POC XXX ISARME
keyring PCOC XXX REYRING
match identity address 0.0.0.0
I
b
cryptoe ipsec transform—set POC XXX SET esp—aes esp-shaZié-hmac
mode transport
b
crypte ipsec profile POC XXX IPSEC
set transform-set POC XXX SET

set isakmp-profile POC_ XXX ISAEMP
|

319 3.23 Show run 317 1

UY
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interface TunnelO

ip address 10.10.251.36 255.255.255.0
no ip redirects

ip mtu 1400

ip nhrp authentication dmvpn

ip nhrp map multicast dynamic

ip nhrp map multicast 172.29.15.6
ip nhrp map 10.10.251.1 172.29.15.6
ip nhrp network-id 6

ip nhrp nhs 10.10.251.1

ip nhrp shortcut

ip virtual-reassembly in

ip tcp adjust-mss 1360

tunnel source Dialer0

tunnel mode gre multipoint

tunnel key 106

tunnel protection ipsec profile POC XXX IPSEC
|

interface Cellular0

ip address negotiated

ip virtual-reassembly in
encapsulation slip

dialer in-band

dialer pool-member 1

async mode interactive

!

interface DialerO

ip address negotiated

ip virtual-reassembly in
encapsulation slip

dialer pool 1

dialer idle-timeout O

dialer string lte

dialer persistent
dialer-group 1

317 3.24 Show run 3171 2

Y
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ip route 0.0.0.0 0.0.0.0 10.10.251.1 250 name 3G-Backup-Link

ip route 172.29.15.6 255.255.255.255 DialerO name
hub tunnel source

|
interface TunnelO

ip address 10.10.251.36 255.255.255.0

no ip redirects

ip mtu 1400

ip nhrp authentication dmvpn

ip nhrp map multicast dynamic

ip nhrp map multicast 172.29.15.6

ip nhrp map 10.10.251.1 172.29.15.6

ip nhrp network-id 6

ip nhrp nhs 10.10.251.1

ip nhrp shortcut

ip virtual-reassembly in

ip tcp adjust-mss 1360

tunnel source DialerO

tunnel mode gre multipoint

tunnel key 106

tunnel protection ipsec profile POC XXX IPSEC

317 3.25 Show run 317 3
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Y
Ine) 3100 Tuaseil lan Temandnsm1umsszuy 3G/4G Back-up Link agiinnsnagoy
{ o < . 1 < A o ¥ o {
szuui Idth lihilu Services Tungnmstenilavesussn 8nnedadi Tona'laidh iy Data
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Uszaunsal lumsrmhauiieii llviannauedlueaa la

oA <
4.1.1 HAYBINMIAUHUMINAADVISUD llﬁ'wamimaamaﬂmgﬂu 3 LU ﬁf]
4.1.1.1 Test Signal Strength

TAN13U19INANAVYDI Signal Strength NidAIDNNT 1ABINUG dBm FeauInnjaz

< [ 9 Y ] A A o A9y (= T W A
ut’meﬂHm = ﬂ’lﬁ’lﬂll'ﬁ]\ﬁ]’lﬂ?‘]')!aelluluﬁjﬂLﬂﬁ@\?ﬁll’lfla°]J “YINAAUVNATUBYLLTAIITANITNUAUNY

'
a

' ' A A P Y 9 Y 1 A a
ATNINNIT HID DOUUVUVUIAD “ﬂﬁ@ﬂlaﬂlﬁl’]ﬁlﬂa 0 ll'lﬂwn‘lﬂﬁﬂ\?ﬂ”

% =

~ =] Y1 A 3 A1 Y 1 1 3
WTﬂ?J@Qgﬂ‘V] 4.1 ﬁ]glﬁullﬂjnll@ﬂ'] Signal Strength Nﬂquﬂﬂil']ﬂﬁ/lf’lﬁi YYIUNISY

9 ds! v &
ANUAVNUINVUINTUHU

SIGNAL STRENGTH IN dBm

FROM -120 -103 -87 -89 -768
TO -104 -98 80 -77 -80

dBm

317 4.1 n31luaag Signal Strength
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4.1.1.2 Test Link Quality

4
o

Link Quality Ao A1AMNINYDINIGFONAD 1AYNYITUI19INN5521T1UIUPackage NI

udrdanandoyaainngo Tnarulaaua lu
4.1.1.3 Test Failover

Y [l i Y
1¥nsnadeviliiodeans 1 1RsuLna Down Time AU Iasszuvuilaz s Server 0814
Y o ] o . I v o a v A
1108 2 A2 1UMI5IANT Server ALTN (Active Server) 9L UANNUANUNA Server AINTD
Y o =1 v 9 v A o v A

(Backup Server) 9 Stand by 1310 Server mmﬂmﬂmummmm Server AINABDIVENINIUNUN

(% g‘/ = 9J g’/ = K (% g’/ d’
naanntunely 19 Tagdoyananuasziinis Update Real Time N1 Server N9e041A3 04

3}/ =) A 1 A =
mszaziuag il deyalangavionse lu Update 110 Server 1Asoausniitlayii

Normal Mode Disaster Mode
PRIMARY DATACENTER FAILOVER DATACENTER PRIMARY DATACENTER FAILOVER DATACENTER
‘r

USER (CLIENT) USER (CLIENT)
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a <
4.2 Nﬁﬂ]‘i?!ﬂﬁ1$ﬂ%i’)yﬁ

radio”

4.2.1 naady Signal Strength

TagMsUaAIn NI NVEITYANUUDY 4G LTE back-up Link 1aa 1413 “show cellular 0

Customer0 # show cellular 0 radio
Radio power mode = ON

LTE Rx Channel Number = 1425
LTE Tx Channel Number = 19425
LTE Band = 3

LTE Bandwid

3 W 13 = Mim

Cu
Current RSREF 9 clBm
Current RSRE = -9 dB
Current SHNR = 8.2 dB
Radio Access Technology{RAT} Preference = AUTO
Radio Access Technology{RAT} Selected = LTE

Customer0

Customer0

Customer0 # show cellular 0 radio
Radio power mode = ON
LTE Rx Channel Number 1425
LTE Tx Channel Number 19425
LTE Band = 3
LTE Bandwidth = 15 MHz

Current RSSI = -43 dBm
Current RSEP = -68 dBm
Current RSEQ = -7 dB

Current SHR = 12,6 dB
Radio Access Technology{RAT} Preference = AUTO
Radi 2logy{RAT» Selected = LTE

Customer( #show clock
#17:24:06,426 ICT Med May 3 2017

gﬂﬁ43vmﬁausgmﬂsnmgm

(Melun 9@ Customerd LNUFD site U39 1HB9A Tl AT dlawe lan1eld Policy vea

A v d aa A A o I o w
UIHNBDUNN ABDNUIUIATU (hlﬂflllauﬂ) 91NA)
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91n31N 4.3 9

#1189 Current RSSI = -41 dBm (RSSI 1753111 -90 dBm

(Y]
@

QU

v
=

A
B0

]
A v

ﬁ?ﬁiﬂﬂ?il‘?ﬂﬂhﬁﬂﬂﬂﬂﬂﬂlm

9

& INNIYANI ANUATUVDS

29'ld)
A5

J
@
@

@

9

N4l

oonundluaisl

q

AWNIDVIUFT

RSSI (Received

-69 dBm or

During -89 to -

1
Q
-
D
.
an
=)
=
=
=
@)

Lower -100

Signal Strength

Indicator)

Medium

medium

@15137 4.1 ¥an15 Test Signal Strength

FAda ping

p lagl

Q

4.2.2 NATDUAUNINUBY Link 4G Back-u

#ping 10,10,250,1 source 10,10,250,2 repeat 2000

2

==

L

Customer
Type escape

Sending 2000, 100-byte ICMP Echos to

Packet sent with a source address o

F

ound-trip minfavg/max = 20/29/112 ms

SNow Cloc

Success rate is 100 percent {(2000/2000).
50,362 ICT Hed May 3 2017

#1742

-
.

v

317 4.4 naaeY Link Quality
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(K] 4 4
Taen3 ping taz 1da repeat = 2000 tWoNAF0UTOYAVDI Package Neeae) li) mslwna
9 o = Y a ) = Y A
Yotoyarzdia e Inateu ldeaeilng Tny Using 1 Jeyaansn lnadeuldediesiuiu

= Aa A = Yo =
saziidszansam Veawnsoagllaaemise f1 4.2

Central 3G Ping Setup Statistic

router

at NTT DC Packet count Min Max Average

Bangna

10.10.250.1 2000 20 112 29 OK

A1519% 4.2 Han1SNATOU Link Quality
4.2.3 Naaol Failover
4.2.3.1 nA@@dY Failover 1A 13 Traceroute (210 11&la HQ)

Tueraumsailnams lnadeuvesann gy HQ seaiumIIEumaee lnewu

Customer0 Miraceroute 172.17.4.41
Type escape sequence Lo aborc,
Tracing the route to 172,17.4 .41
VRF info: (urf in name/id, vrf out name/id)
110,11,50,145 4 msec 4 msec 4 msec
2110.10.254 .34 4 msec 4 msec 16 msec
310,100,254 .36 4 msec 4 msec 4 msec
4 ,
5

- - -
'?2.17.?.41 4 msec 4 mnsec 8 msec
Customer0 #I

gﬂﬁ 4.5 N0 Failover Tasfaa Traceroute
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Branch site

10.11.84.1

HQ

172.17.4.41

1HOP 10.11.50.145 OK
2HOP 10.10.254.34 OK
3HOP 10.10.254.36 OK
4HOP Rl OK
SHOP 172.17.4.41 OK
6HOP OK/NG
7HOP OK/NG
8HOP OK/NG

4.2.3.2 ‘Vlﬂﬁﬁﬂﬂ'li!%f’)&lﬁﬂl!‘UUDown wire link

M31971 4.6 HANITNATOY Failover 1989N1539989 Hop Hvae il

g’} 1 4 o a 9 [ YN |
NARUNUNMNST traffic Vo2 lsaanvn lgsHQannsadlalyau Iagon Tuianiun193G

Back-up Link tnu laaalna

Customer0 | #traceroute 172,17.4.41 source|vlan 1

Type escape sSequUence Lo abort,
Tracing the route to 172,17.4.41
YRF info: {(vrf in name/id. vrf out name/id>

1 10,10.250,1 152 msec 24 msec 28 msec

2 10,10,240.,2 16 mnsec 24 mnsec 20 msec
3 10,10,254,226 24 msec 20 msec 20 msec
4 10,10,254,28 36 msec 48 msec 32 msec

B = = =

b 172,17 .4.41 72 m=sec 28 msec 28 msec

#=zhow clock

*17:47:33.630 ICT Hed May 3 2017

Customer(

#

511 4.6 naaouNIeu TeauUDown wire link
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Branch site

10.11.84.1

HQ

172.17.4.41

1HOP 10.10.250.1 OK
2HOP 10.10.240.2 OK
3HOP 10.10.254.226 OK
4HOP 10.10.254.28 OK
SHOP Kk OK
6HOP 172.17.4.41 OK
THOP OK/NG
8HOP OK/NG

@311 4.7 HAMINATDV Failover 1a89n1379909 Hop H1Y 3G Back-up Link
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