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Project’s name Computer Management by IP-Guard software

Writer Mr.Boonyarit Laohasuwan

Faculty Faculty of Information Technology , Information Technology Program
Faculty Advisor Assoc.Prof.Annop Monsakul, Ph.D.

Job Supervisor Mr.Mongkon Sodsurn

Company’s name TOYOTA BOSHOKU ASIA Co., LTD

Business Type/Product Development, design, testing and sale of automotive parts both inside

and outside.

Summary
After practicum at Toyota Boshoku Asia Co., LTD The first assignment is that to update
data on IP-Guard software to use for Apply security in the Company Before using this software,
The first step is collected all data of employee each department, each zone, then preparing layout
A3 document. Apart from that, checking the data is also necessary before using it in the system.
The second assignment is determine policy or rules all IT equipment as Company Policy also

following TBJ or Global HQ(Japan) Policy too.
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3) Transparent Data Encryption
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1) Real Time Computer Monitoring
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5) Instant Warnings and Alerts
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uaziinnugndesunileaiiioala Tasmsihdeyad 1w lasiadouny IP-Guard uag Active

Directory Users and Computers ( AD )

QC&QAB/[B ]

Name Suratchada luttaporn Tl Toki Hiranobu
Firs Azcer EQM 0050 EGI7-0018 ECd-0062 EQI7-0075
Aocept Date 201440213 2017i0&/03 2014102113 20170651

lotebook Yer. HF Pro 84700 HF Pro440G3 HF Pro 8470k DELL
PC name TEAS102173 THI700Z TEAS-102-173 JPIPO00E
Emp. Code 00333 Thai DOEIGIThai 00131 Thai 01434 apan
Fin Asset EQI5-0053 EG13-0102 EQIF-0023 EQIF-001%
Aocept Date 2018011#20 201308407 201400803 2017108408
Notebook Yer. HF Pro 440G2 HF Pro 8470k HF Pro 44053 HF Pro 44053
PC name TEAS-103-069 TBAS-102-62 THIFO01E THI700H
Emp. Code 00143/ Thai D0ETHThai 003634 Thai 002871 Thai
Name Wittawat Phiphap Chaiyasan| Chanit Watana

[ New Project Progress (Shin Shin) B/8

Hame. Sireethon Farcharapom Fakamas Kato Takashi
Fi Azset EQ13-0035 EQ13-0152 EQ18-0020 EQIE-0015
Aocept Date 201308407 201303425 201813413 2060130

lotebook Uer HE Pro 6470b HE Frof47ih | HPFro440G3 | HF Fro 44063
PC name TEAS- 102045 TEAS102.214 THISO00E IR0
Emp. Code O0BEHThai 00077 Thai 00470/ Thal J0ETHapan
Fir Asset EQ15-0067 EQI5-0063 EQ5-0085 EQIE-0153
Accept Date 20180130 201541030 2005130 20EH2A0

lotebook Uer HEFro440G2 | HPProd440G2 | HE Pro440G2 HF 540
PC name TEAS 0256 |AS 0219 ctick 03] TBAS 10279 JFAGO0ZE
Emp. Code 0038HThai 00T hai 00233 Thai JO162¢)apan

lsme Phimolphar, Jedzada Sunisa Uleda Shina

[ New Project Progress (Shin Shin) & PC7/7 ]

i Makam Suraphong Parinat Magano Masahide
Fin Asset EQ17-0051 EQ1E-0140 EQf3-0f31 EQe-00i1
Aocept Date 2017108108 2016412430 201300H25 20EA010
Notebook Ver. HF Pro 440G3 HF Pro440G3 HF Pro 6470k HF Pro 440G2
PC name THIF0044 THIENO?S TEAS103-72 TEAS-103-088

[ QC&0A9[9 ]
ame Pittaya Pichanan Makane Kritsada P, PFitakkun
Fis fisset ECHE 005 EGi3-006 EQN7-0077 EQ6-0123 ECH3-0078
Acoept Date Z201303/20 20EH0E0T Z0T710131 Z016M2/30 Z073M0BI0T

otebook Yer, HF Pro 44405 HF Pro 8470k DELL HP Pro440G3 HF Pro 8470k
PC name TEAS-102-43 TEAS-102-77 JP1PO00E TH10058 EQ13-0078
Emp. Code 00540 Thai 00055 Thai J0148¢)apan 00380 Thai 0DE5SIThai
Fin Asset EQIZ-0033 EGIF-0008 EQI5-0070 EQI7-0027
Accept Date 20130307 2017108109 201811130 201TH0E03
Motebook Yer, HF Pro 8470b HF Pro 44053 HP Pro 440G2 HF Fro 44053
PCname TEAS-102-89 THI70001 TEAS-102-210 THI?OO20
Emp. Code 00533 Thai O0E07! Thai 0003 Thai D0EIETh i
Name Puchong Sathit Supat ICT - IDIA Mlutchaysparn

[ QC & QA & New Project Progress (Shin Shin) 9/9
Name. Girisook Farcharin Feranut Tanzkit (HIDA] “ichukom
Fi szt EQ12-0143 EQI3-0147 EQ13-0037 EQ12-0138 ECN7-0050
Accept Date 2012/06/18 201300325 201303420 2012406418 2070809

orebook Yer CELL HFEFro6470b | HP Pro4440s DELL HF Fro 44053
PCname TEAS103-135 TEAS102-11 TEAS 102043 TEAS 103154 THITO0LS
Emp_Code O0B50(Thai 031 Thai O0BE2IThai 008524 Thai e
Fix Asset EQI3-146 EQ1$-0056 EQIE-0130 EQ4-0055
Accept Date 2002 20140241 Z0EHE0 201402013

orebook Yer HF Pro 64700 HF Fro6470b_ | HF Pro 44063 HF Pro 64700
PC name TEAS 10286 TEAS-102 88 THIEO0ED TH4000
Emp. Code 00424iThai 00EES! Thal D0E0SHThai DDEETIThal

ame Fungnaps Sikharin hirachaphor HID Thammanoon

[ Logistics 7/7
Name Farisa Fraphasri Thussaya
Fis fisset ECHE 008 EQi4-0012 EQN3-0043
Accept Date 20151130 201410213 2013103120
Matebook Wer, HF Pro 440G2 HF Pro 6470k HF Pro4440s
PCname THIEN02E TEAS102-118 TEASI02-109
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Policy Role  Application  Traffic
Basic Information
Marne Walue
F Mame TBAS-102-112
* Computer TBAS-102-112
* Group Information Systemn Dept, Tha
FIP Address 192.168.85.8
* Status Running
* Days offline 0
* Wersion 3.32.0602.0
v 05 Mindows T Professional Edition, 32-bit English
* Boot Time
* Last Online

Last Active Time
Installed Time
IPAMAC

Last Logon User
€ TEASTNO3

v
v

TBAS\THNOS1
2018-08-22 07:32:30

ﬁ Statistics [’ g Events Log r "ﬁ, Basic Policy I’&, Advanced Policy rd Monitaring r Ia Maintenance I’,\?,G Security Detect
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Boonyarit Lachasuwan Properties

‘Find Users, Contacts, and Groups

File Edit View

Find: |Users, Contacts, and Groups j |

Uszers, Contacts, and Groups | Adwance]

I TMO31
Description: I

Mame:

Search results:

Marne | Type

gEBoonyarit Lachasuwan User

Published Certificates I Member Of | Pazzword R eplication

Security E nwiranment

Fiemaote Desktop Services Profile |

3_) B oonyarit Lachasuwan

Sessions
Personal Virtual De
General |Address I Account ] Frafile I Telephand

First name: FMT_— Initials:r
Last name: !Laohasuwan

Dizplay name: |Boonyarit LachasLwan

Description: ||nternsh|p

Dffics: [

Telephone number: |

E-mail: |

Web page: I

o]

Cancel |

Lol

4

1 itemis) Found

Boonyarit Lachasuwan Properties

Uzer logon name:

Published Certificates | tember OF | FPazzward Replication | Dialin I Object ]

Security | E rwvironment | Sessions | Remate cantrol |
Remote Desktop Services Profile Perzanal Yirtual Desktop | COR+ ]
General ] Address Azcount Prafile | Telephones | Organization |

THO31

User logon name [pre-Windows 2000]:

| (@ithasia.co.th

[~

[TBAS, |THO31

Logon Hours... J LogOn To... |

™ Unlock account

Account options:

™ User must change password at nest logon
I User cannat change passward

[~ Password never expires

I Store password using reversible encryption

[~ Account expires
% Mever

" End af: Friday

28,2018 =l

|

[ o ]

Cancel

Apply | Help |

a
MNAN 3.13
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2]
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"D00G53 &3 H . Kobcha Puanglek Sea@Doorinterior Urethane
00554 6 H . Pimonchaya Panitchawong Gen. Admin. & Gov. Alfairs Gen. Admin. & Gov. Affairs
00655 85 H [MALE I Utid Chanasilsriyothin SeattDoor&lnterior DoorFPT
TOO0ESE 56 H [MALE . 2 l awwiriua SeatBDoor&lnterior Seat
O00EST ¥ H ALE I Piuaw at Chainoy SeatdOoor@lnterior Urethane
O00ESE |Eeis-0ors i5ji] H |MALE . Pitakkun Saerthamma Guality Control Oualicy Contral(Z)
00653 63 H [MALE . umpee Sungseerach GPE GPE
(TT=E=n] 50 H [FEMALE . Thussaya Satansati Logistics Control Logistics Contral
TOO0EET 91 H [MALE . Kiritthin Churwijitra Eualuation,Material Enginesring,Prototyg Material Enginesring
f00EES 37 H EMaAl = weerada Wongssmpanveth Gen. Admin. & Gav. Affairs Intermnal Contral
O006EG 33 H AL 5. Supinda Phanthong Gen. Admin. & Gow. Affairs Gen. Admin. & Gov. Affairs
fO00EES [TEss-t0e-Te 94 H A 5. Mizon Prajimtis Quality Control Cuality Azsurance
TOODBES |TEAs-105-016 95 H |FEMALE = kK ansiri Thongkam Sales SeatBGHNCEEUnitiInterior
E 96 H [MALE I Thammancon Piasupan Mew Project Progress Mew Project Progress
MO0BES_|TEAS-02-68 a7 H [MALE ! Sikharin Phuektasng Cuality Cantrol Duality Contralll]
006G 35 H ALE . Anupona Tupanom Evaluation Material Enginecting, Prototug Evaluation
TO00ET0 33 H EMALE 5. Fanrapon Singsongkorn Human Resources Human Resources
TO00ET1 |TEAs-t02-62 00 H [MALE I Phiphop Chaivasan Cuality Contral Ouzlity Contral(2)
MO0ETZ 30 H |FEMALE . Parisa Phinrukphong Logistics Contral Logistics Contral
00003 302 IND [ MALE I ikash Chandra Tiwary Sales Seat & GNCE & Unit & Interior
Quoood 303 IND | 194 . Suneel Chavalagi Guality Control Ouality Contral
0JO0GS 304 P 4 . tzunorn o Sieat & Door & Interior Urethane
0J007S 305 P | 1A I atsuhir lkki Sieat & Door & Interior Seat
00033 306 P | 1A I oriyuki Takada Erecutive Erecutive
0J010¢  [Jriroo0z 307 FI 4 . “ukitoshi Adachi Safety & Enwironment & Utilits Safety & Enwironment
0JO106 305 I fal . Eizuke Shiki Cost Planning Cost Planning
QJOMIE  [JRiTo0is 303 | M4 . Jun Mishimura Siales Seat & GNCE & Unit & Interior
0J0114 310 P | 1A I Tetzuya Tanigawa GPE GPE
0J01E il PR | A I Kaosuke Sei Diesign Seat Design
0J0117 312 P | 1A I Shinge Ando Cost Planning Cost Planning
0Jo124 313 P A I utaka Ando Accaunting Accounting
0J0125 314 P fal . Katzuyoshi Okuda Diesign Seat Design
0J0127 315 P | MALE I Kiohide Takeshita Evaluation,Material Enginesring,Prototyg Evaluation
0J0123 316 P | MALE I Shinwa Aindo Dlesign Seat Design
0J0131 317 P | MALE I Saburoamada Siales Seat & GNCE & Unit & Interior
00732 8 Pr[1MALE 3 azutaka Ogacaw ars Dlezign Electronics Engineering
00133 a3 P ALE . azuki Miura Human Resources HF Coordinator
0J0134 320 P | MALE I Fumio Kaw anishi Erecutive Erecutive
0J0139 | TEAS-105-068 3 P | MALE . asshide Magano Praduction Cantrol Production Contral
0J0140[Jpiraoot 322 P | MALE I Hiroki Kakubu SPTT Promation SPTT Pramotion
0J0141 323 P | MALE I “oshibito Yamamaota Dlesign Interior Design
0J0142 324 P [l . Hirouuki Kato Erecutive Executive
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OCc & 319
[ Fittara Fizharar Hakar. KritradaF. Fitaklur,
Fix Azset EGi -3 EGHz-06 E7-in 7T Edii-ires EGH3-00TE
Accept Dake 203/03/20 20130507 20708 20EH2M30 20130507
Matebook Yer, HF-Fra dddit HF Fro6d7ik DELL HF Fra ddi53 HF Fra 6470k
P name TEAS-102-48 TEAE-102-T7 JFAT000E THAED0GS E 30078
[Emp. Code 005404Thai W00E5AThai J01diddapan, D0EE0AThai D085EAThai
Fix gzt EiH - i ECHT-0i: ECG-i070 EH7- 027
Accept Date 2012405407 2017402408 Z01EHED 201740508
Plotebook er. HF Fra 6470k HF Frod40i52 HF Frod40G2 HF Fro 44062
PC name TEAS-102-38 TH170001 TEAS-102-210 TH170020
Emp. Code 0053 EAThai WOEATATha 000341 Thai 008164 Thai
Fame Fuzhong Sathix Supat 1T - IHDI Hut shayaparn
GC & & Project Progress [Shin 5 ETE]

Mame Sirircal: Fatcharin Furanut Tanakit (HID&) Wichubare
Fix Agset EHE-iidE EGHz-01d7 EiH =037 EE-iiis EGH7- 0150
Accept Date 2012406415 2013409425 Z01z0z420 201240413 201740504
Maotebook Yer. DELL HF Fro6d7ib HF Fra dddir DELL HF Fro ddiiG3
PC name TEAZ-10%-14d TEAZ-102-111 TEAS-102-0d2 TEAS-102-14d THITO042
[Emp. Code 10550¢Thai D31 Thai 05621 Thai {0552/ Thai 00420 Thai
Fix Azsat EGHZ-145 EQ14-005¢

Aiccept Date 2013409025 201404 Z0d6MELD

Mlotebook er. HF Fra t470k HF Fraéd7ok HF Frodd0G2

P name TEAS-102-96 TEAE-1E- 5

[Emp. Code 0042diThai WOEEEAThai

Mame Fiungnapa Sikharin

Lagistics 717

Hame Farira Frapharei Thurraya

Fix Azset EHE- gt ECHd-0idz Eo3-a0d:

Accept Dats 2045 MY Z014P02HS 204303z

Flotebook er. HF Pro 44052 HF Fra&d7ok HF Frra 4440

P name THD0ES TEAS-102-116 TEAS-1irz-1ir
[Emp._Code 0067EAThai 004404 Thai 604 Thai

Fix gzt EGi16-hitgd EGHS-0i%1 Ediif-ini Ei5-i 75

Accept Date 204640z 20451z 201602421 Z0AEMHIZ0

Motebook Yer, HF Fro 44053 HF FroddiGz HF Frodd0G3 HF Fra 452

PC name TH1ED0EZ TEAE-103-014 THIE 0 TEAS-02-2i0

Emp. Code 006394Thai 000124 Thai T00T04Thai 005754 Thai

Fame Fakauat s, Hatkaphat Fauarira Titima

A v 7 ) A o sy
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OCc & 818
Mame Suratchada Huttaparn Thaladchanar TakiHirarabu
Fix Azzet EGHd-i5in EiriT-inirdd Ediid-imi g EGAT-0075
Aceept Dabe 20140213 20Tr0E 03 201410213 201TH0ET
Motebook Yer, HF Fro&d7ik HF Frod40G3 HF Fra 70k DELL
PC name TEAE-102-173 THTRiZ TEAS-10z-174 JFATO0 0%
Emp. Code D03EEThai Q0615 Thai D01 Thai 0434 dapan
Fix fazzet EGHE- 5 Eiri-ininz EC7-imz: Ec -tz
Accept Date 2015120 2013002007 2014405408 201740508
Moteb ook er. HF Fra 452 HF Fra id470k HF Frra 440053 HF Frra 44053
PC name TEAE-103-064 TEAZ-102-52 THITOO1E THiT001
Emp. Code i1 9AThai Q06714 Thai 00EEEThai 00E$THThai
Mame Witkauak Fhiphar Chaiyaran, Chanit latana
ETE]
Mame: Zireothan Farch . Fakamar HataTakarki
Fix fasset ECHz-i5 EiriE-iniGz Eiti-inzn EHE -5
Accept Date EOEA0EA0T EO1EI9HEE 013 0EE
Motebook Yer. HF Fro6d7ib HF Fro 6470k HF Fro ddins HF Fro ddins
PC name TEAZ-102-048 TEAZ-f02-21d THiE0003 JFA 004z
Emp. Cods DO5E4iThai 0007 T4 Thai 104700 Thai Jilé Thdapan
Fix Assot EQIS-0057 EGH5-63 EG5-IM55 EQ1E-i153
Accept Date 2015130 205 ML Z0d5H A0 2016HEd0
Motebook Yer. HF PraddiiG2 HF Fradd052 HF FraddiGz HF 400
PC name TEAS-10E-56  JAS-10i-193rrick10d  TEAS-12-78 JFAED0ES
Emp. Code D0ZEAThai 00004 Th I D0Z4ZThai S 2 Japan
Name Ehimalphan dodrada | Sunira Us daShinga
HNew Project ress [Shin Shin) & PC 717
Hame Halarr, Suraphana Fariuat HMaanaMarakide
Fix Asset ECHT-0051 EC6-04d0 Efi3-013 Eci-tuid
fgcapt Date 0 iTHEA ZiEHELD 2043 04HEE Z01EMET
Moteb ook ier. HF Fro 44052 HF Frod40G2 HF Frra 470k HF Frra 44052
TH17idd THIG 0075 TEAS-103-T2 TEAE- 1565
062 54Thai 002094 Thai DO50TAThai U290 Japan
Eirib-iridz Ei3-inT4 EGiti-n02s
e 204 H 0408 2018033
HF Frodd0G3 HF Frra 70k HF Fro 4G
THIE D074 TEAS-102-145 THAE00 03
005214 Thai 00253 Thai 004354 Thai
Chanitrara SuratSa, Eangkat
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!j The Whole Network
5 00_AJl Computer
4 01_Catia Work Station
v gty 02_Server PC
—1-44% 03_Pilot PC
© o TH170056
=1-4%y Unclassified
L TBAS-102-002
il TBAS-102-100
- WL TBAS-102-102
L) TBAS-102-4
L TBAS-102-89
g TBAS-102-95
§ TBAS-103-016
Wl TBAS-103-48
g& Unauthorized (12)
- 1P180007
) TBAS-102-052
- TBAS-102-209
J TBAS-102-50
J TBAS-103-080
J TBI-LT-631-Q26
J TH150025
J TH170005
J TH180021
J TH180024
o TH1800:
- TH1800X
Ity Deleted (0)

&/ The Whole Network
- 00 Al Computer ¥

[j--rljd Accounting Dept,

[-5% Business Planning Dept.,
Eg--% Cost Planning

En--% Electronic Engineer Dept.
[ % FPT Engineering Division
-5 Gen, Adrmin, & Gow, Affair
I’_T-% Hutrnan Resources Dept,
+ds'd Infarmation Systern Dept,

+£‘ Interiar Design Dept.,
fd. Internal Control Dept.
+£‘ lapanese

+d's'd Logistics Cantrol

+£‘ Mew Project Progress (Shi
iy OMD

[ Pakistan Suppart
Eg--% Production Contral
-5 Production Engineering
Eg--% Production Planning
Eg..% Purchasing

-ty Quality Assurance
+d'5'd Cuality Contral

1 RED

+d'5'd Safety&Environmentéltili
+fd Sales

+ds'd Seat Design Dept.
+fd SPTT Promaotion

‘ﬂﬁﬁ Thai

ﬁ Top Management
ﬁj Unit Business

\3 The Whole Network

<y 00 Computer ¥

+03:, Accounting Dept.

+(}:‘ Business Planning Dept,

LE -ty Cost Planning

[ % Electronic Engineer Dept,

[ a% FRT Engineering Division

[E Jﬁ Gen, Admin, & Gov, Affairs Dept,
I % Hurnan Besnurres Dept,
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Dliexplare.exe 00:00:20 01%

IPcchTMon.exe 00:00:20 1%

IPcchT.exe 00:00:20 01%

Bar Chart _— > 0 X

(e -
320 B mstscexe
240 I EXCELEXE
200 B wINWORD.
120 E Explorer EXE
chrome. exe
B B tcioRdize:
1 nillHest eve
Time

a v Y a ¢ )
HNINN 4.1.2.3 wm%’ouamﬁmuzmﬂwmuawwam%umawflﬁn



55

P
A U

4.1.2.4) UeNaNToyanugIMYeIMs IFaumennanTuId) dalldruvesnmsudas

g

9 ' 1 A 1 < ad J 9 ' Y
A0IUL N5 IFIIU FOIN AN quumiammumaimﬂmm FOINN ’03‘13 uaz“lmm‘lﬂ

9

a 9 1 1o g 9 Y 1
ﬂilﬂmellflll“ﬂW]"Ibl‘WfiVNﬂ"lﬁiJﬁiﬂaﬁ Llagﬂiiﬂ‘lluWTE]llﬂi1‘V\|LLﬁ@\1ﬂ1ii‘b’\ﬂu FOINNW VYU

Unsaivesr 1¥
gUnsalveay 1y
Traffic Statistics 9 & 80
Pratocol &l (Total) %" Intranet (T... Intermet (T.. &Q
A TCPA4S 3273 M 3273 M 0B
- TCP;3389 306 M 306 M 0B
== TCP; 8080 171 M 171 M 0B
== UDP:54915 59M 59M i
- TCP:E237 2.8M 2.8M 0B
- TCP;E235 24M 24M 0B
== UDP:56409 12M 12M 0B
== UDP:50605 12 M 12 M 0B
- UDP:5E1028 12M 12M 0B
- UDP:540865 1M 1M 0B
= UDP:57768 1M 1M 0B
== UDP:56100 11 M 11 M 0B
A UDPH37 1.0M 1.0M 0B
- UDP:50421 263.0 K 968.0K 0B
== UDP:498865 7T MK 0B - v
Bar Chart . > o x
(M1
5 W TCRads
g;g W TCPaE
245 M TCPa0s
12‘72 [ uorseg
140 W TCPee
105 B TCPeza
gg [ uorEes
[ uDP:s0s
All Intranet Intemnet

~ v v v 1 ]
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4.1.3.1.) Basic Event Logs llug@auvesszuunzmmsinulsziamsilatamsoans

Basic Event Logs
Operation Type Time
J Shutid o 2018-08-31 171032
€ Logoff 2018-08-31 171032
s Logon 2018-08-3112:51:06
Startu 2018-08-31 12:50:50
p
¥ Shutdown 2018-08-31 12:42:50
€ Logoff 2018-08-31 12:42:38
€ Logon 2018-08-31 11:33:58
Startu 2018-08-31 11:32:40
P
¥ Shutdown 2018-08-31 11:32:55
& Logoff 2018-08-31 11:32:55
s Logon 2018-08-31 11:22:57
Startu 2018-08-31 11:22:54
P
i Shutdown 2018-08-31 11:20:47
€ Logoff 2018-08-31 11:20:47
s Logon 2018-08-31 0T:27:49
Startu 2018-08-31 07:26:50
P
i Shutdown 2018-08-3017:05:42
& Logoff 2018-08-3017:05:30
S Lagon 2018-08-3007:24:49
Starty 2018-08-30 07:24:43
P

Computer
TBAS-102-112  Information Syst..
TBAS-102-112  Information Syst..
TBAS-102-112  Information Syst..,
TBAS-102-112  Information Syst..,
TBAS-102-112  Information Syst..,
TBAS-102-112  Information Syst..,
TBAS-102-112  Information Syst.,
TBAS-102-112  Information Syst.,
TBAS-102-112  Information Syst..
TBAS-102-112  Information Syt
TBAS-102-112  Information Syst.,
TBAS-102-112  Information Syst.,
TBAS-102-112  Information Syst.,
TBAS-102-112  Information Syst.,
TBAS-102-112  Information Syst.,
TBAS-102-112  Information Syst.,
TBAS-102-112  Information Syst.,
TBAS-102-112  Information Syst.,
TBAS-102-112  Information Syst.,
TBAS-102-112  Information Syst.,

Computer Group

User

User Group

Uniclassified

TBAS\TMNO31 Unclassified
TBASYTMNO31 Uniclassified

Unielassified
Unelassified

TBASKTMNO31 Unelassified
TBASKTMNO31 Unelassified

Unelassified
Unelassified

TBASKTNO3T Unelassified
TBASKTNO3 Unelassified

Unielassified
Uniclassified

TBASKTNO3T Unelassified
TBASKTNO3T Unelassified

Uniclassified
Unelassified

TBASKTNG3T Unelassified
TBASKTNG3T Unelassified

Unelassified

Diescription

A user has logged off,
A user has logged on,

A user has logged off,
A user has logged on,

A user has logged off,
2 user has logged on,

A user has logged off,
& user has logged on,

A user has logged off,
2 user has logged on,

H [ a A <3 a o
Al 4.1.3.1 mihveudaslszianmsidlalla asndudens1voad 19
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Operation ..,
O3 5top
O Stop
X start
T start
% Stop
O start
O Stop
% Stop
O start
O Start
O start
0 Stop
O start
% Stap
O Start
O Start
[ Stop
X start
% Stop
T Start

Application Logs

Time Camputer

2018-08-31 17:06:48 TBAS-102-...
2018-08-31 17:06:48 TBAS-102-...
2018-08-31 17:06:40 TBAS-102-...
2018-08-31 17:.06:30 TBAS-102-...
2018-08-31 17:05:57 TBAS-102-...
2018-08-31 17:05:40 TBAS-102-...

2018-08-31 17:05:47 TBAS-102-...
2018-08-3117:03:54 TBAS-102-..
2018-08-31 17,0346 TBAS-102-.

2018-08-31 165710 TBAS-102-...
2018-08-31 16:4411 TBAS-102-...
2018-08-37 16:41:04 TBAS-102-...
2018-03-37 16:40:56 TBAS-102-..
2018-08-31 16:40:59 TBAS-102-.
2018-08-31 16:40:46 TBAS-102-...
2018-02-31 16:40:46 TBAS-102-...
2018-08-31 16:40:34 TBAS-102-...
2078-08-3716:33:30 TBAS-102-..
2018-05-3116:31:04 TBAS-102-..
2018-08-37 162332 TBAS-102-...

Computer ...
Infarrnatio...
Informatio...
Informatio..
Informatio...
Informatio...
Infarratio...
Informatio...

Informatio..

Inforratio
Inforratio...
Infarrnatio...
Infarmatio...
Informatio..
Inforratio.n.
Informatio...
Informatio...
Infarmatio...
Informatio..
Informatio..
Inforratio...

User

TBASWTMO
TBAS\TNOI
TBASVTNO3T
TBASKTMNOZ
TBASKTMO
TBASWTMO
TBAS\TNOI
TBASKTMNOZT
TBASKTMNOZ
TBASKTMNO
TEASKTMO
TBAS\TNOA
TBASVTMNO3T
TEBASNTMNO
TBASKTMOZ
TBASKTMO
TBASNTNOI
TBASVTMNOZT
TEASWTMNOZ
TBASKTMOZ

User Group
Unclassified
Unclassified
Unclassified
Unclassified
Unclassified
Unclassified
Unclassified
Unclassified
Unclassified
Unclassified
Unclassified
Unclassified
Unclassified
Unclassified
Unclassified
Unclassified
Unclassified
Unclassified
Unclassified
Unclassified

Application
DllHost. exe
DPUisageTrack.exe
DilHost exe
EXCELEXE
mstsc.exe
DPUsageTrack.exe
EXCEL.EXE
LogonUlexe
Logonllexe
mstsc.exe
mstsc.exe
DIHost.exe
DllHost exe
DllHost exe
EXCELEXE
DllHost. exe
taskeng.exe
taskeng.exe
mstic,exe
mstsc.exe

Path/Title
Cihuwindowshsystern
cAPragram FilesiHe
Cwvindowshsystern
ChPrograrm File s
Cihwindowshsystern
c\Prograrm FilesiHef
C\Pragram FilesyMi
Cwvindowshsystern
Chwvindowshsystern
CNWindows Syste
Cihuindowshsystermn
Ciwindowsisystem
Cihvindowsksystern
Cluvindowshsystern
ChPrograrm Fileshii
Cihwvindowshsystermn
Ciwindowsisysterm
Chvwindowsksystern
Cwvindowshsystern
Cihwindowshsystern

~ ) o 9 a J
HNNN 4.1.3.2 ﬁunlﬁﬂ\‘]ﬂi$jﬁﬂ’lﬁslclf\i']ullf]wwalﬂslfu
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4.1.3.3.) Document Operation Logs Tua@auilazsinmunulsyianisldan Tudndly
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oglunses Tuginsainiouen wseusiua IWaidlaly Share Drive Uu Server AT

Document Operation Logs

Source File File Size  Path

Fix Assets Corn,., 4 KB Un#_commaon_Departrenty 117 InternShiphIP GuardiFix Assets Cormputer.sds:

Fix &3s5ets Cam.., 2 KB Un¥#_comrmon_Depattrenty117_InternShiphIP GuardyFix Assets Cormputer.sds:

Fix Assets Corm.., 2M KB UN#_common_Departmenty177_InternShiphIP Guard\Fix Assets Computerxds:

Tasaraumi 4 1., TE0KE  EBasic Program\Tavesuunil 4 16-20.docx

Marmelist abou.., B KB Witbassw02commonh0l_administration0104_information-systern'#_common_Departmenty 17,

MNarrelist abou..

Update Nameli:

Update Mameli... 64 KB E:\Basic ProgramiUpdate Marnelist (Aug 18) on PCxls:

Mamelist abou... B KB UN#_common_Departmenthy177_IntemShiphIP GuardyMamelist about IP-Guard xlsxe

Update Mameli... 63KE Ui _commaon_Departmenty]17_InternShipiUpdate Mamelist (Sug 18)xsx

Update MNameli.., B3 KE itbassw0Zcommonil_administration\0104_information-systern'# _common_Departmenty117..,
Update Nameli... B KB UM common_Departrenty117_InternShipiUpdate Namelist (Aug 18).xlsz

Mamelistan l... 120KB  Ci\Users\tn0314DesktopiMamelist on IP-Guard editxls: - = E\Basic ProgramiMamelist an IP-G...

Userzls QKB EM\Basic ProgramiUsersds

Update Mameli... BIKB  CiUsersitn031hDesktopUpdate Mamelist (2ug 18) on PCaxlsz - > EABasic ProgramiUpdate Mam...
Assetss QKB  E:Basic PrograrmiAssets.xs

Wulnerability 5., 221KE  ChUsers\tnQ3 14 Pictures\IP-Gurad\Wulnerability Scan.jpg - » ENBasic ProgramP-GuradWWulnera,.,
Upload Dowinl.., 83KB  ChlUsersitn03 1hPictures\IP-Guradilpload Download Bandwidth Control jpg - > E\Basic Progra..,

W jpg 403 KB ChUsers\tn0314PicturestP-Gurad\SW.jpg -» ENBasic Program®P-GuradiSW.jpg

Software instal... 170KE  Ci\Users\tn0314Picturesy| P-GuradySoftware installation Cantroljpg -= EABasic PrograrmtlP-Gur...

B4 KB UN# common_Departrmentt]17_InternShiphIP GuardyNamelist about [P-Guard xlsx:
(Aug 18) on PCxlsx } ProgramiUpdate Namelist (Bug 18) on PCxlsx

Disk Type
Metwark
Metwork
Metwork
Remowable
Metweark
MNetweark
Removable
Remaowahle
Metwork
Metwork
Metwark
MNetweark

Fixed - = Re...

Remowable

Fized -> Re..

Remowable

Fixed - > Re..,
Fized - > Re..
Fixed -= Re...
Fixed -= Re...

o
Applicatior
EXCEL EXE
EXCEL.EXE
EXCEL.EXE
WAMMAORC]
EXCEL EXE
EXCEL EXE
EXCEL EXE
EXCEL EXE
EXCEL.EXE
EXCEL.EXE
EXCEL EXE
EXCEL EXE
Explorer.EX
Explorer.EX
Explorer.Ex
Explorer.Ex
ExplorerEX
Explorer.EX
Explorer.EX
Explorer.Ex|

a ] an v
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Removable Storage Logs

Type Time
B Unpl.. 2019-08-31 16:16:08
S Unpl... 2018-09-31 16:16:08
D Create 2018-08-31 16:12:47
J Mod.., 2019-08-31 16:05:43
Access 2018-08-31 16:04:03
Bocop. 2018-08-31 153652
L| Create 2018-08-31 153642
1Cop..  2018-08-3115:34.43
| | Create 2018-08-31 15:34:42
1Cop..  2018-08-1115:33:26
1Cop.. 2018-08-1115:33:26

BHCop.. 2018-08-31 15:33:26
Bycop.. 2016-08-31 15:33:26
Botop.. 2018-08-31 15:33:26
B3 Cop.. 2018-08-31 15:33:25
B3Cop.. 2016-08-31 15:33:25
ECop.. 2018-08-31 15:33:25
BSCop.. 2018-08-31 15:33:25
ECop. 2018-08-31 153325
BCop.. 2018-08-31 15:33:25

Computer

TBAS-102-..,
TEAS-102-...
TBAS-102-...
TBAS-102-...
TEAS-102-...
TBAS-102-...
TBAS-102-...
TEAS-102-...
TBAS-102-...
TBAS-102-...
TEAS-102-...
TBAS-102-...
TBAS-102-...
TEAS-102-...
TBAS-102-...
TBAS-102-...
TEAS-102-...
TBAS-102-...
TEAS-102-...
TBAS-102-...

User

TEASNTNGIT
TBASVTMO
TBASNTNGIT
TEASNTNGIT
TBASVTMO
TBASNTNGIT
TEASNTNGIT
TBASVTMO
TBASNTNGIT
TEASNTNGIT
TBASVTMOM
TBASNTNG3T
TBASNTNGIT
TBASVTMOM
TBASNTNGIT
TEASNTNGIT
TBASVTMO
TBASNTNGIT
TEASNTNGIT
TBASVTMO

Rermnaovatl...
Aoy
Unregistered
Unregistered
Unregistered
Unregistered
Unregistered
Unregistered
Unregistered
Unregistered
Unregistered
Unregistered
Unregistered
Unregistered
Unregistered
Unregistered
Unregistered
Unregistered
Unregistered
Unregistered
Unregistered

Disk Type

Mot Encryphed
Mot Encryphed
Mot Encrypted
Mot Encryphed
Mot Encryphed
Mot Encrypted
Mot Encrypted
Mot Encrypted
Nat Encrypted
Mot Encrypted
Mot Encrypted
Mot Encrypted
Mot Encryphed
Mot Encryphed
Mot Encrypted
Mot Encryphed
Mot Encryphed
Mot Encrypted
Mot Encryphed
Mot Encrypted

UDiskID

#WPDUSBID#NotF..,
1005_b113_500085...
1005_b113_900085...
1005_b113_500085...
1005_b113_500085...
1005_b113_900085...
1005_b113_500085...
1005_b113_500085...
1005_b113_900085...
1005_b113_500085...
1005_b113_500085...
1005_b113_900085...
1005_b113_500085...
T005_b113_500085...
T005_h113_300085...
1005_b113_500085..,
1005_b113_500085...
1005_b113_300085...
1005_b113_500085...
1005_b113_900085...

Wolume 1D

C09B-8FDS
CO%B-8FDO
CO9E-8FD9
C09E-8FDS
CO%E-8FDO
CO9E-8FD9
C0%E-8FDO
CO%E-8FDO
CO9E-8FD9
C09E-8FDS
CO%E-8FDO
CO9E-8FD9
C09B-8FDS
CO9B-8FDO
CO9B-8FD9
CO9EB-8FDO
COOB-8FDO
CO9B-8FDS
C09B-8FDA

(5]
Description
USBFLASH O

= ) an Yy g A o o P
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Policy Logs

Alert Level Time Computer Computer ... Lsar User Group Policy Dascription

& Information 2018-08-31 13:15:24 TBAS-102-..  Informatio.,  TBASYTMNO3 Unclassified  Dewice Policy  Action:Black Miarning
D Information 2018-08-31 15:15:23 TBAS-102-...  Informatio.,  TBASYTMO3 Unclassified  Dewvice Policy  Actior:Block Wiarning
"3} Information 2018-08-31 13:15:23 TBAS-102-...  Informatio.,  TBASYTMO31 Unclassified  Dewice Policy  Action:Block Warning
(3 Information 2018-08-31 15:15:23 TBAS-102-..  Informatio.,  TBASYTMO3 Unclassified  Dewvice Policy  Action:Black Warning
(@ Infarmation 2018-08-31 13:15:22 TBAS-102-..  Informatio.., TBASYTMNO3 Unclassified  Dewvice Policy  Action:Black Wiarning
(@ Informatian 2018-08-31 15:1%:30 TBAS-102-...  Informatio.,  TBASYTMO3 Unclassified  Basic Policy  Action:dllowe Conter
@Infurmatmn 2018-08-31 13:13:30 TBAS-102-..,  Informatio.,  TBAS\TMO31 Unclassified  Basic Policy  Actior:sllow Conter
3 Information 2018-08-3115:13:30 TBAS-102-..  Informatio.. TBASYTMO3 Unclassified  Basic Policy  Actior:allow Conter
(@ Infarmation 2018-08-31 13:13:30 TBAS-102-.. Informatio.. TBASYTMO3 Unclassified  Basic Policy  Actior:Allow Conter
@Infﬂrmat\nn 2018-08-31 15:13:30 TBAS-102-...  Informatio.. TBASYTMO31 Unclassified  Basic Policy  Actiore8llowe Corter
(3 Information 2018-08-31 13: 027 TBAS-102-..  Informatio.,  TBASYTMO31 Unclassified  Basic Policy  ActioniBlock Caonten
3 Information 2018-08-31 15:04:27 TBAS-102-..  Informatio.,  TBASYTMO3 Unclassified  Basic Policy  Action:Black Canten
(@ Infarmation 2018-08-31 13:0:27 TBAS-102-..  Informatio., TBASYTHO Unclassified  Basic Policy  Action:Black Canten
@Infﬂrmat\nn 2018-08-31 15:04:27 TBAS-102-...  Informatio..  TBASYTMO31 Unclassified  Basic Policy  Actior:Black Conten
(3 Information 2018-08-31 13: 027 TBAS-102-..  Information,  TBASYTMO31 Unclassified  Basic Policy  ActioniBlock Caonten
@ Information 2018-08-31 12:52:59 TBAS-102-..  Informatio., TBASYTMO3 Unclassified  Dewvice Policy  Action:Black W/ arning
(@ Infarmation 2018-08-31 12:40:10 TBAS-102-..  Informatio.,  TBASYTMO Unclassified  Dewice Policy  Action:Block Wiarning
@Infﬂrmat\nn 2018-08-31 12:47:38 TBAS-102-...  Informatio..  TBASYTMO31 Unclassified  Dewice Policy  Actior:Black Marnine
(3 Information 2018-08-3112:45:58 TBAS-102-..  Informatio.,  TBASYTMO31 Unclassified  Dewvice Policy  Action:Block Warning
B Information 2018-08-31 12:44:47 TBAS-102-..  Informatio., TBASYTMO3 Unclassified  Dewice Policy  Action:Black W/ arning

Y Y [ 9 @ .
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aauilazidluaiuueaaa Policy Nitlalyau waz lildnlaldnunavue Fandansm
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N13N1YUA Policy LLagN1N1T Test A7 Policy L38UTBULLAINISY Policy ndalyauasninm

4.12

All Policies
Time Name From
-] Basic Policy [3)

X AllDay  Basic Policy Block Active X

¥ AllDay  Basic Policy Black System

» AllDay  Basic Policy Block Computer Management
® AllDay  Basic Policy Block Cantrol Panal

(TR TR TR

Device Policy (4]

 flDay  Devics Folicy Block Others Devica
 AllDay  Device Policy Block Network Devices
¥ AllDay  Device Policy Block USE

¥ AllDay  Device Policy Block Bluetooth

¥ AllDay  Device Policy Block Mobile @
¥ AllDay  Device Palicy Block Storage

REROO" OrE

Screen Monitoring Policy

|

+ Application Policy

=l Logging Policy

~/ AliDay  Default Policy

Remote Control Policy

System Alert Policy

+/  Bandwidth Policy

2l Wehwosk Balicg

H ) Y .
MW 4.1.4  virhveuaasgouzmsilalyaues Policy
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4.1.5 TP-Guard Asset Management
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Asset Management 11 untaluTugans 10 Ainsu5endge laudunldau daan

= & o 9 [ ~ ) A @ 4 4
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Lo y J

@ 4 J J
4.1.5.1.) ﬂ'lﬁﬁﬁgﬂﬁﬂﬂsﬁ)ﬂgamﬂﬁﬁrJQﬂﬂﬁﬂ!ﬂ'}ﬂ ANNITALLIT uazgonaulsluszuy

Y 9 A o 9 A E A
ﬂ'J‘EJﬂ']iLEU"IUhJVWI’J Asset UDN [P-Guard VDYANLFAANISUYUAINNINN 4.13 Hag 4.14

Hardware Assets

Ordinal - Computer Computer Gro... /  Fix Asset* Accept Date* EMP Name* 1P Address U Memary Disk Drive

|5 TBAS-102-81 Logistics Control T EQ13-0098 2013-08-07 Piyathida Krisngm... 192.168.88.82 InteltR) Core(Th) i.. Bottom-Slot 2(und.., HEST HTS7250504..
16 TBAS-103-018 Logistics Control T... EQ15-0061 2015-11-30 attaphat Menboo 19216888113 InteltR) Core(TM) i..  Bottom-Slot 2(righ.. STS0OLMO 21-1K1...
ST TBAS-103-125 Logistics Control T EQ11-0061 2011-08-23 Amngj Yasnun 192,168.88.133 Intel(R) Core(ThD) i..  Slot#2 4036MB STZ50LTO07-G214..,
1B TBAS-103-157H Logistics Control T.. EQ12-0049 2012-04-18 Funm 192,168.89.58 Intel(R) Core(ThD) i, Slot#2 2048MB STZ50LTO07-G214..,
119 TBAS-103-61 Logistics Control T.. EQ15-0069 2015-11-30 Hopparst Amnak.., 1921688858 Intel(R) Core(Th) i Bottom-Slat 2(tigh... STS00LMO 21-1K1...
SE 120 THI60026 Logistics Control T.. EQ15-0034 2015-11-30 Farisa Phinrukpho.., 19216882127 InteltR) Core(Th) i Bottorn-Slot 2(igh.. STSOOLMOZI-TK)1..
121 THI60027 Logistics Control T.. EQ15-0083 2015-11-30 Sukanya Jannai 192,168.8848 InteltR) Core(Th) i, Bottom-Slot 2(tigh.. STS0OLMO21-1K1...
122 THIG003T Logistics Control T.. EQ16-0030 2016-03-31 Parisa Phinrukpho..,  192.168.88.185 InteltR) Core(ThD i.. Bottom-Slot 2(und... TOSHIB MOOTAC..
123 THI60052 Logistics Control T.. EQ16-0063 2016-03-31 Pakawat Sa-nguan.. 192,168.80.60 InteltR) Core(Th) i.. Bottom-Slot 2(und.., TOSHIBAMOOIAC..
124 THIG00S Logistics Control T.. EQ16-0067 2016-03-31 Thayita Chantarutai 192,16.89.27 InteltR) Core(Th) i Bottom-Slot 2(und... TOSHIE MOOTAC..
=25 THIT002 Logistics Control T.. EQ17-002 2017-06-09 Anuwst Phokha 192.168,88.151 Intel(R) Core(Th) i... Bottorn-Slot 2(und... TOSHIBA MODTAC
126 Jp170020 Material Engineeri.. EQ17-0080 2017-10-31 Ken Kobayashi 192.168.86.144 Intel(R) Core(Th) i... DIMM & 3096MB | ... WDC WDS000LPLY,
127 TBAS-102-12 Material Engineeri.. EQ13-0082 2013-08-07 Lantharima Nakth... 1921688014 Intel(R) Core(ThD) i... Bottorn-Slot 2(und... HGST HTS7250504,
e TBAS-102-13 Material Engineeri.. EQ13-0076 2013-08-07 Aruch Rattanacher... 102.168.88.62 Intel(R) Core(ThD) i... Bottorn-Slot 2(und.. HGST HTS7250504,
120 TBAS-102-178 Material Engineeri.. EQ14-0031 2014-02-19 Serance Duangjun  192.1€8.8822 Intel(R) Core(ThD) i... Bottorn-Slot 2(und... HGST HTS7250504,
130 TBAS-102-180 Material Engineeri.. EQ13-0105 2013-08-07 Kitthin Churwiijitra 192.168.80.83 Intel(R) Core(ThD) i... Bottom-Slot 2(und... HGST HTS7250504,
131 TBAS-102-189 Material Engineeri.. EQ13-0063 2013-08-07 Saowanee Prawong  192.168.8030 Intel(R) Core(ThD) i... Bottom-Slot 2(und... HGST HTS7250504,
|1 TBAS-102-36 Material Engineeri.. EQ14-0051 2014-02-19 Jittima Kraikum 192.168.88.118 Intel(R) Core(ThD) i... Bottom-Slot 2(und... HGST HTS7250504,
|33 TBAS-102-41 Material Engineeri.. EQ13-0104 2013-08-07 Montri Asavachai.. 192.168.8039 Intel(R) Core(ThD) i... Bottom-Slot 2(und... HGST HTS7250504,
134 TBAS-102-50 Material Engineeri.. EQ13-0106 2013-08-07 Pongsatom Prom...  192.168.102.198 Intel(R) Core(Th) i.. Bottom-Slot 2(und.., HGST HTSS450508,
135 TBAS-102-67 Material Engineeri.. NO SITCKER Phairote Kounha. 192168803 Intel(R) Core(Th) i.. Bottom-Slot 2(und.., HGST HTS7250508,
SE 136 TBAS-103-31 Material Engineeri.. EQ15-0062 2015-11-30 Phatsaraut Man... 19216888124 Intel(R) Core(Th) i.. Bottom-Slot 2(igh.. STS00LMOZ1-1K1...
137 THI70005 Material Engineeri.. EQ17-0045 2017-08-09 Titiwat Wattanasri.. 192.168,80.65 InteltR) Core(Th) i.. Bottom-Slot 2(und.., TOSHIBA MOOTAC.
SE 138 THI70038 Material Engineeri.. NO SITCKER Chutipong Kumnil 19216888178 InteltR) Core(Th) i.. Bottom-Slot 2(und.., TOSHIBA MOOTAC..
SE139 TH120020 Material Engineeri.. EQ12-0037 2012-03-13 Maytawee Poonsub 19216888142 InteltR) Core(Th) i.. Bottom-Slot 2(und.., TOSHIBA MOOIAC..
SE 140 IP16001Z Mew Project Progr..  EQ16-0015 2016-01-30 Takashi Kato 192,168,891 InteltR) Core(TM) i.. Bottom-Slot 1(left)., STS00LMO 21-1K1...
SE 141 IP160023 Mew Project Progr..,  EQ16-0153 2016-12-30 Shinya Ueda 192,168,884 InteltR) Core(TM) i.. Bottom-Slot 1(left)., HGST HTS7250508..
SE 142 TBAS-102-49 Mew Project Progr..,  EQ13-0005 2013-08-07 Sireethon Viratkap,, 19216888177 InteltR) Core(Th) i.. Bottom-Slot 2(und... HGST HTS7250508,

SE143  THAS-102-193 Mew Proiect Proar...  E015-0063 2015-11-30 Jedsada Meesri 192.168.89.28 IntelfRY Core(Th) i.. Bottor-Slot 2(righ... STS00LMO 21-1K)1...
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Software Assets

Ordinal - Computer / Computer Group 1P Address [l
51 ADMIN-PC Sales Thai 192.,168,89.156 Windows 7 Profess...
Th7  BAT-TBASTAMAKA  Pakistan Support).. 192.168.88121 Windows 10 Profe...
3 E013-0078 Quality Control Thai  192.168.88,139 Windows 10 Profe...
h4 Eo7-o000 Quality Control Thai  192,168.88,0% Windows 10 Profe...
5 Eo17-oms Thai 192,168.88.70 Windows 10 Profe...
156 E08-0009 Accounting Dept, . 192.168.80,175 Windows 10 Enter.
57 EOLIB-0000-TTNI  Unclassified 192,168:39.34 Windows 10 Enter..
58 IPGUARDSY 02_Server PC 192,168,102.248 Windows Server 20...
59 IP160007 Production Engine.. 19216810063 Windows 7 Profess...
510 1160008 Evaluation Japanese  192.168.88,135 Windows 7 Profess..
D1 pieoott Purchasing Japane.. 152168899 Windows 7 Profess..
hiz Ipieooiz Mew Project Progr.,  192.168.89,11 Windows 7 Profess..
13 Ipie00ts OMD Japanese 192,168,891 Windows 7 Profess..
1 IPieootd Evaluation Japanese 19216886163 Windows 7 Profess.
H15 IPIE001s Production Engine.. 192.168.88.70 Windows 7 Profess..
H16  IP160015 Production Engine..  192.168.164.234 Windows 10 Profe..
IP160016 Executive 192,168.88.57 Windows 7 Profess..
IP160017 Japanese 192,168.89.43 Windows 7 Profess..
IP160017 Information Syste..  192.163.80,117 Windows 10 Profe..
IP160013 Logistics Control J..  192.168.89.101 Windows 7 Profess..
IP160013 Japanese 192,168.88.42 Windows 7 Profess..
IP160020 Accounting Dept. . 192,168.88.56 Windows 7 Profess.
IP160022 Production Engine.. 19216388170 Windows 10 Profe..
IP160023 MNew Project Progr.. 1921638842 Windows 7 Profess..
IP160050 Exeautive 192,168,103.222 Windows 7 Profess..
IP160051 Japanese 192,168.103.162 Windows 7 Profess..
JP170001 SPTT Promotion L. 19216380134 Windows 10 Profe
IP170002 Safety&Environme... 192.163.80.26 Windows 10 Profe.
JP170003 Electronic Engines.. 192.163.88.188 Windows 10 Profe.
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Patch Management(Last updated date of patches: 2018-08-19)

Ordinal Severity  BuletinlD  PatchID  Mame Mot Instaled Downlaa...
'8} High MS515-024 3035132 Security Update for Windows 7 (KB3035132) 88 4
[ # High 3172450 Security Update for Microsoft Office 2013 (KB317245... 1 4
i §] High MS13-004 2756818 Security Update for Microsoft JNET Framework 3.0 5P, 2

&a High MS15-118 3097894 Security Update for Microsoft JNET Framework 4on ... 59 4
@5 Unknown aa7eaz ‘isio 2003 Service Pack 2 o

@6 Critical 4041657 2017-10 Security Only Quality Update for Windows S.. 3 v
b7 High 3213626 Security Update for Microsoft Office 2010 (KB321362... 85 b
frs High MS15-048 302321 Security Update for Microsoft JNET Framework 4on .. 2 ~/
[ High 141812-006 2585542 Security Update for Windows 7 (KB2583542) 27 L
&1 Critical MS16-144 3205400 December, 2016 Security Only Quality Update for Wi, 3 v
@12 Unknown  MS12-054 2705219 Security Update for Windews 7 for «64-based System... 23 v
@13 Critical MS15-081 2553313 Security Update for Microsoft Office 2010 (KB255331 18 v
G4 High MS09-069 974382 Security Update for Windows 3P (KB974392) o

Foos LN tereaa- o DU .. . .. . A 3 .
Ordinal  Computer Computer Group Status Auto-Instal
b 4 TBAS-103-191 Cast Planning Thai Unpatched

W2 o TBAS102-10 Sales Thai Patched

3 TBAS-103-006 Interior Design Dept. Thai Unpatched

4 TBAS-103-203 Cost Planning lapanese Patched

s TBAS-103-75 Production Engineering Thai Unpatched

6 TEAS103-48 Accounting Dept, Thai Unpatched

o7 TBAS-102-183 Production Control Thai Unpatched

e TBAS-103-207 Sales Japanese Unpatched

39 TeAS-102-002 Thai Unpatched

10 TBAS-102-0054 SafetyErvironmentéUtility Unpatched

K1 TBAS102-114 Technical Admin Thai Unpatched

Dowrloa...
Downloa...
Downloa...
Undownl...
Downloa..,
Undownl.

Downloa.

Downloa...
Downloa...

Downloa

Downloa..,

Downloa
Downloa
Undanwnl.,.
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4.1.5.3.) Vulnerability 111l
ud lveg 15 Tdsunsudidamvselimsudsdmaney 15

puuAemsuaasuylinnud gy

NN 4.17 11DE 4.18

9 A J 1 =
ﬁuT%ﬂLLﬁﬂQiWﬂ%@Qﬂﬂﬁﬂ!ﬂN an

] Y

[

ji|

@

= 4
NFUNIZUIITD UL V09 nTal

Patch Management(Last updated date of patches: 2018-08-19) O- €
Ordinal - Computer % Computer Group 1P address 0s Last Scan Time Installati.
_g’ 265 TBAS-102-118 Seat Design Dept. Thai 102.168.80.188 Windows 7 Professional Edition, 3 2018-00-03 02:08:36
_g‘ 66 TBAS-102-116 Logistics Control Thai 192.168.88.58 Mindows 7 Professionsl Edition, 3 2018-08-02 11:57:11
_g’ 267 TBAS-102-114 Technical Admin Thai 192.168.102.114 Windows 7 Professional Edition, 3., 2078-08-23 13:44:35
_ﬂ’ 268  TBAS-102-113 Production Engineering Thai 102.168.80.4 WWindaws 7 Professional Editian, 3 2018-08-14 08:35:25
W o2r0 TBAS-102-111 Quality Control Thai 192.168.89.66 Windows 7 Professional Edition, 3 2018-08-2315:5%:39
_g’ a7 TeAS-102-11 Gen, Adrnin, & Gov, Affairs D, 192,168.88.236 Windows 7 Professional Edition, 3., 2018-08-23 13:47:00
j Tr TBAS-102-109 Logistics Control Thai 192.168.89.75 Windows 7 Professionsl Edition, 3 2018-09-01 13:41:50
273 TBAS-102-107 Gen, Admin. & Gow, Affairs Dv.  192.168.88.73 Windows 7 Professional Edition, 3., 2018-09-03 08:28:54
_g’ 74 TBAS-102-105 Logistics Contral Thai 192.168.80.92 Windows 7 Professional Edition, 3., 2018-08-23 13:42:08
j 275 TBAS-102-104 Production Engineering Thai 192.168.109.69 Mfindowrs 7 Professional Edition, 3 2018-08-20 10:01:14
_g’ 76 TBAS-102-102 Thai 192.168.89.158 Miindows 7 Professional Edition, 3 2018-08-3015:57:49
_g’ 77 TBAS-102-101 Hurnan Resources Dept. Thai 192.168.80.125 Windows 7 Professional Edition, 3., 2018-09-03 08:32:146
_g’ 278 TBA3-102-100 Thai 102.168.82.102 WWindows 10 Professional Edition, 2018-00-01 16:31:27
d 979 TRAS-107-10 Sales Thai. 197.168.70.80 “find s 7 Prafessinnal Fditinn 7 P018-00-01 17:4%:07
Ordinal  Severity Bulletin 1D Patch ID Mame Status Auto-Instal
o1 High M515-024 3035132 Security Update for Windows 7 (KB2035132) Unpatched
Vi High M312-006 2585542 Security Update for Windows 7 (KB 2585542) Patched
33 High 2340004 2016-07 Security Only Update for NET Frameuwark 3., Unpatched
x4 High 022177 Security Update for Microsoft Office 2016 (KB40221 Unpatched
35 High 2022371 Security Updats for Skype for Business 2016 (KB40322... Unpatched
K6 Unknown 4022172 Security Update for Microsoft Office 2018 (KB402217. Unpatched
7 High 041083 2017-09 Security and Quality Rallup for NET Framew,. Unpatched
e Critical MS14-057 2072100 Security Update for Microsoft MET Framework 3.5.1 Unpatched
b 4] Unknown 2077292 Security Update for Windows 7 {(KB2377292) Unpatched
K10 High MS16-054 35103 Security Update for Microsoft Office 2016 (KB311510..  Unpatched
®n High MES13-058 2847027 Security Update for Windows 7 (KB2847927) Unpatched
b 3 High MS15-133 3109103 Security Update for Windows 7 (KB3109103) Unpatched
'
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Vulnerability

Orclinal  Severity Name Vurersble PC Pass

W1 Critical Mot restrict ananyrous cannections 15 334

W2 Citical The administrator account has not been renamed. 35 )

¥3  Gitical The Guest accountis not disabled H 347

@4 Informational  Rights of shares 50 200

Bs5  Ciitical Too many accounts belong to local administrators gr.. 50 299

@6 Low The last logan user is shown during logon 349 0

W7 Critical The password is too short 25 324

Yo Critical Sorne file systerns in hard drive are not NTFS 76 a7

@9 Low The automatic update is disabled 48 1

W10 criical Systern exists some passwords that will never expire. 325 2

@i Low Updsate will not complete until you rehoot your syste... 0 49

@12 Informational  Windows firewall configuration 105 a4

P13 Low Passwiard raust meet coraplesity requirements 1 348

Ordinal  Name Computer Group Vulnerability

@1 THI700S6 03_Pilot PO Do not exist

P2 Teasi02-00 Thai Da nat exist

D3 TEAS-108-36 Material Engingering Dept. Thai Do not exist

Fa TRAS102-109 Logistics Control Thai Do not exist

F5 TeAs10-1M4 Sales Thai Da nat exist

D6 TRAS10:-017 Thai Do not exist

97 TeAS102-229 Thai Do not exist

Fo TeAs102-142 Unclassified Da nat exist
(@0 TEASH015: Thai Do not exist

10 TBAS-102-81 Logistics Control Thai Do not exist

B TeAS-102-191 Purchasing Thai Da nat exist

P12 TBAS-108-120 Hurnan Resources Dept. Thai Do not exist

D13 TEAS10-M Seat Design Dept, Thai Do not exist

D s TRacimo1n Mixtarial Enginssring Dent Thai Donot svict
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Vulnerability

Orclinal - Computer Computer Group 1P Address os

_g’ 1 TH160047 Production Engineering Thai 192.168.80.100 Windows 7 Professional Edition, 6.
15; s

Executive

J3 6050 Executive 102.168.108.222 Windows 7 Professional Edition, 6.
da TeAS-103-162 Executive 192.168.102.40 Windows 7 Professional Edition, 6.
ds5  emoom Executive 192.168.60.77 Windows 10 Brofessional Edition, .
d6 1o Executive 192.168.68.102 Windows 10 Professional Edition, .
d7 oo Executive 102.168.68.225 Windows 10 Brafessional Edition, .
Orcinal  Severity Name Vuinerability

A Informational  Windows firewall configuration Eist

vz Critical The Auto Logan is enabled Do nat exist

K3 Critical The administrator account has not been renamed, Eist

A Critial The password is too short Do not exist

K5 Low The last logon user is shown during logon Exist

43 Low Update will not complete until you rebootyour syste., Do not exist

7 Informationsl  The Auto Comnplete is enabled Exist

Vi Critical Mot restrict anonymous connections Do not exist

V9 Critical Sorme file systerns in hard drive are not NTFS Do not exist

K10 Low The automatic update is disabled Eist

V11 Informational Unnecessary services Do not exist

V12 Critical Intermet Explorer Security Zones Do not exist

V13 Informational Windows auditing Do not exist

K14 Critical System exists some passwords that will never expire, Exist.

V15 Low Password must meet complexity requirements Do not exist

V16 Critical The Guest account is not disabled Do not exist

17 Critical Too many accounts belang to local administrators gr...  Exist

¥ 18 Informational Rights of shares Do not exist

v . 4 o
MW 4.1.5.6  WNA1UAAS Vulnerability 11U 83003105090 501
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Software uninstall (e ]
Ordinal - Computer Computer Gro... User % IP Address s Status Mumber of executi...
‘J 1 00_A4)1 Comp...  Thai TBASVN040 192,168.85.144 ‘indowrs 7 Professional Edition, 2. Running 0
W 00411 Comp., Thai TBASNN033 192,168.88,146 “indowrs 7 Professional Edition, 3 Offline 0
r_g‘ 3 Unclassified-...  Unclassified TBASNTMO38 102.162.20.17 Windows T Professional Edition, 3. Running 0
Jl 4 00_A4)1 Comp...  Thai TBASMNO36 192,162.80.102 ‘indaws 10 Professional Edition, .. Running(ldie) 0
45 004/ Comp...  Thai TBASNTMNO34 192,168.82.97 “indowrs 7 Professional Edition, 3 Runningldie) 0
_g‘ 6 Test Policy-T...  Test Policy TBASNTMO31 102.168.20.8 Windows T Prafessional Edition, 3. Running 0
Jl 7 00 A Comp..  Gen, Adrin, &.. TBAS\tbfst002 192,168.102.190 ‘indowrs 7 Professional Edition, 2. Running Q
4 Unclassified- Unclassified TBASthassp 192,168.82.34 “indowrs 10 Enterprise Edition, 64, Offline 0
_g‘ 9 02_Server PC-... 02 Server PC TBAS\thassp 102.168.102.248 Windowrs Server 2016 Standard Ed...  Running 0
‘Jl 10 02_Server PC-.. 02_Server PC TBAS\tbassp 192,168.102.222 indawes Server 2008 R2 Standard...  Running(ldie) Q
W 004l Comp...  Thai TBASthas.logi.., 19216883190 ‘indowrs 7 Professional Edition, 3. Offline 0
912 00&IComp.. Logistics Contr.. TBASithaslogi.. 1021688358 Méindows 7 Prafessional Edition, 3. Running 0
‘J 13 00AlComp.. Thai TBAS\tbas.logi.,  192,168.88.220 ‘indaws 10 Professional Edition, .. Running(ldie) 0
W14 00ANComp.  Accounting De.. TBAS\thas-202 192,168.82.20 ‘indowrs 7 Professional Edition, 6. Running 0
Softirare installation conditions  Uninstall Task

Ordinal  Software Name Compary name  Software versi... Size Installation path

1 Hard Disk Lo Level Farmat T, hddguruy 26MB  C:\Program Files\HDDGURU LLF Toalk,

2 HP System Default Settings HEWLETT-PAC.. 2.4.1.2 T&ME  C\Program Files\Hewlett-Packard\HP System Defau..,
53 IrfanView (remove only) Ci\Program FileshlrfanView,

B4 Free PDF Protector free pf saluti.., 204 MB  CAUzers\ 0058 Desktoph

55 HPWallpaper HEWLETT-PAC... TO0OKE  CAProgram Files\Hewlett-PackardiHP Wallpaper',

(517 Microsoft redistributable runti..,  S&P AG 4.6 ME

7 Morzilla Maintenance Service MOZILLA 24.81 235.0KB  CAPragram Files\Mazilla Maintenance Service

s Teamliewer 13 tearnviewer 13.1.3629 C:\Pragram Files\Team\iewerl,

59 HP Software Setup HEWLETT-PAC.. B.5.2.1 172 ME  Chswsetuphapplnstly

E510 MicrosoftVisual C++ 2008 Re...  MICROSOFT .. 2.0.30729 586.0 KB

B Microsoft Wisual C++ 2012 Re...  MICROSOFTC..  11.0.60610.1 174 MB  CAProgramDatatPackage Cachet{05716cce-fc71-413,.,
{8512 Broadcom Wireless Utility BROADCOM C... C:Proaram Files\Broadeormt

a ) ' @
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