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[admin@ ] ssystem logging action> -ip ad«
[admin@ *] 7ip address>

Flags: X disabled, I - invalid, D - dynamic

# ADDRESS NETUWORK INTERFACE

5} 100.127.255.1-24 100.127.255.0 Internal

1 100.64.0.1-24 100 .64.0.0

2 D 192.168.157.128-24 192.168.157.0
[ BRouterl -i

Secure Network
Public Interface

4 9
o 1 1 s
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on Tuiialiuningosgnuielusz uums 1z DHCP server 9211u@19n910 1P address 1 1imilounn
Inun3eegnate Tae DHCP Server vziivauwalunisnoniie IP address F9guaszuuIzaos

Mruavuu e luNAe 100.64.0.0/24 tag 100.127.255.0/24 81NTOLUEAAT IAAININ 3.4

[admin@Router] stool>

[admin@Router]l > ~sip dhcp-ser

[admin@Router] ~ip dhcp-server>

Flags: D - dynamic, X - disabled, I invalid

# NAME INTERFACE RELAY ADDRESS-POOL LEASE-TIME ADD-ARP
a dhcpl Internal Internal 17uwld

1 dhcp2 Secure Ne... Secure Network 17wild
[admin@Router dhcp-se

MW 3.4 LETAIDINITAA1 DHCP 11151993 MikroTik

[ads e r ] i etwork>
Flags: D dynamic

# ADDRESS GATEWAY DNS-SERVER WINS-SERVER
(6] 100.64.0.0-24 100.64.0.1 1606.64.0.1

| 1008.127.255.0-24 100.127.255.1 100.127.255.1

[ in@ 1 71y :r network>

v 9
WA 3.5 11d@AIDINTAIA1 DHCP 611!!51!@]’6%’ MikroTik

a Y = A o o Aq Y < Yo
UNIITAIN 1p pOOl GBQLﬁiJﬂMﬂUﬂﬁﬁﬂiﬂMﬂﬁLﬂU 1P ﬁ’liJ’liflllﬁﬂ\‘]ulﬂﬂ\?ﬂ1W 3224

[ n@Rou 1
# NAME RANGES
B Internal 100.127 .255.2-100.127.255.254

1 Secure Network 100.64.0.2-100.64.0.254
[ @R ] ) pool>

1 Y
MW 3.6 HAAIDINIAA TP pool 115 1n0T MikroTik

4 1 )
Nat (Network address Translation) Ao M3ualad Private TP ﬁumm%qgﬂmwiﬁﬁﬂu Public IP
a dy = A 1 <3 1 = A v d'dy A v 9 Y
mANALUY L1 ENT0I TP Masquerade (Hunisyoulofivounsosgnute Tuitivede s lalv

4 4 1 d' ] [
UENINBINT IV Private IP YouAT0IA OGN0 1UTZ DY d1mnTouaas IdaInIn 3.7



17

[admin@Router] ~ip firewall natd

Flags: X - disabled, I - invalid, D dynamic

5} chain=srcnat ion=masquerade addre 100.127.255.0-24
int :=Public Interface

in=srcnat ion=masquerade ldre 100.64.0.0-24

»=Public Interface

2 chain=dstnat ion=dst-nat es=100.127.255.254
dst—i 192.168.157.128
[admin@Router] sip fireuwal >

H g’/ 1 4
ANA 3.7 HAAIDINTAIA Nat 1T UNDS MikroTik
4 . . [ 4 ' 2 g !
Tuis a3 MikroTik Himsanduunninuieda 114 snort Fuilunisdedoyanuy stream Tag

147115 Tanoa TZSP (Tazmen Sniffer Protocal) H90¢ 14 MikroTik eanuedad lananin 3.8

sniffer)>
L>
.00l sni
only-headers: no
memory—-Llimit: 100KiB
memory-scroll: yes
file-name:
file-limit: 1006KiB
streaming-enabled: yes
streaming-server: 100.64.0.254
filter-stream: yes
filter-interface: Public Interface
filter-mac-address:
filter-mac-protocol:
filter-ip-address:
filter-ipub-address:
filter—-ip-protocol:
filter-port:
filter-cpu:
filter-direction:
filter-operator-betueen-entries:
runming:

[]K',‘Hf‘\]l'\'] >

MNN 3.8 1anan159an1 11 MikroTik
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LOI.
ABLE
or: High
SL versions 1.0.1 and 1.0.2-beta releases (i 1f anc
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y of systems protected by the vulnerable OpenSSL ve coul
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(3 192.168.157.128/1 X

< C | ® Not secure | 192.168.157.128

Upload an image: | Choose File | No file chosen Upload Image
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1 A d { %
11499910 1a1/nA snort (I1 IDS (Intrusion detection system) HnH1AlunIaTI9sUM TaNA

v 2 U] 4 o a J { [
A9UI31A0IM5 I snort @mnsadsdeniiol Splunk 1 l1/Ains1zideyas1nd Snort AT293

D

a2 Y =KX a 3‘4 A A 1 2’/ '
ﬂ'liTi]?JG]llﬂ L31AAAUNNLNINYD I SplunkForwarder AATIATNNTNN 3.12

root@ubuntu: fopt/splunkforwarder/etc/system/local# more inputs.conf
monitor:///var/log/snort/alert_full.txt]

index = snort

followTail = 1

sourcetype = snort

root@ubuntu: /opt/splunkforwarder/etc/system/local#

MNN 3.12 LAAINITAIA splunkforwarder
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1Source Types Show only popular t Allv App: All ¥ upload
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ES 1 1 9
LunnMsuanumvod v aals software Nmap

Nmap —sV iptarget

VERSION

he httpd 2.2.22 ((Ubuntu))




47

291010 1 service SSL i1Jaog nanuweal+i3 heartbeat

3¥amsalumslond

out.txt README.md utils
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a.Uagwesn 80 wuwniiudnlvan

[ 192.168.157.128/u x §_ %

“— C | @ Not secure | 192.168.157.128/upload.php
Upload an image: | Choose File | No file chosen | Upload Image

S.upload reverse shell

< C | ® Not secure | 192.168.157.128/upload php

Upload an image: _Cnnuse File | No file chosen | Upload Image

php-reverse-shell-master

B README.md

= reverse.php

6.run reverse shell 9nH3i)an a3 nc"l’gal

| i i) |® Not secure | 192.168.157.128/uploads/reverse php

WARNING: Failed to daemonise. This is quite common and not fatal. Successfully opened reverse shell to 192.168,157.1:1234 ERROR: Shell connection terminated



7 HAENT

404 NotFound  x
< X | @ 192.168.157.128,

Not Found

‘The requested URL /reverse.php was not found on this server.

Apache/2. (Ubuntu) Server at 192.168.157.128 Port 80

8. HAANT Log on Splunk

1 index=snert sourcetype="snort" Heartbeat

checkfrepair bucket path='

<10 &

its (before 9/1 1:10:41.000 AM) No Event Sampling »

Events (10) Statistics Visualization

Format Timeline ~

List+ 4
< Hide Fields = All Flelds i Time
8/2418

SELECTED FIELDS

5:13:21.000 PM
a host 1
a source 1

a sourcetype 1

INTERESTING FIELDS

a Ack 10

# hytes_in 2

gory 2

a classification 2
deciingd

a cate

8/24N18

49

h Terminal Help

Linux

user, @
PCPU WHA

-bash

|
Alltime ¥

n Error while trying to search bucket=snort“1"3548361B-A55A-4C8E-BBC1-3DEA35855DFD (error='Falled to read compression bits from bucket=snort*1"3548361B-A55A-4C8E-
BBC1-3DEA35855DFD - exception thrown: JournalSliceDirectory: Cannot seek to rawdata offset 0, path="/opt/splunk/var/lib/s plunk/snort/db/db_1534691107_1534690516_1/rawdata" Please
/s plunkfvar/lib/splunk/snort/db/db_1534691107_1534690516_1 with 'fsck’ as it could be corrupted.). Results may be incomplete!

Job ¥ s & L * Smari Mode ¥

1 hour per column

Event

11 lines omitted
[#+] [1:38524:2] "SERVER-OTHER OpenSSL TLSw1.1 h
[Classification empted Information Leak] [Priori
14 lines omitted ...
*% END OF DUMP
[#+] [1:30524:2] "SERVER-OTHER OpenSSL TLSw1.1
Attempted Information Leak] [Priority: 2]

t read overrun empt" [xx]

2]

hea t read overrun attempt” [#x]

= snort

t read overrun

[#+] [1:38524:2] "SERVER-OTHER OpenSSL TLSw1.1 hea empt" [**]




< Hide Fields i= All Fields

SELECTED FIELDS
a host 1

a source 1

a sourcetype 1

INTERESTING FIELDS
a Filename 2

a index 1

# linecount 1

a punct 2

a splunk_server 1
a status 2

a timestamp 1

+ Extract New Fields

> 9nns WARNI)
5:47:56000 PM et

riwww/upload.log

50

192.168.157.1, FILENAME: test.php, TYPE: te
sourcetype = upload

status

2 Values, 100% of event:

s

Rare values

Reports

Top values

Events with this fiel

Values
LINFO]
[WARNING]

B

mimf

Fﬂ
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