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#

# inittab This file describes how the INIT process should set up
# the system in a certain run-level.

#

# Author: Miquel van Smoorenburg, <miquels@drinkel.nl.mugnet.org=
# Modified for RHS Linux by Marc Ewing and Donnie Barnes
#

# Default runlevel. The runlevels used by RHS are:

# 0 - halt (Do NOT set initdefault to this)

# 1 - Single user mode

# 2 - Multiuser, without NFS (The same as 3, if you do not have networking)
# 3 - Full multiuser mode

# 4 - unused

# 5 - X11

# 6 - reboot (Do NOT set initdefault to this)

#

id:3:initdefault:

# System initialization.
si::sysinit:/etc/rc.d/rc.sysinit

10:08:wait:/etc/rc.d/rc @
-- INSERT --

) . . § o
W11 Setting ¥94 Linux 1o 1la GUI

Enterprise Linux Enterprise Linux Server release 5.5 (Carthage)
Kernel 2.6.18-194.el5 on an ibB6
education login:

9 N .
Y1 Command Line U9 Linux no GUI
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Summary

I was assigned as a System Engineer during the cooperative education, working on
OS Hardening in Linux operating system and Window Server I’ve found that able to improve both
Security and Performance of the system.

From this cooperation experience, I’ve learn about the security of system’s access and usability.
In case of doing Hardening, I’ ve understood how to improve the performance of parts of system’s security
and also able to use commands in Linux operating system. And by working in team makes me more
familiar to finish work on time, be responsible to duties, and able to manage time to work which are

important in my real worklife.
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4.1.1.1 AAf9 Windows Server

- yhmsa319 Virtual Machine #28015091J1 Create a New Virtual Machine

&) VMware Workstation - O X
File Edit View VM Tabs Help - | | | I &
1) Home

WORKSTATION" 12

Creat Open a Virtual Connect to a Connect to
Virtu Machine Remote Server VMware vCloud Air

vmware

NINN4.1 MIA319 Virtual Machine(1)

) Y
- 1@9NUVY Custom WBYNNITAIAIAINE

New Virtual Machine Wizard X

Welcome to the New Virtual
Machine Wizard

VMWARE® What type of configuration do you want?

WORKSTATION;
RO () Typical (recommended)
‘ | |

Create a Workstation 12.0 virtual
machine in a few easy steps.

(@) custom (advanced)

Create a virtual machine with advanced
options, such as a SCSI controller type,
virtual disk type and compatibility with
older VMware products.

| Help < Back | Mext > | | Cancel_:

MNN4.2 MIE5 Virtual Machine(2)
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< { o e <
11300 Hardware 1311 Version finganus1 lunil@enilu 12.0

New Virtual Machine Wizard *

Choose the Virtual Machine Hardware Compatibility
Which hardware features are needed for this virtual machine?

Virtual machine hardware compatibility

Hardware Workstation 12.0 ~
Compatible ESX Server
Compatible products: Limitations:
Fusion 8.x 64 GB memaory
Workstation 12.0 16 processors
10 network adapters
8 TB disk size

< Back Next > Cancel

NNN4.3 N13AIAT Virtual Machine(3)

1 4 { ) < .
BonuuunIo IWdNs 19510 Windows Server 19
Mew Virtual Machine Wizard x

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:

() Installer disc:

w DVD RW Drive (E:)

(@) Installer disc image file (iso):

| D:\Windows Server 2016 (x64) - DVD (English)\en_w Browse...

L\x Could not detect which operating system is in this disc image.
You will need to specify which operating system will be installed.

() Twill install the operating system later.

The virtual machine will be created with a blank hard disk.

|__ Help < Back | Next = |L C_ancgl__|

NNN4.4 ﬂ"lilaf)ﬂﬁﬁ Windows Server

36



A . Yy _ A . = A2 A .
199N Windows Server LLa@®N Version N9zad luNaen Window Server 2016
New Virtual Machine Wizard x>

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

(@) Microsoft Windows

() Linux

() Novell Netware

() solaris

() vMware ESX

() other

Version

Wdows Server 2016 \TI

| Help <Back [ Net> || cancel |

1 Y
NINN4.5 7TAIAT Virtual Machine(4)

g’l A ~ 19 Yo ~ o w 9
ﬁﬂ%ﬂllﬂgizuﬂﬂgiﬂﬂﬂ VM NT1018998 e 319
New Virtual Machine Wizard x

Name the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

| Windows Server 2016 TEST] |

Location:

| D:\Documents\Virtual Machines\Windows Server 2016 TEST | Erowse...

The default location can be changed at Edit > Preferences.

= Back | Next = | Cancel

= A [ .
Mnii4.6 M3eyNogued 1Wa Virtual Machine
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- (@9 BIOS 113709 Next
MNew Virtual Machine Wizard

Firmware Type
What kind of boot de: Tine have?

Firmware type
@) B10S
(JEF
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1@9NIUIY Ram 1¥NU VM

New Virtual Machine Wizard X

Memory for the Virtual Machine
How much memory would you like to use for this virtual machine?

Specify the amount of memory allocated to this virtual machine. The memory
size must be a multiple of 4 MB.

64 GB Memory for this virtual machine: 2048 | MB

32 GB
16 GB
8 GB
4 GB
268 @l < 6128 MB
1GB |
512 MB [ Recommended memory:
256 MB 2048 MB
128 MB
64 MB [] Guest 05 recommended minimum:
32 M8 1024 MB
16 MB
8 MB
4 MB

< @ Maximum recommended memary:

< Back Next = Cancgl 1

ANN4.9 M3 15 Memory N1 VM

1300 Network 111 NAT

New Virtual Machine Wizard x

Network Type
What type of network do you want to add?

Network connection

() use bridged networking

Give the guest operating system direct access to an external Ethernet
network. The guest must have its own IP address on the external network.

© Use network address translation (NAT)
Give the guest operating system access to the host computer's dial-up or
external Ethernet network connection using the host's IP address.

() Use host-only networking
Connect the guest operating system to a private virtual network on the host
computer.

O Do not use a network connection

< Back Next > Cancel

[ 9
NNN4.10 N5A9A1 Network



- L’S’t]f‘lI/O Controller L1 S

MNew Virtual Machine Wizard

Select I/ 0 Controller Typ
Which SCSI controller

I/O controller types
SCSI Controller:
{)BusLogic (Mot
{151 Logic (Nof
(@) LSI Logic 54

A
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1800 Create a new virtual disk 1D %} N
New Virtual Machine Wizard bt

Select a Disk
Which disk do you want to use?

Disk

=

(@ Create a new virtual disk

A virtual disk is composed of one or more files on the host file system, which
will appear as a single hard disk to the guest operating system. Virtual disks
can easily be copied or moved on the same host or between hosts.

() Use an existing virtual disk
Choose this option to reuse a previously configured disk.

() Use a physical disk (for advanced users)

Choose this option to give the virtual machine direct access to a local hard
disk.

< Back Next > Cancel

NNN4.13 MIATI VM

{ dg 9o 3 o
@oniunliny VM uuuy Split disk
New Virtual Machine Wizard X

Specify Disk Capacity
How large do you want this disk to be?

Maximum disk size (GB): 100.0 =

Recommended size for Windows Server 2016: 60 GB

[ ]allocate all disk space now.

Allocating the full capacity can enhance perfermance but requires all of the
physical disk space to be available right now. If you do not allocate all the
space now, the virtual disk starts small and grows as you add data to it.

() store virtual disk as a single file

(@) Split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

Help < Back Cancel

~ ) ,:i’ AHq v, .
NNN4.14 MIAIMNUN 1A Windows Server
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AN Disk

New Virtual Machine Wizard X

Specify Disk File
‘Where would you like to store the disk file?

Disk File

One disk file will be created for each 2 GB of virtual disk capacity. File names for
each file beyond the first will be automatically generated using the file name
provided here as a basis.

windows Server 2016 TEST.vmdk Browse...

< Back Mext = Cancel

A ? A Y @
NINN4.15 ﬂﬁ@]ﬂfﬂl‘ﬂﬂﬂ VM

v 9
asndngiuiluluamisiaan 131wy

New Virtual Machine Wizard X

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install Windows
Server 2016.

The virtual machine will be created with the following settings:

Name: Windows Server 2016 TEST
Location: D:\Documents\Virtual Machines\Windows Server 2016 ...
Version: Workstation 12.0

Operating System: Windows Server 2016

Hard Disk: 100 GB, Split

Memory: 2048 MB

Metwork Adapter:  NAT

Other Devices: 2 CPU cores, CD/DVD, USB Controller, Printer, Sound C

Customize Hardware...

< Back | Finish | Cancel ‘—|

{ < & U
ﬂ'l‘Wﬁ4.16 ATIAVUVANTIAINT
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“4 Windows Setup E=R[EE] @

-= Windows Server: 2016

Language to install:

QL CERL R RIS GIETE| English (United States) -

Enter your language and other preferences and click "Mext” to continue.

- All rights reserved.

' Y
NMNN4.17 N1TAAKY Windows Server

A Install now

i Windows Setup =N EI_HE\

.-___ Windows Server: 20

Install now

Repair your computer

016 Microsoft Corporation. All ights reserved.

1 Y
NNN4.18 NMIAANY Windows Server



- e Key U893 Windows Server 2016 %30 92nA I don’t have a product key BTRLARY

Lx |

) ¢ Windows Setu
o/ e .

Activate Windows

If this is the first time you're installing Windows on this PC (or you're installing a different edition),

you need to enter a valid Windows product key. Your product key should be in the confirmation

email you received after buying a digital copy of Windows or on a label inside the box that

Windows came in.

The preduct key looks like this: KGO0 000030000 )OOGO- 0000

If you're reinstalling Windows, select [ don't have a product key. Your copy of Windows will be

automatically activated later.

| [E5222E]

Privacy staternent Idon't have a product key Mext
4 ; _
NNN4.19 M3 Id Key Windows Server
2 0 o
- 189N Windows Server 2016(Desktop Experience)
e X

@ ﬂ Windows Setup

Select the operating system you want to install

| Operating system Architecture J Date modified
Windows Server 2016 Standard bl 11/, 16

W rver 2016 Standard (Desktop Experience)

Windows Server 2016 Datacenter xbd 1172172016
Windows Server 2016 Datacenter (Desktop Experience) bl 1172172016
Description:

This option is useful when a GUI is required—for example, to provide backward compatibility for an
application that cannot be run on a Server Core installation. All server roles and features are
supported. For mere details see "Windows Server Installation Options.”

1 Y
NNN4.20 MIAIAT Windows Server



NA accept license
@ @ Windows Setup

Applicable notices and license terms

IMPORTANT NOTICE (followed by LICENSE TERMS)

Diagnostic and Usage Information. Microsoft automatically collects this
information over the internet, and uses it to help improve your installation,
upgrade, and user experience, and the quality and security of Microsoft
products and services. Consistent with these purposes, the information may
be associated with your organization. Windows Server 2016 has four (4)
information collection settings (Security, Basic, Enhanced, and Full), and uses
the “Enhanced” setting by default. This level includes information required
to: (1) run our antimalware and diagnostic and usage information
technologies; (i) understand device guality, and application usage and
compatibility; and (iii) identify quality issues in the use and performance of
the operating system and applications.

v Taccept the license terms;

45

NNN4.21 MTEONTV license YOI Windows Server

190N Custom
@ ﬁ Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this option. This option is cnly
available when a supported version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

The files, settings, and applications aren't moved to Windows with this option. Iif you want to
make changes to partitions and drives, start the computer using the installation disc. We
recommend backing up your files before you continue.

Help me decide

v Y
NINTN4.22 A15AIAT Windows Server



f\‘ura&)

\




< ) . & o o
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L

Recycle Bin

NINN4.25 111191999 Windows Server

4.1.1.2 Hardening Windows Server 2016

4.1.1.2.1 Window update

- 1117 Setting

=

Recycle Bin

= Most used Windows Server

9 Snipping Tool

ﬂ} Paint &

Server Manager
Search
Server Manager

Windows
Settings Administrativ...

Windows Accessories
Remote
indows Administrative Tools Desktop...
ew

Windows Ease of Access
Windows PowerShell

Windows System

06 B

NN4.26 window update(1)

2

Windows
PowerShell

Task Manager

Event Viewer

>

Windows
PowerShell ISE

Control Panel

™

File Explorer

47




48

- 189N Update & Security

Settings - X
~
System D etw Personalization Accounts
Display, notifications, apps, Bluetooth D Background, lack screen, Your accounts, email, sync,

power colors work, other people

No updates are available. We'll continue

Update history

Looking for info on the latest updates?

Learn more

N1NN4.28 window upda



4.1.1.2.2 User Configuration

- HQJ}”IUl‘]Jﬁ Control Panel

L

Recycle Bin

Programs and Features
Power Options

Event Viewer

System

Device Manager

Network Connections

Disk Management

Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop

= 0 O & =

ANN4.29 user configuration

- L*ﬁ}ﬂﬂ‘ﬁ User Accounts

Control Panel = O X
> v A » Control Panel » - 0 Search Control Panel p
Adjust your computer’s settings View by: Category =

System and Security
computer's status
&) View event logs

User Accounts

) Change e::cuntt;.-&

Appearance and Personalization

Change the theme

Network and Internet

View network status and tasks

¢ o

Clock, Language, and Region

Hardware .
Add a language

View devices and printers
Add a device

Change input methods
Set the time and date

I &

Programs Change date, time, or number formats
J Uninstall a program Fase of Access
W ws features . =
& Tumn Windows features on or off @ Let Windows suggest settings
Optimize visual display

ATNN4.30 Control panel
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- 1@e ﬂ"lﬂﬁ User Accounts
BR User Accounts

& v 4 B> Control Panel > User

Control Panel Home

- O X

v‘0| ‘ Search Control Panel Pl ‘

System and Security . € user accounts

Network and Internet

Hardware ndows Credentials
Programs

® User Accounts

Appearance and
Personalization

Clock, Language, and Region
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- 190 User Nd0am il

82, Manage Accounts - O X

« - ~ 4 g« User Accounts » User v|b‘ ‘ Search Control Panel L |

Choose the user you

Admini
Local Acci
Adrinis

Passwol

A A
NINN4.33 189N User

ounts » Manage Accounts » Change an Account

= changes to User1's account

ange the account name

Change the password

Change the account type
Delete the account



4.1.1.2.3 Further Hardening

- !ﬂsl} ﬂﬂﬁ Control Panel

- |

i Programs and Features
Power Options
Event Viewer
System
Device Manager
Network Connections

Disk Management

Computer Management

Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer

Search

Run

Shut down or sign out

Deskiop .
12:30 AM

9/2018

8

AM4.35 191 Control panel

- Lsﬁ}ﬂﬂﬁ User Accounts

Control Panel — O
= v 4 > Control Panel * ~ | Q| | Search Control Panel »p
Adjust your computer's settings View by: Category ~
System and Security & User Accounts
Review your computer’s status )E gc]a Ueer Accounte

!;‘Jev. event logs .
Change user account settings and

Appe passwords.
Change the theme

View network status and tasks
Clock, Language, and Region

Hardware Add a language

View orinter:
View devices and printers Change input methods

Add a device Set the time and date

iﬂ Network and Internet
\
S~

Pr'ograms Change date, time, or number formats

[

Let Windows suggest settings

7
1
,] Uninstall a program Ease of Access
GTurn Windows features on or off @

Optimize visual display

NNN4.36 User Accounts(1)
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- @en Manage another ac
£2 User Accounts

« = ~ 4 8% > Control Panel > User

- O

v|0‘ ‘ Search Control Panel »r |

Control Panel Home

System and Security

Network and Internet

Hardware Credentials
Programs

® User Accounts

Appearance and
Personalization

Clock, Language, and Region
Ease of Access

NMNN4.37 User Account

ounts > User Accounts

Make changes to your user account

. Manage another account

. Change User Account Control settings
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' P < .
- raeuau T 1ilu Always notify
G User Account Control Settings - O X

Choose when to be notified about changes to your computer

User Account Cantrol helps prevent potentially harmful programs from making changes to your computer.
Tell me more about User Account Control settings

Always notify
-.- Always notify me when:
*  Apps try to install software or make changes to my
computer
* | make changes to Windows settings
o Recommended if you routinely install new software
- - and visit unfamiliar websites.
Never notify

AIMT4.39 Set A1 User Account Control Setting

4.1.1.2.4 Network Configuration

- AAN4E7 Network logo 181 Hen Open Network and Sharing Center

L

Recycle Bin

Troubleshoot problems
Open Network and Shat Center

7/13/2018 1

NINN4.40 Aana Network and Sharing Center
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- nlda Change adapter

& Network and Sharing Center _ O
V‘U‘ | Search Control Panel P ‘

e !« Network and Internet

Vie

Control Panel Home ion and set up connections

Vie
Change adapter settings
Change advanced sharing
settings

Access type: Internet
Connections: & Ethernet)

jon; or set up a router or access point.

bubleshooting information.

14.41 %1 Network and S

Diagnose this connection
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- 1@9NIPV 4

% Network Connections

- O X
4 = > Control Panel > Netwo nections ~ O | Search Network Connections 2
- mmaatin e ename this connection  » E- m @

1) Ethernet0 Properties

Networking

Connectusing:

‘ @ Intel(R) 82574L Gigabit Network

This connection uses the following
i QoS Packet Scheduler

e ;]
O . Microsoft Network Ada

. Microsaft LLDP Proto

> Network and Internet > Network Connections

You can get IF settings assigned automatically if your network
suppaorts this capability. Otherwise, you need to ask your network
administrator for the appropriate IP settings.

Freferred

Alkernate L

[ |validate settings upon exit




9 v 1 ]
- MIAY IP Address ﬁl’ﬂﬁ@\iﬂﬁlﬁﬂﬂTVi‘HWIf’t’NVINL!ﬁ%@LLaﬂﬁ!.“?)’l’i]ﬂ@lf)

Internet Protocaol Version 4 (TCP/IPv4) Properties X
General

You can get IF settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: [ 192 .168 . 239 . 131 |
Subnet mask: [ 255.255.255. 0 |
Default gateway: | 192 . 168 .239 . 2 |

Obtain DNS server address automatically

@ Use the following DNS server addresses

Preferred DNS server: | o 0 . |

Alternate DNS server: | L . . |

[ Jvalidate settings upon exit SRR

| oK | | Cancel

NNN4.45 1P setting(3)

4.1.1.2.5 Features and Roles Configuration

= L’a ®f Add roles and Features

.. Server Manager

Server Manager * Dashboard -@ | P vonage  Toos
8 Dashboard WELCOME TO SERVER MANAGER
Local Server
#5 Al Servers ] N .
—_ n Configure this local server
W File and Storage Services P
QUICK START
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW ~
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles: 1 | Server groups: 1 | Servers total: 1
= File and Storage -
[ 9 1 #§ Local Server 1
Services
@ Manageability @ Manageability ‘
‘ Fuents Fuents

NN4.46 Add roles and features(1)
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. Add Roles and Features Wizard - [m] et
ols
. DESTINATION SERVER
Before you beg In WIN-H7GGITRUIGO
Local Se Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
All Serve Installation Type hosting a website.
File and Server Selection
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:
* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed
If you must verify that any of the preceding prereqgui s have been completed, close the wizard,
complete the steps, and then run the wizard again.
To continue, click Next.
[[] Skip this page by default
< | [Net> ] | nstal | [ Cancel
Events Events T
v
=
NINN4.47 Add roles and features(2)
A . .
- 1a®n Role-based or feature-based installation
|- er Manager
- a X

fs Add Roles and Features Wizard

DESTINATION SERVER

Select installation type WINHTGGITRUIGO
§ LlocalSq Bee e Ry Select the installation type. You can install roles and features on a running physical computer or virtual
i_ AllS machine, or on an offline virtual hard disk (VHD).
] erve
-ﬂ Eleng Fenie Falzo o] Role-based or feature-based installation

Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

|: .

View

Help

Hide

Hide

Events Events

NINN4.48 Add roles and features(3)

58



- Laﬂﬂ Server 911N Server Pool

. Add Roles and Features Wizard - a X

DESTINATION SERVER

Select destination server WINHTGETRUIG)

Select a server or a virtual hard disk on which to install roles and features.

Before You Begin

All Serve Installation Type Select a server from the server pool
1§ File and Select a virtual hard disk
Server Roles Server Pool
Features
Filter: ‘
Name IP Address Operating System

WIN-H7GGI7RUJGO 92.168.239.128  Microsoft Windows Server 2016 Standard

Hide
1 Computer(s) found
This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.
[<previous | [ Next> | [ instal | [ Goncel
Events T T Events T v
v
=
NINN4.49 Add roles and features(4)
o = Ay
- MNIEadn Roles NABDINIT
.. Add Roles and Features Wizard - O X
DESTINATION SERVER
Select server roles WIN-H7GGI7RUIGO

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection

k. Active Directory Domain Services

] Active Directory Certificate Services
(AD DS) stores information about

L4lActive Directory Domain Services (Installed)

E— ] Active Directory Federation Services ) objects on the network and makes
] Active Directory Lightweight Directory Services this information available to users
Active Directory Rights Management Services and network administrators. AD D5
Device Health Attestation uses domain controllers to give
DHCP Server network users access to permitted
DNS Server resources anywhere on the network
Fax Server through a single logon process.

File and Storage Services (1 of 12 installed)
Host Guardian Service

Hyper-V

MultiPoint Services

Network Policy and Access Services
Print and Document Services
Remote Access

Remote Desktop Services

Volume Activation Services

] Web Server (IIS)

1 Windows Deployment Services

I

| < Previous | ‘ Next > | | Install Cancel
l

NN4.50 Add roles and features(5)



- Glﬁ}ﬂﬂ Add Features

ols View

DESTINATION SERVER

Se ‘ ect server ’rOl . Add Roles and Features Wizard

hbo

Local Se
§& All Serve
&g File and

Add features that are required for Active Directory
Domain Services?

‘You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Policy Management
4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
4 AD DS Tools

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools i

Include management tools (if applicable)

WIN-H7GGI7RUIGO

e

tion

Directory Domain Services

) stores information about
on the network and makes
rmation available to users
work administrators. AD DS
main controllers to give

k users access to permitted

es anywhere on the network
a single logon process.

Hide

—I Next >

Instal j Cancel
I

Events [ Events

7NN4.51 Add roles and features(6)

Y Y
- Y1890 Feature NA0IN3

Fh Server Ma

&, Add Roles and Features Wizard

Select features

i Local Se Before You Begin Select one or more features to install on the selected server.
W& All Serw Installation Type Features
¥§ File and Server Selection

v O

Server Roles I NET Framework 4.6 Features (2 of 7 installed)
1 [] Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption

BitLocker Network Unlock

BranchCache

Client for NFS

Containers

Data Center Bridging

Direct Play

Enhanced Storage

|| Failover Clustering

Group Palicy Management

170 Quality of Service

|| IS Hostable Web Core

[] Internet Printing Client

D IP Address Management (IPAM) Server

[] iSNS Server service

] LPR Port Monitor

AD DS

Confirmation

1

= O X

DESTINATION SERVER
WIN-H7GGI7RUIGD

Description

.NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

60

Hide

b r 9 | 4
< Previous Next > niia\l“ Cancel
Events T 1T Events [
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Tunsdin Add ez inisesuneling Next

I Local 54
All Serve
B§ File and

fis, Add Roles and Features Wizard - O X
ols
Active Directory Domain, Services  NHTGTRUIG

Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
. on the network. AD DS helps administrators securely manage this information and facilitates resource
Installation Type sharing and collaboration between users.

Before You Begin

Server Selection
Things to note:

Server Roles 1 .
* To help ensure that users can still log on to the network in the case of a server outage, install a
Features minimum of two domain controllers for a domain.

AD

Confirmation

* AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
installed, you will be prompted to install the DNS Server role on this machine.

Azure Active Directory, a separate online service, can provide simplified identity and
access management, security reporting, single sign-on to cloud and on-premises web
apps.

Learn more about Azure Active Directory

Configure Office 365 with Azure Active Directory Connect

< Previous Next > Install Cancel
I

Events Events

N1NN4.53 Add roles and features(8)

N Install

I Local 54
All Serv

ry

File and

. Add Roles and Features Wizard — ] X
- - - - DESTINATION SERVER
Confirm installation selections WIN-HTGGITRUIGO

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type ["] Restart the destination server automatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Features o

Active Directory Domain Services

Server Roles

Group Policy Management

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

< Previous. Next > —‘ Install Cancel
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View Help

Hide

Hide

Events Events I

NNN4.54 Add roles and features(9)
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4.1.1.2.6 NTP Server Configuration
- NTP(Network Time Protocol)alﬁ]sfﬁo M5 sync time U9 server nﬂm%ﬂu network 1%

ATINU WU packet-switch

EX Administrator: Windows PowerShell - O *

PS C:\Users\Administrator> w32tm /config /manualpeerlist:pool.ntp.org /sync &
fromflags:MANUAL

The command completed successfully.

PS C:\Users‘\Administrato tart ice w32time

PS C:\Users\Administrator> w3Z2tm SYNc
sending resync command to 1nca1 cnmputer
The command completed successfully.

NNN4.55 NTP Setting(1)

[
v
~ =

AUNANE 1943 NTP uummww WA 130 clock V4 server, computer Tu network 131 lansa

L2

whiuun SiRamsamanaeuiLiosanIundine19vzs 1 application N1dauFeds

v a 9 A 1AA oA ] T
ﬂuWﬂwa’]ﬂ]lﬂ Llagﬂ\iiuigﬂ‘ﬂ Sserver ﬂ]uﬂlﬂiwmlﬂmﬂqi run G]E]Lu’mﬂulﬂm’m1u1u1/imﬂﬂ gou

=4

Y 19 Z), Y 1 o .
ﬁﬂ’mmmmﬂﬁaullﬂmwgum INTFIEREUU NTP ﬂ\WU"IlIT’]f’JEJGluﬂWTVI"I synchronize computer

Y o o e
U521 network 131193116 1152@1 millisecond

S C:\Users\Administrator> w32tm /query /status

eap Indica : 0(no warning
stratum: 3 (secondary reference - syncd by (SINTP)
recision: -6 ( E'J per tick)

00t Delay: 2 '

00t Dispersion .

eferenceId: 0Ox 4 (source IP: 52. 16J 118.68)
ast 5uccessfu1 /mnc Time: *’5’2015 9:24:36 PM
Source: N

6 (b45)

‘ZAdministrators

NINN4.56 NTP Setting(2)
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4.1.1.2.6.1 NTP Client Configuration
- 151194 run uda1d gpeditmse 9103TUNA ok

- Run >

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: | gpeditmsd ~

. This task will be created with administrative privileges.

| oK H Cancel ‘rﬁrowse...J

A 9
NINN4.57 191 Run

- 14111/ Administrative Templates
\=[ Local Group Policy Editar

File Action View Help
e 7HE2 HEITY

ot comprer ol [ W
F = Cf:mputer confic Select an item to view its Setting
| Software Sett .
| Windows Sett description. [ Control Panel
~ 1 Administrativi EI Network
» [ Control Pat - Printers
» [ Network | Server
[ Printers | Start Menu and Taskbar
[ Server | System
[ Start Menu "I Windows Components
" 7 Al Settings
» [ Windows C
All Setting:
~ % User Configurati
» [l Software Sett
» [ Windows Sett
» [ Administrativ

N4.58 18N Config



- 111U Administrative Templates wauaen System

=/ Local Group Policy Editor
File Action View Help
ez nE =2 HElT

= KDC ~ || Windows Time Servic_

2 Kerb .
Select an item to view its Setting State Comment

[ Loca -
= Loge description. [ Time Providers
= Mitic Global Configuration Settings Not configu. No

[ Netl
> [ Powe
[ Recc
[ Rem
[ Rem
[ Rem
[ Scrip
[ Serve

> [ Windov
Al Sett\k

NNN4.59 Client NTP Config(1)

& . : . Y A . .
- 1990 Windows Time Service LLAa0N Time Providers

=/ Local Group Policy Editor
File Action View Help
e n@=Bml T

= koc | e provder L —

[ Kerb

= Loca Enable Windows NTP Client  Setting State Comment
1 Logc i . ) o Configure Windows NTP Client Not configu... No
= Mmitic || EdTt Relicy setting. S | Enable Windows NTP Cli

> [ Netl |zl Enable Windows NTP Server Not configu... No

Requirements:

[ Pawe At least Windows Server
B Recc 2003 operating systems or
= Rem Windows XP Professional
= Rem
5] Rem Description:

= Scrip This policy setting specifies
B Serv whether the Windows NTP
Client is enabled.

v

[ Shuti
B Shuty || £ bling the Windows NTP
I Syste Client allows your

> E Troul

computer to synchronize
[ Trust ||its computer clock with
[ User other NTP servers. You
[ Winc might want to disable this
~ [ Winc service if you decide to use
O Ti a third-party time provider.
» [ Windov
O3 All Setti
~ & User Configul
» [ Software £
> [ Windows ¢
> 1 Administre ¥
| >

If you enable this policy
setting, you can set the

local computer clock to
synchronize time with NTP
SErvers. v

Extended / Standard /

NINN4.60 Client NTP Config(2)
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Lsﬁjﬂﬂﬁ Enable Windows NTP Client Llﬁ}ﬂla ’aﬂndJu Enable

A Enable Windows NTP Client

E=] Enable Windows NTP Client

() Mot Configured ~ Comment:
@ Enabled
() Disabled

Options:

Supported on:

O X

@vious Setting Next Setting

At least Windows Server 2003 operating systems or
Windows XP Professional

Help:

This policy setting specifies whether the Windows |~
NTP Client is enabled.

Enabling the Windows NTP Client allows your
computer to synchronize its computer clock with
other NTP servers. You might want to disable this
service if you decide to use a third-party time
provider.

If you enable this policy setting, you can set the
local computer clock to synchronize time with NTP
servers.

If you disable or do not configure this policy

setting, the local computer clock does not
A4

OK | Cancel Apply_:

NINN4.61 Client NTP Config(3)

'l Configure Windows NTP Client 1@®n Enable 1137 Setting A

Type=NTP,CrossSite=2,ResolvePeermin=15,max= 7,SpecialPollInterval=3600

A Configure Windows NTP Client

[l Configure Windows NTP Client

(O Not Configured ~ Comment:

O X

SSeling Next Setting

(@) Enabled
() Disabled .
Supported on: | At east Windows Server 2003 operating systems or
Windows XP Professional
Options: Help:
NtpServer This policy setting specifies a set of parameters for | ~

time.windows.com,0x9 ‘

Type |NT5DS v
CrossSiteSyncFlags 2
ResolvePeerBackoffMinutes

5 B

ResolvePeerBackoffMaxTimes

A

SpecialPollinterval 3600

EventlogFlags |0

controlling the Windows NTP Client.

If you enable this policy setting, you can specify
the following parameters for the Windows NTP
Client.

If you disable or do not configure this policy
setting, the Windows NTP Client uses the defaults
of each of the following parameters.

MNtpServer

The Domain Name System (DNS) name or IP
address of an NTP time source. This value is in the
form of ""dnsMName,flags™" where ""flags™" is a

W
Cancel Apply |

NINN4.62 Client NTP Config(4)
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- W' Server manager 1890 Tool 182107 Service tAoN Windows Time 13 Stop

1d9 Start 111909

. Services (Local)

Windows Time

Stop the service
Restart the service

Description:

Maintains date and time
synchronization on all clients
and servers in the network. If
this service is stopped, date
and time synchronization will
be unavailable. If this service
is disabled, any services that
explicitly depend on it will

=

Name

Lt Windows Event Collec...

‘Windows Event Log

indows Firewall

L Windows Image Acqu...

L& Windows Installer

LEWindows Manageme...

L:Windows Mobile Hots...
L:Windows Modules Ins...
L& Windows Push Notific...

indows Font Cache ...

indows Insider Servi...

‘Windows License Man...

fail to start.

£ Windows Search

& Windows Time
‘J:Windows Update

T WinHTTP Web Proxy ..
xWired AutoConfig

£ Workstation

Tt Xbox Live Game Save

€ Windows Push Notific..
£ Windows Remote Ma...

8L WMI Performance Ad...

€ Xbox Live Auth Mana...

Description

This service ...
This service ...
Windows Fi...
Optimizes p...
Provides im...

wisve

Adds, modi..
Provides inf...
Provides & c...
Provides th...

Enables inst...
This service ...
This service ...
Windows R...

Pravides co...
Maintains d...
Enables the ...

WInHTTP i..

The Wired ...

Provides pe...
Creates and...
Provides au...
This service ...

General

Service name:

Display name:

Description

Path to executable:

Startup type:

Windows Time Properties (Local Computer)

Log On Recovery Dependencies
[W32Time]
Windows Time

Maintains date and time synchronization on all clients ~
and servers in the netwark. If this service is stopped.

v

CAWindows\system32\svchostexe -k LocalService

@tcmatic

Service status:

Start

here

smeters:

Running

7Stop

You can specify the start parameters that apply when you start the service from

Pause

[ o ]| Aoty

Cancg

Manual (Trig...

NNN4.63 Client NTP Config(5)

4.1.1.2.7 Firewall Configuration

- L"ﬂ} 113 Control Panel

Programs and Features
Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager

Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop

—

A
NINN4.64

Fire wall Setting

Local Syst...
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- nlda System and Sec
[23] Control Panel

-~ 4 [EE > Control Panel >

- O

v|U| HSearchControl Panel Pl |

Adjust your computer's se View by: Category ~

em and Se = Accounts

e ange account type
.View event |
arance and Personalization
Network an
e theme
View netwol r

anguage, and Region

I-!ardwe_x uage
View devi methods
Add a de d date

Prog e, or number forma
Uninst

A 9
NNN4.65 11U Control 1

t Security and Maintenance
Review your computer’s status and resalve issues |
Troubleshaot common computer problems

Windows Firewall

I
Windows Firewall
Set firewall security options to help
protect your computer from hackers A
and malicious softwa

aTTce e




- 199N Advanced settings

& Windows Firewall

« ~ 4 W > Control Panel > System and Security > Windows Firewall

Contral Panel Home

Allow an app or feature
through Windows Firewall

G Change notification settings

G Turn Windows Firewall on or
off

G Restore defaults
G Advanced settings

Troubleshoot my network

See also
Security and Maintenance

Network and Sharing Center

v [ | Search Control Pane R
Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC
through the Internet or a network.

I ° Private networks

Networks at home or work where you know and trust the people and devices on the network

Connected (~

Windows Firewall state: On

Incoming connections: Block all connections to apps that are not on the

list of allowed apps

Active private networks: 5’ Network

Notification state: Do not notify me when Windows Firewall blocks a

new app

Guest or public networks Not connected (~

- 139 Inbound

INN4.67 Fire wall Setting(2)

ﬂ Windows Firewall with Advanced Security = ] X

File Action View Help

| #E = H

& Windows Firewall with A JIREEIT GRS

&3 Inbound Rules
ES Outbound Rules

% Connection Security R

> B Monitoring

Name

Actions | |
Group Profile  Enabled A/ -1

@ Active Directory Domain Control.. Active Directory Dom... All Yes Al @ NewRule..
@ Active Directory Domain Control... Active Directory Dom...  All Yes Al
@ Active Directory Domain Control.. Active Directory Dom...  All Yes Al ' Filter by Profile H
@ Active Directory Domain Control.. Active Directory Dom... All Yes Al ¥ Filter by State 4
@ Active Directory Domain Control... Active Directory Dom...  All Yes Al T Filter by Group »
@ Active Directory Domain Control... Active Directory Dom... All Yes Al - »
@ Active Directory Domain Control... Active Directory Dom... All Yes Al
@ Active Directory Domain Control.. Active Directory Dom...  All Yes Al (& Refresh
@ Active Directory Domain Control... Active Directory Dom... All Yes Al |5 Export List..
@ Active Directory Domain Control... Active Directory Dom...  All Yes Al Help
@ Active Directory Domain Control... Active Directory Dom...  All Yes Al
@ Active Directory Domain Control... Active Directory Dom... All Yes Al
@ Active Directory Domain Control... Active Directory Dom...  All Yes Al
@ Active Directory Web Services (T.. Active Directory Web .. All Yes Al
@ AllJoyn Router (TCP-In) Allloyn Router Domai.. Yes Al
@ AllJoyn Router (UDP-In) AllJoyn Router Domai.. Yes Al

BranchCache Content Retrieval (.. BranchCache - Conten.. All No Al

BranchCache Hosted Cache Serv.. BranchCache - Hosted.. All No Al

BranchCache Peer Discovery (WS... BranchCache - Peer Di.. All No Al
@ Cast to Device functionality (qW... Cast to Device functi Private.. Yes Al
@ Cast to Device functionality (qW... Castto De fun Private.. Yes Al
9 Cast to Device SSDP Discovery (... Cast to Device funct: Publi Yes Al
Wh M mrt tm Dimiimn rdbrmmmnionm mmmrme { e 4m Dl £ Moikalin Wmm Al i

>

<

NMNN4.68 Fire wall Setting(3)
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- 1390 New Rule

‘ Windows Firewall with Advanced Security

File Action View Help
Ll AN (=R 7|
@ Windows Firewall with A
E3 Inbound Rules
&3 Outbound Rules
¥ Connection Security R/
%, Monitoring

nbound Rules

Name

@ AllJoyn Router (TCP-In)
@ AllJoyn Router (UDP-In)

9 Cast to Device SSDP Discovery (...
Wb ot o Dinsiicn ctenneminn canone f

<

@ Active Directory Domain Control...
@ Active Directory Domain Control...
@ Active Directory Domain Control...
@ Active Directory Domain Control...
@ Active Directory Domain Control...
@ Active Directory Domain Control...
@ Active Directory Domain Control...
@ Active Directory Domain Control...
@ Active Directory Domain Control...
@ Active Directory Domain Control...
@ Active Directory Domain Control...
9 Active Directory Domain Control...
@ Active Directory Domain Control...
@ Active Directory Web Services (T...

BranchCache Content Retrieval (...
BranchCache Hosted Cache Serv...
BranchCache Peer Discovery (WS..
9 Cast to Device functionality (qW...
@ Cast to Device functionality (qW...

Group

Active Directory Dom...
Active Directory Dom...
Active Directory Dom...
Active Directory Dom...
Active Directory Dom...
Active Directory Dom...
Active Directory Dom...
Active Directory Dom...
Active Directory Dom...
Active Directory Dom...
Active Directory Dom...
Active Directory Dom...
Active Directory Dom...
Active Directory Web ...

AllJoyn Router
Allloyn Router

BranchCache - Conten...
BranchCache - Hosted...
BranchCache - Peer Di...
Cast to Device functio..
Cast to Device functio..
Cast to Device functio...

Fact 4o Movicn fonctin

Profile
All
All
All
All
All
All
All
All
All
All
All
All
All
All

Domai...
Domai...

All
Al
Al

Private...
Private...

Public

Dol

Enabled
Yes
Yes
Yes
Yes

AN
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
n

v
>
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NINN4.69 Fire wall Setting(4)

- (@9n Port LAINA Next

‘ New Inbound Rule Wizard

Rule Type

Selectthe type of firewall rule to create.

What type of rule would you like to create?

Steps:

w Rule Type

@ Protocol and Ports
@ Action

@ Profile

@ Name

O Program

Rule that confrols connections for a program

@ Port

Rule that controls connections for a TCP or UDP port.

O Predefined:

Active Directory Domain Services

Rule that controls connections for a Windows experience.

) Custom

Custom rule.

MNN4.70 Fire wall Setting(5)

Actions

Inbound Rules

@ New Rule...

¥ Filter by Profile

T Filter by State

¥ Filter by Group
View

Refresh

@

= Export List..

Help

<Back

v v v v

Cancel



Y
- ﬁ’\iﬂﬂﬁllnbound 51 Po

‘ New Inbound Rule Wizard
Protocol and Ports

Specify the protocols and ports to which this rule applies.

Steps:

» RuleType Does this rule apply to TCP
& Protocol and Ports @® 1CP

@ Action O upP

@ Profile

@ Name

Does this rule apply

O All local po
®) Specific Io

This includs

thatare d with IPsec as well as those are not.

Profile
O Allow the connection if it is secure

This includes only connections thathave been authenticated by using IPsec. Connections will be
secured using the settings in IPsec properties and rules in the Ci ion Security Rule node.

Name

70




@ New Inbound Rule Wizard

Profile

Specify the profiles for which this rule applies.

71

A Y
- 1a9n1¥ Rule ¥9451LAA

Steps:

& Rule Type When does this rule apply?
& Protocol and Ports

o Action .

@ Profile Applies when a co

@ Name Pri

Applies when a
place.

Public
Applies whe

fulag
a ar,

NINN4.73 Fire wall Sett

Rule Type

Pratocol ang

Action N .

SQL TCP Porf

Prafile

Name

D




ﬁ Windows Firewall with Advanced Security

File
L ANa]cni

%, Monitoring

Action View Help
7]

& Windows Firewall with A
&3 Inbound Rules
&Y Outbound Rules
* Connection Security R

Name
-]SQL TCP Port

@ AllJoyn Router (TCP-In)
9 AllJoyn Router (UDP-In)

Wi et 4m Dmsiicn CCON Mirmmrme e

@ Active Directory Domain Control...
9 Active Directory Domain Control..
@ Active Directory Domain Control...
@ Active Directory Domain Control...
@ Active Directory Domain Control...
@ Active Directory Domain Control...
@ Active Directory Domain Control...
@ Active Directory Domain Control...
@ Active Directory Domain Control...
@ Active Directory Domain Control...
4 Active Directory Domain Control...
1 Active Directory Domain Control...
1 Active Directory Domain Control...
8 Active Directory Web Services (T...

BranchCache Content Retrieval (...
BranchCache Hosted Cache Serv...
BranchCache Peer Discovery (WS...
1 Cast to Device functionality (qW...
9 Cast to Device functionality (QW...

< A v X
LMY Rule ﬂﬁiWQIWﬁﬂJuN’l

Group

Active Directory Dom...

Active Directory Dom.

Active Directory Dom...
Active Directory Dom...
Active Directory Dom...
Active Directory Dom...
Active Directory Dom...
Active Directory Dom...
Active Directory Dom...
Active Directory Dom...
Active Directory Dom...
Active Directory Dom...
Active Directory Dom...
Active Directory Web ...

AllJoyn Router
AllJoyn Router

BranchCache - Conten...
BranchCache - Hosted...
BranchCache - Peer Di...

Cast to Device functi

Cast to Device functio...

Fart tm Plnicn fimetin

Inbound Rules

Profile
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

Domai...
Domai...

All
All
All

Private...
Private..

Mkl

- O X
Actions

Enabled A || Inhound Rules -
AL A & NewRule..
Yes A
Yes A T Filter by Profile 4
Yes A Y Filter by State »
Yes A 7 Filter by Group »
Yes A B

View »
Yes A
Yes A & Refresh
Yes A 5 Export List...
Yes A H Help
Yes A
Yes A SQL TCP Port -
Ves A || ® Disable Rule
Yes A £ cut
Yes A ‘
Yes A |52 Copy
Yes A Delete
No A Properties
No A

Help
No A
Yes A
Yes A
VA .‘\v

>

~ A 9
NINN4.75 Rule NI

4.1.1.2.8 Remote Access Configuration

-1n 14l System

Programs and Features

Power Options

Event Viewer

System

Device Manager

Network Connections

Disk Management

Computer Management

Command Prompt

Command Prompt (Admin)

Task Manager

Control Panel

File Explorer

Search

Run

Shut down or sign out

Desktop

6,

o € =™

T i
s =

N11N4.76 Remote access confi guration(1)

7 ds

12:48 AM
7/18/2018

5
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- 198 Remote settings
5 System

/4~ = > Control Panel > System and Security > System v 0 SearchC

Control Panel Home . - =
View basic information about your computer

!; Device Manager Windows edition

!; Remote settings Windows Server 2016 Standard

!D Advanced system settings

© 2016 Microsoft Corporation. All rights

reserved.
System
Processor: Intel(R) Core(TM) i5-8250U CPU @ 1.60GHz 1.80 GHz (2 processors)
Installed memory (RAM):  2.00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: WIN-H7GGI7RUJGO
Full computer name: WIN-H7GGI7RUIGO
Computer description:

Workgroup: WORKGROUP

Windows activation

Windows is not activated. Read the Microsoft Software License Terms
See also

Product ID: 00377-60000-00000-AA175 GACtivate Windows

Security and Maintenance

NNN4.77 Remote access configuration(2)

9 A Y A . 4
- lﬁllﬂﬂ’ﬂ Remote 403ta®dN Don’t allow remote connection to this computer

System Properties *

Computer Mame Hardware Advanced Remote

Remate Assistance

Allow Remote Assistance connections to this computer

Advanced..

Remate Desktop
Choose an option, and then specify who can connect
(@) Don'tallow remote connections to this computer

() Allow remote connections to this computer

Allow connections only from computers running Remote Desktop
with Metwork Level Authentication (recommended)
Help me choose Select Users...

| OK | ‘ Cancel_‘ 7App_!'y s

N1NN4.78 Remote access configuration(3)

=hW\'ndows Server 2016
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4.1.1.2.9 Service Configuration

- 1@en Computer Management

v

Recycle Bin

Programs and Features
Power Options

Event Viewer

System

Device Manager
Network Connections

Disk Management

Computer Management

Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop

INN4.79 Service

- AN Services

A Computer Management - [m]
File Action View Help
s | AEE B

& Computer Management (Local]| pame Type Description Actions
v i %;t;mk-r;‘;:;d | PRouting and Remote ... Routing and Remote Ac... Routing and Remote Ac... Services and Applications
> (@) Task Scheduler
Event Vi o More Actions
> @ S:E” . ‘:'“":' & WMI Contral Extension Snap-in Configures and controls...
> ] Shared Folders Services

> @ Local Users and Groups|
> (8 Performance Loz eEins
% Device Manager
~ (5 Storage
> ¥ Windows Server Backu||
& Disk Management

> | El Services and Applications

cwavom| Y

MNTN4.80 Computer management



- in'lAnuaa Standard A11a19

75

Iﬁ Computer Management — [m] X
File Action View Help
e pF = HE »>» a1
(& Computer Management (Local | Name - Description  Status Startup Type  Log On As Actions
v [ System Tools {6 ActiveX Installer (AdnstsV)  Provides Us... Manual Local Syste... Services N
(D) Task Scheduler &1 Allloyn Router Service Routes Allo... Manual (Trig...  Local Service
) Event Viewer “-(«)—A ; b 5 —— 9 e More Actions 2
5] Shared Folders \:;App. eadiness ets apps re... e g ocal Syste...
B Lovol Users and Groups pplication Identity Determines ... Manual (Trig... Local Service
) Performance . Application Infermation Facilitatest.. Running  Manual (Trig... Local Syste...
A Device Manager & Application Layer Gateway .. Provides su... Manual Local Service
v 2 storage pplication Management  Processesin... Manual Local Syste...
b Windows Server Backug ppX Deployment Service (.. Provides inf.. Manual Local Syste...
= Disk Management &) Auto Time Zone Updater  Automatica Disabled Local Service
« Fly Services and Applications || ‘“/:Background Intelligent Tran... Transfers fil... Manual Local Syste...
. [ Routing snd Remote Ac| (5 Background Tasks Infrastru... Windowsin... Running Automatic Local Syste...
. Services . Base Filtering Engine The Base Fil.. Running  Automatic Local Service
& WM Control uetooth Support Service  The Blueteo... Manual (Trig... Local Service
DPUserSve_Sedf6 <Failed to R.. Running  Automatic Local Syste...
&} Certificate Propagation Copies user ... Running  Manual Local Syste...
{&]: Client License Service (ClipS... Providesinf.. Manual (Trig... Local Syste..
€], CNG Key Isolation The CNG ke.. Running  Manual (Trig... Local Syste...
1} COM=+ Event System Supports Sy.. Running  Automatic Local Service
&), COM~ System Application  Manages th... Manual Local Syste...
&k Computer Browser Maintains a... Disabled Local Syste...
&) Connected Devices Platfor... Thisservice.. Running Automatic (D... Local Service
&) Connected User Experience.. The Connec... Running  Autematic Local Syste...
{&]: Contact Data_Sedf6 Indexes con... Manual Local Syste...
16 CoreMessaging Manages co.. Running  Automatic Local Service
1€} Credential Manager Providesse..  Running  Manual Local Syste...
& Cryptographic Services Provides thr.. Running  Automatic Network S...
&} Data Sharing Service Provides da.. Manual (Trig... ~ Local Syste...
&} DataCollectionPublishingSe... The DCP (D. Manual (Trig... Local Syste...
&) DCOM Server Process Laun... TheDCOM.. Running  Automatic Local Syste...
< > | %, Extended ) Standerd

= 1 A A
NINN4.81 Service NInUANY 1UATO

i v 1 @ [ ° ~ 2
- T Service 1111190619 Map Broker 15163 liitianusuiludeos 11157 anq 1dae

A suter Management *
File Action View Help
a=|n e
—————————| Downloaded Maps Manager Properties (Local Computer) X
& Computer Manag g On As ~ || Actions
« [l System Tools | General LogOn Recovery Dependencies cal Servi PS
» (® Task Sched cal Servi |
3 Event Viewd  Service name MapsBroker More Actions 3
. cal Syst..
» @l Shared Fold Display name: Downloaded Maps Manager cal Syst.. Downloaded Maps ..~
> ¥ Local Users —— I
> ) Performancs Deseription: Wmdmj«r: service fu_raptp\r;cecljnun Sccessdt%duwnllcad‘ed ~ twork S. More Actions »
maps. This service is started on-deman application
4 Device Ma [mep Y app! v cal Syst...
(] ptwork S...
M= STDrarge Path to executable: -
? w Windows 5 C:\Windows\System32\svchostexe -k NetworkService Ry 5
= Disk Manag | | cal Syst...
~ B Services and A|  Staruptype Disabled | | e cal Syst...
» [@ Routing an cal Syst..
S Services | | | | cal Syst...
WMI Contre
= Service status: Stopped cal Syst..
cal Syst...
Start Stop Pause Resume cal Servi..
You can specify the start parameters thatapply when you start the service from cal Servi..
here cal Syst...
Start parameters | cal Syst..
cal Syst..
cal Syst...
Cancel | opy | 2151
cal Syst... v

T
> ‘ E)ctended}\Standard

N1NN4.82 Disable Service




4.1.1.2.10 Log & Monitoring

- Lﬂsljﬂﬂﬁjuﬁi Windows Administrative Tools

- |

Recycle Bin

Best match

_ Windows Administrative Tools
Desktop app

Edit group policy

Control panel

Settings

R, Add, edit, or remove other people

A= Your account picture and profile settings
W Change User Account Control settings

Administrative Tools

B €& b 0 N o=

admini

1226 AM
018

) s Shortcut Tools  Administrative Tools k- O X
Home Share View Manage e
4 % « System and Security > Administrative Tools > ~ Q| | Search Administrative Tools p
Name Date modified Type Size A

5 Quick access

¥ Computer Management Shortcut
w Deskiop 34 Defragment and Optimize Drives Shortcut
+ Downloads #* Disk Cleanup Shorteut
Documents #1| Event Viewer Shortcut
(= Pictures @@ Group Policy Management Shortcut
System32 &% isCsl Initiator 7/ Shortcut
,1 Local Security Policy 7/16/2016 Shortcut
L PC #@ Microsoft Azure Services 7/16/2016 Shortcut
[y i /
¥ Network 5 ODBC Data Sources (32-bit) 7/16/2016 Shortcut
5 ODBC Data Sources (64-bit) 7/16/2016 Shortcut
’,9 Performance Monitor 7/16/2016 Shortcut
% Print Management 7/16/2016 Shortcut
’,9 Resource Monitor 7/16/2016 6: Shortcut
E; Server Manager 7/16/2016 Shortcut
2 Services Shortcut
ﬂ System Configuration Shortcut
!5‘ System Information Shortcut 2 KB
# Task Scheduler Shortcut 2 KB
## Windows Firewall with Advanced Security Shortcut 2 KB
% Windows Memory Diagnostic Shorteut J 1B,
B Windows Server Backup Shorteut 2B ~
29items 1 item selected 1.07 KB =

NNN4.84 Windows Server Monitor(2)
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MNN4.86 Windows Server Log(1)

@\' Performance Monitor - [m] X
@ File Action View Window Help - & x
| E B
) performance MrPE | XS CEBER|H M
~ [m Monitoring Tools

B8 Performance Moni 100
-+ Data Collector Sets
& Reports
804
604
404
204
0
130:14 AM 1:29:05 AM 1:29:35 AM 1:30:13 AM
Last 2.887 Average 4122 Minimum 0.000 Maximum \ 53.103
Duration 1:40
Show  Color  Scale Counter Instance  Parent Object Computer
( 5 Acti
G tn f
A
NINN4.85 Windows Server Monitor(3)
9 UhJ = .
- W1 1UN Event Viewer
= Shorteut Tools  Administrative Tools a 0 %
Home Share View [ Manage ! e
T \-:_~| > Control Panel > System and Security > Administrative Tools v | U| | Search Administrative Tools L
Name Date modified Type Size A
3 Quick access = Lo .
#&- Active Directory Domains and Trusts 7/16/2016 620 AM  Shortcut 2 KB
m Desktop #  B¥ active Directory Module for Windows Po..  7/16/2016 6:19 AM  Shorteut 2 KB
% Downloads % =g active Directory Sites and Services 7/16/2016 6:19 AM  Shortcut 2KB
Documents »* 7/ Active Directory Users and Computers 7/16/2016 620 AM  Shortcut 2 KB
1= Pictures & :/: ADSI Edit 7/16/2016 619 AM  Shortcut 2KB
| System32 .&u Component Services 7/16/2016 6:18 AM  Shortcut 2 KB
- # Computer Management 7/16/2016 6:18 AM  Shortcut 2KB
This PC ~
g 4 Defragment and Optimize Drives 7/16/2016 6:18 AM  Shortcut 2KB
¥ Network @ Disk Cleanup 7/16/2016 6:19 AM  Shortcut 2 KB
,ﬁ Event Viewer 7/16/2016 6:18 AM  Shortcut 2 KB
,,i Group Policy Management /16/2016 6:19 AM  Shortcut 2KB
ﬂ. ISCSI Initiator 7/16/2016 6:18 AM  Shortcut 2KB
a Local Security Policy 7/16/2016 6:19 AM  Shortcut 2 KB
@ Microsoft Azure Services 7/16/2016 6:19 AM Shortcut 2 KB
5 ODBC Data Sources (32-bit) 7/16/2016 6:18 AM  Shortcut 2KB
5 ODBC Data Sources {(64-bit) 7/16/2016 6:18 AM Shorteut 2 KB
’,“ Performance Monitor 7/16/2016 6:18 AM Shortcut 2 KB
?}:ﬂ Print Management 7/16/2016 619 AM  Shortcut 2KB
» Resource Monitor 7/16/2016 6:18 AM Shortcut 2 KB
E;; Server Manager 7/16/2016 6:19 AM __ Shorteut Activate \/\ﬁlﬁd oW
[ilb Services 7/16/2016 6:18 AM  Shortcut
2%items  1itemselected 1.14 KB
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190N Windows Logs

@ Event Viewer

File Action
«=|m @

2] Event Viewer (Local)

> [F Custom Views

> [ Windows Logs

> [E4 Applications and Servii
[} Subscriptions

View Help

r mmmm >

Overview and Summary | ast refreshed: 719/

Event Viewer (Local) Actions

Event Viewer (Local)

~

= Open Saved Log...

Overvi
“F  Create Custom View...
@ To view events that have occurred on your | c vi
computer, select the appropriate source, log or mport Custom View..
custom view node in the console tree. The o Connect to Another Co...
A doninictentivin Frommtbe combomn o cmmtnine Al tha
i i i P - E n View
& Refresh
Event Ty Event|.. Source L Lastt ™
fi= og B e
Critical = - - ]
< W >

e e . ——

Name Descrip.. Modified Creg|
Windows Logs\App... N/A 7/18/2018 8:28:42 ...  T/13
< e >

cadump-- —
Log Name Size (Cu.. Modified o
Active Directory We... 68 KB/1.. 7/17/20188:5411.. Ew
< >

NNN4.87 Windows Server Lo 2(2)

111191 Application 321114313 log M31FuIviez 15 11/ahe

i Event Viewer

& Event Viewer (Local)

File Action View Help

- [m]

Application

Number of events: 372

Actions

> 15 Custom Views Level Date and Time Source Event.. Task. * A_ 'l
~ [ Windows Logs o .
& Application Error 7/19/2018 1:14:31 .. PerfN... 2006 None = Open Saved Log...
= g, N @ Error 7/19/2018 1:.07:55 ..  PerfN.. 2006 None ; B
| Security T Create Custom View...
] Setup @ Error 7/19/2018 1:.07:55 ...  Perflib 1008 None
] System @ Informati.. 7/18/2018 11:14:12.. Secur. 903 None Import Custom View...
] Forwarded Events (@ Informati.. 7/18/2018 11:14:12.. Secur.. 16384 None ¥ Clear Log...
2 i il < >
> E Appllc.atu.)ns and Servil . ¥ Filter Current Log...
125 Subscriptions Event 2006, PerfNet % ;
Properties
General Details B Find..
Unable to read Server Queue performance data from the Serve | b4 Save All Events As...

first four bytes (DWQORD) of the Data section contains the statt
second four bytes contains the I0SB.Status and the next four b

)

Attach a Task To this...

Refresh

NNT4.88 Windows Server Log(3)

the IOSB.Information. View »

&l Refresh

Help »
Log Name: Application
Source: PerfNet Logged: 7 moﬁ PerfNet ‘-
Event ID: 2006 Task Category: No [E]  Event Properties
Level: Error Keywords: Cla B
User: N/A Computer: wil Bl Attach Task To This .. h
OpCode: Info 54 Copy » 1
More Information: Event Log Online . Save Selected Fvent. i

-
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4.1.2 M3AAA4 Linux

mmsa %} N Virtual Machine ﬂy 89N1T ﬂﬂﬂu Create a New Virtual Machine

&) VMware Workstation - [m] X

File Edit View VM Tabs Help - | | | O = =

{3} Home

WORKSTATION" 12

O ©® o

Creal Open a Virtual Connect to a Connect to
Virtu Machine Remote Server VMware vCloud Air

vmware

NNN4.89 NMIEA519 Virtual Machine(1)

) Y
{@ONLUVY Custom LBYTINITAIAINIGE
New Virtual Machine Wizard d

Welcome to the New Virtual
Machine Wizard

VMWARE® What type of configuration do you want?

WORKSTATION:
PRO . (O Typical (recommended)
L- | Create a Workstation 12.0 virtual

machine in a few easy steps.

(@) custom (advanced)

Create a virtual machine with advanced
optiens, such as a SCSI controller type,
virtual disk type and compatibility with
older VMware products.

< sack ol |

NNN4.90 MIA5I9 Virtual Machine(2)
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A

< { o e <
11300 Hardware 1311 Version finganus1 lunil@enilu 12.0

New Virtual Machine Wizard X

Choose the Virtual Machine Hardware Compatibility
Which hardware features are needed for this virtual machine?

Virtual machine hardware compatibility

Hardware Workstation 12.0 b

Compatible ESX Server
Compatible products: Limitations:
Fusion 8.x 64 GB memory
Workstation 12.0 16 processors
10 network adapters
8 TB disk size

< ] [ieie | ]

' 9
NMNN4.91 NI1TANAT Virtual Machine

o ' s 3 { Y
vnmiuﬁ@mmuﬁ%"h\laﬁwuﬂu OS ﬁ%m"h
MNew Virtual Machine Wizard *

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:

() Installer disc:

- DVD RW Drive (E) v

(@ Installer disc image file (iso):

| D:\CentOS 7.3 x64\CentOS-7-x86_g4-DVD-1611.is0  ~ Browse...

i) Cent0S 64-bit detected.

()T will install the operating system later.

The virtual machine will be created with a blank hard disk.

Help < Back _| MNext = ||_ Cancel J

NNN4.92 189NA9 Linux
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Y i v
- e Wiy VM nisas

New Virtual Machine

Virtual machine




= o Y o
1@9NIUIY Ram 1¥NU VM

MNew Virtual Machine Wizard

Memory for the Virtual Machine
How much memory would you like to use for this virtual machine?

Specify the amount of memory allocated to this virtual machine. The memory
size must be a multiple of 4 MB.

64 GB
32 GB
16 GEB
8 GB 4
4GB
266 4l <
1 GB <]
512 MB
256 MB
128 MB
&4 MB
32 MB
16 MB
8MB
4 MB

Memory for this virtual machine: 2048 = MB

O Maximum recommended memory:
6128 MB

Recommended memory:
2048 MB

[] Guest 0S recommended minimum:
1024 MB

< Back Next = Cancel

MNN4.95 M31H Memory f VM

1800 Network 1111 NAT

New Virtual Machine Wizard

Network Type

What type of network do you want to add?

Network connection

{ ) use bridged networking

Give the guest

operating system direct access to an external Ethernet

network. The guest must have its own IP address on the external network.

(@) Use network address translation (NAT)

Give the guest operating system access to the host computer's dial-up or
external Ethernet network connection using the host's IP address.

() Use hast-only networking
Connect the guest operating system to a private virtual network on the host

computer.

ODD not use a network connection

< Back MNext = | ancel

v 9
MNN4.96 N15AIAT Network
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- 1@en LSI Logic

i I Machine
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1800 Create a new virtual disk 1D %} N
New Virtual Machine Wizard X

Select a Disk
Which disk do you want to use?

Disk

(@) Create @ new virtual disk
A virtual disk is composed of one or more files on the host file system, which
will appear as a single hard disk to the guest operating system. Virtual disks
can easily be copied or moved on the same host or between hosts.

P
(]
N

Use an existing virtual disk
Choose this option to reuse a previously configured disk.

P
(]
st

Use a physical disk (for advanced users)

Choose this option to give the virtual machine direct access to a local hard
disk.

< Back Next > Cancel

NNN4.99 NMIATI9 VM

{ dg 9o 3 o
@oniunliny VM uuuy Split disk
New Virtual Machine Wizard X

Specify Disk Capacity
How large do you want this disk to be?

Maximum disk size (GB): 100.0 -2

Recommended size for Windows Server 2016: 60 GB

[ Jallocate all disk space now.

Allocating the full capacity can enhance performance but requires all of the
physical disk space to be available right now. If you do not allocate all the
space now, the virtual disk starts small and grows as you add data to it.

—~
)

() store virtual disk as a single file

(@) Split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

Help < Back Cancel

A g ,:ﬁ’ Aq ¥ .
NINN4.100 ﬂﬁ@NﬂTW‘LWITH Linux



Y 1
v A .
AN Disk
New Virtual Machine Wizard X

Specify Disk File
Where would you like to store the disk file?

Disk File

One disk file will be created for each 2 GB of virtual disk capacity. File names for
each file beyond the first will be automatically generated using the file name
provided here as a basis.

Cent0S &4-bit TEST.vmdk Browse...

< Back Next = I_Canceu

A YA quo
NINN4.101 ﬂ’lﬁ@]\'j“]ff]el,?iﬂﬂ VM

v 9
iFagnasanuisiaean 13 Tvunda lunaidla v

New Virtual Machine Wizard bl

Ready to Create Virtual Machine

Click Finish to create the virtual machine and start installing Cent0S
64-bit.

The virtual machine will be created with the following settings:

Mame: Cent0S 64-bit TEST
Location: D:\Documents\Virtual Machines\CentOS &4-bit TEST
Version: Workstation 12.0

Operating System: CentOS 64-bit

Hard Disk: 100 GB, Split

Memory: 2048 MB

Metwork Adapter: NAT

Other Devices: 2 CPU cores, CD/DVD, USB Controller, Printer, Sound C

Customize Hardware...

[]Power on this virtual machine after creation

< Back I Finish I L Cincgj

{ < & ]
ﬂTWﬁ4.102 ATIVUTANTTIANA
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A A9
- @NNEINABINIT

CENTOS LINUX 7 INSTALLATION

% B us Help!

WELCOME TO CENTOS LINUX 7.

What language would you like to use during the installation process?

Afrikaans Afrikaz English (United Kingdom)

AT Amha English (India)

aupall Aral English (Australia)

- M English (Canada)

i English (Denmark)

A gl — English (Ireland)

[l Belarus English (New Zealand)

R TR Bulgar English (Nigeria)

RGN Benc English (Hong Kong SAR China) |
[ a

|

A A
NINN4.103 1ADNNTH

- Lﬁﬁ]ﬂ Date & Time

INSTALLATION SUMMARY CENTOS LINUX 7 INSTALLATION

B us Help!

SO O CALIZATION
DATE & TIME KEYBOARD
Americas/New York timezone English (US)

i LANGUAGE SUPPORT
English (United States)

Minimal Install

Local media

INSTALLATION SOURCE ﬁ SOFTWARE SELECTION

w w

- Q

= 3
3%@3@@

vl

m

o INSTALLATION DESTINATION

A Please complete items marked with this icon before continuing to the next step.

v 9
NNN4.104 ﬁﬁ']ﬂ']iﬂ\iﬂ'm'lx‘]“]
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- 189N Time zone Ni310Y

DATE & TIME

Done

Region: | Asia

E Ei ‘z’ (s) 24-h
18:20 P &0
[~ |

ng first if you want to use NTP

CENTOS LINUX 7 INSTALLATION

'J City: ‘ Bangkok F

15'\/

osv}/ 2018 ¥
b W

' Y
NNN4.105 93A1IAN

- La’ﬂﬂ Software Selection

INSTALLATION SUMMARY

INSTALLATION SOURCE
Local media

Automatic partitioning selected

NETWORK & HOST NAME
Not connected

SOFTWARE

SYSTEM
. INSTALLATION DESTINATION
G !

CENTOS LINUX 7 INSTALLATION
Eus L Help!

= LANGUAGE SUPPORT
English (United States)

Minimal Install

KDUMP
Kdump is enabled

SECURITY POLICY
No profile selected

L
Quit Begin Installation

our disks until you click 'Begin Installation’.

AN

NNN4.106 19119 Software Selection

SOFTWARE SELECTION |
|

arked with this icon b
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- 1@0n Server with GUI 11421890 Add-On MUNADINII

SOFTWARE SELECTION
|

Done

Base Environment

CENTOS LINUX 7 INSTALLATION

Add-Ons for Selected Environment

Minimal Install

Basic functionality.

Compute Node

Installation for performing computation and

processing.

Infrastructure Server

Server for operating network infrastructure services

File and Print Server

File, print, and storage server for enterprises.
/ Basic Web Server

Server for serving static and dynamic internst

content.

‘-:.:_:' Virtualization Host
Minimal virtualization host

) Server with GUI

Serverfor operating network infrastructure services,
with a GUI.

_) GNOME Desktop
GMNOME is a highly intuitive and user friendly
desktop environment.

L enE B AL,

Backup Server

Software to centralize your infrastructure's backups
DNS Name Server

This package group allows you to run a DNS name
server (BIND) on the system.

E-mail Server

Allows the system to act as a SMTP and/or IMAP e-
mail server.

FTP Server

Allows the system to act as an FTP server.

File and Storage Server

CIFS, SMB, NF5, iSC5I, iSER, and iSNS network
storage server.

Hardware Monitoring Utilitie s

A set of tools to monitor server hardware

High Availability

Infrastructure for highly available services and/or
shared storage.

Identity Management Server

Centralized management of users, servers and

authentication nolicie

A A . Sy
NNN4.107 189N Environment NABDINIT

- Lﬁ ®1 Installation Destination

INSTALLATION SUMMARY

SOFTWARE

Not connected

_il
LANGUAGE SUPPORT

English (United States)

INSTALLATION SOURCE
Local media

INSTALLATION DESTINATION KDUMP
Automatic partitioning selected

NETWORK & HOST NAME

We won't t h your disks until you click

CENTOS LINUX 7 INSTALLATION

Eus Help!

SOFTWARE SELECTION
Server with GU!

Kdump is enabled

SECURITY POLICY
No profile selected

Quit ‘ | Begin [nstallation

‘Begin Installation’

[ Please complete items marked with this icon before continuing to the next step.

NNN4.108 Lsﬁlﬂﬂﬁ Installation Destination
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A . ~ g 9}311 v 9
- 1aen Disk VILTIGNTJ@QLMG]@UﬁTN VM

INSTALLATION DESTINATION CENTOS LINUX 7 INSTALLATION

]

Device Selection
Select the device(s) you'd like to install to. They will be left untouched until you click on the main menu's

"Beqgin Installation” button.

Local Standard Disks

VMware, VMware Virtual S
sda / 992.5KiB free

Disks left unselected here will not be touched.

Specialized & Network Disks

Add a disk...
W |

Disks left unselected here will not be touched.
Other Storage Options
Partitioning

Full disk summary and boot loader... 1 disk selected; 100 GiB capacity; 992.5 KiB free Refresh...

' 9
NINN4.109 $9A1 Disk 10U Os Linux

- Lﬁ 0 Network & Host name

INSTALLATION SUMMARY CENTOS LINUX 7 INSTALLATION

EBus Help!
DATE & TIME KEYBOARD
Asia/Bangkok timezone English (US)

LANGUAGE SUPPORT
English (United States)

Server with GUI

INSTALLATION SOURCE SOFTWARE SELECTION
Local media

INSTALLATION DESTINATION KDUMP
Automatic partitioning selected Kdump is disabled

Not connected No profile selected

- —_—
Quit | Begin Installation

We won't touch your disks until you click ‘Begin Installation’.

NETWORK & HOST NAME a SECURITY POLICY

NNN4.110 191119 Network & Host name
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- idendla

NETWORK & HOST NAME CENTOS LINUX 7 INSTALLATION

—
P Ethernet (ens33) Ethernet (ens33) m
Intel Corporation 82545EM Gigabit Ethernet Controller

Connected

Hardware Address 00:0C:29:7E:CD:F8
Speed 1000 Mb/s
|P Address 192.168.239.137
Subnet Mask 255.255.255.0
Default Route 192.168.239.2

DNS 192.168.239.2

| + - Configure...
_L __J —

Host name:

localhost.localdomain Apply ‘ Current host name: localhost.localdomain

] Y
NNN4.111 9aA1 Network

- 1390 KDUMP

INSTALLATION SUMMARY CENTQOS LINUX 7 INSTALLATION

B us Help!
DATE & TIME KEYBOARD
Asia/Bangkok timezone English (US)
LANGUAGE SUPPORT
English (United States)
INSTALLATION SOURCE SOFTWARE SELECTION
Local media Server with GUI

INSTALLATION DESTINATION KDUMP
Automatic partitioning selected Kdump is enabled

NETWORK & HOST NAME SECURITY POLICY
Wired (ens33) connected

No profile selected

_iiil} -
Quit | Eegin'| Llation

Ve won't touch your disks until you click ‘Begin Installation’

ANN4.112 191197 KDUMP



- 1n'lila kDUMP

that can be invaluable in determining the cause of the crash. Note that kdump does require reserving a portion of system memory

that will be unavailable for other uses.

Enable kdump

Kdump Memeory Reservation:

romatic () Manual

CEMNTOS LINUX 7 INSTALLATION

Help!

Kdump is a kernel crash dumping mechanism. In the event of a system crash, kdump will capture information from your system

NNN4.113 93A1 KDUMP

- NA Begin Installation

CentOS (\’

SYSTEM

e

INSTALLATION SUMMARY

DATE & TIME
Asia/Bangkok timezone

LANGUAGE SUPPORT
English (United States)

SOFTWARE

INSTALLATION SOURCE
Local media

INSTALLATION DESTINATION
Automatic partitioning selected

NETWORK & HOST NAME
Wired (ens33) connected

CENTOS LINUX 7 INSTALLATION

Eus

FEL

Help! |

KEYBOARD
English (US)

SOFTWARE SELECTION
Server with GUI

KDUMP
Kdump is disabled

SECURITY POLICY
No profile selected

Quit | lﬁegm allatlon

MNN4.114 1800 Begin Installation
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9 v
-t ldssai Root password

CONFIGURATION CENTOS LINUX 7 INSTALLATION

B us Help!
S SR SER SETTINGS
ROOT PASSWORD @  UsErRCREATION
Root password is not set " No user will be created
-

) Creating disklabel on /dev/sda

ent0S Core SIG
‘oduces the CentOS Linux Distribution.

«i.centos.org/Spec |allnlereslGrqup

mplete items marked with this icon before con’ﬁb

MA4.115 191117 Root password

Y
- @TaauNdoINg

ROOT PASSWORD CENTOS LINUX 7 INSTALLATION

The root account is used for administering the system. Enter a password for the roet user.

Root Password: e |

Confirm: ‘ (I RTY] l

The password you have provided is weak: The password is shorter than 8 characters. You will have to press Done twice to
confirm it.

v v
AINN4.116 A9A1 Root password

92
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- aeguaiauarzdiuvuniling Reboot Ane

3

CONFIGURATION CENTOS LINUX 7 INSTALLATION

(%) EA us Help!

CentOS GS

@ ROOT PASSWORD o
Root password is set .

[Complete!

CentOS5 Linux is now successfully installed and ready for you to use!
Go ahead and rebest to start using it!

£ Use of this product is subject to the license agreement found at fusr/share/centos—release/EULA

1MN4.117 111115 Reboot

Y o A g
- Login 7178 Root wazsHansag 3

Password:

Cancel

Log in as another user

AMWAN4.118 M Login
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- 1 CentOS Wiou 91U

s* Applications  Places

o

VMwareieols

o

Arash

[ Wed1157 @ #) O

ANN4.119 1111 CentOS 7

4.1.2.1 M3M Linux Hardening

4.1.2.1.2 Yum update

- e yum update

root@localhost:/ - o x

File Edit View Search Terminal Help

[ root@localhost /1# yum update

BDB2053 Freeing read locks for locker Ox1296: 47384/140711669892928

BODB2053 Freeing read locks for locker 0x1298: 47384/140711669892928

Loaded plugins: fastestmirror, langpacks ]
Loading mirror speeds from cached hostfile

* base: mirrors.bangmodhosting.com

* extras: mirrors.bangmodhosting.com

* updates: mirrors.bangmodhesting.com

Resolving Dependencies

--= Running transaction check

---> Package 389-ds-base.xB6_64 0:1.3.5.10-11.el7 will be cbsoleted

--> Processing Dependency: 389-ds-base >= 1.3.5.6 for package: slapi-nis-0.56.0-
B.el7.xB6_64

---= Package 389-ds-base-1libs.x86 64 0:1.3.5.10-11.e17 will be updated

---= Package 389-ds-base-1libs.xB6 64 0:1.3.7.5-24.e17 5 will be an update
---> Package 389-ds-base-snmp.x86 64 0:1.3.7.5-24.e17_5 will be obsoleting
---= Package ModemManager.x86_64 0:1.6.0-2.217 will be updated

---= Package ModemManager.xB6_64 0:1.6.10-1.e17 will be an update

---= Package ModemManager-glib.x86_€4 0:1.6.0-2.el7 will be updated

---> Package ModemManager-glib.x86 €64 0:1.6.10-1.el7 will be an update

---= Package NetworkManager.xB86 64 1:1.4.0-12.el7 will be cbsoleted

---= Package NetworkManager.xB86 64 1:1.10.2-16.e17_5 will be obsoleting
---= Package NetworkManager-adsl.xB6 64 1:1.4.0-12.el7 will be updated

---= Package NetworkManager-adsl.x86 64 1:1.10.2-16.el7 5 will be an update

NNN4.120 Yum update(1)



A o Y ' A I o 1
- L‘W@ﬂfl‘l’ﬁg‘ﬂ‘ﬂnﬂc]@fJ'l\‘lGlulﬂifNLi'l update Lﬂu@]')ﬁ']q@

root@localhost:/

File Edit View Search Terminal Help

Updating

Updating
Updating
Updating
Updating
Updating
Updating
Updating
Updating
Updating
Updating
Updating
Updating
Updating
Updating
Updating
Updating
Updating
Updating
Updating
Updating
Updating

: glibc-2.17-222.e17.x86_64
warning: /etc/nssw1tch conf created as /etc/nsswitch.conf.rpmnew
: libstdc++-4.8.5-28.el7 5.1.xB86 64
: nspr-4.19.0-1.el7_5. x86 654

: nss-util-3.36.0-1.el7 5.x86 64

: ncurses-1ibs-5.9-14.20130511. el7 4.x86 64
: bash-4.2.46-30.el7.x86_64

: pcre-8.32-17.el7.x86 64

: libsepol-2.5-8.1.el7.x86_64

: libselinux-2.5-12.el7.x86 64

: libcom_err-1.42.9-12.e17 5.x86 64
. freetype-2.4.11-15.el7.x86_64

: libuuid-2.23.2-52.e17.x86 64

: chkconfig-1.7.4-1.el7.x86_64

: 1ibICE-1.0.9-9.el7.x86_64

: audit-libs-2.8.1-3.el7.x86 64

: libgcrypt-1.5.3-14.el7.x86 64

: pll-kit-8.23.5-3.e17.x86 64

: info-5.1-5.e17.x86 64

I grep-2.20-3.el7.x86_64

: libtalloc-2.1.10-1.e17.x86_64

: expat-2.1.0-10.el7_3.x86_64

readline-6.2-10.e17.x86_64

MNN4.121 Yum update(2)

4.1.2.1.3 World-writable Files

o & : 23
- Tdehd find iWoiSong TWAN IMUAVD Linux Server

root@localhost:~

33/2324

34/2324
35,2324
36/2324
37/2324
38/2324
39/2324
40,2324
41/2324
42/2324
43/2324
44/2324
45/2324
46/2324
47/2324
48/2324
49/2324
50/2324
51/2324
52/2324
53/2324
54/2324 l

File Edit View Search Terminal Help
[root@localhost ~]# find / -perm -o=wx -1s

NNN4.122 World-writable Files

95



96
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v A

o < 4 o o s .
- ldhdstiiluszeze iioasagaenmuuil 1Wdn World-writable 150 World-

1 9y
executable 02 15 nAueY W8 Tvunandaeu Tviy

root@localhost:~ = o x
File Edit View Search Terminal Help
/C/gnome-help/figures/network-cellular-umts-symbolic.svg
34992157 0 Lrwxrwxrwx 1 root root 78 Aug 8 15:54 fusr/share/

help/hu/gnome-help/Tigures/network-cellular-signal-none-symbolic.svg -> /usr/sha
re/help/C/gnome-help/figures/network-cellular-signal-none-symbolic.svg

35003207 0 lrwxrwxrwx 1 root root 57 Aug 8 15:54 /usr/share/
help/hu/gnome-help/figures/shell-workspaces.png -> /usr/share/help/C/gnome-help/
figures/shell-workspaces.png

35003182 0 lrwxrwxrwx 1 root root 76 Aug 8 15:54 /usr/share/
help/hu/gnome-help/figures/network-wireless-connected-symbolic.svg -> /usr/share
/help/C/gnome-help/Tigures/network-wireless-connected-symbolic.svg

35003183 O Lrwxrwxrwx 1 root root 76 Aug 8 15:54 fusr/share/
help/hu/gnome-help/figures/network-wireless-encrypted-symbolic.svg -> /usr/share
/help/C/gnome-help/figures/network-wireless-encrypted-symbolic.svg

35003184 0 Lrwxrwxrwx 1 root root 83 Aug 8 15:54 fusr/share/
help/hu/gnome-help/Tigures/network-wireless-signal-excellent-symbolic.svg -> /us
r/share/help/C/gnome-help/figures/network-wireless-signal-excellent-symbolic.svg
35003185 0 lrwxrwxrwx 1 root root 78 Aug 8 15:54 /usr/share/
help/hu/gnome-help/Tigures/network-wireless-signal-good-symbolic.svg -> /usr/sha
re/help/C/gnome-help/figures/network-wireless-signal-good-symbolic.svg

356003186 0 lrwxrwxrwx 1 root root 78 Aug 8 15:54 /usr/share/
help/hu/gnome-help/figures/network-wireless-signal-none-symbolic.svg -> fusr/sha
re/help/C/gnome-help/fTigures/network-wireless-signal-none-symbolic.svg

35003187 0 lrwxrwxrwx 1 root root 76 Aug 8 15:54 fusr/share/
help/hu/gnome-help/figures/network-wireless-signal-ok-symbolic.svg -> /usr/share

A 3 s
NNN4.123 a329%a lild

4.1.2.1.4 Window X disable

Fnde vi s llud g

[= root@education:~ Ro%

File Edit View Terminal Tabs Help
[root@education ~]# wi !etc!inittabl

[*]

NN4.124 M351a GUI (1)



wh'li)aeu id:5:initdefault: 18I id:3:initdefault:

root@education:~

Fle Edit View Terminal Tabs Help

ﬁ

# inittab This file describes how the INIT process should set up
# the system in a certain run-level.

#

# Author: Miquel wan Smoorenburg, <=miquels@drinkel.nl.mugnet.org=>
# Modified for RHS Linux by Marc Ewing and Donnie Barnes
#

# Default runlevel. The runlevels used by RHS are:

# @ - halt (Do NOT set initdefault to this)

# 1 - 5ingle user mode

# 2 - Multiuser, without NF5 (The same as 3, if you do not have networking)
# 3 - Full multiuser mode

# 4 - unused

# 5 - X111

# 6 - reboot (Do NOT set initdefault to this)

#

id:5:initdeTault:

# System initialization.
si::sysinit:/etc/rc.d/rc.sysinit

10:08:wait:/etc/rc.d/rc 0
"fetc/inittab" 55L, 1735C

INN4.125 M31la GUI (2)

d qu ) Y QYo & A o o=y
mnuu%n@ esc LN : uaﬂ%mm wq INDUUNNLUAIDDN

.

root@education:~
File Edit Wiew Terminal Tabs Help

#

# inittab This Tile describes how the INIT process
# the system in a certain rumn-level.

#

# Author: Miguel wvanm Smoorenburg, <miguels@drinkel.
# Modified for RHS Linux by Marc Ewing and
#

# Default runlevel. The runlevels used by RH5 are:

# 8 - halt (Do NOT set initdefault to this)

# 1 - 5ingle user mode

# 2 - Multiuser, without NFS (The same as 3, if you do
# 3 - Full multiuser mode

# 4 - unused

# 5 - X11

# 6 - reboot (Do NOT set initdefault to this)

#

id:3:initdefault:

# System initialization.
Ssi::sysinit:/etc/rc.d/rc.sysinit

18:0:wait:/etc/rc.d/rc B8
-- INSERT --

MNN4.126 Msila GUI (3)

should set up

nl.mugnet.org=>
Donnie Barnes

not have networking)

97
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- 1Fd e init 3 eilunsila Gul
H root@education:~ DDD

File Edit View Terminal Tabs Help

[root@education ~1# vi /etc/inittab -
[root@education ~]# init 3

MNN4.127 M351a GUI (4)

I
- wihwoe Gul agveldnanedumntiy command line

Enterprise Linux Enterprise Linux Server release 5.5 (Carthage)
Kernel 2.6.18-194.el5 on an i686
education login: _

NMNN4.128 NM351la GUI (5)



4.1.2.1.5 Turn off IPv6

- 1l ipv6 e sysctl -w net.ipv6.conf.all.disable ipv6=1 Qg sysctl -w

. : . % & 299 & o <
net.ipvo.conf.default.disable_ipv6=1 p1van linganavuuuilu o

root@localhost:/ = o

File Edit View Search Terminal Help

[root@localhost /1# sysctl -w net.ipv6.conf.all.disable ipv6=l
net.ipv6.conf.all.disable_ipv6 = 1
[root@localhost /1# sysctl -w net.ipv6.conf.default.disable ipv6=1

net.ipv6.conf.default.disable_ipv6 = 1
[root@localhost /1#

NNN4.129 M351a IPv6 114 Linux

4.1.2.1.6 Selinux

o o § QI . ) a ]
- 19#dfq sestatus 1WOIFAN Selinux Wav501ln0Y

[= root@education:~

Fle Edit View Terminal Tabs Help

[root@education ~]# sestatus
SELinux status: disabled
[root@education ~]#

MNN4.130 M312a Security-Enhanced Linux(1)

x

I E =
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- I9hda Vi Tdud e ldld

root@education:~

File Edit \iew Terminal Tabs Help

[root@education ~]# sestatus :E
SELinux status: disabled
[root@education ~]# vi fetc/selinux/config
[root@education ~]# I

MNN4.131 msla Security-Enhanced Linux(2)

- Al SELIINUX=disable 13]u permissive

=

root@education:~ - O|x
Hle Edit Wiew Terminal Tabs Help
# This Tile controls the state of SELinux on the system. =
# SELINUX= can take one of these three wvalues:
# enforcing - SELinux security policy is enforced.
# permissive - S5ELinux prints warnings instead of enforcing.
# disabled - SELinux is fully disabled.

SELINUX=disabled

# SELINUXTYPE= type of policy in use. Possible values are:

# targeted - Only targeted network daemons are protected.
# strict - Full SELinux protection.

SELINUXTYPE=targeted

"/etc/selinux/contTig" 10L, 447C =

MNN4.132 mMsila Security-Enhanced Linux(3)
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9
MUY save LAIDDNAY :wq

root@education:~

Fle Edit View Terminal Tabs Help

# This Tile controls the state of S5ELinux on the system.
# SELINUX= can take one of these three wvalues:

# enforcing - SELinux security policy is enforced.
# permissive - SELinux prints warnings instead of enforcing.
# disabled - S5ELinux is fully disabled.

SELINUX=permissive

# SELINUXTYPE= type of policy in use. Possible wvalues are:

# targeted - Only targeted network daemons are protected.
# strict - Full SELinux protection.

SELINUXTYPE=targeted

NNN4.133 N1313)@ Security-Enhanced Linux(4)

Yo & A 2 A 2 g )
¥ sestatus MNDIFANT1IUIZVUIIUY enable 1A

=

root@education:~ = Ji= e
File Edit View Terminal Tabs Help
[oracle@education ~]$ su - root Ej
Password:
[root@education ~]# sestatus
SELinux statwus: enabled
SELinuxfs mount: /selinux
Current mode: permissive
Mode from config file: permissive
Policy version: 21
Policy from config file: targeted

[root@education ~]# I

M4.134 M3510a Security-Enhanced Linux(5)
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4.1.2.1.7 Quotas

Yo & v v A < A4 v &
- 19Me9 quota 11AINNAIY user NIFA TUNU 1 user 11U oracle

root@localhost:~

- o
File Edit Wiew Search Terminal Help
[root@localhost ~]# quota oracle
Disk quotas for user cracle (uid 180@): none
[ root@localhost ~1# |]
A o &) A . Y
NINN4.135 MITNVTUANUN Disk (114 User(1)
- 4da edquota titerth 11/ur lv quotas disk Y4 user oracle
root@localhost:~ = =]
File Edit View Search Terminal Help
[root@localhost ~]# quota oracle
Disk quotas for user cracle (uid 1008): none
[root@localhost ~]# edguota -u oracle
~ o dy A . Y
NINN4.136 MINTUUANUN Disk 114 User(2)
) A X dgyo 1 S Y Y
- Hﬂll‘]JLWilWLl‘VIGlﬂ 1) user oracle %04 soft 118 hard 11NN save L1AIDBN AW
RRGA! wWq
root@localhost:~ = o
File Edit Wiew Search Terminal Help
E]isk quotas for user oracle (uid 1G68):
Filesystem blocks soft hard inodes soft
hard
/Jdev/mapper/rhel -home 4564 100666 20000680 144 €]
€]

< ° & 4
NINN4.137 MINMUUANUN Disk 1ﬁUser(3)



v
2

- leda

' A A X Y
ﬁ?u7ﬂ§nWﬂIWﬁmuu1uﬁ?

File Edit

View Search Terminal

root@localhost:~

Help

[root@localhost ~]1# repguota -a

*#** Report for user quotas on device
Block grace time: 7days; Inode grace

time: 7days

Block limits

Y
=\

. A L .
repquota -a INOIFAAT quota YDINN user WLHUI user oracle WL 1u

Jdev/mapper/rhel -home

File 1limits
soft hard

User used
root -- 6]
rniobody -- 8
oracle -- A554
testl -- 24
test2 -- 24
filetest -- 24

soft hard grace used
c] @ 8

c] €] 2
100000 200000 144
€] €] 13

€] ] 13

€] €] 13

AMNN4.138 MIMHUANUN Disk 19 User(4)

- WMol add A 1N root

103

|[root@localhost ~]# dd if=/dev/zero of=file-50M.bin bs=1000000 count=50

50+0 records in
50+0 records out

50000000 bytes (50 MB) copied, 0.6B48 s, 73.0 MB/s

ANN4.139 MIAHUANUN Disk 197 User(5)

Y 4 P 1~ 4 d’ 1 1
- ldehda Is -1iveq TWaning add wh T nduim lus
[root@locaihost ~1# 1s 1

total 48840

drwxr-xr-x.
drwxr-xr-x.
drwxr-xr-x.
SrW-r--r--.
drwxr-xr-x.

drwxr-xr-x.
drwxr-xr-x.
drwxr-xr-x.
drwxr-xr-x.
drwxr-xr-x.
drwxr-xr-x.

[ ST O T S T O el O T N T N R Wl

root
root
root
root
root
root
root
root
root
root
root
root
root

root
root
root
root
root
root
root
root
root
root
root
root
I’"EOt

1843 Aug 1 23:38
47 Aug 8 11:40
21 Aug 6 14:06

6 Aug 3 14:50
50000000 Aug 9 15:40
& Aug 7 11:08
1930 Aug 1 15:43
& Aug 3 14:50

& Aug 3 14:50

& Aug 3 14:50

& Aug 3 14:50

& Aug 7 11:08

& Aug 3 14:50

&

anaconda-ks.cfg
Desktop
Documents
Downloads
file-50M.bin
home

initial -setup-ks.cfg
Music

Pictures

Public
Templates

testl

Videos

ANN4.140 MIAHUANUN Disk 197 User(6)
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Y
v 1 < [
- @a»a add 197 user oracle 1119 1A8 add A3L# 50,60,70,80 L% U 1@ WD add 80 191
3 [ &’ $ < 1 A I ] [
Tdagtideanuanumudeniunduud luaansomn1don dlumsdesnululd

user 11150 add A lunnaEidvuala

[root@localhost ~]# su - oracle

Last login: Mon Aug 6 16:03:24 ICT 2018 on pts/0@

[oracle@localhost ~1% dd if=/dev/zero of=file-50M.bin bs=1000030 count=50
50+0 records in

50+0 records out

50000000 bytes (50 MB) copied, 2.44752 s, 20.4 MB/s

[oracle@localhost ~]1% dd if=/dev/zero of=file-60M.bin bs=1000030 count=60
BE+0 records in

B0+0 records out

BOEEEEE0 bytes (60 MB) copied, 3.12131 s, 19.2 MB/s

[oracle@localhost ~]1% dd if=/dev/zero of=file-70M.bin bs=1000030 count=70
70+0 records in

70+0 records out

70000000 bytes (70 MB) copied, 4.27759 s, 16.4 MB/s

[oracle@localhost ~]1% dd if=/dev/zero of=file-8@M.bin bs=100C00E0 count=80
dd: error writing ‘file-8GM.bin": Disk quota exceeded

21+0 records in

20+0 records out

20119552 bytes (20 MB) copied, 1.22331 s, 16.4 MB/s

= ° £ A
NINN4. 141 MINMUUANUN Disk Gl.‘l’ai} User(7)

X A Y o 9 [
- WUNUDY user oracle ANIINNINIT add mjﬂﬂilumu

[oracle@localhost ~]$ quota
Disk quotas for user cracle (uid 1003):
Filesystem blocks guota  limit grace files guota  limit grace
/dev/mapper/rhel -home
200000* 100060 2000800 Bdays 148 @ @

= ° £ 4
NINN4.142 MTNMUUANUN Disk (11’9{ User(8)



4.1.2.1.8 Password Remember

- Glcliflﬁ”lf,%'/\i cd 1ih 11/ /etc/pam.d

root@localhost:fetc/pam.d

File Edit View 5Search Terminal Help

[root@localhost /1# cd /etc/pam.d/
[root@localhost pam.d]# 1s

atd

chfn

chsh
config-util
crond

cups

fingerprint-auth-ac

gdm-autologin
gdm-fingerprint

gdm-launch-environment

gdm-passwo rd
gdm-pin
gdm-smartcard

[root@localhost pam.d]#

kcheckpass

kscreensaver

ksu

Tiveinst

Tlogin

other

passwd

password-

password-auth-ac

pcsd

pluto

polkit-1

postgresql
ostlogin

postlogin-ac

pppR

remote

runuser
runuser-1

samba

setup
smartcard-aut
smartcard-auth-ac
smtp
smtp.post fix
sshd
sssd-shadowutils
su

sudo
sudo-1i
su-1

system-auth-ac
systemd-user
vlock

vmtoolsd
vsftpd

whem

xserver

v 9
NNN4.143 N15A9A1 Password Remember(1)

- A vi it T udn v g system-auth

root@localhost:fetc/pam.d

File Edit

View Search Terminal Help

[root@localhost /]# cd /etc/pam.d/
[root@localhost pam.d]# 1s

atd

chfn

chsh
config-util
crond

cups
fingerpri 3l

fingerprint -auth-ac

gdm-autologin
gdm-fingerprint

gdm-Launch-environment

gdm-password
gdm-pin
gdm-smartcard

kcheckpass
kscreensaver
ksu
liveinst
login
other
passwd

auth
password-auth-ac
pcsd
pluto
polkit-1
postgresql

[root@localhost pam.d]# vi system-auth

postlogin-ac
pPPp
remote
runuser
runuser-1
samba
setup

- tll
smartcard-auth-ac
I
smtp.post fix
sshd
sssd-shadowutils
su

sudo

sudo-1i

su-1
ystem-auth

system-auth-ac

systemd-user

vlock

vmtoolsd

vsftpd

whem

xserver

NNN4.144 N13AIAT Password Remember(2)
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i1 password sufficient pam_unix.so sha512 shadow nullok try first pass

use_authtok 19113 remember 19112

root@localhost:fetc/pam.d - o x

File Edit View Search Terminal Help

FEPAM-1.0
# This file is auto-generated.
# User changes will be destroyed the next time authconfig is run.

auth reguired pam_env.so

auth sufficient pam_fprintd.so

auth sufficient pam_unix.so nullok try first pass

auth requisite pam_succeed if.so uid == 1000 quiet success

auth required pam_deny .so

account reguired pam_unix.so

account sufficient pam_localuser.so

account sufficient pam_succeed if.so uid = 1000 quiet

account required pam_permit.so

password reguisite pam_pwguality.so try first pass local users_only retry

=3 authtok type=

password sufficient pam_unix.so sha5l2 shadow nullok try first pass use_au

thtok |
passwo rd required pam_deny .so

sassion optional pam_keyinit.so revoke

session required pam_limits.so

-session optional pam_systemd.so

"system-auth" 23L, 1015C '

NNN4.145 N13AAA1 Password Remember(3)

9 v
1% remember = 2 31AUU save AIEAIN |

root @localhost:fetc/pam.d - o x

File Edit View Search Terminal Help

#5PAM-1.0
# This file is auto-generated.
# User changes will be destroyed the next time authconfig is run.

auth required pam_env.so

auth sufficient pam_fprintd.so

auth sufficient pam_unix.so nulleok try first pass

auth reguisite pam_succeed if.so uid == 1000 guiet success
auth reguired pam_deny.so

account required pam_unix.so '

account sufficient pam_localuser.so

account sufficient pam_succeed if.so uid < 1080 quiet

account required pam_permit.so

passwo rd reguisite pam_pwquality.so try first pass local_users only retry
=3 authtok_type=

password sufficient pam_unix.so sha512 shadow nullok try first pass use au
thtok remember=2

passwo rd required pam_deny.so

sassion optional pam_keyinit.so revoke

session required pam_limits.so

-session opticnal pam_systemd.so

NNN4.146 N13AIAT Password Remember(4)



ady ~ Y o v ' Y o a W v
- DUt User nnoaagia laludrnz liansaleswaauunaalaon

[test@localhost ~]$ passwd
Changing password for user test.
Changing password for test.
(current) UNIX password:

New password:
BAD PASSWORD: The password is just rotated old one

New password: JJ

v )
NNN4.147 N15AIAT Password Remember(5)

4.1.2.1.9 Password auth

- 1“191’?71&'\1 cd 1t )i /etc/pam.d

[ root@education:/ -
File Edit View Terminal Tabs Help
[root@education /]# cd /etc/pam.d

D}

NMNN4.148 N15A9AT Password auth(1)

- laehda vi it 1ud 1v' g system-auth

& root@education:/etc/pam.d -

File Edit View Terminal Taps Help

[root@education /]# cd fetc/pam.d =
[root@education pam.d]# vi system-authl]

NINN4.149 NI5AIAT Password auth(2)
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v ] Y v
- asueu lvlumsasswarmuluussviana 14

root@education:/etc/pam.d

File Edit ¥iew Terminal Tabs Help

#%BPAM-1.0

auth
auth
auth
auth

account
account
account

password
password
ok

password

session
session
session
use_uid
session

# This Tile is auto-generated.
# User changes will be destroyed the next time authconfig is run.
required pam_env.so
sufficient pam_unix.so nullok try_first pass
requisite pam_succeed_if.so wid == 500 quiet
required pam_deny.so
required pam_unix.so
sufficient pam_succeed if.so uid < 500 gquiet
required pam_permit.so
requisite pam_cracklib.so try_first_pass retry=3
sufficient pam_unix.so md5 shadow nullok try Tirst pass use autht
required pam_deny.so
optional pam_keyinit.so revoke
required pam_limits.so
[success=1 default=ignore] pam_succeed_if.so service in crond quiet
required pam_unix.so

v ' Y f 9y
- udlwsazm@ou lud 11 iR msasswaruldeuduniuazilaoa

NMNN4.150 N15AIA1 Password auth(3)

root@education:/etc/pam.d

Fle Edit Miew Terminal Tabs Help

#5PAM-1.0
# This file

is auto-generated.

# User changes will be destroyed the next time authconfig is run.

auth
auth
auth
auth

account
account
account

password
e=3 match=4
password

ok

password

session
session
session
use_uid
session

required pam_enwv.so

sufficient pam_unix.so nullok try first_pass

requisite pam_succeed_if.so uid == 500 quiet

required pam_deny.so

required pam_unix.so

sufficient pam_succeed if.so uld <= 500 quiet

required pam_permit.so

requisite pam_passwdgc.so min=disabled,12,8,6,5 max=48 passphras
similar=deny random=42 enforce=everyone retry=3

sufficient pam_unix.so md5 shadow nullok try first pass use_autht
required pam_deny.so

optional pam_keyinit.so revoke

required pam_limits.so

[success=1 default=ignore] pam_succeed if.so service in crond quiet

required pam_unix.so

"system-auth" 20L, 919C

NNN4.151 danau 1y

[

A 2
YUNUVU

108
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Yo & A g VA R
- 1919 man pam_passwdge e l/asrnaeunisiaa 3vu luy

root@education:/etc/pam.d

File Edit View Terminal Tabs Help
[root@education pam.d]# man pam_passwdqcl

MNN4.152 MFUsam

- Wwnesdeuign lnw

root@education:/etc/pam.d

Fle Edit View Terminal Tabs Help
PAM_PASSWDQC(8) BSD System Manager's Manual PAM_PASSWDQC(8) |

NAME
pam_passwdqc - Password guality-control PAM module

SYNOPSIS
[service-name] module-type control-flag pam passwdgc [options]

DESCRIPTION
The pam_passwdqc module is a simple password strength checking module for
PAM. In addition to checking regular passwords, it offers support for
passphrases and can provide randomly generated ones.

The pam_passwdqc module provides functionality for only one PAM manage-
ment group: password changing. In terms of the module-type parameter,
this is the "password” feature.

The pam_chauthtok() service function may ask the user for a new password,
and verify that it meets certain minimum standards. If the chosen pass-
word is unsatisfactory, the service functiom returns PAM_AUTHTOK_ERR.

The following options may be passed to the module:

9
U

~ < A Y
NINN4.153 H)’ﬂﬂﬂ/l@]\iuh



Z I~ 4 o { o ' o [
- 00904 password 11 user test WAHUNIHANTZULINNMTGUAIDE191]

o a

Y Y
YugIuiisonysiayegaleri s Wasnunmsuiamedian

= root@education:~
Fi

le Edit View Terminal Tabs Help

Enter new password:

Weak password: not enough different characters or classes for this length.

passwd: Authentication token manipulation error
[root@education ~]# passwd test
Changing password for user test.

You can now choose the new password or passphrase.

A walid password should be a mix of upper and lower case letters,
digits, and other characters. You can use a & character long
password with characters from at least 3 of these 4 classes, or
a 5 character long password containing characters from all the
classes. An upper case letter that begins the password and a
digit that ends it do not count towards the number of character

classes used.

A passphrase should be of at least 3 words, 8 to 40 characters

long and contain enough different characters.

Alternatively, if noone else can see your terminal now, you can

pick this as your password: "visit:three;accuse".

Enter new password:

v Y
NNN4.154 89974 Password

4.1.2.1.10 Password aging

o o 4 <3 1 g’; J @
- 194 chage -1 1ioranaan 1363 Tarhe
root@localhost:/

File Edit View Search Terminal Help

[root@localhost /1# chage -1 testl

Last password change

Password expires

Password inactive

Account expires

Minimum number of days between password change
Maximum number of days between password change
Mumber of days of warning before password expires
[root@localhost /1# |J

~ [ 1
NINN4.155 1BAAT

Aug 1@, 2018
never

never

never

]

99999

7

110
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- Mde -M sWanuae1gmslgaulunainivua

[root@localhost /]1# chage -M 10 testl
[root@localhost /]1# chage -1 testl
Last password change

Password expires

111

:Aug 18, 2018
:Aug 20, 2018

Password inactive I onever
Account expires  Jan 11, 1970
Minimum number of days between password change 0

Maximum number of days between password change : 10

Mumber of days of warning before password expires 7

[root@localhost /1# |}

NN4.156 A9A1 Password aging(1)

'
o o

Y A 1w A 1 Y A 1 A o
A6 chage -W !'E]'lhl’glﬁ'ﬂu')’ﬁﬁﬁﬁ]gﬂllﬂﬂ']ﬂqlil'f]ulﬂjllagﬁlW!ﬂi’JUﬂﬂuwuﬂ@WQﬂju

[root@localhost /]# chage -I 10 testl
[root@localhost /]1# chage -1 testl

Last password change

Password expires

Password inactive

Account expires

Minimum number of days between password change
Maximum number of days between password change
Number of days of waﬁmimg before password expires

NINN4.157 9901 Password aging(2)

4.1.2.1.11 No Password

File Edit

o o § g 1 Il @
- ldmduieiag i user anTnuluszuy luiis i

root@localhost:/

View Search Terminal Help

[root@localhost /1# getent shadow | grep '7[7:]1*:.MW7:' | cut -d:

bin
daemon
acdm

1p

Sync
shutdown
halt
mail
operator
games
ftp
nobody

[root@localhost /1#

NNAN4.158 15AA1 Password(1)

- J

: Aug 106, 2018
: Aug 20, 2018
: Aug 30, 2018
: Jan 11, 1970
S C]

16
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- AP9aUTHAUDI user test

File Edit View Search Terminal He

[root@localhost /1# passwd --de
Removing password for user tes
passwd: Success

[root@localhost /1#
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4.1.2.1.12 No owner file

- lgmdadag ludsn ozlslulvdha

:~{Desktop

File Edit WView Search

[testl@localhost Des
total 4

—————————— . 1 root
[testl@localhost D

MNN4.161 1F5AaNT

root@localhost:/home/fil

Search Terminal Help

alhost desktopl# chown nobody:nobody public.
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- Igmdsgdnizmuiives Ivduaznquilaou 11iflu nobody 17

[root@localhost desktopl# 1s -1

total O

—————————— . 1 nobody nobody @ Aug 7 14:18 public.txt
[root@localhost desktopl# I

MNN4.163 1FaaNTU09 10E(2)

- Tdeda vi Taeld user testl L"ﬁ}ﬂﬂ@]l%lﬁ public.txt

[testl@localhost desktopl$ vi public.txt

nna.164 1w ldud 1 lld

= 9 d’g 9 J 1 IAa ad o o’dy
= i]z‘JJGUE]ﬂ']'IilaU‘HiJ'I"UNﬁN’NﬁﬂﬂnjﬁVI‘ﬁﬂi]zT]'l’i]z]liﬂZ"lWﬂumﬂ
testl @localhost:/home/filetest/desktop = o x

File Edit View Search Terminal Help

"public.txt" [Permission Denied] @,0-1 ALl

A 1Ha a 9 =K
NINN4.165 uliJiJf‘W]‘ﬁlflJ'lﬂQ

- 4#da chmod 777 A Il public.txt

[root@localhost desktopl# chmod 777 public.txt
[root@localhost desktopl# 1s -1

total O

-rwxrwxrwx . 1 nobody nobody @ Aug 7 14:18 public.txt
[ root@localhost desktopl# |}

NNN4.166 MUUAANT
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- 00919 user test1 191 11)g]

[testl@ topl$ vi public.txt

< a a Y =K
VIBATNTNITLUIDN

2 2 g ) &
- IDUUILIUUDIF ﬁ'liJ'limLfsﬂ‘ll"lﬂﬁ)ﬂﬂ’JﬂIﬂﬂﬂﬂﬂ‘]user

< o
Ao lél

ile Edit Vie

NNN4.168 ToANUNADY

ble root login
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- L"IT"I"l‘]JL‘IJaEJu PermitRoot S ﬁJu no

st:f - o x

File Edit VWiew Search Terminal

# Ciphers and keying
#RekeyLimit default none

# Logging
# obsoletes QuietMode and
#SyslogFacility AUTH

SyslogFacility AUTHPRIV
#LoglLevel INFO

# Authentication:
#oginGraceTime m
#5t

#Max
#Max

root@localhost:/

rminal  Help

¥
s

es
s 1
m isable Roo
g
IINUU rest

root@localhost:~

Search Terminal Help
Jetc/init.d/sshd restart
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4.1.2.1.14 User UID not set to 0

- Fmdaio®ani user auluuluszuud UId o Twudtazdeulasu il

A
UID 2

oracle @localhost:/

File Edit View Search Terminal Help
[root@localhost /]# awk -F: '/\/home/ {printf "%s:%s\n",$1,$3}' /etc/passwd

oracle:1000
testl:1001
test2:1002
[root@localhost /]#

A <
NINN4.173 1A UID(1)

o Q'/ 4 d' d 4
1¥1&4 usermod Wioasu UID 04 user 14113]u UID du

[root@localhost /]# usermod -u 2000 testl

MNN4.174 avalagu UID

<3 [ H
- iu'ld1 UID U049 user test] 1asunan

[root@localhost /1# awk -F: '/\home/ {printf "ss:%s\n",$1,$3}' setc/passwd

oracle:1000
testl 2000
test2:1002
MNWAN4.175 157 UID(2)
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4.1.2.1.15 Secure OpenSSH Server

4.1.2.1.15.1 Configure Idle Timeout Interval
NOUANIAGINIINASSH Session 15199@04 set timeout (1o 11191 ssH 7'l 1@ 1F1umdrda’13

- A¥da vi W llud T nlda /etc/ssh/sshd_config

[root@localhost /]# vi fetc/ssh/sshd _config

NNN4.176 ud o'l

- lflsﬁhlﬂufgl} #ClientAlivelnterval 0 8% #ClientAliveCountMax 3

#AllowAgentForwarding yes
#AllowTcpForwarding yes
#GatewayPorts no
X11Forwarding yes
#X11Display0ffset 10
#X11Uselocalhost yes
#PermitTTY yes

#PrintMotd yes
#PrintLastlLog yes
#TCPKeepAlive yes
#Uselogin no
UsePrivilegeSeparation sandbox # Default for new installations.
#PermitUserEnvironment no
#Compression delayed
#ClientAlivelInterval @
#ClientAliveCountMax 3
#ShowPatchLevel no
#UseDNS vyes

#PidFile /var/run/sshd.pid
#MaxStartups 10:30:160
#PermitTunnel no
EChrootDirectory none

NMNN4.177 @9A1 ClientAlive(1)

- Llfgl}l,‘]d]u #ClientAlivelnterval 360 1Lag #ClientAliveCountMax 0

#A1lowhkgentForwarding yes
#ALllowTcpForwarding yes
#GatewayPorts no
X1lForwarding yes
#X11Display0ffset 10
#X11lUselocalhost yes
#PermitTTY yes

#PrintMotd yes
#PrintLastlog yes
#TCPKeepAlive yes
#Uselogin no
UsePrivilegeSeparation sandbox # Default for new installations.
#PermitUserEnvironment no
#Compression delayed
#ClientAlivelnterval 360
#ClientAliveCountMax @
#ShowPatchlLevel no
#UseDNS yes

#PidFile /var/run/sshd.pid
#MaxStartups 10:30:100
#PermitTunnel nf
#ChrootDirectory none

INN4.178 A9A1 ClientAlive(2)
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4.1.2.1.15.2 Disable Empty Password

= <
- ldalaeu PermitEmptyPasswords 910 yes 114 no

# To disable tunneled clear text passwords, change to no here!
#PasswordAuthentication yes

#PermitEmptyPasswords no

PasswordAuthentication yes

H 9
NINN4.179 9991 Empty password

4.1.2.1.15.3 Limit Users’SSH Access
9 9 g}/ d' 1% YA 1 3’, [ 1
SSH 1°]5 Portocal llﬂm 11 2 LW@ﬂ’J'lﬂJﬂaﬂﬂﬂEJGl?iﬂﬂ Protocal 1 1312721 Protocal HUNININ
[ ' o { 1 {
azdaansilosnundesilude wasn 13 l4a Protocal 1 2

- 1lasu #Protocal 1ivaouA 2

# The default requires explicit actiwvation of protocol 1
#Protocol 2, 1

NINN4.180 §3A1N13 1% Protocol(1)

3’1 9 Yo o A Y o Y o o .
- NDUUAY # !Lﬁ'ﬂ‘lfﬂ"lﬁ\? :wq WD save LAININIT restart AT service sshd

restart

# The default requires explicit actiwvation of protocol 1
Protocol 2

v Y
NNN4.181 §3A1013 1% Protocol(2)

4.1.2.1.16 Audit

- dedunelaldny auditd

[root@localhost /]# chkconfig auditd on
Note: Forwarding request to 'systemctl enable auditd.service'.

MNN4.182 Audit Setting(1)

- sehde vidh Tud e lilg

[root@localhost /]# vi /etc/audit/auditd.conf]
NNN4.183 Audit Setting(2)
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- 1R 1 flush , max_log_file Wag freq

# This file controls the configuration of the audit daemon
#

local events = yes

write logs = yes

log file = /var/log/audit/audit.log
log group = root

log format = RAW

Tlush = INCREMENTAL ASYNC
freq = 50

max_log file = 8

num logs = 5

priority boost = 4

disp gos = lossy

dispatcher = /sbin/audispd
name_format = NONE

##name = mydomain
max_log file action = ROTATE
space left = 75
space left action = SYSLOG
verify email = yes

NNN4.184 Audit Setting(3)

- udly tep_listen port

dispatcher = /sbin/audispd
name format = NONE

##name = mydomain
max_log file action = ROTATE
space left = 75
space left action = SYSLOG
verify email = yes
action mail acct = root

admin space left = 50

admin space left action = SUSPEND
disk full action = SUSPEND
disk error action = SUSPEND
use libwrap = ves

##tcp listen port = 60

tep listen queue = 5

tecp max per addr = 1
##tcp client ports = 1024-65535

tep client max idle = @

enable krb5 = no

krb5 principal = auditd
##krb> key file = /etc/audit/audit.key
distribute network = no

NINN4.185 Audit Setting(4)



L‘]dJLl 6 11ag freq =50 deu 20

log file = /var/log/audit/audit.log
log _group = root

log format = RAW

Tlush = INCREMENTAL

freq =20

max_log file = 6

num_logs = 5

priority boost = 4

disp gos = lossy

dispatcher = /sbin/audispd
name format = NONE

##name = mydomain
max_log file action = ROTATE
space left = 75
space left action = SYSLOG
verify email = yes
action mail acct = root
admin space left = 50

admin space left action = SUSPEND
disk full action = SUSPEND
flisk error action = SUSPEND

NMN14.186 Audit Setting(5)

un v tep_listen_port = 60 1 1T

disp qos = lossy

dispatcher = /sbin/audispd

name_ format = NONE

##name = mydomain
max_log file action = ROTATE
space left = 75

space left action = SYSLOG

verify email = yes
action mail acct = root
admin_space left = 50
admin_space left action = SUSPEND
disk full _action = SUSPEND

disk error _action = SUSPEND

use libwrap = yes
##tcp listen port =
tcp listen queue =
tcp max _per addr =
##tcp client ports = 1024-65535

tcp client max_idle = 0

enable krb5 = no

krb5 principal = auditd

G#krb5_key file = /etc/audit/audit.key

5
1

AMN4.187 Audit Setting(6)
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1 1v flush = INCREMENTAL ASYNC (314 INCREMENTAL max_log file = 8
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4.1.2.1.17 Encryption

- 144 yum install gnupg 1NB¥1N5849 package Naziinldau

[root@localhost ~]# yum install gnupg

Loaded plugins: fastestmirror, langpacks

base

extras

updates

updates/7/x86_64/primary_db

Loading mirror speeds from cached hostfile

* base: mirrorZ.totbb.net

* extras: mirror2.totbb.net

* updates: mirrorZ.totbb.net

Resclving Dependencies

--> Running transaction check

---= Package gnupg2.x86 64 0:2.0.22-4.217 will be updated
---= Package gnupg2.x86 64 0:2.0.22-5.el7 5 will be an update
--= Finished Dependency Resolution

00:00
00:00
00:00
MB  G0:12

— W ww
oI I
[

momm

Dependencies Resolved

Package Arch Version Repository Size

Updating:
gnupg2 xB6_64 2.0.22-5.e17_5 updates 1.5 M

NNN4.188 yum install

o v 4 o 4 2
- l4fda gpg -c ~/Desktop/test.txt MO1A5 a3 13 11 gpg Y3191 1S test.txt

[root@localhost /1# gpg -c ~/Desktop/test.txt

gpg: directory */root/.gnupg' created

gpg: new configuration file “/root/.gnupg/gpg.conf' created

gpg: WARNING: options in "/root/.gnupg/gpg.conf' are not yet active during this
run

gpg: keyring “/root/.gnupg/pubring.gpg’ created

AN4.189 adalng

- 19fda 1s 1 Desktop titog Trldnisadha 13
[root@localhost /]# 1s -1 ~/Desktop
total 4
-rw-r--r--. 1 root root @ Aug 30 10:48 test.txt
-rw-r--r--. 1 root root 47 Aug 30 10:50 test.txt.gpg
[root@localhost /1#

MNN4.190 150 lWa
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- 1¥Md9 gpg —version tWe1dAI 11@91151 Encrypt 11813150 Decrypt 1ddae

Cipher 1ol

[root@localhost /1# gpg --version

gpg (GnuPG) 2.0.22

libgcrypt 1.5.3

Copyright (C) 2013 Free Software Foundation, Inc.

License GPLw3+: GNU GPL version 2 or later <http://gnu.org/license
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by Tlaw.

Home: ~/.gnupg

Supported algorithms:

Pubkey: RSA, ?, ?, ELG, DSA

Cipher: IDEA, 3DES, CASTS, BLOWFISH, AES, AES192, AESZ256, TWOFISH,
CAMELLIA128, CAMELLIA192, CAMELLIAZS6

Hash: MD5, SHAl, RIPEMD16G, SHA256, SHA384, SHA512, SHAZZ4

Compression: Uncomprgssed, ZIP, ZLIB, BZIPZ

= S Aax
NINN4.191 1¥AIFTNIT Decrypt

- s vi e 11g 1d test.txt

[root@localhost Desktopl# wvi test.txt
A 3 o
MNN4.192 1%alild

- deauluvg test.txt

Hello

-- INSERT --

Muia.193 gieanululvd

- ldfda cat afiogionuneglulia

[ root@localhost Desktopl# cat ~/Desktop/test.txt
Hello

~ ~ 9
NINN4.194 138NYVNINY
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v
2

I5eda rm toan' 114 test.txt 990

|[root@localhost f1# rm ~/Desktop/test.txt
MNN4.195 sihmsavlild

o & y s { o 3 1 S
Tdda cat 1o g 1Wd test.txt.gpg 1 14551715 Encrypt 1iagiiiuldndonnuaziinu

' v g ' 9 ~ Y o Y v
ﬂgllllLlﬁﬂ\i@@ﬂll’]alﬁlﬂullﬁ"ﬂg@ﬂﬂll']Glugﬂll‘llusllﬂﬂ'ﬂllV]Qﬂﬂnﬁﬁﬁl@qlljllﬁj

[root@localhost Desktopl# cat ~/Desktop/test.txt.gpg
“THEn66Y ~d60B[BEEL b b=856<6 * 66 o6
[root@localhost Desktopl#

~A = /A o Y
MNN4.196 5ong lWanhinig Encrypt 13

o o 4 J 1 [ o ! ]
ldduive Decrypt 1Wd gpg nais1i1dossiangnas ldneu Encrypt Doz

Y

#3159 Decrypt 1Wdoonun’ld

[root@localhost /1# gpg ~/Desktop/test.txt.gpg
gpg: CASTS encrypted data

gpg: encrypted with 1 passphrase

gpg: WARNING: message was not integrity protected

d' o 4
MWAN4.197 M3 Decrypt 1ld

M3 Encrrypt Il@avane1Wddae zip

[root@localhost Desktopl# zip --password oracle newzip.zip new.txt newZ.txt new3
LIxt

adding: new.txt (stored 0%)

adding: newZ.txt (stored 0%)

adding: new3.txt (Stored_G%)

AMNN4.198 zip rld

o 4 P o R
g 1s iwag Trldn 1dvihms zip 13
[root@lécalhost Desktop]# 1s -1

total 8

-rw-r--r--. 1 root root B Aug 30 12:03 a.out
-rw-r--r--. 1 root root G Aug 30 13:45 new?.txt
-rw-r--r--. 1 root root G Aug 30 13:45 new3.txt
-rw-r--r--. 1 root root G Aug 30 11:27 new.txt
-rw-r--r--. 1 root root 536 Aug 30 13:53 newzip.zip
-rw-r--r--. 1

root root 48 Aug 30 11:03 test.txt.gpg
{ 4
AN4.199 q'lila
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- 1¥f&9 unzip 1o Decrypt Taes lasiauan lWdn 18vins zip 10114

[root@localhost Desktopl# unzip newzip.zip

Archive: newzip.zip

[newzip.zip] new.txt password:

replace new.txt? [yles, [nlo, [A]ll, [N]one, [rlename: y
extracting: new.txt

replace new2.txt? [yles, [n]lo, [A]1l1l, [M]eone, [r]lename: y
extracting: newZ.txt

replace new3.txt? [yles, [nlo, [A]LL, [M]lone, [r]lename: y
extracting: new3.txt

AN$4.200 113 Decrypt 1ld

4.1.2.1.18 Disable USB/firewire/thunderbolt devices

- Gl‘lsf}ﬁ’lﬁb 3 echo m?ﬁ"lﬂiu'lvxlﬁﬁa blacklist fireware-core L401% blacklist thunderbolt

[root@lécalhost ~]§ echo 'install usb-storagé /bin/true' == /etc/modprobe.d/disable-usb-storage.conf
[root@localhost ~]# echo "blacklist firewire-core" == /etc/modprobe.d/firewire.conf
[root@localhost ~]# echo "blacklist thunderbolt" == /etc/modprobe.d/thunderbolt.conf

NN4.201 111013 blacklist

4.1.2.1.19 Secure Apache

v
o

- Gl“]sf} Nd4 cd leall"lllﬂﬁ conf

[root@localhost /]# cd Jetc/httpd/conft
NN4.202 191 path conf

v
2

- laehda vi i 1ud 1 I8 hetpd.conf

[root@localhost conf]# vi httpd.conf

AMN4.203 ud la'lvld

- i 17 18 httpd.conf

ServerTokens Prod
ServerSignature Off

TraceEnable Off

Options all -Indexes

Header always unset X-Powered-By

NNN4.204 INNAIA
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- e systemctl restart httpd.service el e ldvianu

[root@localhost confl# E_ystemctl restart httpd.service

INN4.205 Restart Service

4.1.2.1.20 Stop FTP

o o 4d
- lfdudA status V04 vsfipd

[root@localhost Desktopl# /sbinfservice vsftpd status
Redirecting to /bin/systemctl status wsftpd.service
e vsftpd.service - Vsftpd ftp daemon

Loaded: loaded (/usr/lib/systemd/system/vsftpd.service; disabled; vendor pres
et: disabled)

Active: active (running) since Thu 2018-08-30 16:08:07 ICT; 12min ago

Process: 5756 ExecStart=/usr/sbin/vsftpd /etc/vsftpd/vsftpd.conf (code=exited,
status=0,/SUCCESS)
Main PID: 5760 (wvsftpd)

CGroup: /system.slice/vsftpd.service

L5768 /usr/sbin/vsftpd /etc/vsftpd/vsftpd.conf

Aug 30 16:08:07 localhost.localdomain systemd[1l]: Starting Vsftpd ftp daemon...
Aug 30 16:08:07 localhost.localdomain systemd[1l]: Started Vsftpd ftp daemon.
Hint: Some lines were ellipsized, use -1 to show in full.

MN4.206 Check Status

Yo o 4 o §y g a A A 1 9
- 19#hda vsfipd stop tie1igA1I¥IUYRe FTP tiodlunstladaiis a1 g

[root@localhost Desktopl# /sbin/service vsftpd stop
Redirecting to /bin/systemctl stop wvsftpd.service

NINN4.207 Stop service

4.1.2.1.21 Stop unused services

o @ 4 o <3 . o 1 4
- 1dehds ps ax 1ii¥IN515A Service MNNUOGUUIATDA

2840 7 S 0:00 /sbin/dhclient -d -g -sf /usr/libexec/nm-dhcp-helper
4627 7 S= 0:00 [kworker/@:2H]

5789 ¢ S 0:00 [kworker/u256:2]

5994 ? S 0:05 [kworker/Q:1]

6000 ? S 0:00 [kworker/u256:1]

6365 ? S 0:00 [kworker/@:0]

6397 7 S= 0:00 [kworker/1:1H]

6414 ¢ S 0:00 [kworker/1:0]

6458 7 R 0:00 [kworker/1l:1]

6565 7 S< ©:00 [kworker/l:2H]

6583 7 S 0:00 [kworker/@:2]

6584 ? S 0:00 [kworker/1:2]

6605 7 S 0:00 pickup -1 -t unix -u

6650 7 Ss 0:00 /usr/sbin/httpd -DFOREGROUND
6654 7 S 0:00 /usr/libexec/nss_pcache 425986 off /fetc/httpd/alias
6655 ? S 0:00 /usr/sbin/httpd -DFOREGROUND
6656 ? S 0:00 /usr/sbin/httpd -DFOREGROUND
6657 ¢ S 0:00 Jusr/sbin/httpd -DFOREGROUND
6658 7 S 0:00 /usr/sbin/httpd -DFOREGROUND
6659 7 S 0:00 /usr/sbin/httpd -DFOREGROUND
6682 ? S< 0:00 [kworker/1:0H]

6691 7 5 (:00 sleep 60

6693 pts/0 R+ 0:00 ps ax

NNN4.208 9 Service A1)



[root@localhost Desktop

6650
6654
6655
6656
6657
6658
6659
6998

?

S I R R e

pts/0
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19169 ps ax | grep httpd tWOINTY Service NMUBEIA FoATINUMI

Y
MUUANIHNADDAN

1# ps ax | grep httpd
Ss 0:00 fusr/sbin/httpd -DFOREGROUND
0:00 fusr/libexec/nss_pcache 425986 off /etc/httpd/alias
0:00 /usr/sbin/httpd -DFOREGROUND
0:00 /usr/sbin/httpd -DFOREGROUND
0:00 /usr/sbin/httpd -DFOREGROUND
0:00 fusr/sbin/httpd -DFOREGROUND
0:00 fusr/sbin/httpd -DFOREGROUND
C]

:00 grep --color=auto httpd
~ < .
NNN4.209 1A httpd service

e I I I R T T

o o 4 g o
14169 systemetl stop httpd 1o UN151gANI51H191UV04 hitpd

[root@lbcaihost Desktopl]# syéteﬁctl stop httpd

7MNN4.210 Stop httpd service

o o o [~ : ia @
1HMe9 ps ax 1ag ps ax | grep httpd W¥AN5FAN Service httpd Mla 1164

o =
hauegen v
2840 7 S B:00 /fsbin/dhclient -d -g -sf
4627 7 S= @:00 [kworker/0:2H]
5789 7 5] 0:00 [kworker/u256:2]
58994 7 S 0:05 [kworker/0:1]
6EEO 7 5 0:00 [kworker/uZ56:1]
6458 7 S 0:00 [kworker/1:1]
BoES 7 S= 0:00 [kworker/1:2H]
6583 7 R 0:02 [kworker/0:2]
6605 7 S 0:00 pickup -1 -t unix -u
6682 7 S= @:00 [kworker/1:0H]
6751 7 S 0:00 [kworker/1:0]
6889 7 5 0:00 [kworker/l:2]
6981 7 S 0:00 [kworker/u256:0]
7006 7 S 0:00 sleep 60
J026 pts/o R+ 0:00 ps ax
[rocot@localhost Desktopl# ps ax | grep httpd
7028 pts/@ R+ 0:00 grep --color=auto httpd
[root@localhost Desktopl#

A o .
NNN4.211 %A Service
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4.1.2.1.22 Physical Security
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1 dy ~ [ (] o ] Y A A ad I
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@utymﬁlmnwwmuaszuummumﬂnm%
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o 1 a, <
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2 o 7 ' A P A A o
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[1.] How to Manage User Password Expiration and Aging in Linux

Available:https://www.tecmint.com/manage-user-password-expiration-and-aging-in-linux/

[2.]1 7 Tools to Encrypt/Decrypt and Password Protect Files in Linux

Available:https://www.tecmint.com/linux-password-protect-files-with-encryption/

[3.] 10 Steps to Secure Open SSH

Available:https://blog.devolutions.net/2017/4/10-steps-to-secure-open-ssh

[4.] AouRndund Disk Quota

Available:https://spalinux.com/2009/03/configure linux disk quota part 2

[5.] How to prevent users from reusing old passwords in Linux

Available:https://www.internetblog.org.uk/post/886/how-to-prevent-users-from-reusing-old-

passwords-in-linux/

[6.] 40 Linux Server Hardening Security Tips [2017 edition]

Available:https://www.cyberciti.biz/tips/linux-security.html
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https://spalinux.com/2009/03/configure_linux_disk_quota_part_2
https://www.internetblog.org.uk/post/886/how-to-prevent-users-from-reusing-old-passwords-in-linux/
https://www.internetblog.org.uk/post/886/how-to-prevent-users-from-reusing-old-passwords-in-linux/
https://www.cyberciti.biz/tips/linux-security.html
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