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The Development of Android Application Software for Digital Image Encryption

using Chaotic Signals
Sivapong Nilwong  54113025-8
Academic Advisor : Asst. Prof. Dr. Wimol San-Um

This project is the study and the development of the Android application
software (Application) which can encrypt and decrypt the desired digital image through
the desired password which are numbers with floating points. The development
process consists of 3 processes. The first process is the selected chaotic system tested
on MATLAB to study characteristics of the selected chaotic system. The second process
is the implementation of the selected chaotic system on an Android as an Android
application. Finally, the third process is the development of an Android application
which can encrypt and decrypt digital images using the chaotic signal generated from
the selected chaotic system. The developed Android application can encrypt and
decrypt the digital image which is used in experiment successfully. Moreover, the
developed Android application can also export the result from the application as a

.PNG image file.

Keywords : Android application software / Chaotic map / Image encryption
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atl
1 .
M: X, =|-l+ax,| x=—r a51gn(1+ax]
atl
M, X, =1—alx, xz# —asign(x)|
ta+l
| 1 -
M, X, =—1+a.xn x=m ﬂ'Slgl'l()C]

(%

A 2.4 Chaotic map 7ldAauldiduBudusuumduysaing 4 nsdl

[

nalluuTeyginwsil Tavnsdinilsnnnauidell uimuiwoUnaLatutnsianInse
::sll =3 2 a . a o 1% PN v @, A 1
wanINH Awiuladmnnsdives Chaotic map NgnuawedanIng 2.4 daluaunisnitess

NNSALIN LagnsUsEYnsldusednae

-

X+l = Vasr— axll-

Vsl = b Xn

AN 2.5 YAFNUNIT Henon map

2.7.2 Android Application for Secret Image Transmission and Reception Using

Chaotic Steganography

=

nnilsnuideAeauIseves G. Savithri wag K L.Sudha 191 Henon map @adunile
11 Chaotic map Hanwazilunguuesaunisdanini 2.5 wlglunisdhsraguniwluguwuy
uaUNAATUULITUU Android laglda1ilaain Henon map siuvisdsdinisnageulaenis

naeIlTALaTAeATA MEASHALYEITEUUNMARURY wiswUIAIUANTANTY Tanans
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N7 2.6 aziulenn wWeldesuduresszuvlunisaansianaeiusiie watonludwma

7 5 NanteanNn1snensRadra1eanluag19FUT

Figure 7a.Original image b. Decryption with original key a=1.80000 ¢. Decryption with a=1.80001
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¥
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YUADUNITAWUUIIU

3.1 aunsalinlglunisaniiueu
3.1.1 Hardware

® Computer
O Manufacturer: Dell
Model: Vostro 5460 (Year 2013)

Processor: Intel® Core i5-3230M (2.6 GHz up to 3. GHz)

@)

O

O RAM: 4 GB DDR3 RAM

O VGA: NVIDIA GeForce GT 630M
O

OS: Windows 8.1 Pro 64 bit

® Smartphone: Sony Xperia M2

3.1.2 Software

® ADT Bundle
O Android SDK

O Eclipse IDE

3.2 N384 Chaotic map ud MATLAB

nouln Chaotic map UlHuu Android Amsiin1svaaes Chaotic map Uu MATLAB

Fenou ieliinmudesenisldany wavdaulas Chaotic map Wun1wndwsunisideu
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TUsunsunaesnisttau (undawnaldlunsi@euleunaiadusss Android Ao Java) Tul3ayan

o

=

finusil denld Chaotic map ildAmAMulidudduwuuaduysal Tunsdusnan Jaliauns

Susoluil
Xn+1 = |1 — ax,| (3.1)

Tne?l x Aoan uzvesszuuluAazsaUYeINITUTZLIaNAYDY Chaotic map 71 n Way a Ag

[

AUIAIUANTBITEUU Laglavinn1svnaesnall

32.1 Mm@l Chaotic map Useuianateys Chaotic waveforms luideian lag
11 Chaotic map N1AMIUTIAUNINLDITOUNAMUA TURLADNITAIIAT X UBSENATT (3.1)
Tnafvuasouusmuan a Wile1 1.999 uavaniuziuiuves x dandu 0.1 wae1nns

(%

Uszananatasadyu 1A x 1nadradu Chaotic waveforms SlInIWA 3.1

g | | | | |
0 100 200 300 400 500 600
iteration

AT 3.1 Chaotic waveforms 78270 MATLAB 28981015 (3.1)

322 msUssanawa Bifurcation diagram auduisn1susvidiu Chaotic map Tuidis
= 1 . & )~ = A |
ANAIMLINEAI Chaotic map tuq dANuealuinniiiedla uazildiswesmueaiuegluytlaves

fkUsmIvAY a WngiiA1vesuysan vy lunifefiiuds x TuwAuaLIan NHIUAITAININADIN

aun1s Chaotic map uswauseuiiinun amaaannduveinsnluwdazavesiuysaiunu
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a InaChaotic map Mluauns (3.1) BUINAIRIGAUDS a 71 0 uaz FudniiAgianves a 71 2 1le

Uszinanalaiaudy zldnadnmil 3.2 sswudn szuu 3dluiiiifie Chaotic map f1wiuan
InNauIINIUAUNIITule vsenanfie AngRnssuaueaiu (Chaos) WaAvasiiwlsniuay

a aglue [1, 2]

09F

0.7

03F

01F

awdl 3.2 Bifurcation Diagram #iléa1n MATLAB 283@un1s (3.1)

323  nsUszanana LE Spectrum Faduisnisuseiiiu Chaotic map lundsusuna uie
@4 Chaotic map thuq frwesunndieda uaziitiwesauemusgluraslavesiauys
AIVAY a laetnA1veaUsan UL Tuitifomuus x Tuunuresian AlumsaaIngums
Chaotic map usuiuseudidiviun wdhaunIsiuae LE fauns (2.3) luusasAives
wUsmuAl a lneChaotic map 7ifuannis (3.1) 1FuaInAwanves a 91 0 LAy ?Tuajmﬁﬂ'wgqqm
999 a 71 2 Wleyszanaaiaudnihmildnaunsuuansadunsn aldnswianmi 3.3
MnnsaziulFdAves LE fidmnndt 0 deAwessudsaunueglugia 1, 2] adutisves

AFLUIAILAL a YInREafuiUf Bifurcation diagram s3yin szuudinanuidu Chaos
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Lyap exp h

A7 3.3 LE Spectrum 71§10 MATLAB w83aun1s (3.1)

3.3 N1319ad4 Chaotic map U¥ Android

AaeuNIsAaeIuy MATLAB uillunmsihuwiAadlad wnddesuldduneundindun
anunsaldlauu Android Ineldn1wn Java wazld Eclipse IDE ey ADT WWuia3asiiolunisimun

[ 7
Y

waUnaLAtU atleUnalnTudmsunagay Chaotic map win1sld Library achartengine %7

a v

Tunrsas1ansan Fan1svinanuveaeUnaeduiie i

331 n15UsEanana Chaotic waveforms Tubda3a0 I08TUmaULaEASEUIUNIT AR
AUTNANAEDIUL MATLAB Insdsnildsulumaniwnldlunisvinauve s unanduldeudy
1% Java lenaannuaunaiadunaaau tusin1ng 3.4 Faiianuaatsiunanteain MATLAB ¢

wanslun g 3.1



17

lﬁl Abs_Map

Time Domain (Absolute Map)

N !

\|“|" ’|

H ‘: M 4 l | J' w
l" |‘”"|'I \H | ‘ "‘ ‘ I‘ w M‘

}“ W

Iteration

'\
\

i "‘“\

}

'\
ol {
i " ” 'J| \\

Lt

\ '\" M

A9 3.4 Chaotic waveforms Alea1nLaUnaAtu Android ¥89aun1s (3.1)

332 nsUseanana Bifurcation diagram AdEAUTITAINIAGBIUL MATLAB LUy Lag
danaeuly wenanmwildlumsviinuudy dndwlinideuluhes  wndanldlunisvige
nnauvesnsmazilasudunismyasen (Peak) vaansmluny lnaifisuAves x a4 gaiiuga

P ak v a & v @ 2 | = Al & v ]
wnnAmlnalAes Mneunt1 uazAmdaluvseld wasieudnAINge x W d1Adeendien
InaiAsmselal Mleululaeulunigndes e x Wuq unsealdly Bifurcation diagram
nalaanueundindunageu WWudinmd 3.5 Jadlaulndlfsaiunaflaain MATLAB fenInig
3.2 IIugMNNaUNINAUANNINagtiula Wsenanfe IngAnssumueaIl (Chaos) War1vas

AILUSAIUAYN a agtuYad [1, 2] 1wk fUnaaIN MATLAB
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lgl Abs_Map

Bifurcation Diagram (Absolute Map)

A il 3.5 Bifurcation Diagram #iléannuaun@ndy Android vesauns (3.1)

333  m3Uszadana LE Spectrum aseiuyeiinaaasul MATLAB inaunnusenis

Wasuesnwnlglunisinauvesswaunaeduduniv  Java  lesnainlsainkaundedi

Nea ULl USINING 3.6 Fellanulnaifeeiunantaain MATLAB san 1w 3.3 aziiiulaainnain

A1Y84 LE 110071 0 Tugisvesddmuusaunay a agludaa [1, 2] iy

36 g
d B 3:46

Iﬁl Abs_Map
LE (Absolute Map)

L

Lyapunov Exponent

A 3.6 LE Spectrum fildanueunaiadu Android vesaunis (3.1)
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3.4 nM13Usegnd Chaotic map Aumsidasieazuniwuy Android

ludiuveanisuszynd Chaotic map wlglunisinsvianinuy Amlanaaesivdiuves
NN3MAaes Chaotic map Uy Android Wui1 Chaotic map #ildr1anuliilududunuuaduysal
Tunsdlusn vinaunis (3.1) awnsaldaulauu Android fatiu Chaotic map fsauns (3.1) ay

< o o v LY £9
umngniunldlunisidnsianinae
3.4.1 NTETMNEYUI

N3a5RNaRIES U IE AauanslusNuR R A 3.7 fis W1 Chaotic map anlddu

daasenauadmsunisaa (Key) Fadudeyanin Bitmap Aaguninig 3.8

Acquire
number of pixels

v

.. -Acqmrej . Calculate time-domain e  tmap
initial condition » chaotic waveforms data to use as a base
for the chaotic map for image key
Y 7
Multiply each value of R DT L
. X . value to set color
time-domain chaotic X
waveforms data by 255 values of each pixel
of the blank bitmap

AN 3.7 LHUATNTUABUNNTATIN AT TN

nagsaasaassldlagin Chaotic map muaunis (3.1) v Uszuanalngaaa Wu
Fnuseuiiuuingavessunm Tagldiudsavan a Saulu 1.999 waveraniue
Gusumuildgunangly winhmaamuzuesszuy (A1 x vesaums (3.1) luusazseuvesnis
a9 i vuadueiisdvesAvesiinia Im@jmwiazmﬁiﬁmﬂ Chaotic map 8 255 waain
wwviadiondu (i) withawesiinwadogluonsdvosmvasiina snimusiud RGB v

finwavesguiiazdu Key Faiawnanuninuazainueniwiiuniniiagdiaundisia
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] o 1 Y
AN 3.8 Mo N TEN M
3.4.2 nsaauAmuvisinigaluzunin (Scramble Image)

nsaausurisiiniealuguan dwanduiruaimaanmi 3.9 Tudusnaseiuludiu
YDINTATNNYUA NE1IAB U1 Chaotic map MNENNS (3.1) UnUszanaralTL IS
a1 [ 1 a v M v Y a o 1w

AuAY a Ay 1.999 wazAanuzsuAuTasTEUUMNTASUNNAINELY LTudmuseuwiiy
uuiinga udnhaaaugvesszuuluuazsounsinmu imvunduensdrewnuniwes

a A

finwanazadulum lagaualaain Chaotic map frgduiinea walairwnatdendu (@

D

1) nduaduiuviiavesiinga IINNANALINEATEININIIUTIgULgATRIgUAN adu

fuinealuswnuanazaduldm ?a?aag'iumLi&?suaaéhLmﬂwaaﬁm%aﬁ%aﬁﬂﬂm Tneaay

Al UIUBNEaFATNENIATLLHYINENYDIFUA N

Acquire
number of pixels

4

Acquire
initial condition
for the chaotic map

Calculate time-domain
chaotic waveforms data

Y
Multiply each value of
time-domain chaotic
waveforms data by
the number of pixels

Use each multiplied
value to create an array
of pixel positions

\
Y

Swap each pixel to pixel
positioned as position in
an array of pixel positions

AWH 3.9 ununduRBUNSASURULTUsngaYaIgUn N
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dvfumsaduiuviwesinmanduiuaudy  awnsavilalagadusiumiaiinigg
SUAUIINANGAANIENNATULNTENTRFUAM  Faundulumfinwawsngaiyuuudiegn
Yogun NNy etinsadusiunidsvasinianaulviiuseansamasan asldensdvasiumu

Yosinanzadulumniiafeaiu iiveliaduuaineayniinwanaduidsurusiy

3.5 waUwaAtu Android Nlglun1sidnsnanIn

weunaiatunldlunisisian i nausluuSyatnust  I3Udnual waznisvininu

fanazesuresalul

3.5.1 n1599nUU User Interface

[ [

User Interface Wudunldlunisinsoiugldueundindu Falidnuaesinini 3.10 lag

duUsEnauved User Interface mudiaviiseylunmi 3.10 deisil

Q Image Crypto Alpha 2

Browse °

Mode (Encrypt/Decrypt) ENC e
8

A9 3.10 Interface VaIwaUNALATUY
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1. fudwana drutlasludiundnmarasmaundndu visgunmilagihudisia, uam

Midsiauds, uazgunmnaensauas neunfidlifisuninlag azdunuiing

Y

a

2. Uu Browse (ududildlunisenmguamidlifonisazimndisia vienensiaan

Y

(2
a

nelugunsal Android voeldaueundintuil

3. @nddmiufeongusuumavinnueseunaeduy lnsaunsadeulduasndu sening

NSLsIE wagn1snenIia gunIw

4. eerindwmsulaansuauinazlalu Chaotic map Tudgiuvesnsiinsianin (Encryption)
Jugesindmsulanian lneawesiilderld asilunalisunioglugag [0, 1]
5 Uu Encrypt Juduilddwiumsidnsia Wegldnadull weundinduszidisiazunim

1
]
(%

v A o

il Jutlagyinulanaminidinsideonsuninaingly laen1snady Browse waa

6. Yorisdmsuldnnsusunazlilu Chaotic map ludiuvesnisnensviannignitisval’

(Decryption) Wutesivdmsulddas Tneavesndldacld msdunaieuneglugag [0, 1]

7. Uu Decrypt Wuluiilddwsunisoensia dedlinadull ueundiaduazaansiagunim

Y]

a oy & o Y o aa - o 1 1%
Vil Yutlasyihaulanasainiidnisifenguaimaingly lnenisnady Browse uaa

%

8. U Export Image l4lun1sdmanlannueundinduiiuantog INunLansta 0ananwey

waadudulndgunin winana PNG
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3.5.2 n159anLLlUU Android Virtual Device (AVD)

Android  Virtual ~ Device  Fadunismandmiugunsaldnassesgunsaifildsyuy

Android Nidnaeseguuneuiienes tnalulsaaniinusil laldnisasenves AVD sl

M1519 3.1 N15A9ANYDY Android Virtual Device

Configurations Selected options/values
Device 5.1”7 WVGA(480 x 800 mdpi)
Target Android 4.4.2 — API level 19

CPU/ABI | ARM (armeabi-v7a)
Skin Skin with dynamic hardware controls
Back camera None
RAM 512 MB
VM heap 64 MB

Internal storage 512 MB

SD card 512 MB
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3.5.3 N1999NUUUNITNINTUVDILDUNALATY

1%
Y

NNSYINUVDILDUNDLATUY ANUBNUATNAININA 3.11 WOUNAATUIVUADUNITINGIU

[

ANUNDBNLUU A9l

!

Display the main page =

-

No
User browsed the image? —~—

Enable textbox of
the initial condition +—
for decryption mode

ion
yption m
' !
v
Enable “Encrypt” button Enable “Decrypt” button
T

Encryption process Decryption process

[ |
L]

Enable “Export Image” button

“Export Image” button NJ
is pressed?

"YA:

Export the cacrypted or
decrypted image as_PNG file

'

End

AN 3.11 Flow chart @A9n15v1N914Y8958UNALATY
1. WLAMNLNRDVANVDILEUNALATU ‘vié’qmﬂgﬂﬁé’f{%mﬂ’lsﬁwmsumt,l,aﬂwal,ﬂ%’u
2. semstaenamnglY lnedldazifonainaisnsnay Browse YuaB

3. wananwigldifenuuiunuanmauuntisnesieUnalady Lazidan1sinnuvesdiu

Wihsvia vienensiia lnunsavdeuiuaindiionsukuunsinnuTe e Undaty

4. semsnaUuiinsiia visenansviazunn a1ngldeu Welugnnaasingnszuiunis

Y o A @ Y ° a o 4 2 )
LU ‘Vii@ﬂ@@i‘ﬁﬁm@‘l‘ﬂ (GUuﬂcUETJLLU‘Uﬂ"liV]"lQ'WUEUENLL@'UwaLﬁ?ﬁumgﬂl@@ﬂ 0 LIA1UN)

5. 1Wgmsinsiia vivenansia lagdlsuhuun1sinaun U UA AN ING 3.12

[

$8aulBEAYINITYIINUElUAINYINITN A warnansiagUn iR
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v

Acquire image

v

Acquire
initial condition

Generate time-
domain results
‘ from the chaotic map

v

‘ Scramble Image
using time-domain results

from the chaotic map

Generate graphical key
using time-domain results
from the chaotic map
” - |
Encrypt the acquired image
with the graphical key
using xor operation

25

Start
I

\J
Acquire image
L -
\J
Acquire
initial condition

Generate time-
domain results
from the chaotic map

.

Generate graphical key
using time-domain results
from the chaotic map

Decrypt the acquired image
with the graphical key
using xor operation

v

[ Unscramble Image
using time-domain results
from the chaotic map

—r

AN 3.12 WHURINISYINUTBIEIUNISHINTYE (a) hazdiunsnansyid (b)

£ Y [J 1 o [y £ Y = o P
5.1 ﬂ’]iL“U’liﬁﬁ’g‘UﬂWW (a) LUUﬁ?UﬂWﬁiUL“UTﬁVﬁEUﬂ’]W m%mmmmmﬂmm

andidenguwuunmsinnuvesweunaiatugnuiulun Encryption imsvinaudail

5.1.1 Fugunmuaz wlasgunimdu Bitmap lugas Acquire Image

5.1.2 Suansuaunazldlu Chaotic map 31nvesiigldnsen viseduduanlyl
finsnsenangly

5.1.3 a39YAvRINaaNEeIENnTT (3.1) ludaa lagdnnuvesHadnsi

wWihriudwiufiniwavesgunn

5.1.4 msasuiurivesinealugunmianie

5.1.5 a319nsuuadmsunsnsia feieSunslurinte 3.4
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5.1.6 W TEgUNMA3EN1T XOR seninnmauaty wagnauaiisva lngld

wisen bitwise xor() Faiunilslumsendifieglu Library OpenCV

52 nsnensiagunim (b) Wudwdmsuaensagunm dsaunsaieuldide

andidenuiuunsviuvedkeunantugnusului Decryption nsviupdneivau

[

Wnsvagunn tneiin1svinausiail

5281 Sugunmuay wiasgunamdu Bitmap Tuas Acquire Image

5.2.2 SuasuAungldly Chaotic map andesiigldnsen wieduduanal
finsnsenangly

5.2.3 a39yAveINaaNSvesENnTs (3.1) ludaa lagdruiuvesHadnsi

WU uIUnEavessunm
5.2.4 asnnauadmsunisiisvia asesuiglumive 3.4

5.2.5 00ATATUNIMAIENTT XOR seminnmsiuatu uavnyuinansia lag

Huson bitwise xor() dadundslusondifloglu Library OpencV

¥

526 ﬁﬂﬂﬂiaé’uﬁwL.mu'wmﬂmsaaiugﬂmwﬁwm naUgAILLIAsLAL (01
Wuldlen
6. NAIANNITAINUVDIEITTIE SenanTHaALESIAY LaUNdAtuazidanisyingu 1o

Uy Export Image a1ynsaldauls wagsansnaanglyd (Gni)

7. ¥hs Export JUnmiignidnsiia viseneasiauds TUiulidwheanudinelugunsel
Android vt ndsaniigldnaly Export Image Tnglvldsunmdign Export asilulndgunm

UIUEANS .png
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NAN1SALHUIY

4.1 MeauveseUNAATUILISE LaznansiazUun

weUNAATUNIISHENIN wazaaATAAIN @nansavitnisiisia waznensiaguninla
swnsvanunsadaninesnundulildsunmuinana PNG edilidwenseiiusne muus

[

91304 108RElTN U FaNaIENNSYINUTUR Ul
4.1.1 msidenguawangly

Wiegldna Browse gldavanunsaionsunmainanglugunsal Android vewldls uay

sUAMNDNRENLYNUANINATVIINIBVBIKLY FlanInT 4.1

@ Image Crypto Alpha 2

Browse

Mode (Encrypt/Decrypt) ENC

a v a o Y] v A A v
AINA 4.1 BUINNVDILBUNELAYU Maﬂmﬂﬁﬂﬁmaaﬂgﬂmwwmaﬂmi
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4.1.2 N1SLINSRAVDININ BASAISODATUENTW

4.1.21 madrsdanm dnsdfidetuluiufunisléou Snmsdrsaniminindista
alasldrnEudiuves Chaotic map fianusaldenld axlduadnnd 4.2 feanunsaudisia
sUnwildanysal wagddrsianmlnelaldenFuduliiy Chaotic map wouwdiaduazdue
anuziFuFuamsaldold wazldnafannd 4.2 wudu uazannsadhstaguamlsamysal
iy widldananusSuduliiiu Chaotic map fildanansaldeuls axldanunsadhswannls

LaLALIANARNINING 4.3

@ Image Crypto Alpha 2

Browse

Mode (Encrypt/Decrypt) ENC

KeyIC: 0.8000000000000000 Encrypt
.

Export Image

a Y 1 a o v £ o g &
AN 4.2 AUIRN9YDILLDUNALATU MaﬂﬂﬂiL“Zﬂiﬂﬁgﬂﬂ’]WLﬁi‘ﬂﬁu
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Q Image Crypto Alpha 2

Browse

Mode (Encrypt/Decrypt) ENC

Key IC : 2.345 Encrypt

KeyIC: l Key IC notin range [0, 1] l

AN 4.3 NTIAVDILDUNAATU wé’amiﬁﬁﬁagﬂmwé’umm

o

4.1.2.2 mM3aeasian I Aanedudutnsian wAstnsainaeiuluTuiunslgau v1sd
N Y I3 N v o ! % A Y PN ot

amnasidlunmsaensianisidunmiignidisiiainteunas wielnlananauysalluninsivaey
HATOINITRBATTE  LagannldnsenAnSunuves Chaotic map wenfuiuansuaunlglunig
Wi avanusoneasidldlunmsuatuneunisidisia dannd 4.4 udddldnsenansudu
Y89 Chaotic map #sefuiuTAWITaNN  n1saensiadslanmiliaiunsaseydnn
v Y] v ) -dl o & a | a v ) | )
auatulalae dsnmyl 4.5 MillnuezldenvedAlaNAuYeY Chaotic map AzaWa AUAIIY
WANFITBIHANIAAINNITABATHATUN M AUTIATURANGAIVBIANTUAUYDY Chaotic map Tu

SEAUAIINAZLDYAT 1x1076



Q Image Crypto Alpha 2

Browse

Mode (Encrypt/Decrypt) DEC

KeyIC : 0.8000000000000000 -
KeyIC: 0.8000000000000000 Decrypt

Export Image

Ml 4.4 wiheveweundinduy naInsaensagunmasadu uazlinmsuatu

@ Image Crypto Alpha 2

Browse

Mode (Encrypt/Decrypt) DEC

KeyIC: 0.8000000000000000 -

Export Image

AW 4.5 NTNAN9UDLUNALATY BaINISnansTaaumal kazlulaninauady
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4.1.3 NN15E90DNNAANSINAIULAAINAVDILBUNALATY

a o ! v ¢ < (3 = & & o @ 1 o £ '
woundintuasnsadsenaansundulndzuam  Feuneuilviheuidedienldnadu

Export Image f3881aWa71laann15aeeangunImannsidnsian mianssan i 4.6

AT 4.6 feE1NYRsIUNgNAIeRNINAN waUnALATuSTELanansTagUAN

4.2 Aipsnguninnaansnlaannisidasiagunin

lumswsevinadnsils  nmsdsiaguamdldunanueundindiudisianinuy

52UU Android awelulsyainusil anunsadnsgiesnunlaluateguuuy ngludsaan

v

sl lovihnsilesengunmeadnsly 2 Uuu deil

AN 4.7 AsuaUuntglunsnadauwaUndadu
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4.21 As1eALAINITHS angﬂmw

Hadnsnlaannsiisiaguamiinng - 4.8 leaSeuiiguiuninauatunldlunis
NAaes i 4.7 wudn Ledunaludineenisiansangunn naansnlaainniswnsa

sunndlanuusnaaiunmduatulaeduds liamnsavivauladiuniwesnmduaiuae

WA 4.8 wadnsnlaanmsnsiagunm
4.2.2 AAS12ANINT5 Y Histogram

anunsarlalasidinaansilaanmsidnsiad  waznmeuatu 11mn Histogram 89

sUam aaglusunsy MATLAB vslugaalvud uag, WWed, waziidu lag Histogram ¥83nw

v

fuUaUUluY19anud wae, We7, wardIky LEAIRININA 4.9 MusnwsAIAU a, b, WAy ¢
MINEIAU wae Histogram VBN STTAlUYIVelnUE wAY, W, Wagt1Nu LandRanIna
4.10 MuBNYIMAU a, b, kaz ¢ MUAIAY LoIATIEN Histogram VaswaAUaTy Lagnniign

[

v v v dy
N S9E LONARIT

- BHHBHBAE

AN 4.9 Histogram waInmauaty taed (a), (b), waz (c) AB Histogram waIlMUELAY, L8,

LATUNNEY MUAIAU
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(a) (b) (©

o = 2845 8E 388

AN 4.10 Histogram waInmgniinsiaues tned (), (b), uaz (c) fiw Histogram vadlnud
WA, LWE, LATUINY ANNAINU

4.2.2.1 Histogram w0 weuaty loudeslun1eniued vidlutaalnud uag, 1Wen, Las
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W ("deprecation™}
public wvoid encrypt()

{
if (key_enc.getText () .toString() .equals(""))
{
key enc.setText (String.valuelf (global key));
double init_con = Double.parssDouble(key enc.getText ().toScring()):
if (! (init_con>l| |init_con<d)}
{
long st_time = System.currentTimeMillis(}:
Bitmap im in = ((BitmapDrawable)imScr.getDrawable ()).getBitmap();
int no pixels = countPixels(im in}):
double[] x = abs map 1(no pixels, init con, con a):;
Bitmap imageKey = getKey im(x, im in);
Bitmap scr = scrlmage (im in, x, 0);
Bitmap res = xorBitmap (scr, imageHey):
imScr.=zetImageBitmap (res) ;
long fn_time = System.currentTimeMillis():
Toast.makeText (this, S5tring.valueOf(fn time-st time), Toast.LENGTH SHORT) .zhow():
export.setClickable (true)
if (sdk level<android.os.Build.VERSION CCDES.JELLY BEAN)
EXpOrt . setBa Drawable (getResources() .getDrawable (R.drawable.but bg)):
else
export.setBackground (getResources () .getDrawable (R.drawable.but bqg)):
}
else
i
Toast.makeText (this, "Key IC not in range [0, 1]", Toast.LENGTH SHORT) .show():
}
}

A n.1 dunisiisiagunm

@SuppressWarnings ("deprecation™)
poblic void decrypt ()

{
if (key dec.getText().toString().equals(""})
{
key dec.setText (String.valu=0f(global_key)):
}
double init_con = Double.parseDouble(key dec.getText().toString()):
if (! (init_con>1||init_con<0}}
{
long st_time = System.currentTimeMillis():
Bitmap im in = ((BitmapDrawable)imScr.getDrawable()).getBitmap();
int no_pixels = countPixels(im in);
double[] x = abs map 1(no pixels, init con, con_a);
Bitmap imageKey = getKey im(x, im in);
Bitmap xred = xorBitmap(im_in, imageKey);
Bitmap res = scriImage (rred, x, 1);
imScr.setImageBitmap (res) ;
long fn_time = System.currentTimeMillis();
Toast.makeText (this, String.valueOf(fn time-st time), Toast.LENGTH SHORT) .show():
export.setClickable (true) :
if (sdk level<android.os.Build.VERSION CODES.JELLY BEAN)
export.setBask ndbrawable (getResources () .getDrawable (R.drawable.but bg)):
else
export.setBackground (getResources () .getDrawable (R.drawable.but bg));
else
{
Toast.makeText (this, "He [0, 11", Toast.LENSTH SHORT}.shaw();
}
}

AN N.2 drumsnensiazunm
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public double[] abs map 1(int iter, double init, double a)
{
double[] x = new donble[iter]:
x[0] = inic;
for(int i=0ri<iter-1;4++i)
{
x[i+1] = Math.abs{1-{a*=x[i]}}:

retorn x;

AMH 9.1 dIure3 Chaotic map AIlFAlduTsdunuuaduysel

public Bitmap getKey im(double[] x, Bitmap image)
{
Bitmap key = Bitmap.createBitmap(image.getWidth (), image.getHeight (), Config.ARGE 88E8f);
int[] xRGE = new int[x.length];
int bit_asc = 0;
int bit dsc = xRGB.length-1;
int bit as2 = xRGB.length/2;
for{int i=0;i<xRGE.length;++i)

xRGEB[i] = (int)Math.round(x[i]*255)
for (int hor=0;hor<key.getWidth() ; ++hor)
{
for (int wer=0;ver<key.getHeight () ;++ver)
{
key.setPixel (hor, ver, Color.argb (255, xRGE[bit_asc], =RGE[bit_dsc], xRGE[bit_asiZ])):
++bit_asc:
—--bit_dsc;
++bit_asi;
if (bit_as2>xRGE.length-1)
{
bit_as2 = 0;
}
}
}

AN 9.2 dunsasenguainsiagunm
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public Bitmap scrImage (Bitmap image, double[] x, int mode)
{
Bitmap target =
int[] seq = new int[x.length]:

for(int i=0;i<seq.length;++i)

image.copy (Config.ARGE 5888, true);

geq[i] = (int)Math.round(x[i]*(x.length-1)):
int pos;
if (mode==0)
{
pos = 0;
fortinh hor=0;hor<target.getWidth () ; ++hor)
{
for (int ver=0;ver<target.getHeight () ; ++ver)
{
int pix = target.getPixel (hor, wver)
target.setPixel (hor, wer,
target.setPixel (seqg[pos]/target.getHeight (),
++pos;
else
{
pos = seq.length-1;
for (int hor=target.getWidth()-1:hor>=0;--hor)
{
for (int ver=target.getHeight ()-1;ver>=0;--ver
{
int pix = target.getPixel (hor, ver):
target.setPixel (hor, ver,
target.setPixel (seq[pos]/target.getHeight(),
——pas;
H
j
}

return target:

target.getPixel ( (seq[pos]/target.getHeight ()},

seq[pos] ¥target.getHeight (),

target.getPixel [ (seqg[pos]/target.getHeight () ),

zeq[pos] ttarget.getHeight (),

(zeg[pos]itarget.getHeight () ) ) )
pix):
(seqg[pos]$target.getHeight()}))):
pix):

AN 9.3 drunsaduiumisiinieavesgunin
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public Bitmap xorBitmap (Bitmap iml, Bitmap im2)

i
Bitmap res = Bitmap.createBitmap (iml.getWidth(), iml.getHeight(), Config.ARGE BEEE);
Mat mat_im 1 = new Mat (iml.getHeight (), iml.getWidth(), CvIype.ClV BUCY):
Mat mat_im 2 = new Mat (im2.getHeight (), im2.getWidth(), CvIype.ClV BUCY):
Mat mat_im res = new Mat (iml.getHeight (), iml.getWidch(), CvIype.CV EUC4):
Li=zt<Maty» planesl = new Arraylist<Mat>(4);
List<Mat>» planes?2 = new ArrayList<Mat>(4);
List<Mat>» planesR = new ArrayList<Mat>(4);
Utils.bitmapToMat (iml, mat im 1);
Utils.bitmapToMat (im2, mat im 2):
Utils.bitmapToMat(res, mat im res);
Core.split(mat_im 1, planesl):;
Core.split({mat_im 2, planes2):;
Core.split (mat_im res, planesE);
Core .bitvise_xortplanesl .get {(0), planesz2.get (0}, planesR.get (0)});
Core.bitwise_xortplanesl.get(l}, planesZ.get (1), planesR.get (1))
Core .bitvise_xortplanesl .get (2}, planes2.get(2), planesR.get (2)):
planesB.set (3, planesl.get(3)):
Core.merge (planesk, mat im res);
Utils.matToBitmap (mat_im res, res):
retnrn res;
}

A A.1 d3un73 XOR sUn MY Library OpenCV

@Suppres=lint ("SimpleDateFormat™) public void outBitmap ()
i

Bitmap outBmp = ((BitmapDrawable)}imScr.getDrawable ()).getBitmap ()}
outBmp.setHasAlpha (troe)

OutputStream imOut = null;

try

i

String f path = Environment.getExternalStoragelirectory() .gethbsolutePath () +"/CryptoRes";

File fd path = new File(f path):
1f(!fd path.exists())
{
fd path.mkdir():
}
S5tring t_st = new SimpleDateFormat ("ddMMyyy

HHmm"} . format (new Date()}):

File im file = new File(fd_path, "res"+t_st+".png"):

imOut = new FileCutputStream(im file):

outBnp . conpress (Bitmap . CompressFormat . FNG, 100, imCut):

imOut.flushi() ;

imCut.claosel()

Toast.makeText (this, "Export completed", Toast.LENGTH SHORT).show();
catch (EXxception &)
{

Toast .makeText (this, "Error in file export"™, Toast.LENGTH SHORT) .show():

Ml A.2 drunsdseensadnsiiugunn




