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NOPPADOL  JINTASUNTHORN-URAI:  THE PERFORMANCE STUDY OF OPEN
SOURCE FIREWALLS IN RASPBERRY Pl FOR SMALL AND MEDIUM ENTERPRISE
(SMEs) ADVISOR : DR. PASKORN APIRUKVORAPINIT, 101 PP.

This independent study investigated the performance study of open source
firewalls in Raspberry Pi for small and medium enterprise (SMEs). Its purpose is to
study the networking aspect of Raspberry pi in terms of the firewall functionality. The
methodology of this independent study is to conduct several experiments by
measuring and comparing the performance of three open source firewalls such as
IPTable, IPFire and OpenWRT using real-life usage, for example, file transfer by FTP,
website access by HTTP, Email by SMTP and Live Streaming. Our experiments
concluded that the most suitable open source firewall for Raspberry Pi in SME
businesses is OpenWRT with respect to the performance usage, ease of installation

and operation, and resource management.
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vodlu$readiuluireadarduguiiafniinsstudoulaiunguedinieaduduhnuiouls

YBINHHUIY Accept, Deny, Drop

ad IS

N3 AEUNgLUBIRUYRY IPTables [8]
Unfuda IPTable Wy 9zl software AisawegluszuuufiUiAnig Linux ageae &

frfaaszuuUR RN Linux o819y Ubuntu agannsaldedsues IPTable I#ainuii
command line

- ﬁwﬁqﬁugwu
sudo iptables -L

U '
[ [

- idiazdumdinnaasunguedliisieadilassliagtagiu Jensusiu

W laiingeg



Chain INPUT (policy ACCEPT)

target  prot opt source destination
Chain FORWARD (policy ACCEPT)

target  prot opt source destination

Chain OUTPUT (policy ACCEPT)

target  prot opt source destination

- MsAsAau AT UNgeNsule (Allow Established Session)

'
[

\ieTzanasnau R lwatuNUANTasY traffic 1 azdosiiuriAds

sudo iptables -A INPUT -m conntrack --ctstate ESTABLISHED,RELATED -j ACCEPT

Weaanseugnwady

- msaadeyaaly traffic 1 Whanlu port Asvyly Wudlsdeinstanu

'
[

traffic M9MUA LASIFIUISOMTINY sShALADINUNAE

sudo iptables -A INPUT -p tcp --dport ssh -j ACCEPT

a o o [ v A o &
YRLLDYAVDIANFIE NN TOR UL U URILADNASY

AINPUT  vanefis mstingiiluly input chain
- ptep nuehs Wanesnidu tep

- dport ssh  vianeia asiagdeunesnuaten1eIndunesn ssh

jACCEPT  mnefia dndoyadnesuuiuiluaie Alwiniseyginnis
Wi

ANsUANU traffic

ASUANYU traffic AkiADINNS Y38 wWaltlunisUanulinseinegwas chain

'
[

rule LADINUNAE
sudo iptables -A INPUT -j DROP

A o A O v a1y o &
ievinsUanudeyanlifesnisiunsly

galfL23 IPFire [9]
[~ 6 o‘d' dl' o v 9] d' (9] [ i
WuLaNALITNoDALUUINENINITUTUUTILAaENAILILNEINUAINUADAN 8NN Y

wsavne Bltlanausluszauasdnsgsnavuaan aud gsnavunlng Fswevduisainanil



Tanuwaen15vinuNny waziintnaan159119ulud LY LT UAB UL 9ELAINABNT LE9Y

Y
ety Gepaaudinisldanulunmsiukasiieitesiunuideiina

AautRnisvhaulusiulniead (Firewall)

TuauHa9199991N AT UVBINITATIERULNAL AL UVADIUE FUUS (Stateful
packet inspection) #99za319N159191UVY framework 717971 netfilter lagdnwaiznis

$191U99EUTILHINADUNITIINIUDRG 4 sEAUMenY FalSeulane 4 sEAUvR9IAIY

Jaoany

a A LY

Alen  uansde seRuUasnsiy (Safe area)

FUAY  uansty SEAUsuAs18 (Danger Area)

Ay wansds seduresiuillians vaneaudn Wuduniwensdetienely
(Wireless Network)

ddu waned lwaveIn1sAIuANTadlisIoad (Demilitarized Zone)

Felusziufindnandreduiu anolldlunsdangluliiead (Firewall Rules) #9
agannsofmusligunsaldfnanduanusadanistu P Mditedunseld edradunis

aufia visaUanuldlvniiy Wudu

Firewall Rules
Firewall Rules
# Protocol Source Log Destination Action
1 Al Controling (]} 7 & v
2 Al OVPN-N2N-1 O BLUE 7 A v
3 Al PC-1 (i) OVPN-N2N-2 7 & AV
iy~ 0 J fe 8 A
Incoming Firewall Access
# Protocol Source Log Destination Action
N - 0 7 0B~
o i O I = / A 0 A
3

W - B e ERS

Policy: Blocked

JUN 2.1 sUnmmthaensviauvesnisaeng insieadues IPFire [9]



gaWALIs OpenWRT [10]

OpenWRT 1u gendnslussuudfiinng Linux Fdlddmivgunsaliladndaaios
(Embedded Device) Iny OpenWRT agyiimsadisszuulnatusiiieliglduause
USuussldmuninudesnts dudesimsredniaugonsursiavlalunisairegunsal
Wadsa lneld OpenWRT Wulassadrandninsizilu Open Source Tnglu OpenWRT fin1s
T¥sudiine uazdl User Interface flanansaldanliine uaziilaldiedmiugldaumluds
tininnanunsnth OpenWRT lusegeniugunsal Network ldnannnanssuuuudadudn

#ila Open Source Firewall 71lasuANTeNeeINgINtUnguTnTLN

Firewall - Traffic Rules

Traffic rules define policies for packets traveling between different zones, for example to reject traffic between certain hosts or to open WAN
ports on the router.

-~ Traffic Rules
Name Match Action Enable Sort
All IPVE-UDP
DHCP?F::new From any host In wan Accept input 4 |+ £ Edit %] Delete

To any router IP at port 68 on this device
IPV4-ICMP with type echo-request
Allow-Ping From any host In wan Accept input o #+ +| ZEdit ] Delete
To any router IF on this device

unP

Allow- . =
DHCPYG From IP range FES0:0: 0:0/10 In wan with source port 547 Accept input ~ + |+ | Z]Edit ] Delete
To IP range FES0:0: 0:0/10 at port 546 on this device
IPV6-ICMP with types echo-request, echo-reply, destination-unreachable,
packet-too-big, time-exceeded, bad-header, unknown-header-type, router-
Allow- soltcrtation, nelghbour-solicitation, router-advertisement, nerghbour- Accept input and
. i . limit to 1000 pkts. & 2 | & ] Edit x| Delete
ICMPv&-Input advertisement —
per second
From any host In wan
To any router I# on this device
1PVE-ICMP with types echo-request, echo-reply, destination-unreachable
Allow- type . e " Accept forward and

packet-too-big, time-exceeded, bad-header, unknown-header-type

ICMPVG- . limit to 1000 pkts.
From any host In wan
Forward per second

(s
o
&

# Edit =] Delete

To any host In any zone

Open ports on router:

Name Protocol External port

[Guest DNS TCP+UDP =] [53 (] Add

sU#l 2.2 ¢e81a User Interface Tumsléfaulyisroad 193 OpenWRT [9]

57aWLU3 W1e (Raspberry Pi)

Y v

578N U03 Wilraspberry pi: RPI) [11] Juveinsyuuilen Alidnwuzadiy

& A

ADUNIABSVUIALEN TVUIAWNAUTATIATAN FINAIUIAN UNIINSIdBWANUSAS 1T 2012
lagsimegussanm 35  wnSegansy laguain s1aiues wig du Usgnaume wiie
Uszanana an1Unenssukuuaisy (advance RISC machine : ARM) haziiniiguseuiana

A3 3R dmfunisangniwiile wuamNaEiRenge dnigaudndIng1y  (random

access memory: RAM)  #iwpnsedululuwsaziu @9aznd1dely wavaiuisaiia
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mheaudlagld Loadnisd (SD card) ¢l wesnnsieuseUszneause wevfidaile (HOMI)
groat (USB) uaznasn dmosiun(ethemetsiinuiousgrannluniisgnamnssuszuy
Tnsstnedaniey Inefinaiueinig tu vhaudessuy Fund Ssivunsaui anunseld
Aasalusunsy viduiudnined wieandumbenuaudug 1§ nefissuvdfifnisduas
Aulilueadinisd (5D card) dievhmsfissaaiaiieusesnnmeUszananares sariue’
w1y AaziFavihauviui

sasiiues wie Taea 9 (raspberry pi model B)usuvesueasailsfuauien
wadldfusnniiaalurunnd Seluguilldsunsiamnainiu o uasiduiiddfaelud
migUszaana ARM 700 MHz unuifien
-  RAM 512 MB

L3 =) 1
- NOINYLBHAU VAN ON

- WesNAWRsHUS 100 Mb Tudusurdeualawau

1Y

- dsdaluihegi 700 mA

4 a . I | ¢ A o = [
5789l Uas W 2 (raspberry pi 2) Wuiuvosvasanimuianluea U waa lu

'
LY =

J2g0u Feluguiltdu dauaudindnnlouny luna U wda Menun wiasau1l30ues

9

USEANSNINNTYINIU SIMDLY Anunainraietivesessumaluladlueuinn 1wy s895U

[ v a s v U a LY [ v = a va
N157UAU Aulead 10 LL@Zﬂ’]ﬂ%\‘I’WUﬂ‘Uﬂi?WWﬂi%@Uq\‘i Wuny BIYALLBYAUVDIAUAUUR

v

al
N[N

he

- MR8USENIaNa ARM Cortex-v7 900 MHz 4 iy
- RAM 1 GB LPDR2 SDRAM %17A31471 2 §17

14 = 1
- NOINYLBHAU 4 489

&

- WEsNAWesHUM 100 Mb Tddusuldeuaiwau

(%

- idedslaihgsanog 1000 mA

UL NNYIVIN VU U

nsuSeumeuUseansanued firewall lussdugunsal

mATeFossTausEansimuagn sl TginuuIsudiisuredluiiead lin
nadwsvaslideadusassnanUssudieutu tneflgunsaifiiarmeaeudu flwseadsay
Wanua 3 §efu A9 Cisco ASA . CheckPoint SPLAT way OpenBSD PF 351 nagauld
\A3esiieNte Curl-loader dmsusaningAnssunisvierues HTTP/HTTPS  S1uausin

WALNAADUUSLANTAN 8 AuUeiy [12] Febain



1. Firewall Licensing
Firewall Management

Application Intelligence

TCP Throughput

2

3

4. HTTP Throughput
5

6. Concurrent Connection
7

UDP Throughput

8. Connection Per Second

11

lngfinanisnageuly 8 Auagajunasenuluzuuuuvemsafnandlunisnd

2.1 uaveanunduguuuunsm 1ugﬂ‘17‘i 2.3 iy 2.4

AN9197 2.1 ;snagunauseansnmineusnaenidu KPI Tudusing

Key Performance Indicator (KPI)

System Under Test - Firewall

CISCO ASA | CP SPLAT | OpenBSD PF

Firewall Licensing Proprietary | Proprietary BSD
Application Intelligence Yes Yes No
Firewall Management Local Centralize Local
HTTP Throughput (Gbps) 10.6 5.6 4.5
TCP Throughput (Object Size = 512

18.6 14.2 10.2
kb) (Gbps)
Concurrent Connection(Gbps) 200K 250K 500K
UDP Throughput (Object Size = 512
kb) (Gbps) ] ‘ !
Connection Per Second 160K 68K 180K
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Throughput Comparison

20
&
a 15
E
E. 10 M Cisco ASA
‘u;a 5 H Checkpoint SPLAT
E o & OpenBsD PF

HTTP TCP uDP
Throughput Throughput Throughput

SUT 2.3 kandnauseansnanluauusunaisuinukasda 1wy Connection Ma1150L01311

Y

Tuganamils [12]

Connections Statistics

500000 L
400000
300000

Number of
Connections

H Cisco AS5A
200000 -
100000 H Checkpoint SPLAT
0 i OpenBSD PF

Connections per Concurrent
Second Connections

SUN 2.8 kananauseansnin Tuaiy USununsSutnunazanuiu Connection Na1u150L97

Y

g [12]

daunsnageuludewennulasassaznnaeulaenisiaiomageuturinng
a¥9 traffic nsldontuansuuniddddisnisni FTP sever 1sliiinSetrenely wax
dsludsaeuenifloitniistoya uarldiasesiionitedn Netwag lTunstisdszanana wagdy
NaNAEDU Tanadnsildiu IWsheadin 3 fannsavhonludeswenisdniu port fdhin
Taufldotanun Inedi OpenBsD PF tufidianunsalsiedieutu Firewall vunslngjves 2
fhailvde Snilisreadiinaidy franansanmadudeyaiiiiuuazainisaagunasenin

Tustuuuntiemsviauiiasnsaeulae
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nsuUSeuisuUsEans A nYad firewall Tuszeu Software

TnonsvaaeuUssansninues Firewall  ludu Software HuazuAAINTS
W uiieuUssansnmsening netfilter iU sedwIsidu W nf-hipac wag ipset Tngld
35n157AUU 35719 plain routing , connection tracking | filtering azn1s NAT Tnefinng
fnuszAndnindy arlistvazBeniiesniinaass lnsflagnaasslunisedoyaiiiy
Tnslanoa TCP lumsnaaouuszansnm TnefseasiBandsil [13]
1. drwnunedn (Port) sesduisiusielnslnaoa(Protocol) TCP laeil
UIGEN 1075 waiv fensiienmsldanu 1 i
2. 97u3U descriptors ¥aansUalgsa 1 process lngunAnalssuvUuRng
Aundarsesiuniada descriptors 1024 adae 5 3uf uaz 204 ASwwle 1 At Wuduoui
sessuldeindian
3. fufirusives Socket Inslufidaslddoyaiiivung 16k8  aniiuiid
sesfusianun 40MB uaziletestoyaifiu avanunsnsesiuninduivesdioya (concurrent)
Igitavmn 2560 Afe uazgunsaifiialdlunismaaesiuagldindos Server nineUsranana
Pentium 4 dngA1udn 512 MB lunisnaaes
Tnefinanismaaestuazannsoagulddn Netfitter  fideidoogfivssansnimng
sesfungiu asvhanlglifvifimadeswaungdsiuaumnnly 1 chain udazanunsaviney

lafndlnsieadendnasimdug Wedwiungiides Faandulunugui 2.5 was 2.6

10000

6000

Reply rate [1/s8]

intahles —— \

nf-hipag —* hY

z :p:.—tl . X . . . g L _—

16 x’ o 126 2% a2 1024 2040 4056 €192 16304
Rule ramber

JUN 2.5 uanshanantunisnevauesvainguedliioadilietdnnuiuduses ) [13]



30

00

@ 2
150

100

iptaples —+—
nf-hipae —<—
ipmet 4

2.4.29, Filtering

——eeeeeeee

»,

i =

16 2 &

JUN 2.6 wamatiaantuniseevaussvemLiiunguediisiead 1 a3 4 [13]

18 2% 512 1024

Rule nunber

048 066 fatd

16334

14

wazdnnisnaaenils Wunsmeaeulaenisihdeyavuanglin Server wazld

client anulvaslndriulnsieadlnalSouiisulu 3 nsdlsneiu [7] As

1. msvadeulaedilallaldl Software a9

2. msnaaauladly IPTable

3. Msvedaulngly IPSet

F9alHUsATUFISUNT monitor Lianaasuanusilunllvanlusyeziie 1

Wi Fawanlauuasduluauguin 2.7

anuausalunmsiuaazaya 1una 4.36B Tauiing
1016 ng asvas 1w

120000 T——

/
4
'® 80000 +
=
g 60000
:
§ 40000 .KL‘
20000

o

SUN 2.7 uansnsvladuvesmnuaansalunisaidlvanteyalunsiinaneiu (7]

Annuedninagau

- e

12345678 9101112131415161718192021222324252627282930
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MngUisuanssandenvaansmland
dudih  szdunisamdluanlnauuulildnguesdniiead
Eudues Wunseandivaalwalagld IPTable 1016 ng
Gudide Wunmsanivanlndlasld 1Pset insaugungues IPtable a1ntiu
yhmssauyigiulagl435n15m9adR ttest
Ho : H1=H2
Hy @ pi>p2
Tnod u1 Aeiinatoyalasld PSet u, Aeusunadeoyalasld IPTable

%D B
\/(nEDZ—(ZD)Z) 4

n—1

42.26

uaEAMUA a = 0.05 WagAWIU t NGRS £ =

waziilalarnings azlar1 1.699 Feegluyasufias Ho

lngazagulagldtoyan1aadia (t-test) 7n15lY ipset azvililnsieaddanuiania

'
CY-)

Tsr0a9ldany IPTable agsiidudAgyy 0.05

n13.3eULTiEUIEINe Raspberry Pi Firewall fiu Cubieboard Firewall [14]

lngluniiazinmuaunsalusuaieuaanisinnuredlniieades oty n1sAIng
Inreadusegansainlunisviinu sude asdusenaulunuaug agraiunsuaiiogves
\A30978 (network address translation: NAT) w3an1s geyaidiu \usiu Jsazedune
[ ! o &
Wudiu 9 Aey
1. ewansalunisadenglvisied

ANNaEIEnsalunisase nglweadves naiiues wie lisioadliusuian

v 1

Joyagi 58Mbps uANENAN cubieboard firewall#iviiauegf 54Mbps wagilaviinasiig

Y Y

UIUNGLHNTU I1WUNFUN (throughtput) cubieboard firewall Izgendnilaifiguiu

=

Raspberry Pi Firewall Ezilqé’ﬂwmzmmmmamzL“T;Julﬂmugﬂﬁ 2.8
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60

50 p

@@ Raspberry Pi
Cubieboard |1

40

30 F

20

Throughput (Mbps)

10 p

100
200
500 P
1000 F
2000
5000
10000
20000

Number of Firewall Rules

sU7 2.8 uanaUszAnSnmvesnisasnanguesinieadszning Raspberry Pi Firewall fiu
Cubieboard Firewall [14]

2. AuaulR wazAuansaveIn1sinaunall
AauUR"gluvessEnin Raspberry Pi Firewall swiguiiy Cubieboard
Firewalllna? Raspberry Pi Firewall vi1ausigviagusyanana @atdnenssy ARM A7

a s

700MHz Ludeyame iaRflidenisa (multimedia card : MMC) n1ewen w3eru LoaRn13a (SD

= aa 3

card) F9BURSINANSITIU WosEUNUSEasA(general-purpose  input/output: GPIO) k&g
W@%Vl?iaaﬂﬁauual,l,uumgﬂim (universal asynchronous  receiver/transmitter: UART) s3u@glu
goviiwaime faduifomnnlumsiaungunsaifessuuljians dund

&1 Raspberry Pi Firewall v191unigan1lnenssy ARM LWULAgAusIan
Wwes we 5ead AE3 1 GHz wasinudeyameniedaiunigluawin 4GB NAND
Flash waranansoifiumiiennussiy wadnise (D card) 16 uazdumesinanislda
Wy ety Yeadsugieal Yensdeansuuueynsuuuuddlasiia (inter-integrated
circuit: 12C) wosvan uzdNNUS (serial peripheral interface: SPI) agz wosngasnssAulnii
Fumnng (low-voltage differential signaling: LVDS)

Tupnseil 2.2 WumsieuiiisunuantAszning Raspberry Pi Firewall

WiBunU Cubieboard Firewall
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[

51971 2.2 AruanAnsldausening siaiiues wie Isiead fu Aduedn Insread [14]
AMENURA Raspberry Pi Cubieboard
mihgUszanana(MHz) 700 1000
GPU 24 7.2
AU 512 1024
Ethernet 10/100 10/100
3101 ($) 35 59

n15Uszendly Raspberry Pi anldiugunsainiiniuasele

Tuauideilladaus model w84 Cloud computing Aid15u19l3lu Data

Center vuilvig) [15] @eaziiuszlovflusnuvesnisld hardware 7ifisiangn uazidalud
fovasie Tudssendaiuilunsldaesdusauann

Tneiindsedulduestiamin Cloud Data Center Mhlutudsznaulusae server
FrurusnueIea Ssfisinunenn uagliduarfuaildanaiienazonlildlunsfn
visovhauide Jsliiniseurangulssiinissiass model @$e Cloud Data Center lu
vduisnduminiuuaflildnadesnainnresnuauifivesszuunisuszinanauuy
nax Cloud @77kt USumnisds traffic su laildnsilansly wagliannsaviiune traffic
savile s

Taglu model flazUsenaulufegunsal Raspberry Pi Model B $1u31 56 6
uazsznausietu LUy Lego nuguil 2.9 Faasdusunuves CloudData Center Vi us
fowedidnnd Teaziivdnanidaenssu amgud 2.10 Ssainaantinenssutu azdeidenles

v =

fuasusazimlufnfeaiuuaziiafin (Top of Rack) azilusdnauaznszanedeyananty



pimaster

sU#l 2.9 gunsal PiCloud [15]

)

AP

Apacha
DHCP

DNS

Image Mgmk

APl - API Daeman

1
I

]
i C - Container !
ODEHFIDW I F5 -Flle System :
Switch | TOR - Top of Rack Switch i
]
I i

U

=1
N

I [ 2 )

2.10 wiiae aadnenssuvesnisidenss PiCloud [15]

18
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Tafin3vieuves PiCloud Wy azlddmsuri web server wiaLiumaumu data

base wilaugunsal web server WUAMLFINNG user interface N13IANITRUNTAITINDEY

Tueng fagui 2.11

iCloud by Uni

versity of Glasgow

Profile | Logout

RED rack

Pariormance ovandew

pita

Goe
Goe

rmgbamypickous) {f nveriiz; of Giasgow, 3211

sU#l 2.11 wthae web interface M33nn13v8s PiCloud [15]

dluyuuedressian soudeitdalufinalgauiu PiCloud Fandnunanuasa

Raspberry Pi Fwilyisgunsnitiu fisnaign Aurddlies saudslisnduseddszuuainy

Wudngae luwmilouiu server Mioglu Datacenter Fssinsldminuiduiiiuneaunsiveiag

Uity vhalaegeiiussdnsam sieazsdennumnsni 2.3

M5197 2.3 ans1auaneUsEaNSAM 984 Testbed U PiCloud [15]

PiCloud

Server Power Needs Cooling
Testbed $112,000 (@$2,000) 10,800W/h Yes
$1,960(@$35) 196W/h No




UNN 3

ASanduUIUIY

n13Anw1gunsal vasa Raspberry Pi
Tutunauninaniaginn1sinyfeesAlsznouveduasa Raspberry Pi 52u89910
n3Aasa Linux Kernel wW1lulu Raspberry Pi tierdudumeulunisesiu sulvdiuneuves

nsfnRsgendwIsadludigUunsaisaly

msAnnsgendwasildluveda Raspberry Pi

Tutupeuihifunini sewsuaslussuuufoanisdund (Linu)  nfndiluuosa
Raspberry Pi wieidu software ldlunsiuieuiieuusednsninues Raspberry Pi Firewall
Usznaulusne IPTable IPFire PfSense IPCop dusfiugenduasiiviundanisiiieafiunis

Ueaiudoya uazasiadudeyadumesidaiiiudunlugUnsal@alidnvazadieiulisieadn

fegluviosnaalutagiuil

ada a

18n15AAAY software adlu raspberry pi
N1SANAY software 84 raspberry pi U 9¥¥IN15ANAT image file VoswONALITUA

adaslu SD Card uagth SD Card Hulddlulu Slot SD Card Tu Raspberry Pi gl

3.1 lngfazyinnIsAnma 1 software 8 1 SD Card LaNMaNLa89A158NNSINIUNglL way

a

WanaglinavasUsansnnesnunlaetakiugnan

q

SD Card

Image file (.tar.gz)

Raspberry Pi

JUT 3.1 UHuA N tURaUYaen15uT Image File ldinluly Raspberry Pi
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15N13AAAY image file KAZNIIAIANUDINUAIUY raspberry pi
1. IPTable (Neftfilter)

Software #9z18u command #ieglusyuudufnis Linux lnediauisain
image file ¥8353UUUHURANTT Linux b6l 1wy Ubuntu 1Uusu Aazlel IPTable sauegeviud

Taganunsa download image file 19a1n https://www.raspberrypi.org/downloads/ AUy
3.2

THIRD PARTY OPERATING SYSTEM IMAGES

Third party images are also available:

UBUNTU MATE SNAPPY UBUNTU CORE WINDOWS 10 10T CORE 0SMC

OPENELEC PINET RISC 0S

gﬂﬁ 3.2 1398 download ¥©4 third party OS Image

&9 download weSaaulinnisaedn IP Inganunsaluudsioazidealalag
9mda nano/etc/network/interfaces wazuisieazidenanluldsnaaliiae

NaaauMsnDBuweslinlaelaldn web browser 910 server 81@11158
dhisouwsiinld wansindunnaiedumsings uasdrgiunauvesnisnageusiely

2. |IPFire

2.1 @13150 Download Image File 1a91n http://www.ipfire.org/download
u&idenil “Download IPFire 2.17 - Core Update 93” auguil 3.3 Iaefianansaad image
file lelaedilifosd OS wsaesu


https://www.raspberrypi.org/downloads/%20%E0%B8%95%E0%B8%B2%E0%B8%A1

22

i IPFire

About IPFire Get Started Get Support Get Involved Donate

Download IPFire

< Download IPFire 2.17 - Core Update 93
(ISO-Image - i586 - 157M)

Other download options
U7 3.3 sUnmuaneviinae download ves IPFire

2.2 1{a¥1n15 Download 158USaLa AMIA1S format taSadlaeldluswnsy
HP USB Disk Storage Format Tool (dasldlugiug admin) Waana start sednwn aund1n13

format L@598u AugUN 3.4

HP USE Disk Storage Format Tool, V2.1.8 “

—
Device
Multiple Card Feader 1.00 (3768 MB] [E:%) v|

File zpztem
FAT32 v

W olurne label

boot

Format options
["] Quick Farmat
Enable Compression
["] Create a DOS startup disk
uzing internal MS-D0S spstem files
® yzing DOS zystem files located at:

5UT 3.4 sUamuanwinae HP USB Disk Storage Format Tool
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A o 2 Y Y o A
2.3 1an1n1g format L@3IYUIBYLAT U1 image 9 download 11 mount

ilulu SD Card Tagl#lUsunsy Win32 Disk Imager mgufi 3.5

Win32 Disk Imager - B

-

Image File Device

hbedded Linux /Beagleboard/xM Rev C Production 4-25-2010.img| |[E: i j

-

Progress

Cancel Read Write Exit

Waiting for a task.

U 3.5 sUnmuansvinge Win32 Disk Imager

2.4 ¥M13iUn Raspberry Pi Litaidngnisasaniessu lagriinisiianniw

keyboard uagiden time zone 1172415 AUFUT 3.6 uag UM 3.7

IPFire vZ2.5 - wwu.ipfire.org

Keyboard mapping |

Choose the type of keyboard yow are using
from the list below.

ua
uwa-utf
wa-utf-ws

{Tab>-<Alt-Tab> betueen elements I <Space’> selects

JUN 3.6 U MKERNINISAIAT keyboard
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IPFire vZ.5 — wuww.ipfire.org

| Timezone |

Choose the timezone you are in from the list below.

America-Igaluit
AmericarJamaica
finericasJu juy
America~Juneau
finerica-Kentucky-Louisville
fimericasKentucky-Monticello

<Tab>-<Alt-Tab> between elements I <3pace> selects

U 3.7 3UN9LaAeN13ASAN time zone

2.5 ¥1N1503A1Y8 hostname vasl$i0ad UazaAYorldauuas svaruly

nsitfeialuguiuy web interface Uagiu ssh protocol mugunmi 3.8

IPFire v2.5 — wwuw.ipfire.org

IPFire 2.5 - wuwu.ipfire.org

Enter the ‘root’ user password. Login as this
uszer for commandline access.

Paszsuword:
fAigain:

<Tab>r<Alt-Tab> between elements | <Space> selects

JUN 3.8 JUMNLARINITASATRR LTSRN
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2.6 Funaunsluidunisnea Network Configuration Type dusunisldau

IWsqead Tngluruideiagyihnsdenitu Greent+Red ndsanntuiden Ok ausiaeg1dtugy
3.9

IPFire wZ2.G Wi . Apf ire  org

Select the network config JL_:IT for 1FFire.
The following conf pes list those

interfaces which have ethernet a:ti;nhnﬂ If you

change this setting, a mtm&j restart will be

ired, witl to recont i th
;:ﬁuﬁaiﬁ‘zrwﬂ:ﬂm 1'1“! e

tTabhr~<Alt=Tabh> bhetuween elements 1 «Space?> zelects

g‘d 7 3.9 ﬁlmWLLammimm Network Configuration Type

2.7 Tuneusialilun1sdue interface 11U interface 9397iiloglu Raspberry

Pi (Driver Card Assigcnment) &slufifazldidu port fiu1a1n USB to LAN iy vin1sdue

Y

WU interface mmgﬂ‘ﬁ 2.10 wag 3.11

IPFire w2.5 - wwu. ipfire.org

1 fAzsigned Cards |

Pleaze choose the interface yow wish to change.

GREEM: UMSET
RED: UMSET

<Tab»~<Alt-Tah> hetween elements I <Spacer zelects

SUN 3.10 3UNMULARIN13A9AT Driver Card Assignment
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IPFire wZ2.5 - www. ipfire.org

Pleaze choose a n:tuurkmﬁimﬁhmmnﬂ
interface - GREEN.

{Tab>~<Alt-Tabh> between elewnents I <Space} selects

5UT 3.11 U nLanan1seann Driver Card Assignment

2.8 dumpusieluidunisimun network address lifuuday interface Tng
Formusvotusay interface  audoufingnAluunit 2 T &9 1P Address woduay
interface (something is missing) WkazANMuM IP Address mmgﬂﬁ 312 lagluunaz
interface Tuildnwaysed

Red fe Interface Midousofuduimosiin w3e Network n1euen waz Green

fo Interface MIpuFanU Network nelu

IPFire vZ.5 - wwu, ipflre.org

.ln;ter- the 1P address infornation for the
GREEM interface.

IF address: 192 . 166.0
Hetwork mask: poD . 409, 8t

|Dk|

<Tabr>s<hlt-Tabh> hetween elements 1 «<Space> selects

JUN 3.12 U nlanin13ian Network Address Uadusiag Interface
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2.8 Junausoluidunsivun DNS uag Gateway iieldlunisieuseiu

network NeuBN ANFUN 3.13

IPFire wvZ.5 wuw , ipf i re . org

tion.
-.:IP Cand DHCP

<Tab»s<Alt-Tab> between elementis

SU7 3.13 UnMLanIN1TRaA DNS Uag Gateway

2.9 ¥nsseLiiald firewall vhnnseuARldainaseerdosdiu wazinig
vadeunslinulaednluf 1P fivinisdeAranduneuresnisaedn network interface Tag
AgvneME port 444 FegTU https://192.168.4.2:444 \Jusu wagyiin1snaaaunsidiig
Sumodilinlaunisdn web browser 970 server HunistaseadunsAngs nieufiazidn
nsrUIUMsSNISNAdauUsEaNS A meely

3. OpenWRT

3.1 aiilvan Image File 16910 http://downloads.openwrt.org/ Tus1u3d8

dvianisidenioidu 17004 fwgUTl 314 wdudon brem2708 wagidon subtarget

bcm2708

OpenWrt/LEDE Downloads

Welcome to the OpenWrt download area. Follow the links below to find the appropriate directory.

Binary Releases
The most recent Open\Wrt/LEDE releases are linked below. Use the latest available release for new deployments unless you know exactly what you do.

« LEDE 17.01.4
Released: WWed, 18 Oct 2017

= Chaos Calmer 15.05.1
Released: Man, 16 Mar 2016

U7 3.14 sUnmthaiilnanves OpenWRT


https://192.168.4.2:444/
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3.2 1119%11n15 Download 138U3a8wa7 AYNN1S format wASadlaeldlusensy
HP USB Disk Storage Format Tool (fiadlglugiueg admin) uaana start sednin aun3inis

format L@59&u AuguN 3.15

v owsoeamarooz1s 1

Device

| Muliple Card Reader 1.00 (3768 MB] [£:4) v

File system
|Fat3z “

Volume label
==

Format options
(] Buick Fomat
[] Enable Compression
[ Create aDOS starup disk
Q teimal ME-DOS system files
(@) using DOS system files Iocated at

'gﬂﬁ 3.15 JUamuanswiinge HP USB Disk Storage Format Tool

3.3 W{leyin1s format 1@Sai3eusasnad W1 image 7 download 11 mount

wlulu SD Card Tneldlusunsa Win32 Disk Imager a3l 3.16

Win32 Disk Im

Image File Device —
l'lbedded Linux/Beagleboard,xM Rev C Production 4-25-2010.img| Ei‘l [E:\ ;I

[T MD5 Hazh:

Progress ‘

Cancel Read Write Exit

Waiting for a task.
I | L —

gih?'i 3.16 JUAMKAAINTIITE Win32 Disk Imager

3.4 wasantui SD Card enanaluldlu Raspberry Pi tiovinsitanasla
Nuntudumesina (Web Interface) Tagtans LAN TUideundumasy Ethernet han

A lUR 192.168.1.1 AvESuUses (Web Browser)
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3.5 1N15#ARY Package File #1%931 kmod-usb-net  A1nLuY Sysyem >

Software &3 Tdf131 usb-net N4 filter MUFUN 3.17 Neilivelvl Openwrt la3dniu

Sumasiandu USB

OpenWit  Staus -

Software

Configuration

Displaying only packages containing “ush-net® | @ Reset

Free space: 95% (239.43 MB)

Download and install package: OK

Filter: | usb-net (@ Find package

Status

Installed packages (usb-net) Ayailable packages (usb-net)

Package name Version Size  Description
Lipky
Install kmod-usb-net 49771 934 Kemel modules for USE-to-Ethemet corwertors

JUT 3.17 gUnmuanaviinae ves Software luntlh web interface %09 Openwrt

a

3.6 91NUUATLAAY port Ethemet ldnuianuavianilsaglu Raspberry Pi
uay USB 91nwuy Network > Interfaces wagyinn1569an IP Address, Gateway uay Zone

199U muguRl 3.18 UM 3.19 wazguit 3.20 1Wunsiasaduniseee

OpenVWrt  Status »  System »

No password sef! lk

There is no pageword set on this nouter. Please configure a root password o protect the web interface and enable SSH.
Go to password configuration...

Create Interface

Marme of the new interface

@ The allowed characters are: &=Z, a=z, 0-9 and _

Note: interface name length ) | . . _
@ Maximum length of the name is 15 characters including the automatic protocolfbridge prefix (br-, Bind-, pppoe- etc.)

Protocol of the new interface

Create a hiidge over multiple

intetfaces
Cover the following interface g2 Ethernet Adapter: “eth(" (lan)
@ gl Ethern pter. "ethl” (sth1)
£ Customn Interface;

SUT 3.18 gUAMULARLUILNITAIAT Interface Tumsasnsdumasivla



Logout

Common Configuration

seneral Setup Advanced Seftings Physical Settings Firawall Settings
Status 72 RX: 0B (0 Pkts.)
2 TN 0B ([ Pkts)

Protocol | Static address v

IPv4 address

|Pwd netmask

[P gatewray

|Pwd broadcast

Usa custom DMNS semers |

Openifurt

Common Configuration

General Setup Advanced Settings Physical Settings Firewall Settings

Create § Assign firewall-zone il =
lan: lan: |

G cth]: =

L unspecified -or- create.

@ Choose the firewall 2one you want to assign 1o this intedace, Select unsg
zone or fill out the create field to define 2 new zone and attach the interface 1

JUN 3.20 JUNMULAALLIYNITAIAT Interface TuN13A%A1 Zone YasBUInBTING
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nsnadaulszansnwuadlnileaa
gj [ 1 [ 5 = al a a 6 1
Tuppuninanaziuduneuvesnsilisuiisulssansnnveslniteaalunnay
A PN Aa | = A .

software na1tuuni 1 lagluntagnanafy unuaAIWAIaUY (Network Diagram) U89

nuidedaglilunimeaeulszdnsamidadulumuun 3.21

Maonitoring Server

RPi Firewall Server

internet
—

T s

Lani|  ADSL Modem

RPi Firewall Server
IP 192.168.1.103/24 IP 192 .168.4.103/24

Client

JUN 3.21 Network Diagram vesnsnaaeulssdvninlnsiead

gUnsaifiagldiassAnBamiy Ysznauludedsil

1. Client lufidlévinnissranadu traffic simulator Wunissrasadudeyai
Suidn (Throughput) LievnisvaaeuUsyansainaes Raspberry Pi Firewall #dluusiag
nsnAaesazsinsTastieya packet unnsrsiululundaznsvaaes Jsaznanluside
daly

2. Monitoring Serveriuﬁﬁlﬂﬂ‘fjj Open Source #3011 PRTG Tunsnsivaey
WaznsI3IUUTIINTRYA traffic  sanunlusUuuuns éfm%’umswmaauﬂ%mm%aﬂaﬁ%’u
LAZOBNVDILFAY open source firewall

3. PRTG (uiedesiledmiunsiaaeu uaziiudoyaneg udiuansuasenin
Tuguuuunswi @aludill PRTG finnssessulnslanea SNMP &3y msadansmnnsidau
nsmAlansldan CPU uayduq SsaenndesiudeyadiniunsUszmananaziinsizinaly

LY

91U
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8. Firewall Tufiiezld Raspberry Pi lunismageuussansam wazsiins
finda Software fail
4.1 IPTable
4.2 IPFire
4.3 OpenWRT
Tnefivzuonnisiinga 1 Software / 1 SD Card iiiefiarlddszansnneonunls
wiugign uazlia¥ianisg Load vesmsldamumans process Tu 0S auiuly
Gluustay Software tunssosiimssasaifionaaouyszansnin lasnisdang
vasli$roadiumnsoienly efivsnadounissvesnsvhandseznanludesolludiuns

a a

WIsUTeUATIZING UazUszansan
1. Server lufiagfugunsaidmiumsiudideyaiiiovhnisussananadng
ledeyaufiainntusing Raspberry Pi Firewall 31uda gunsaifiléagifu Android Box s
mmzauﬁumﬂéﬁmﬂuﬁqﬂLLawwawﬁ’u Tunsldnuiivarnvane saufssagemers
Falunrsnnaeuuszansnnvedlisieaduesnudsed wvnismeden
Usgansnmludusing q lnevhnisnageutssansanuuukenidusenndind way nssau

ASITNULDNNAATUNINAIT 1 BE1NUPIENY S18aLLDEATDINISNAGBULAIs e kUL

A9 1 N15NAAaUUIEANTAINNITTINURIULEN AU IO NYDIuaNNELATY

(Application)

X g v < a o S
nsnaaeulugailidunisnaaeunislidanulaguenduiennindy lngluitazuen

Lﬁuﬂwﬂ%muﬂgami%’udﬁagaéha FTP, n1slg9unisitndaivlednig HTTP way HTTPS,
nsldau e-mail waznsldnunulaiansudis (ive streaming)

1. mavaaeuUszAnsnimnssu-ds deyade nslanea FTP Taelufitiaesh
591809 Server 10y FTP Server iieltifuguénanslunissu-dstoya lasagsinsida
wosansnHudnsunsldend Tneasinistinga FTP Server aslu Server Uanenne wazei
M5 port dmsunisds FTP windu Tufidlasvinnng forward port 2221 dwmsunislday

FTP waz port 2300-2399 1{u port passive Tunsdsdoya
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A1919% 3.1 Policy Rule dmsunisnageuvesnisnaass FTP

IP dunie | IP Yanenia Service/Port Action

Any 192.168.1.103 nat 2221 NAT
192.168.4.103

Any 192.168.1.103 nat 2300-2399 NAT
192.168.4.103

1983501579 LasnaaauUseansnn a8iIN1sNeda UL ILazLReanIse Ul

1. msdsladuun 2 GB melnslnaea FTP ievindeuniuaiusalunisas
Tula
2. hlvd 268 9ndadi 1 wuadu 3 Inddey @uinlnsUszana 900 MB) wazyh
mydsndauuilenadeunsyiauves FTP Tunisdannnda 1 session
2.1 mavedeudszavsnmlunisidifedoyaivledsie Tnslanea HTTP uas
HTTPS Teazld Tnslanaasiuiuseving HTTP , HTTPS uag DNS Tunisidhdisdeyaiiuled
sudnsanilnanteyalaglilnslnaeasngn
Suladfivinismedeutudunissausiwadfannivled alexa.com @
uled fidameseududuwivledifauieugsiign uasdivum content lumiiiiuled
unifieane Tneduledivhumaaeuiuisielud
- youtube.com
- google.com
- pantip.com
- lazada.co.th
- movie2free.com
- sanook.com
- yahoo.com
- kapook.com
- dek-d.com

- mthai.com
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[

Tasnisnegaudaziuaduaniunisaldassadl

[V
v

1. msnegeunsdivlealaglifinstanulag viedu
Tudtlagyihnmsneasunsitaivlefmly Inendanesndrvnsu Inslaaaa DNS,
HTTP, HTTPS dnsunisitnasdulad wazvinnisuaasunisiinivledlaely Server 1Ju

LASIENSUNAEDU

M15797 3.2 Policy Rule dwsunisnageunisiinaaiulasuuulaifinsUnny

IP Aunng IP Yananns Service/Port Action
192.168.4.103 Any 53 Accept
192.168.6.103 Any 80 Accept
192.168.4.103 Any 443 Accept

waantuinsasUlas Sanaluszninanisidniulyd

2. manaasunisiivledlaeiiteulvlun1stanwduleduisdiu
Tundagrirnisnaasunisiindvleanild Taemdanesndinsu lnslarea
DNS, HTTP, HTTPS wagsiudaasnd rule dwmsunistanuiuleduisdru dmsunisidngs

3 '3 o % < v [~4 d‘ o v
Yuleawazyinnisnagaunisiinivlealegld Server uasasdusunnaay

M15797 3.3 Policy Rule dwisunisnageunisiinnaiulsauuuiinmsUanusiuleiuidiu

IP A9 IP Yanenng Service/Port Action
192.168.4.103 Any 53 Accept
192.168.4.103 Any 80 Accept
192.168.4.103 Any 443 Accept

wasniwinnsagiiaginnalussninnisivleduasinnisissudieunis
o % Y =€ =3 (3 gj =
auiumMImageunsiiniaivledns 2 ngal
- msveaeulsEansanlunisiunazdadiug (e-mail) loslunilazyinis
d1a93ngAnssuNITsUABAlUgUaene Tneldlusunsudnaes traffic a3 iperf wazvin
nsUanulagldnguesivsiond Inevinisasdoulanisds email 91w 10MB 9n9 1 3w

o
= & o

FINTAIDANUILYINNUMY TnsIaAaa SMTP d@nsunisaaud
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Tngn1snagaudazyinnisasdwaliudslaremadaelslnslamnea SMTP 9199907Y

[

rule A9

A15°99 3.4 Policy Rule dwsunisnadeunsidausuiazasdiud

IP AUNI9 IP Yaneng Service/Port Action

192.168.4.103 Any 25 Accept

NANTULIINTATULAL IANANHIINNITNARBIAINGT
- MIVAARUUTEANSAINNISITIIU Live  Streaming  d1wsunisldeu
wondiatulugieszeziiainisiuunaiiios lnesluniazviinisdiaeslaenisidaaniuil

1 (3

518015 MsviAve90dlnesgiinIuIulesd www thairath.co.th/tv/live, http://www.ch3

thailand.com Wag http://www.amarintv.com/live-tv/ LLazﬂ%’U@mmwmaqmwrﬁu 720p

(1280x720p)

#1519% 3.5 Policy Rule @usunisnaaaunisldeu Live Streaming

IP fung IP Yanenna Service/Port Action
192.168.4.103 Any Special port TCP Accept
192.168.4.103 Any Special port UDP Accept

ntwhnndansheundonsulunieifeitu Snvunieatuiusunmd
3.22 nageumsidildausenaindunar 30wl Wielinadnsfiesnundulueged
Usgansainuazinesanisiiouiieu Tngluiitaziinisnaaeutanisilnnislde
streaming ASUTT 3 Fo9 waxins Untunisldaunis streaming 7e 3 (http://www.ch3
thailand.com) 91nturhnnsUseuiieuUssansnmseninensmuosusias open source

firewall Tun1sveaesgaesigg wWeasuaLLANGIg


http://www.thairath.co.th/tv/live
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L [ LVETV-AMARINT! 41 X

€ C | ® wwwamarintv.com/iive-t n|la @0

OURYSIENISNVHUA

-
sl

JUN 3.22 ANWYNINUTBINITNAGBY Streaming

¥ail 2 MavedeuyszAvEnmnsThiunieuiureuewnainduuinndi 1 Yssan
Tnelugaiifunmsmaeunsnusenwiinduannndr 1 Ussian iilonaaeu
ANUEI1509 Raspberry pi firewall Tunisldaunainuans Taevhnissuwenndiadui
nanliluyed 1 enedeuTnauaninsnvesiifreadlumsiunieniulasinisvaass
Festellil
1. msneaaunsiiauiuled Biud wag Live Streaming naiAves Digital
in 2018 lmswiadi 1 ldnandadnvaznislidaudumesidavesuszvansing wuin
wonmalduildnusnitgaanadfduife nsdldnuivled 3ud uag Live Streaming
fufiedrunlng Ineluiiazsiinissraesiielidenndesiuadfnenans iennaey
Usgandamwes Raspberry Pi Firewall Tngidn rule a1nnsvageunisidauduladwuuiinng
Unfaudulasursaan mamageunseas email wazn1svadey live streaming Wuuinsniay
83913 W5y wazldnuniauiu wagihnisagunaluisiag open source firewall
2. mavadouUsravEammMsvhuLuuLenaLlaiuynegadseiu Tngth
policy vasnsnaaesd 2 Tuusazuenndndu leun nsldau FTP wuuwuslnd 3 Indvinis
dmdeudu nsldnuiulsduuuiinmstaiuivlesunsd nsnadeunisas email wazns
npdau live streaming wuuiimsdnfudesiii insmfunesldeundontu arntusinis
asUna dslunismeaouiidunisdiasnisldauanmyinssuvesldauiily uasmaaey

1Y

YPNAVBY open source firewall
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AsSeuisuIas1zikasasuNausEaNS W
9

v

1A8518aLReAUILANSANNLININITIAS TN LTS 8azLDeARIl

1. msldauluniiedssaianadiie (CPU Processing usage) {un1svagdeu
AwansalunsUszananadiigues Raspberry Pi Firewall vihefilsazfuiesious

2. wuuidstildaluusarBumeding (Bandwidth Interface usage) tJunns
naaouUszansawlunisdsdeyalundagnismeaeuiisnndl uazuioonmiaeildasdy
kilobits per second (kbps)

3. Audun1sEnuYemiiisUsyinana (Load Average) LHunisvaaeus
aszuilfandumieusznanalunsinuisaziaanat Sslussuudfinig linux awdl
Arfisingeanmnana1ds top Weliduuualiinnisimnuremheyuszaians uazdns
task Aidnaimieegludrsnartug Adagldfmize widilldagdesdaluifudiuiu cPu i3
o¢) Inglusniideil Raspberry Pi Firewall & CPU 1ie 1 core fatfuAninfoniszauasiia
LA 1 Sevzvhaulifausednsam dedildiiu 1 duninenudndad process ufids

o | o g v ° < | oy = ' ] S & ROy
3@‘1/]']\‘1']14@gJJV]']SLWﬂ'ﬁV]'NWULTJUVLU@EJ'N@']GU"I %ﬂiuLLmazmwlﬂaBQLLmasﬂiﬂLﬂumiVIﬂa@\‘mI%

= a

nartunisageuneaunls luanuidelfudnnansniluanaisniszauvemiog
Uszuianaidu 15 wiitdounds fegragu nswlugaundin 15 agiiradeved A1 Load
Average Tuwiin 0-14 vhnsiedeuaglanivesuniin 15 Wudu

ilaldvayau1Asuca 3 Open Source Firewall Wa3 ¥NN1TIATIEVUALATUND WAL

) A A

LARINAMIFURUUAIERIT19kaEN 31 530N a5Unadendelds WeNagy) Open  Source

Firewall Aiaanzaalunisinaslu Raspberry Pi
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NaN1INAaDI

niEnsmaaesiinaaunluund 3 lufidezuaninanisnaaesweinisnaasy
Uszansan ﬁy’ﬂugﬂLLuumimaaqLLUULL&JﬂﬁazUizmmaq application N1SNAABUNTS
Meaundeniuves Application 11031 1 Usean laglanuassisazsidenluuaazn1snaasy
Tneiisoasidondll

Tnglunisnadeuusiazasazirnsmitldain monitoring tools 7ided1 PRTG @«

Raspberry Pi Firewall agvinnisasarmelnslamoa SNMP 1Ugs Monitoring Server %dsqﬂ

'
a1

Foyaiidilutiy awddusuuuudenu Tasfiiay OID fuansisdoyadinegifuagie Tns
wuslumuaAu Wi CPU usage, Load Average, Memory, Interface Bandwidth misanau
21N Ugadoyasingd1aunvinnig generate graph 99 1 w1l lesusnilunsivaiy
nueLaY OID

Tnelusuuail avuanananismagoulszansnin 3 fu A CPU  Processing

Usage , Bandwidth Interface usage W@ Load Average

AnsnaaauUsEaNSAIW Firewall 1aeld IPTable

nsAgaUNNSEUalanIY FTP

1. AsVedaunle FTP wuuddlndasuden vune 268 91uau 1 1nd
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Bandwidth {kbps)
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20000
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W Traffic OUt [Speed]  e———Traffic In (speed)
Load Average
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Minute
U 4.1 NSLERINANISNAFBUNISNAADUMIY FTP wuudInswaed 1 twd vag IPTable
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93Ut 4.1 feFufinnsdslildsae FTP nsvineuves CPU agFunisviailusig
Wil 3 Tneesdfintuion 9 warinsfinduves CPU usage Tnowads 45 % dalunsdlil
Fiutuna bandwidth interface fifiudae Tasazdanaufiuinnisvhaiures FTP Ssanunsn
yhamildnuunilaed nslénumes cPU lalldTuauds 100%

dunmsldandunedila aenadestunsviinuves CPU  ieuuudisnislday
Fiutu CPU - vhaugstunadidy Tnsladsudnuudisildaudmiunisds FP Tunns
naaaslagly IPTable @1u1snsudslagsan 20,000 kbps (20Mbps) laeUssuna uavdale
\dy 13,700 kbps (13.7 Mbps)

msldnudnedsnsslumsusssnanadeazansnisinunisemsyinnudounds
¥93 CPU 15 il ilerfiudilugisnandanaind process AisoUszananangunniosiiiesls
uazdsnasilil CPU Process lustfl 4.1 viemmiindu 9innsmidsnannasuanddififiuii
Load vesmsvienilagiadslallfinanuniinunauduly Inefidigsanues Atadenisyly
MsUszananatiy agiiuszana 0.85 Gsaenadosiunmsviaumazyszansninues CPU

MNNATeINIIAFEUNSAelnsiaaea FTP siamsldarn CPU wuusisdilday
wazALRfsnszvesaeUsrinans lutiifdsdstoyasy wuudisildonu famuniy
i sTnaianuesgUnsainsuls vie bandwidth Buimesidngeandilssu nisldam cpu gl

614 100% way vinsdalwdiasaauysalmeiian 27 wii
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Bandwidth (khps)

Load Average

CPU usage
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JUT 4.2 nTMUARINANITNAZBUNISNAAB UMY FTP Luudinsaudel 3 lild niauiu ¥es IPTable

4%
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INFUN 4.2 Wisisuinsadalndnie FTP nmsvineuwes CPU insldanuaie 73%
FIUNTARUIINNNTRINUVBY session MNNNINTY azwsaunuyinliinisiganuwes CPU

¥

fige Insladouduvudisildaudmiunsds FTP Tu iptable  azanunsasudsleigeg
31,000 kbps (31 Mbps) wazddlsiade 22,000 kbps (22 Mbps) uazvinsadlwdiadaamysol
MEYIAY 17 W9l

AansensUszananaresguil 4.2 didedieudunsdddidiferlunsvanedonisy
nsUszananaluzudl 4.1 didmnndu ins1g CPU Process Hufidnunndudne usiainis
eudauisainuldniuund lifinnsagmevesdeyas wewsidunissenisviauves
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Iptable IP Fire Openwrt

CPU Bw. Load CPU Bw. Load CPU Bw. Load

avs. avs. avs.
FTP Protocol
1. Single Thread as 20 0.85 100 18 3.5 88 20 0.83
2. Multi Thread 73 31 1.08 100 18 3.8 100 21.09 1.04

HTTP protocol

1. unblock website (Allow All) 34 13.44 0.38 33 10.55 0.67 27 12.85 0.25

2. block 5 website 23 9.1 0.27 27 8.81 0.55 22 11.38 0.2

SMTP Protocol

1. sent email 27 9.24 0.32 39 16.44 1.96 22 20.88 0.41

Live Streaming

1. stream 3 channel 11 4.95 0.19 23 54 0.53 10 6.4 0.12
2. Stream 2 channel 8 3.82 0.25 14 4.73 0.46 8 5.34 0.11
MixUse

HTTP+SMTP+Live Streaming 57 21.22 0.66 66 22.07 1.41 41 25.88 0.45

HTTP+SMTP+Live Streaming + 98 29.9 1.29 100 n/a 12.14 96 23.92 1.07

FTP
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