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NUTTHAPON SRIRODBANG: A Design of Virtual Server Status Monitoring System
and Web Application Recovery in Cloud Computing System Using Open
Source Software. ADVISOR: ASSOC.PROF. DR. ANNOP MONSAKUL, 115 PP.

The objectives of this study were 1) to design a virtual server status monitoring
system 2) to create a system to notify relevant persons in case of the malfunctioned
virtual server, and 3) to develop a virtual server status monitoring and web application
recovery system. The designed system consisted of 4 parts: 1) a time series database
using Prometheus software, 2) scripts for virtual server status and web application
monitoring included SNMP, ICPM, TCP, and HTTP protocols with Python programming
language, 3) monitoring status display using Grafana software, and 4) scripts for web
application diagnosis and recovery developed with Python programming language.

The results of testing monitoring system indicated that the situation
simulation at the virtual server and the web application displayed an abnormal status.
The designed system could detect abnormalities and the results were notified to the
system administrator via the LINE application every time when testing. In terms of web
application diagnosis and recovery system, from simulating the anomaly situation, the
system could detect the problem and recover the web application components to
normal operation. In addition, the results could be notified to the system administrator

through the LINE application every time.
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naldlumsinns ssuuildlusunsuiunuaninsefnassuuldegsinsatiomndulusunsy
d595U wiszuunltlnslnaea SNMP Jlddesimsimunyaad@uniievinuswuiulnsivaes
SNMP wenanilgeasdsenaulunigdugiudeya uwardiufamuanunmiglydeeanwuy
AnRaee ilin1sindassuuAout AN uUlUsLN SRy ulunstimstauessuy
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3.2 ATWIAWNINNIUVDITZUU

Virtual Server (Monitoring Server)

1. Database 3.Monitoring =

o

<t uery— isualizati
queny=— Vlsualgatwn anomaly detected

Time-series Database

value——p  Monitoring

7
i h 4
Notification
request data return . . .
JSON oty -'-
2. Data Collection ' 4.DiagnosticandRecovery @ | System Admin
‘ Web APIs ‘ Anomaly Webhook ‘
classification
Sensor Data Sensor Data
Collection Preparation
h 4

h 4

Protocol (SNMP, ICMP, TCP, HTTP) ‘
Y

Incident correction |
procedure control |

T execute command action result
9:‘ response
1
Protocol (SNMP, ICMP, TCR, HTTP) Protocol SSH }7
Virtual Server
(Monitoring Client)
MIB Y

Docker Service

s Nginx Service

« Firewall

« Web Application Container
» Web Database Container

+ ICMP
+ Application TCP Port
- Web Server

« CPU utilization
+ Memory usage
« Disk usage

- o
Eih/l 3.1 AMNIIUNTNINUVBITEUU

(%

INFUN 3.1 NNFIUNITNUVBLTTUU kuseandu 4 diudsil
1. Database AB31UTDLADUNTUIAN Prometheus AnT17138900U DY AN I
Data Collection wéuvastoyailasu Wudayasunsuiailaenisuseriunaitdoys wag

Guiinbilugrudoua

'
[

2. Data Collection Aayad1dslnveou Int1753U5Toyaan1UAINYBLLATOI
YeLgilou lnen1sAnsadaansnuLASoILUYeEleY Wulnstinaaa SNMP, ICPM, TCP way
HTTP Tag3id 4 Inslveea anunsaldfnniuaniuniniaassudieaiou waztiukaunawn

Fulonganseungu muinguseasaveinsinuil

o ¥ 1

3. Monitoring ABLA3 BIL8AAMIUANIUAIN Grafana YINWUITI UT oL AINEIY

Y

=

Database wuannatunsvidoya nsiadeunruAnunfivesindeyanuiigldinuaiouly

Y
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v

(Threshold) wazudaieuludeiigatosinuuoundiaty LINE uazdatayaludadiu
Diagnostic and Recovery \ileUszananasioly

4. Diagnostic and Recovery ﬁamﬁwé’ﬂwmau fnthitnsavaeudam wagAu Iy
weunaiadu lngfudeyaudnulinunivedssuuiIaIngIu Monitoring WaIvN13ATIEAOU
dnsznevvasuneunainduluedesutnedosdunurecna Secure Shell (SSH) tite

mawnuesnuRaUng waskilulunstinaiansaaniunisle

MNgUT 3.1 Fupsumehauesszuuised

1. §9U Database ¥93u090yada1UAINAINLAS DALY IBIATBY 91ndIU Data
Collection Wulwslnaga HTTP 90 5 3u1

2. @731 Data Collection SUN1950998% 83 A91nd 11U Database Ua 3971013

AnFadRa1sNUATBILLYIBLELDY f1ulnslnApa SNMP, ICPM, TCP way HTTP 1iansiadau

¥ )

anunm Weldsudoyanniaseaniineasioundnivsznanadeys Weglusuuuudeya
Database 5893U wazasvayanduludadiu Database

3. @ Database msUszviunateyaiildsu udduiindeya

4. @3 Monitoring 11113 Query U83a31nd3U Database u1uananalvin 1dly
sUsvunsmdoya wiouisdamunrufindndvesardoya mudigldtuundouly ey
AuEnUNAYRImYaYa ArdInsuInAaulUduEauaszuuiIuLeUNGIATY LINE wagdeioya
LUdseu Diagnostic and Recovery Tuguwuu JSON wnulwsiveea HTTP

5. @31 Diagnostic and Recovery SuuazUsziianadaya JSSON iiesuunuseam

=

YOIANURAUNG LAdsAATlUS AT paivetadlouninUn® Wiy SSH iiensaauUayil

4

wazwAlulunsainaunsavile wagdamadnsludaguassuuriuweunaint LINE

3.3 518aLDUANISANLEUIU

32.3.1 W38ULATDLLIUELEL DY

TuTuRUNISLAS IULATRILLUELAT D UA NS URARITZUURARAINADIUNIN

A [ & . . ~ Y ° o A
bATDILNVIBLENDU (Monitoring Server) HUBYAVUNIEAIUY

- syuud)UAn1s Ubuntu 18.04

o
Y

- 7964 Docker

(%
Y

- @MY Python 3.6.9 wag Pip3
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[
Y

- #n%9 SNMP Daemon

3.3.2 fnRsg1ulayanynsiliagal Prometheus
TudunounsAnAIINTELABUNTILIAN Prometheus UATBIUINELAOUTN

[

TowseulAluden 3.3.1 1Wun1sAndewuy Container N1v1197um1e Docker taelaeldadasadl

docker run -d\
-p 9090:9090 \
-v /etc/prometheus/prometheus.yml:/etc/prometheus/prometheus.yml \
--name prometheus prom/prometheus
devhnisfinaaasands amsonaaeunisidaldanu Prometheus 1unas

Fulusiees dumanesa 9090 1y http:/localhost:9090 axUsINgUELTumMgUR 3.2

Prometheus ph Status ¥ Help

O Enable query history

Expression (press Shift+Enter for newlines) )
- insert metric at cursor - *
Graph  Console
“ Moment L4

Element Value

no data

Remove Graph

Add Graph

g‘tlﬁ 3.2 w1 AU Prometheus

¥IN1369A1 Promethues 11Age3e1vadayaanyndA1dInTI9aeuanIun1mn

= [ IS A o 1l s a = £ o 1
IRk IEadauvinuegInedn 8001 MN9 5 FWAUAINABINITVRITEUY YIlnlyl
deansenudeUsEansn nveAILitsalouIuiuly uazdelarteyanseiios Tusu
HANTENUABNITLINRUTBINNSAITEYanNY 5 IiiRe ldnuaziuianuiinunitinitig

333ldiAu 5 37 TagnsasAmesn Lazdliatfstayaaunsansamenisuilulndsa
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489 Prometheus 7 Path \etc\prometheus\prometheus.yml LLéj’;Lﬁu%m’mﬁﬁ’mé’mﬁm
il
- job_name: ‘prometheus’
scrape_interval: 5s
static_configs:
- targets: [‘localhost:8001°]
Lﬁaﬁgﬁﬁ%a%wé’ﬂﬁﬁﬂmi Restart Docker Container Prometheus lagla

Ad9 docker restart Prometheus

3.3.3 AnAdAIBIBRANNLANIUAN Grafana

[
a Y v

TutunauMIRNAIgILTaYABLNTUNIAT Grafana ULAT B ELaN o L

o«

[ o
Y v a

wisnl3ludedt 3.3.1 Wunishnsawuu Container fivhaugig Docker TngldFdassdl
docker run -d \
-p 3000:3000 \
--name=grafana grafana/grafana

oviNN1sAnFILaSILAT @1115aNaaaun1snleeIu Grafana NIUNISIULY

F1983 KUMNINSH 3000 Wi http:/localhost:3000 agUsnguisiumugui 3.3 i Log
In Tae/ld username: admin waz password: admin Fadu user ANSUARUVDS Grafana e

W lludlwmdiunisiuaeu password Weanulaonse

Forgot your password?

U7 3.3 wilivasterdld Grafana


http://localhost/
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\Weusie Grafana U Prometheus tagluiliay Configuration > Datasource

12

> Add data source wa3td@an Prometheus aeludiunisisal HTTP Tuseswes URL ldaden

Y84 Prometheus Mifindalinountifdigu http/localhost:9090 udalien Default Aegu#

3.4 LaINA Save & Test

Data Sources / Prometheus

{1} settings 88 Dashboards

Name ) Prometheus pefault | @D

http:/localhost:9090

U 3.4 M3siselausie Grafana U Prometheus

3.3.4 RuyAMdn5I9daUANIUANLATE LI LEilY
WawgaA1deraen 1w lnvew saudulausisinslneea SNMP, ICMP, TCP
wag HTTP ludnway Web Application wielauisafnnedeasiu Prometheus WIUIWS

Inpea HTTP lalaeditunounisvinaudsgun 3.5


http://localhost/
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Web APIs

!

Sensor Data Collection

- Ping
- SNMP
- Port
- HTTP

Y

Sensor Data

Preparation

v
v

U9 3.5 TURBUNITINIIUVDIYAAITIATIAABUANIUAIMATBILL U LET DY

EaNl

NN3UT 3.5 feasBoatunountsvinnusdl

1. $U Request 311 Prometheus #11 Web APIs

2. savsmdeyaaniunw laednsed eansiuiad sautneiaiouiifosnis
PTIEBUANUAIN (Monitoring Client) TngldTnsTnmaea SNMP fwuadn OID Wiszyiamy

Y =

mﬁuasﬂawé]’aqmimmmiwﬁ 3.2 1¥lwslvinea ICMP wie Ping nTiadauaaIunInnTsilousia
38918 Mlnslnpea TCP asdeuan U nnesnveswaUndinty ualdlnslnaea HTTP
psRaevaa LA MY uLeUnAAduluASoidaTTou
3. wSeudeyaildsunnindesuivieiaiion udhdsteyandulnedateyals

ogflusUuuuiiivanyay dsil

- afAndayaan Text Wdusiavfiothluuszanana

- UsgananamteyaanIunIneneg maesei 3.3

- dadeyaliiogluguuuy metricllabelvalue Tasivuade metric uay

label fiuAnvaya WU cpu_usage{lP="192.168.1.10"}12
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M15741 3.2 A1 OID Yestayaan unn dmsusyuudjianis Ubuntu 18.04

oID Name ANB3UNY
1.3.6.1.4.1.2021.11.11.0 | ssCpuldle % ves CPU #laildgnlday
1.3.6.1.4.1.2021.11.67 ssCpuNumCpus FIIULNUTEY CPU

1.3.6.1.4.1.2021.4.6.0

memAvailReal

USUw Memory 71719

1.3.6.1.4.1.2021.4.5.0 memTotalReal U3ue Memory ﬁdﬂwm
1.3.6.1.4.1.2021.4.14.0 memBuffer U3ueu Memory ﬁgﬂﬁ]m
13.6.1.4.1.2021.4.150 | memCached USuas Memoryd galddaasa
1.3.6.1.4.1.2021.9.1.7.1 dskAvail U331eu Disk #9149
1.3.6.1.4.1.2021.9.1.8.1 | dskUsed U314 Disk ignld
1.3.6.1.2.1.31.1.1.1 ifHCINOctets U siudeyadsnasiasetig
1.3.6.1.2.1.31.1.1.1 ifHCOutOctets USnaumsdadeyadsnasiasetig
1.3.6.1.2.1.31.1.1.1.1 ifName ededumesinlaaiolne

M1591 3.3 NMIUTZINARAAITRLAGAIUA N

Jonwds ANa5Uu"Y

A5Uszunana

NAANSAN

v
KREG]
Y

T
a

Cpu_percent

% VosTNgNgnltay

100 - ssCpuldle

0 94 100 %

mem_used

Tg9u

U3unas Memory 7ign

memTotalReal -
(memAvailReal+

memBuffer+ memCached)

17nn31 0 Byte

mem_percent | % 483 Memory 1§

Tgu

(mem_used /

memTotalReal) x 100

094 100 %

disk_total USana Disk s1anum

dskAvail + dskUsed

171171 0 Byte

disk_percent | USu1au Disk ﬁgﬂw

dskUsed / (dskAvail +

0 09 100 %

U dskUsed) x 100

bits_received | Usunaunsiudeya ifHCInOctets x 8 1NN 0 bits
9513954AT0%"8

bits_sent USunaumseadaya ifHCOutOctets x 8 11N 0 bits

257195:A30218
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A o o a ad Y
YoanIwUT AND5UNY JsUTEUIaNA NAANWSAN
P
KIBEG
U
ping HadN52N ICMP ping | Ping d1t5a MuuaAwviiiu 1 | 0 wse 1
Ping a8 NUAAILUIAY
0
port NadN52In TCP ping | Ping d1L5a AMuuaAwviiiu 1 | 0 wse 1
Wo5H Ping auLaY NMYUAAILUAY
0
http_code NASNEIN HTTP UaNWUoa1n code 100-599 | 0 913 599
Response AMUUARIINY O
1 Gapp.route (" /metrics"™, methods=["GET"])
2 Fdef main():
3 global threads
4 threads = []
5 global metric
6 metric = ""
7
8 o for i in host: # Thread Group 1 : Ping Status + SNMP
9 t = threading.Thread(target=ping, args=(i['ip']l, i['url']l))
10 threads.append(t)
'l t.start ()
i; g for i in host: # Thread Group 2 : Port Status
14 o for j in range(len(i['port']l)):
15 t = threading.Thread(target=port, args=(i['ip']l, il['url'], i['port'1[jl1))
16 threads.append(t)
L t.start ()
i} 01 for i in host: # Thread Group 3 : HTTP Status
20 t = threading.Thread(target=http, args=(i['ip'], i['url']l))
21 threads.append(t)
o t.start ()
23
24 B for t in threads:
. t.join()
26
2] " return metric
28
29 if name == '_main ':
30 T app.run(host="127.0.0.1" ,port=8001)

U7 3.6 yamdaileddu Web APIs



27

AesuesUN 3.6

UsIIRT 1 uay 29-30 WWunnsads Web APIs Tivinaudiness 8001 Tnesesu
Regeust 991 Prometheus @ 28 HTTP Method GET

UssvinTl 3-0 Wumsasduuskuy List Jo threads Lileiiutioya thread
UsSVindl 5-6 1uMsasafuyste metric ioiAudeyaaamunmsingg
ussviadl 8-25 WunsSenldileiduivimiiafiidu Sensor Data Collection #inaq
WUy Thread Lﬁ'@mmﬁ@L%QA‘LUMSS’JUS’JSJG?’JJEJ;J“@ eun ping, port wag http
vsaviadl 27 WunisdsardeyaaaruaIntsnuad oglu metric ndululs

Prometheus

Thread(target=ping)

ping <IP Address>

false

ping success? ping =0

ping = 1

A~

metrics.add(ping)

a 5 o o 6 o .
E‘U‘VI 3.7 %um@uﬂ’]i‘l/l']ﬂWu%ﬂﬂﬁﬂﬂﬁﬁﬂﬁﬂﬂ%u ping
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Aesuesun 3.7

Sunlgauiendu ping

- Ping lUSwaneiav IP Address tasaiaitnaiaiion aunlasua
| A ve .
- AFABUAINLASUIINATS Ping
= . o =& o I [ 1 all 1o & o 1 [
- 038 Ping @153 MuuaAINAY 1 uansallidnsa mvuaAwvindu 0

- wne1teya ping WhlUly List @8 metrics tadadayanduluds Prometheus

def ping(ip, url):

if subprocess.call(["ping", "-c", "1", "-wW", "1", ip])==0:
metric += "&%s{ip=\"%s\",url=\"%s\"} %s \n" % ('ping', ip, url, '1l")
try:

t = threading.Thread(target=cpu, args=(ip, url))
threads.append (t)
t.start ()

t = threading.Thread(target=memory, args=(ip, url))
threads.append (t)
t.start ()

t = threading.Thread(target=disk, args=(ip, url))
threads.append (t)
t.start ()

t = threading.Thread(target=traffic, args=(ip, url))
threads.append (t)
t.start ()

except:
pass
else:
metric += "%s{ip=\"%s\",url=\"%s\"} %s \n" % ('ping', ip, url, '0'")

UM 3.8 yardsilsAtu ping
Y 9
AeSU1E3UN 3.8
- ussviadl 2 Wumslaends Ping lU8s IP Address waaia3as Monitoring Client
MlaAIAU 1 neda Ping duSadeanuisafinnenuinsasuateniale
o A A . o = (Y] v o 1 % [
- Us3¥indl 3 lunsaiyl Ping duS9vzdngunuutoyauasiuuam ping v 1
- ussviadl 4-22 Tunsalf Ping d1159 awiSenldileddu cpu, memory, disk Lag

traffic INOVOAIENIUNINANNLATOL Monitoring Client
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v

- usevian 23-24 Tunsdifl Ping ludSeasdnguuuuteyauaziinundl ping

<

v v ' v

Thread(target=cpu) Thread(target=memory) Thread(target=disk) Thread(target=traffic)

i l l !

snmp_gst(memAvailReal)
snmp_get(ssCpuldle) snmp_get(memTotalReal) shmp_get(dskAvail)

snmp_get(ifHCInOctets)
snmp_get(ssCpuNumCpus) Si%n;p_gge?tm;;mcgucm) snmp_get(dskUsed) snmp_get(ifHCOutOctets)

l l l l

mem_avai = memAvailReal
mem_total = memTotalReal
mem_buffer = memBuffer

WINAU 0

snmp_get(ifName)

disk_available = dskAvail
disk_used = dskUsed

cpu_percent = 100-ssCpuldle [ e T . disk_percent = disk_used/ bits_received = ifHCInOctets x 8
cpu_core = ssCpuNumCpus g - (disk_used+disk_available)x100 bits_sent = ifHCOutOctets x 8
mem_used = memTotalReal — disk total =

(memAvailReal+ memBuffer+ memCached)
mem_percent = (mem_used/mem_total)x 100

i l l !

metrics.add(cpu_percent, metrics.add(mem_percent metrics.add(disk_percent, Imetrics.add(bits_received,
cpu_core) mem_total, mem_used) disk_total, disk_used) bits_sent)

disk_used+disk_available

JUN 3.9 Tumsun1sviuvesgaddaileaidy SNMP

U

AeSunBguT 3.9

- Tunsdlfl ping fAwviafu 1 sxdnilunisiSenldileddu cpu, memory, disk
Way traffic

- T4nslnaea SNMP vedoyanniaieausidneaiiou

- Suaildanieiesmitneaiion udinioudeyaliieglusuiuuiivanzas

- wnedeyalulu List %o metrics Wiedstoyanduluds Prometheus
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1 def cpu(ip, url):

2 try:

3 cpu_core = snmp_walk('.1.3.6.1.4.1.2021.11.67"', hostname=ip, community=cms, version=2)

4 cpu_core = int(cpu_core[0].value)

5 cpu_percent = snmp _get('.1.3.6.1.4.1.2021.11.11.0"', hostname=ip, community=cms, version=2)
6 cpu_percent = str(cpu_percent).split () [1]

7 cpugpercent = 100- 1nt(cpu4percent[7 -11)

: metric += "¢ 1=\"%s5\"} %s \n" % ('cpu ', ip, url, cpu_percent)

9 metric += "% ,drl \"%s3\"} %s \n" % ('c , ip, url, cpu_core)
10 except:
11 pass

13 idef memory (ip, url):

14 try:

15 mem avai = snmp get('.1.3.6.1.4.1.2021.4.6.0', hostname=ip, community=cms, version=2)
16 mem_total = snmp get('.1.3.6.1.4.1.2021.4.5.0", hostname=ip, community=cms, version=2)
17 mem_buffer = snmp_get('.1.3.6.1.4.1.2021.4.14.0", hostname=ip, community=cms, version=2)
18 mem cache = snmp get('.1.3.6.1.4.1.2021.4.15.0', hostname=ip, community=cms, version=2)
19 mem_avai = str(mem avai) .split() [1]

20 mem_avai = float(mem avai[7:-1])

21 mem total = str(mem total).split()[1]

22 mem_total = float(mem total[7:-1])

23 mem_buffer = str(mem buffer).split () [1]

24 mem buffer = float (mem buffer[7:-17)

25 mem_cache = str(mem cache) .split() [1]

26 mem_cache = float(mem cache[7:-1])

27 mem used = mem total-(mem avai+mem buffer+mem cache)

28 mem_percent (mem used/mem total)*lO0.0

RO metric += o s \n" % ('mem percent', ip, url, mem percent)

30 metric + ! % ('mem total', ip, url, mem total)

31 - metric += % ('mem used', ip, url, mem used)

32 T except:

33 pass

34

35 def disk(ip, url):

36 O try:

37 disk available = snmp get('1.3.6.1.4.1.2021.9.1.7.1", hostname=ip, community=cms, version=2
38 disk available = str(disk . avallable) spllt()[

39 disk available = float(dlsk avallable[f 11)

40 disk used = snmp get ('l 4.1.2021.9.1.8.1", hostname=ip, community=cms, version=2)
41 disk used = str(disk used) Spllt()[

42 disk used = float(disk_used[7:-1])

43 5 disk percent = disk used/(disk used+disk available)*100.0

44 disk total = disk used+disk_available

45 metric += ' {ip=\"%s\",url= % ('disk total', ip, url, disk_total)

16 metric += ' {ip=\"%s\",url= % ('disk percent', ip, url, disk_percent)

a7 metric += "' {ip=\"%s\",url= % ('disk_available', ip, url, disk_available)
48 metric += "$s{ip=\"%s\",url= % ('disk used', ip, url, disk used)

49 T except:

50 pass

4]

2 Bdef traffic(ip, url):

5

=] try:
ifHCInOctets = snmp walk('1.3.6 .2.1.31.1.1.1. 6', hostname=ip, community=cms, version=2)
ifHCOutOctets = snmp walk('l 2.1.31.1.1.1.10", hostname=ip, community=cms, version=2)
IfName = snmp_walk('l.3.6.1 ', hostname=ip, community=cms, version=2)
=] for i in range(len(IfName))
L8 mE metric += "%s{ip= s\",url 1 2=
59 % ('bits_received', ip, url, str(IfName[l] Value) ,str(lnt(lfHCInOctets[l] value) *8))
0 E metric += "T&s{ip=\"%s\",url=\"%s\", i e = %5 \n"
ol % ('bits_sent', ip, url, str(IfName[i]. Value), str(lnt(lfHCOutOctets[l] .value) *8))
62 O except:
63 H pass

U7 3.10 yadndsileridu SNMP

A5U1u3UTN 3.10
- SRl 3 way 5 0unisly Library easySNMP Wilavedoyadaiun nvedile
- Ussvind 4 waz 6-7 WunisarinAdeyaaaiunmnlazuainaies Monitoring

Client
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ussiad 8-9 1un1sdaguuuuTeyauazinuAn cpu_percent uaz
cpu_corewi’lﬁ'm’fau“aﬁlﬁ%u

Ussitaf 15-18 1un1sld Library easySNMP Lﬁ'amm’fayjaamumwmm
NIYAUTIAN

Us3vindl 19-28 ilunsatine wazUszananadeyaanunmLIsANdmdn
ussiad 29-31 1unisdaguuuudeyauazivunan mem percent,
mem_total kag mem used

Ussiaf 37 waz 40 1Hunasld Library easySNMP Lﬁamaﬁayjaﬁmumwmaa
NIYAUIIANTY

UsAT 38-39 way 42-44 \Junisadasd LazUszadanavayadanIunn
NIYAUIIAT4

Ussﬁmﬁ 45-48 L‘fJum'ﬁa“fmgULLUUsﬁa%aLLazﬁmumm disk percent, disk_total,
disk_available lLag disk used

UsTiATl 56-56 1Tunsld Library easySNMP Lﬁaﬁua%a;ﬂaamumwsuaw%mm
N35U-A4U8YaaNTIATeUNY

ussiadl 57-61 1un1sdngUuuudeyanariinune bits received wag

bits sent



Thread(target=port)

]

tcpping(port 80/443)

false

ping success? port =0

port = 1

metrics.add(port)

JUN 3.11 Fupunsinnuvesyaddilaity port

AesUIEgUN 3.11

- Benlgeuilendy port

- Ping lUdwmnewav Port 80 way 443 vpaiasauddnelaiou
| A Yo .

- AFABUAINIASUIINATT Ping

- fmueedaya port AuReulunIRTIRERY

- wiweteya port WrlUly List ¥8 metrics iadadeyandulugs Prometheus
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1 def port(ip, url, port):

2 glebal metric

3 try:

4 if tcpping(ip, port=port, timeout=l):

3 metric += % ('port', ip, url, port, '1')
6 else:

T metric += n" % ('port', ip, url, port, '0")
8 except:

9 metric += "%$s{ip=\"%s s\"} %s \n" % ('port', ip, url, port, '0')
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ussvan 4 1Jun15ld’ Library tcpping 1t 0 ping luganesnaes 1AS o3

Monitoring Client

ussviaft 5 lunsdifl Ping dusasgdnguuuudoyauazinuaan port Wiy 1

o a aa 1o & a oA Y] 9
U3snan 6-9 IUﬂsm‘V] Plﬂg thLSR] ﬁi@ﬂim@uqﬂgﬂﬂzﬂLLUUmayjaLLaS

AUUAAT port WU 0

i

Thread(target=http)

!

urlopen{<URL>)

http_code= error
code

http_code=0

socket.timeout

http_code=0

false

<RequestExceptio

http_code=0

false

http_code= response
code

é,

metrics.add(http_code)

Uit 3.13

o
Y

TUABUNTYINUYBYAAHIRATY http
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Sunlgauileidu http

Y = & s v A Yo
- LSU']OQL'J'U\LGUGW]m@ﬁﬂ?i@i'ﬂ%ﬁ@‘Uﬁﬂqug 910 URL Vllﬂﬁ'Uﬂ']

- anvdeudeyaiuluinlasu

- mmusAlduUs http_code muReulanisnsiageua)
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- wWuATeya http_code 191bUly List o metrics Lt edstayanauluds

Prometheus

O~ U WL

15

Hdef http(ip, url):
global metric

try:

response = urllib.request.urlopen('http://"+url, timeout =
except HTTPError as e:

metric += "%s{ip=\"%s\",url=\"%s\"} %s \n" % ('http code',
except URLError as e:

metric += "Ss{ip=\"%s\",url=\"%s\"} %s \n" % ('http code',
except socket.timeout:

metric += "Ss{ip=\"%s\",url=\"%s\"} %s \n" % ('http_code',
except requests.exceptions.RequestException:

metric += "Ss{ip=\"%s\",url=\"%s\"} %s \n" % ('http_code',

raise Exception('Failed to connect to %' % url) from Nene
else:

metric += "%s{ip=\"%s\",url=\"%s\"} %s \n" % ('http code’',

1)

ip,
ip,
ip,

ip,

ip,

url,
url,
url,

url,

url,

e.code)
o'y
o'y
L0y

response.code)

g‘U‘ﬁ 3.14 ﬁmﬁwé’qﬁﬂﬁsﬁu HTTP

Aesu1egun 3.14

- U597 4 WJunasld Library urllib @4 request U8 URL 7 AavuaLite

MFIFVANIUAIMN HTTP Response Code

- uswian 5-6 lunsainlasuAdseian HTTPEror InsUiuudayauiaginnuaal

http_code Wiy Error Code Ail#3u

- uswian 7-8 lunsdinlasudnUszsan URLEmor 3asUuuutoyauasfinnunan

http_code winfiu 0

- Ussian 9-10 Tunsdl® Timeout §agUwuuYayauagnImuadl http_code

WINAU 0

- ussvian 11-13 lunsdidug daguuuudeyauwaginua http_code Wiy 0
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- UsIiad 14-15 lunsalflasuaund dnsusuudeyanaginnuae http_code

Wi HTTP Response Code fil#isu

ndaansimuyamaaaiauds Seduiunisains Service Fo monitor Lilely
quﬁﬁgﬂﬁﬁﬂ'lumaamL’Jaﬁ Tnensldmds vi /etc/system/system/monitor.service WaLNLY
ISlneladonnussi

[Unit]

Description=Monitoring Service

After=multi-user.target

[Service]

Type=simple

ExecStart=/usr/bin/python3 /path/to/script/python.py

[Install]

WantedBy=multi-user.target

'
o w

Na99nNUUlTAES systemctl daemon-reload wagA1ds systemctl enable
monitor.service LW BLA Y Service LT 1UTUIZUU Ubuntu 1899101113 1N19W191UV 03
Service lnglgrds systemctl start monitor.service HaaWSAD YAANFIUTNDIH 8001

P3DUTUNITHIENILTIIUINN Promethues pasniian

3.3.5 @3ensndeya Lagn1suisieuy

11A7eyavn Prometheus #ilalveuseriulinnnte 3.3.3 masunsnveya

'
[ =

lu Grafana lnguansAdaya wazAvuaReulun1suIufeumNNIASIINYEIRIANTTIRAN
e Wedenisuduiouludaineitosiumng LINE uazdiu Diagnostic and Recovery

AU 3.4 UazyeNgnaslaNadnsN1TUARIEAIUAINAIgUT 3.21
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%o Metric GRRBHE Feulvnsudafiou
ping anunwYBIM T ensaLATete Adaya I= 1
http_code FEanIUAI HTTP vadiukeundiadu A1UBa = 200
port A0UNINYBINDTA A1Uea I= 1

Cpu_percent

§ < (3 v aa
wWesigudnisldanudig

mem_percent

Wosidusnislaaumniigainusinan

disk percent

Was@usnslgumniieauIg15eg

cpu_core IUIULNUTNY -
mem_total UTUaumigaUIvEn -
disk_total USunaunilgpuInd15as ]
mem_used USanamhennuimdniignld

disk_used USsnamhoanuindiseaiignld

bits received

UM siudeyadsnasiasetig

bits sent

USunaumsdadeyansnasiasedig

Tagludrureinisasiansiu ;:Jﬁﬂmlﬁt,mamﬂw%gaaam‘ﬁu 6 @11 YU

ALAIUILLANIANFDIUAINLANFAS AU UA 9T

1. @u Status WaAsA1UBY A ping, http_code Wag port lugUhuued

LY

Adnws (Stat) laemsan Threshold mudeululumsnedl 3.4 dateyaunfasuansdiumes

aad

a A [
AYANIZLUUENADDIAINY

ndungladieua

=3

= o

Unfigiluding uwinsdrfnunfazuansdiundsduaamsziiud

f9ounse wazlunsmartaua ping AU port 19411115 Mapping value
RY)

lngfmuaa1toya 1 1y UP uagAdeya 0 Wil Down Asgul 3.15

2. du Status History kanaA1¥aya ping, http_code uag port luguiuy

~ Y @ N Y 1 [ 1% Y1
U Graph LW@LLﬁﬂQI%LﬁUﬂWiL‘UaEJULL‘U@Q%@QWWE)H@G]’]@J%’NL’Jﬁ’ﬂ/lﬂ%ﬁ’]ll’]iﬂi%‘lﬂﬂ’l’11!

AnaRaUnAluaile Asgun 3.16 uarAsrReulINITUINFBUAILAITINN 3.4

3. @7U Resource hanIA 1Y 03 @ cpu_core, mem total, disk total,

merm_used waz disk_used luguuuuvasdasnus (Stat) iauandbiiiunsnensianuafd

YosATRITIEalou wavnsnensngnlyly Asgun 3.17
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4. @9u Resource Utilization LLamm”lsﬂ’ayJa cpu_percent, mem_percent

way disk_percent luguuuuvesdignys (Stat) laensen Threshold mudaululunisned
S cs

3.3 dnAdeyaunfvzuansdnunasddes wszludndednnuundgduding usnsden

Y

[y

a a ad o & ado v N = Y} A
AnUnRazuansdiunddunansiwdudndunglfieuasdeddunse fgui 3.18

Y

5. @ 73U Resource Utilization History Wans@a 19 83 8 cpu_percent,
. A P a
mem_percent Wag disk_percent luguwuuvas Graph Litauansliiiunisilasuluases
AdayanuIailiamisassuladndimuiaundluyiwaaila fagun 3.19 wazdsen
= YA A
Roulun1sudAADUAINAITIN 3.4
6. d3u Network wansA1taya bits_received way bits_sent Tuguuuuves

v o

28nws (Stat) uag Graph faguil 3.20

Ping Status HTTP Status Port Status

Port: 80 11" Port: 443

Up | 200, UpyUp,

Ping Status HTTP Status Port Status

Down 404 opown Down

JUT 3.15 819N 1TUanINaYRddIN Status ATUNA LazARAUNG

Ping Status HTTP Status Port Status

150
1220 . 1215 1220

IP:127.0.01 URL: http://127.0.0.1 Port: 80 Port: 443

JUT 3.16 F398NNTUARINAYDIAIU Status History
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Number of CPU Total Memory Total Disk Space

Total Memory : Used Memory : Total Disk Space : Used Disk Space :

4Core 156z 38.65GiB 12.11GiB

JUT 3.17 M98 NISHARINAYEIAIU Resource

CPU usage Memory usage Disk usage

70

CPU usage Memory usage Disk usage

854 80

CPU Utilization Memory usage Disk usage

1230 1235
IP:127.0.0.1

Bits Received Bits Sent

| 8 Kib/s

SUN 3.20 fegeN1ThanINaYRdAIU Network



v Status

Ping Status HTTP Status

Ping Status HTTP Status

v Status History

P:127.001
~ Resource

Number of CPU Total Memory

~ Resource Utilization

CPU usage

3

Resource Utilization History

CPU Utilization Memory usage

v Network Interface

Bits Received Bits Sent

1 0 Kib/s

1 21 Kib/s

Port: 80

Port Status

Port Status

— Port: 443

Total Disk Space

Used Disk Space

12.11 cie

Disk usage

Disk usage

JUN 3.21 fegrnsuansnsideyaly Grafana
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Aar1n1suaafauluds LINE Feansatinslgusnis LINE Notify neu wielasu

Token w&a 1nlUAeATIIY Alerting > Notification channels La7adn New channel a7

ALEUNITAIAIASFUN 3.22 Taeludiuras Token 191 Token #ilAa1nnTsasing LINE Notify

A O < £%
11ld WeRsAasauaIng Save
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e A.It_-:‘rtin.g _

= Alert Rules %7 Notification channels

New notification channel

Name

LINE

Type
LINE

Token

Fedckdck dd Aok

Notification settings

Save Test Back

JUN 3.22 mMsssaudusieulugs LINE
AaAn1Td LA aulugsdau Diagnostic and Recovery adn New channel
WAALTUNTTAIAIRIFUN 3.23 Tagludauves URL Awun URL vesd7u Diagnostic and

Recovery TWmwITL http://127.0.0.1:8082/shs ilafarnasauding Save

e A}ertjng ”7

= Alert Rules 2 Notification channels

Edit notification channel
Name

Diagnose&Recavery

Type

webhook

Url

hitp://127.0.0.1:8082/shs

Optional Webhook settings

Notification settings

Save Test Back

JUN 3.23 nMsnsruwdasieuludsdiu Diagnostic and Recovery
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sdunmssmuaieulumsudafiouiinsdru Status History was
Resource Utilization History fe3uUfl 3.16 uay 3.19 Tnesarmsudafoudl Alert fegui
3.24 fmuadenufidesnisudaitoudidau Name Tudiu Conditions fsuniouluniu
3199 3.3 wazludau Notifications Wil Notification channels #ilgvinnnsaarnliudasa
LINE tay Diagnose&Recovery Lﬁ@Lﬁ%ﬁ]LLéj’J%Ui’lﬂQLﬁu?ﬁumﬁﬂﬂwﬁﬁauﬂaaa Threshold

flaAdayaliududnag Grafana aza@In1swaaiouluvasn1annivun

%n
>e
-
OJ
e
—

i3 Transform

daAnuudaday Evaluate every

Conditions

last () query (A, 10s, now) IS

No Data & Error Handling

If no data or all values are null SETSTATETO @ Keep Last State ~

If execution error or timeout Keep Last State =

Notifications

Send to 2 LINE ) Diagnose&Recovery * +

JUN 3.24 Msmvuateulunisiiiou

3.3.6 Yl ynA§ Diagnostic and Recovery

TunisAnwtliaSendivetalioundaanisfinaiuaniunin Wuasaelnusnis
Auweundndu Jelddnsfinnuaniunimkiulngivaea HTTP aguad HAnelaw aiiu

Usglerdannisudaiounnnuiinund Alasuanseuudnmuaniunin wssendnesenlag

v

MIRWIEILNTIIFOU kazhAUTEUULIVLUNGIATY Wetedauassuulimsuisainues

v
v a

Uyvnitioswu uagnAusyuudnluda Tnedltuneunisaniuaudal
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v = 14 [ o

ARl sedmlsgneudAginesdesiunisviuresiuwey
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D

¥

wandulaeillassasassuunuguin 3.25 wagldiuusenaunail

- Nginx Ju Web Server Software fiviuiifiidusinansnisidesuse
#9a13352%374 Client Au Web Application

- Docker 1 Software Container ﬁﬂﬁﬁﬂﬁmuaumiﬁw’m Container

Y A

- Web Application Container ¥mthlilurivneunaindu
- Web Database Container vhwthiliugudoyariu
- Uncomplicated Firewall (UFW) 1u Firewall Software Tl

AIUANTBINNINTUNDENTBITBYANIULATOUNY

Internet

L’ Web Application Server "~
o (Monitoring Client) *

port 80 (HTTP) : allow

Uncomplicated Firewall port 443 (HTTPS) - allow

Nginx Web Server iF- »
A 4

Web Web Database
Application Container
[ Container L
Al ~ ’ i’
\ gy U s s
LY ¢

~a -

U7 3.25 lassadnnelurenseswivieialiounliusnisivweundindy
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2. Root Cause Analysis
Tumshauresiukeundndu mndiulsenaufinanitnsduiileymiazsi

Tiiuweundwnduliaunsainaulaedaund Ans1399N1IATIMIA IR LT R3S

IS A

(Root Cause Analysis) Navasnalidruysenauvaaivwaunaiadusitaym et wamun

o

a

YAA1As Diagnostic and Recovery fialy laglanaangainn1sinseisegun 3.26

Firewall

(UFW)
Incorrect Index File
| Missing File
No Read Permissions
\ Wrong Directory
‘ Directory Access Denied |
Config Error
ol
T TR No Excute Permissions

IP Blocking Address Using by
Another Process

\ Process Killed
Out of Memory »,
Docker Service
not Running

High CPU
Utilization
High Memory
Utilization
High Disk
Utilization

Received SIGKILL

| No Foreground Process

Address Using by Internal Container

Ancther Process Application Error
Wrong Configuratuion

U7 3.26 Root Cause Analysis vadi3usaunaindu
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N3UT 3.26 Aedrudseneudidylunsinureivweundiadull 4 dw

1. Firewall (UFW)
2. Nginx
3. Web Application & Database Container

4. Virtual Server Resource

ndulszneunanaiunsowtatdayvneeniiu 3 Uszan faguil 3.27 fe

=

1. Jymiranansoudlele meyads @) siwazdenniunisnsi 3.5

'
o o =

2. Yyminldanunsoudlald feyadds Gualissnndulymazdendou

wiu Unvedlusunsy n1sesan deya wiedvsnsiintsdeys Jududiidudeu uavsetede

Aanle FsndsliEauassuUnTIvEo UM

3. dgminamnsansiageutlownuls Aslgyninliamnsaunly uansiaaeu

Wesrulalagldyadrds Fiqe) Felgymilyad1dasinninnnsiaaeu 59U5uTayad

Weatotliguaszuunsu waludeyaidesiulunisuilddntiunmsudlutymsely laed

a a
FYALLYANIUAITIN 3.5

deuunitbigrunsaunlals

danniigansaunlale
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Aauiiagaule

JUN 3.27 duwnvaslam
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P399 3.5 Memsdymnanansaldgamasiownlatym viensivaeuilowiu

daudsenau gy GUIT)
Web Application | Container not Running: uAlule | - Received SIGKILL
Container - Address Using by Another
Process

- Docker Service not

Running
Web Database Container not Running: unlale |- Received SIGKILL
Container - Address Using by Another
Process

- Docker Service not

Running

Nginx Service not Running: wlwla - Process killed

- Address Using by Another

Process
Firewall - Port Blocking: 513gaula - Firewall Rule
- IP Blocking: m51agaula Configuration
Virtual Server - High CPU Utilization: - Running Process

Resource As9daule

- High Memory Utilization:

ns79daule

3. PIANUAUNUSTLNINEUTLNDU NUAIADIUNIN

= o v A o A v oA v A A YR

LiloeangaAdei iRl ntninsI9deU waz)Aussuuladlym Summ
To3adyymiNINEIUFANUTDIUNINTINBYATIVADUANIUNINAI|YBUATOI Monitoring

Client @1u015197 3.4 11U A1 http_code, port ,cpu_percent Lazmem percent §4A1
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(%
v =%

12 1 dy < Y] 1 d’jl 1 a . . . = (% £ o
Tayawmatiidudiusiindiuusenaunigluaias Monitoring Client #Uayy Astiudadowi

NTIATIBVANUFURUS LTTDUILIUHUARIUNYA A

Web Application

Failure
\ \ \ |
= = _ cpu_percent > 80
http_code = 404 http_code = 500 port=0 T RIS
Docker Web App!lcatlon m Web Dal?base N Firewall Running
Container Container Process

Web Application Web Database
Container Container

JUN 3.28 ANUdNTTUSTENINEIUTENOY AUAERIUA N

INFUN 3.28 UanpnuduiusTEnIduUsEneay AUmEnILA (Fuag) 7
= A = A A o Y & a v 1 ¥
ausauslidmlszneunilgm (@wdes) ndwansgnuvibiivueundinduliamnsaly

[

uld lnganunsaazulaniunisned 3.6 dall

A15199 3.6 NFIUUNAFAIUNN @1UTAeITeY wazn1saNTuns

ANFATUNIN dafifieatias N1TANAUNIT
http_code = 404 |- Docker MTIAEBY UATNAY
- Web Application - Docker
Container - Web Application container

“Web Database - Web database container

Container

http_code = 500 | Web Database Container | a533@@u kaz)Au Web Database

Container




AN 3.6 NTILUNAADIUNIN AIUNNYIVDY WATAITANRUNT (D)

ar

ANENIUNIN dqumnevaq A1SAIUNIT
Port = 0 - Nginx MTIAABY WAEAU Neinx
- Firewall »939d8U Firewall Rule

cpu_percent > 80

Running Process

$99988U Running Process e

USunaudilganniign

mem_percent > 80

Running Process

$3399U Running Process nla

USinamheanudnmanuiniign

4. WRUIYH

9

'
[

Ad

Waugardweniwtnneu saudulavssinsivaea SSH dmsuldlunis

ARNFDEDAITNULAS DUV IUELDUTNRAUNG WiOATIEaU LLazﬁﬁuszwﬁULLaﬂwamﬂﬁu Taedl

TUABUNITYINUANFUN 3.29

Webhook

A

A

Anomaly Classification

A

Y

Incident correction

procedure control

a I o o o a a vy
E‘UVI 3.29 GU'UG]E)Uﬂ'ﬁV]Wﬂqum@Qﬁﬂﬂan(ﬂiﬁﬂﬁ@UﬂquN@‘Uﬂm LL@%Qﬂu

NTUN 3.29 HT1wadeatunauUNITYINeIudil

1. SutoyaudsnuinUnRaN Grafana Tuguuuu JSON f3g Webhook
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2. MuunAAuEaUnRveIman LA Nie T Yd eI TasTuANURAUNR

ANUATTIN 3.6

v

3. AHUNNINTINEDU waEdANEILNNeITeY Winudwmaans lUaauassuy

f1 LINE Notify

Edef

('/", methods=["POST'])
respond () :

incident={

metric™: request.json['evalMatches'][0]['tags'][' name '],

: request.json['evalMatches'] [0]['ta g
': str(request.json['evalMatches'] [0]['val
request.json['evalMatches'] [0]['tags"']['ip"'].,

"url": request.json['evalMatches'][0]['tags']['url'],
1 "timestamp": datetime.fromtimestamp(time.time()) .strftime('5Y-%m-%d %H:%M: %S
11 }
18 H try:
14 return Response (status=200)
15 finally:
16 classify(incident)
17
18 if name == "' main ':
19 T app.run(host="127.0.0.1" ,port=8082})

57l 3.30 gadsileridu Webhook
ﬁﬂa%magﬂﬁ 3.30
- ussViadl 1 waz 18-19 1Bunnsads Webhook Wieuiinesn 8082 Tnesesu
JoyanduiaUnAaN Grafana fidaunéiae HTTP Method POST
- ussvindt 4-11 WJumsihArdeyaild$uan Grafana Tadluluiuusuuy
Dictionary fite incident wieliinesianisiluldmifiunis
- Usyvindt 14 Wun1smeundului Grafana Mldsudeyaisaues

- USSR 16 1Wun15desnls¥e incident niAveyanuRaUnAlUALEung

Puundeyasisluluilendy Anomaly Classification
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Receive Anomaly
metric from Grafana

fix_docker(web-database)

http_code=500

fix_service(docker)
fix_docker(web-database)
fix_docker(web-application)

hitp_code=404

metric = cpu_percent

metric=http_code

port=80]|443

fix_service(nginx)
check_firewall()

check usage(CPU)

etric = mem_percen

check usage(MEM)

JUN 3.31 TupaunsNUenAAsitaidy Anomaly Classification

AasUIEgUN 3.31

- FuteyamnuiinUn@an Grafana

uuNTareIA1UeYR

uunAtoya

SenlgauiantunieTaeiuAURAUNG
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def classify(incident):
if incident['metric']=='http code’
if incident['value']=='L500":
fix docker(incident, 'web-database')
= elif incident['value']=='404"
fix service(incident,
fix docker (incident,
— fix docker(incident,
= else:
pass
elif incident['metric']=='port':
= if incident['port']=='80"or incident['port']=="443"
fix service(incident, 'nginx')
- check firewall (incident)
H elif incident['metric']=='cpu percent':
check usage(incident, 'CPU'})
elif incident['metric']=='mem percent':
check usage (incident, 'MEM')
else:
pass

'
[

g‘dﬁ 3.32 gnfndaileitu Anomaly Classification

ANt uesUN 3.32

Us39adl 2 1Wun1sduunen http_code
UFIVIAN 3-4 N3l http_code 1Wi1AU 500 92d3¥8 container web-database
Tudsitandu fix_docker iarAtiun13nTIAa0Y UAZHAY

o A a [ A . v & v
U33YiA7 5-8 36l http_code Wiy 404 9zas¥® service docker Tudailendu
fix_service Lazd44® container web-application AU web- database ISIER
#lardu fix_docker oA UNINTIIABY UAZNAY
UsIa7l 11 1Wunsdunan port

v a a I = A . . [
VTSI 12-14 nsalAn port WinAU 80 w3e 443 9zdle service nginx bUER
Hafidu fix_service 1oANTIUNIIATINEBY WAL AU ULazdInNIELaY port
lUn329a0U Rule NM9ATU check firewall

UsIVIAN 15-16 nsalluen cpu_percent 38 mem_percent agiSanlafandu

check usage WORTI980U Running Process



fix_docker()

Y

ssh('docker container inspect -f '{{.State. Running}}’
<container=>')

Container = running?
true

ssh('docker container inspect -f
'{{.State.ExitCode}}' <container>")

l

128 ExitCode=128 or 137 £

i false
v L

ssh('docker container inspect -f
"{{.HostConfig.PortBindings}}'
<container>")

ssh('sudo Isof -i:<port>")
ssh('sudo kill -9 <pid>")
ssh('docker restart <container=")

ssh('docker restart <container>') ssh('docker restart <container>")

Address
already in use

false

ssh('docker container inspect -f
'{{.HostConfig.PortBindings}}'
<container>")

ssh('sudo Isof -i:<port>")
ssh('sudo kill -9 <pid>")
ssh('docker restart <container>")

I

Dx

A

ssh('docker container inspect -f
'{{.State.Running}}' <container>")

Line Notify

g“dﬂ 3.33 ﬁffumaumiﬁﬂmu‘um‘qﬂﬁﬁﬂﬁdﬁ%ﬂ Incident Correction Procedure Control

(fix_docker)
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AeSUeIUT 3.33

Sunldeuilsndu fix docker

A519@0UANULYRY Container lagnnslalnsinaaa SSH

NS Container L1¥i191u ALlun19ms29@9U ExitCode w84 Container

ANIUA1S Run Command #11 SSH Lﬁaﬁﬁu Container

MTI9ABUANIULVEY Container ATIEAYING

v

wdanadnslugaauaseuu /iy LINE Notify

Ldef fix docker(incident, container):

ssh.connect (incident['ip'], port=22Z, username='usesrname', password='password')
msg="IP= %s\n"%('192.168.xxx.xxx"')+"Container Name= %s\n"%{container)

stdin, stdout, stderr = ssh.exec command("sudo docker container inspect

—f '{{.State.Running}}"' "tcontainer

running =stdout.readlines({)

if "No such container™ in str(running):
running=running[-1] .splitlines ()
error msg=running[0]

else:
running=running[0].splitlines ()
running=str (running[0])

if running—"'false':

stdin, stdout, stderr = ssh.exec command("sudo docker container inspect
—f '"{{.State.ExitCode}}' "+container)
exitcode = stdout.readlines()

exitcode—exitcode [0] .splitlines()
exitcode=str(exitcode[0])
msg=msg+"Container Running= %s\n"%(running)
msg=msg+"Container Error= %$s\n"%(exitcods)

if exitcode="'137":

stdin, stdout, stderr = ssh.exec command("sudoc sync; echo 2 > /proc/sys/vm/drop caches™)

stdin, stdout, stderr = ssh.exec command("sudo docker restart "+container)

errorcheck=stdout.readlines()

if "Error" in str{errorcheck)

if "address al dy in u " in str({errorcheck) :
stdin, stdout ssh.exec command ("sudo docker container inspect
=f '{{.HostCc g D s}}' "+container)
hostport stdout.readlines ()
hostport=hostport[0] .splitlines()
hostport=hostport[0] .split (" ')
hostport=hostport[1].split ('} ")
hostport=hostport [0]
stdin, stdout, stderr = ssh.exec command("sudo lsof -1 :"+hostport)
address_check=stdout.readlines ()
address_check=address_check[1].split ()
msg=msg+"C E "% ('Address already in use')
msg=msg+ i n"%(address_check[0])
msg=msg+ %£5\n"% (address_check[1])
msg=msg+ %5\n"% (address_check([2])
detail={}
detail[" y in use
detail[" =address_check[0]
detaill '1=address_check[1]
detaill address_check[2]
incident['d il']=detail
stdin, stdout, stderr = ssh.exec command("sudo kill -9 "+address_check[1])
time.sleep(l)
stdin, stdout, stderr = ssh.exec command("sudo docker re art "+container)
errorcheck=stdout.readlines ()
else:

pass

errorcheck=errorcheck[-1].splitlines()
error_msg=errorcheck[0]

D

¥l

3.34 YarANdIleATU Incident Correction Procedure Control (fix_docker)

USSVIAT 1-54

52
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elif exitcode=='128"

58 hostport = stdout.readlines()

5 hostport=hostport[0].splitlines ()
hostport=hostport[0].split (' ')
hostport=hostport[1].split('}")
hostport=hostport[U]

stdin, stdout, stderr = ssh.exec command("sudc
address_check=stdout.readlines()
address_check=address check[1].split ()
msg=msg+"Conta r Error= %s\n"%('Address alre
msg=msg+" mmand= $s\n"% (address_check[0])

time.sleep(l)

stdin, stdout, stderr = ssh.exec command("sudo docker
errorcheck=stdout.readlines{)

= if "Error" in str(errorcheck):

51 errorcheck=errorcheck[-1] .splitlines ()

B2 F error msg=errorcheck[(]

else:
msg=msg+"Container R

elif running—'true':

msg=msg+"Conta
else:

msg=msg+"Error 1
notify(msg)
ssh.close ()

$s\n"% (finalcheck)

n"% (running)

$s\n"% (error_msg)

6 msg=msqg PID= %s\n"%(address_check[;])

G msg=msg+" U By= %s\n"%{addressicheck[z] )

7 detail={}

71 detail['r n']="'Address already in use'

72 detail[ mmand']=address_check[0]

73 detaill ]2 ']=address_check[1]

T4 detail['t ing_by']=address_check[2]

75 incident['detail']=detail

76 stdin, stdout, stderr = ssh.exec_command("sudoc kill -2

stdin, stdout, stderr ssh.exec command("sudo docker container inspect
-£ indings}}' "+container)

:"+hostport)

"+address check[1])

s

restart "+container)

83 o else:

84 stdin, stdout, stderr = ssh.exec_command("sudc docker restart "+container)
85 errorcheck=stdout.readlines{)

8e o if "Error" im str(errcrcheck):

87 errorcheck=errorcheck[-1] .splitlines()

88 F error msg=errorcheck[(]

B89 time.sleep (1)

S0 o stdin, stdout, stderr = ssh.exec_command("sudo docker container inspect
91 —-f '{{.State.Running "

92 - +container)

93 finalcheck = stdout.readlines()

94 finalcheck=finalcheck[0].splitlines()

95 finalcheck=str(finalcheck[0])

96 msg=msg+"--—Rec y Result —--\n"

97 H if finalcheck=—

98 msg=msg+"Container Running= %s\n"%(finalcheck)

£ F Msg= %s\n"%(errcu:_msg)

100 !

101 msg=msg+"Container Running= %s\n"%(finalcheck)

102 msg=msg+"Solve Time= %s\n"%(datetime.fromtimestamp (time.time ())
103 .strftime('$d-%m-%Y $H:%M:%3'))

D

U7 3.35 gardsifandu Incident Correction Procedure Control (fix_docker)

USSR 55-111

ﬁwa%magﬂﬁl 3.34 LAy 3.35

- uswiad 2 Wumsifeuseiaiaswineeiiouinutymeulnsinaea SSH

o A I . I o A 1
- USIVIAN 4-12 .WUN1TR9d0uan 1 unInUee Container mmmuagmal:u

- USSNAN 13-18 NN Container Llvinau agldaAndans1a@au Exitcode 14

Container

- SRl 19-20 Wumssiusadeyalyminuidieddluds LINE
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UsSITAT 21-23 n3dl Exitcode Windu 137 nunedtaninain Received
SIGKILL azsiniunsldmas Restart Container Tndunmiaudnads
USIinTl 24 S1uAHAGNEAINNNS Restart Container

usTadl 25 uag 53-54n56li Error azsfiunsniusnteyatymiinuiiie
adeluds LINE

USSR 26-52 nselAmWaawsd Error “address already in use” agALIUN1S

s a

M3I9d8UNBIATN Container 11914 WAINTIVADU UASNYANITHIIUVDS
Process  fimasldaumesatiueg vaaniiu Restart Container wéig e
HAGNS

U597l 55-82 N6 Exitcode windu 128 nunedadamnAnain Address
Using by Another Process a2f1t1un159539d0UNa$ A7l Container ¥11971u
LEIMTABY LaznANITYiuTes Process fiadldaunasmiiuog ndsain
i Restart Container ud51usaadoyatiymitnuiiiodsluss LINE

UsIHAfl 83-88 n36l Exitcode Bu¢ azaudun1sld@ds Restart Container
WAIBUAMNASNS

Us3vindl 89-95 LTun1sMIIRABUANTIUN YRS Container IndUNYUUNR
w3alyl

ussviadl 96-110 1unstideyatamiisiusnly uasnadndnisiiiunis

daludegiauaszuunia LINE

Uss¥IaN 111 Wun1sUansidausa SSH AfulaTadusidneiaiiou



fix_service()

A

ssh('systemctl show <service> --property=ActiveState')
ssh('systemctl restart <service>")
ssh('systemctl status <service>")

ActiveState = failed

ssh('systemctl restart <service>'")
ssh('systemctl status <service>')

ssh('sudo Isof -i:<port>')
ssh('systemctl status <service>')
ssh('sudo kill -9 <pid>")
ssh('systemctl restart <service>')

Address
already in use

ssh('systemctl show <service> --property=ActiveState')

Line Notify

SUN 3.36 TUMDUNITVINIUVBIYAAIEIHINTU Incident Correction Procedure Control

U 9

(fix_service)
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AeoSUEsUN 3.36

- wenlrauilendu fix_service

- ATIvERUANIUEURY Service nanislulnslvasa SSH

- n3dlil Service Taivhenu sufins Run Command sy SSH Lilediu
- ATIVEDUADIULVRY Service ﬂ%ﬂ?jﬂﬁw

- udsHaanSlUSaRuaTEUY [NY LINE Notify

tdef fix service(incident, service):

ssh.connect (incident['ip']l, port=22, username='us
check=[]

msg="IP= $s\n"%$('192.168.xxxX.XxXx')+"Service Name s\n"% (service)

stdin, stdout, stderr = ssh.exec_ command('sudo systemctl show '+service+' --property
running=stdout.readlines ()

running=running[0].splitlines()

name', password='password')

State')

running=ansi_escape.sub('', running[l1]).split('=")
running=running[1]
if running=='failed' or running==' e

msg=msg+"Service State= %s\n"%(running)
stdin, stdout, stderr = ssh.exec_command('s
running=stdout.readlines ()

if running==[]:

mctl restart '+service)

pass

else:
stdin, stdout, stderr = ssh.exec command('s systemctl status "+service)
for line in iter (stdout.readline, ""):

check.append (1ine)
if 'Address already in use' in str(check):
stdin, stdout, stderr = ssh.exec_command('sudo 1sof -i:'+incident[’
address_check=stdout.readlines ()
address_check=address check[1].split()
msg=msg+"Service Er %$5\n"%('Address already in use')
msg=msg+" ing Command: s\n"% (address_check[0])
msg=msg+"Using PID= %s n"% (address_check[1])

msg=msg+"Us n"% (address_check[2])
detail={}

detaill[' already in use'
detaill"’ i ddress_check([0]
detaill["’ ddress_check[1]

detaill" "]=address_check[2]
incident[’ 1"1=detail
stdin, stdout, stderr = ssh.exec_command("s
stdin, stdout, stderr = ssh.exec_command('sudc
else:
pass
time.sleep (1)
stdin, stdout, stderr = ssh.exec_command (
finalcheck=stdout.readlines ()
finalcheck=finalcheck[0].splitlines ()

"+address_check[11)
tart "+service)

¢ '+service+' --property=~ActiveState')

finalcheck=ansi_escape.sub('', finalcheck[1]).split('="'
finalcheck=finalcheck[1]
msg=msg+" - overy R 1t ——-\n"
if finalcheck r finalcheck==' tive':
msg=msg+" %3\n"% (finalcheck)
msg=msg+" n"%(str(check))
elif finalcheck=='ac
mMsSg=msg+"S = %s\n"%(finalcheck)
msg=msg+" \n"%(datetime.fromtimestamp (time.time ()).strftime('%d-%m %¥ $H:%M:%5'))
else:
msg=msg+"se state= %3\n"%(finalcheck)
else:
msg=msg+"Se e n"%(running)
notify (msq)

ssh.close()

JUN 3.37 garnaailandu fix_service
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Aesue§UN 3.37

vssiiadt 2 1Junisdeudewrsesudtneiaiioufinudamrulnsinaea SSH
Us3ViATl 5-9 1UNIATINABUANIUNNVDY Service TWiauogIall
U3SViafl 10-13 sl Service luviheu azdufiunsldmds Restart Service 9
nduLYheEnASe

ussViadt 14-15 81 Restart udalanwy Error azsifiunislutuneudaly
UsIVndl 16-37 nsdiAmadnsil Error “address already in use” zAfiuns
m’;aaauwa%mﬁ Service 119U LAINTIVEDU LLaz‘lﬂqmmiﬁ’musﬂad Process
ﬁﬁﬁé’ﬂ%’ﬁuwa%ﬁuag wdtanti Restart Service

ussVadl 38-43 1un13nsiadeUanIUNINTBY Service FNEUNIIUUN
YER]EY

usTtadl 44-55 15unsirdeyatiymiisiusauld uaznadnsnnsdiunis

daludegiauaszuunia LINE

USSVIAN 56 Wun1sUanIsause SSH fulAsaduwltneaiion

check_firewall()

ssh('sudo ufw status|grep <port>')

false
Port found?

message = "Not Found"

message = port.detail

Line Notify

SUN 3.38 JUMDUNISHIUVBIUAA1A9H9NTU Incident Correction Procedure Control

Y

9

(check firewall)
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AeSUIeIUT 3.38

- [enlrauilendu check firewall

- ®579@9U Firewall Rule 984 Port 80 way 443 lagn1sialnslnasa SSH

vV 1

- udsadnsn1snIvaeuluduauasruy s LINE Notify

12 msg=msg+" -FPerm %s\n"% ('Not Found')

13 - msg=msg+" ~From= %s\n"%('Not Found')

14 © else:

15 for line in check:

16 line=line.split()

17 o if line[0]==incident['port'] or re.match(r"%s\W[a-z]*" % (port), line[0]):
18 detail.append({'" : line[0], '"Permit': line[l], 'From': line[2] })
19 msg=msg+"For (line[0])

20 msg=msg+" n"%(line[1])

Bl ™ msg=msg+" n"%(line[2])

22 H else:

23 E pass

24 © if detail==[]:

25 detail .append({'Port': incident['port'], 'Permit': 'Not Found', 'From': 'Not Found' })
26 msg=msg+"Port= %s\n"%(incident['port'])

217 msg=msg+" -Perm %s\n"%('Not Found')

28 - msg=msg+" -From= %$s3\n"%('Not Found')

20 o else:

S0 - pass

31 incident['detail']=detail

32 notify(msg)

33 & ssh.close ()

check firewall (incident) :

ssh.connect (incident['ip'], port=22, username='username',6 password='password )
msg="IP= %3\n"%('192.168.xxx.xxx")+"——-Firewall———\n"

check=[]

detail=[]

stdin, stdout, stderr = ssh.exec command('sudo ufw status|grep '+incident['port'])
for line in iter(stdout.readline, ""):

check.append (ansi_escape.sub('', line))

if check==[]:
detail.append({'Port': incident['port'], 'Permit': 'Not Found', 'From': 'Not Found' 1})
msg=msg+"Port= %s\n"%(incident['port'])

gil‘ﬁ 3.39 yaAdailandu check firewall

AaSU1EIUN 3.39

vssrindl 2 \Wunsdendeniosivneiaiiouiinudymnnilnsnaea SSH

- ussiad 6 Wunsldddimsageu Firewall Rule fiisadostunasaiisesnis
A579@0U

- wssiedt 7-30 Wun1sesieaeu 113l Firewall Rule fitAgatoniolyl waa

JWTINtoyadslUgauassuURIUNIg LINE

- Ussian 33 1Wun1sUansiieusie SSH AueSasdvnealiou
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check_usage()

A

Y

ssh('top -n1-w512 -0 %CPU'")

ssh('top -n1 -w512 -0 %MEM")

v

Line Notify

gﬂﬁ 3.40 Giumaumiﬁ'mm‘m‘qmﬁﬁﬁ'ﬂﬂﬁﬁﬁu Incident Correction Procedure Control

(check usage)

Aesu1EgUT 3.40

Sunlgeuilsndu check usage

| 1

IOUU

ATIRdRUUTINUNSI UGNy vi

U

LANAANSN1IRSIvaa Ul

29AMUNAN nen1siglnsinaoa SSH

HALATYUU W1 LINE Notify

9
0

Hdef check usage(incident, component):

for line in iter(stdout.readline, ""):
check.append(ansi_escape.sub('', line))
for line in check[7 :12]:
line=line.split()

Z

ssh.connect (incident['ip'], port=22, username='username', password='password')
msg="IP= $s\n"%('192.168 . xxx.xxx")+" %3 Usage-——\n"% (component)

check=[]

detail=[]

stdin, stdout, stderr = ssh.exec command('top

> —nl -wb1l2 -o %'+component, get pty=True)

AeSuIugUN 3.41

11 detail.append({'us= 't line[l], component: line[8], 'command': line[11] })
12 msg=msg+"Command: 1"%(line[11])
13 msg=msg+" —"+component+": "+line[8]+" %\n"
14 msg=msg+" -User: %s\n"%(line[1l])
13 incident['detail']=detail
16 notify (msqg)
17 = ssh.close ()
a o L2 6
UM 3.41 yaAdailandu check usage

- uswiad 2 Wumsfenseimioswiteadiouinutymrulnsinaoa SSH
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o A Y o O . e v A a &
- UIINen 6 L{jUﬂqilsﬁﬂqﬁﬂmijﬁ]ﬂ@‘U Runmng Process V]ISUQ']U%W% v

PUIBANUINNENINUA LUV UL

- usiafl 7-16 Wunisidenanizdeyaves Running Process Aldnswains

Y

geandunui 1-5 delugadauassuusiiumng LINE

- Ussien 17 Wunistanisiiausie SSH AuleSasvnaaiiou

3.4 N138INLUUNITNAEADIU

el sUsgansaneesseuu fAnwldnseugunaldmsunsvnaeunsll

[

1. 1A30YI8IalaunfBIN1InTIMRUANIUATN (Monitoring Client) fagnglu

JEUUNTUTHIIAHARUUNGUUATINIY 1 L1ATe9 Lnelinaaudfasil

g Intel(R) Xeon(R) CPU E7- 2860 @ 2.27GHz 91uau 4 Core
wheaudmanvun 8 Anzlua

MheAuTIa1s0wwIn 41 Anslug

s¥UUUURN1S Ubuntu 16.04

finse Application T SNMPD, Nginx, UFW wa Docker

31 Docker Container ¥197Ug1u2U 2 Container An Web Application
ey Web Database

[
a o

ARRN Telegraf Agent ey Zabbix Agent

< [N A PN 1 ! A o v
2. Lﬂii’NLLﬂJ?JWJLﬂiJEJUV]EJ%ﬂWEJIU?%UUﬂ’]ﬁﬂi%llﬂ]a&laLLUUﬂEjIlILiJ"JJ NNIUAUTIN

MTIRABUANIUAIN (Monitoring Server) 913U 1 1AT84 IngilnasauUnnail

iy Intel(R) Xeon(R) CPU E7- 2860 @ 2.27GHz 313U 16 Core
NUWANNTNSNVUIN 16 Anzlud

NANUIEITD99 U 50 Anzlud

53UUUURNNS Ubuntu 18.04

(%
g

Anag Application LA SNMPD, Docker Way Python 3.6.9
amé?qsqmﬁwél’ﬂwmumu Data Collection wag Diagnostic and
Recovery ity

Ansagiudeyaoynsuiuy container IduA Prometheus, InfluxDB wag

Graphite
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[
Y

- AR9LAIBIND Monitoring LWUU container Tawn Grafana, Chronograf
ey Zabbix
AAnwlieanuuunsvngeuszuveenduy 2 dw Ineliseazidundail

3.4.1 @ Monitoring

lun1smaaaUUsEaNSAIN YBIEIUAAMINAIUNIN B ANYILUINITNAADS
sonlu 4 dulaun

1. shupgnieausiud1vesadeyaaauan iensadeuAtanun iy
, yeAudngn, vireaudidises uazUSinumsiu-deleyassasiaioiie veanses
Monitoring Client 31a1signaesusiugh Tnsru3suiiisuiuindesilefamuaniuninduy
lAuA Zabbix Agent Way Telegraf Agent

2. drudsunanisldnsnensias esualaneiaiau Monitoring Server 14
syuufieanuuy ileiaesidunslidiy uazmeanudmdn lnsudadu 2 dawfe dw
giudeyasynsuian Prometheus uazdrulA3osiiofinnuanIunIw Grafana

aaa 1Y

2.1 daugudoyasunsuiian Prometheus i3snaaaulagnis der1vaua
Tfiudsgrudeyadiuau 1,000 Metric lunng 10 Jurd wdrindawesidunslddng was
PU8ANNIINEN teeUSeueunu gmﬁasﬂaauﬂmaaﬁuqié’l,l,d InlfuxDB wag Graphite

2.2 @2ULAS 29LaRARINANIUNIN Grafana H35n15MAdaUlAENISESIY
NIINTBYATIUIY 400 N MNARINTUTA LU@%L%umﬂ%’%ﬁg LAYVUIYANUIINEGN LAY
Wisuiiguiu 1a3esdedus laun Chronograf wag Zabbix

3. UUTLANTAINNITRILADUANURAUNG L NAdaUANNLI U LUNS
ANMILAURAUNAVDIANANIUNINGT99 TAsNITUINABUNIG LINE {AN®19EvIN15a31
) v a o = a a a o &
A01UNN5AINaR L TUAINYD AT DI EETDUTIANURAUNR Fadl
1. aorunsalnusunanisldaudiy uannat 80 wWoesidus laensld
dl I % aal Val a o 1
LAIBNND stress mmﬂwanmmmm alAI3N (Square Root)

2. a01UN1SaINUSUIUNSITUBUIEAINTINEN 11NN37 80 Wasidus

lngnisldinIaaile stress meTSiudeyadnaedlumheauimen
Cd‘ a % ] ) o 1 ¢ @ I3

3. @01UNNSAUNUSLIAUNSIFNUNLIEANNINEITE UINNIT 80 1asidus

Inensislnadeyavualngiinlulumieainudidises

4. garun1sadlafinsneuaueeanis Ping lnan1sUaAsasiivngiaiion
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5. anunsali TCP wasn 80 vive 443 linauauss lagn1svean1sinau

weundinduivinnueguunetn 80 vive 443

6. anun1saiNsEaanIunImYes HTTP Livindu 200 laen1suganis

nuvesIvueundinduiiogluaisuivneiaiiou

lngluusaraniun1saiazgninaesdudiuiu 10 ATe Fanaansnnnnisae

= [ v 1 a o & A d‘ !
53UUNﬂ75LLQQLW@u1ﬂﬁJQ&\|’”LLaig‘U‘UN']u waUnaLATy LINE Vlﬂﬂi\?l,ll@aﬂju‘ﬂWWGU'@\‘iLﬂi@\uLll

a

Pelaioulnnuilaund fesguR 3.42 Dagun 3.47

i s &

SUN 3.43 Msidasisudinansidaumheaudan 11nn3 80 wWesidus

Q

JUT 3.44 msudafieudsunanisidnumheanudidises 110031 80 Wesidud
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Q Monitoring: Ping : no response - hitp:

JUN 3.45 msudasisuliiinisnevauaswianis Ping

)

JUN 3.46 NsuTusieu TCP wasn 80 w3 443 linauaues

Q Monitoring: HTTP Code Status : Error -
e At s l clou 20

JUN 3.47 nMsudafieusiaaniunmees HTTP liwiiu 200

4. gunalun1snauaues (Response Time)
W B991NTTUURAAUADIUA NI AIUUTENDUNAIYEIUYINIUSINAY FIABY

»519@U Response Time #ilglunisfnsodoasawinlinsiuitiaivesatdaun nilasu
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31n& U Data Collection aulufisa9i wansludu Monitoring A9gU# 3.48 31311347

A v = 1 I ] o &
AAALARBUINNLRELNESlA LnauuIn1sasIvaeueentdu 2 diunedl

P Response ¢Hesponse 4 N
Time Time

Data Collection Prometheus Grafana

JUN 3.48 MsAnsiafioans1eeENUTENOUTLUURAMUENIUA TN

1. anlunisnevaussvenisdeansteyn sewinsdrugiudeyaoynsy
181 Prometheus AU @2u Data Collection IngansnsansiadeuAaa1#ily Prometheus
fladieyaanndau Data Collection I#arnutiiu Prometheus ldvinnisansialy Tagluiiuy
Status U&aden Target Faguil 3.49 udngludau Scrape Duration faguil 3.50 wadainmen

Wuszezan 1 Wil

Prometheus Status ~ ]

Runtime & Build Information
TSDE Status

Command-Line Flags
Configuration

Rules

Targets

Service Discovery

gﬂﬁ 3.49 Prometheus @1u Targets

prometheus (1/1 up)

Last Scrape
Endpoint State Labels Scrape Duration
http:// 8001/ (3 919.000ms  206.620ms

metrics job="prometheus"

gﬂﬂ 3.50 Prometheus &@3u Scrape Duration
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2. anlunsneuauesvesNsAoansteya sewinsdrugiudoyaoynsy
a1 Prometheus iU d1ulA3esilofAmuaAILAN Grafana lngasNsanTIRA0UAIIAT
Grafana Aedeyaandiu Prometheus lsnnsnideya Tnoadniing il 1den Inspect fagu
71 3.51 udluddau Stats udgludiu Total request time FagUil 3.52 udrdanmAndy

SrezIan 1 Wil

Bits Received

® View

& Edit

r Share
[

3 Explore
® Inspect

More...

Remove

U7 3.51 Grafana @3 Inspect

JSON Query

Stats

Total request time 149 ms

gﬂﬁ 3.52 Prometheus @3u Total request time

3.4.2 @31 Diagnostic and Recovery

lunsnageuyszdnsain vesdiu Diagnostic and Recovery H@ANYIAEIN

MsvegeUALaINsaluNIATIIEeU uazdAuIuLeUNATuaInTglumsed 3.5 1ng

vimsairsanunisalsiasslidruusznouvesszuuiivueunaiady fiegnreluiaieg

Monitoring Client fiauAnund ilenaaeuyssansnmn1sailiunsmunisned 3.6 )
1. Nginx Livitau

2. Nginx lalviiauiiesann Port gnldanuey
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Container Web Application laivi1au

Container Web Application lsivhauiilesan Port gnldauey
Container Web Database #1411

Container Web Database laivisuiilesain Port gnldsueg
Docker l3i%i191u

Usunaunnsla@figuinnds 80 wWesidu

v ® N o AW

USuanslanuieausvanuInn 80 wasidu

lngluusiazaniun13aiazgninaesludiuiu 10 Ase Fawadnsnannishe

aunsadAudINYIENoUYBITEUY Web Application el uazdwadnsseuuiinisudaseuly

Y

pauasEUUHIY weUnEAtu LINE fsgunl 3.53 feguil 3.61

monitoring: IP= 192
Service Name= nginx
Service State= failed
---Recovery Result ---

re Time= 26-01-2021 2

monitoring: IP=
-—-Firewall---
Port= 80
-Permit= ALLOW
-From= Anywhere

JUN 3.53 n1sudasiawile Neinx laiviney



-From= Anywhere

JUN 3.54 n1sudasieuile Nginx livineuiiesnnn Port gnldeiued

monitoring: [P= 192.1¢

Container Name= web-application
Container Running= false
Container Error= 137

-—-Recovery Result ---

Container Running

gﬂﬁ 3.55 msudaiiewdle Container Web Application li¥131u
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b-application
Running= false

ess already in

python3

monitoring: IP= |
Container Name= w
Container Running= true

JUN 3.56 N1suduFieuila Container Web Application livieu tasain Port galdaueg

monitoring: IP= 19.
Container Name= web-dat
Container Running= false
Container Error= 137
---Recovery Result -

Container Running= true
Solve Time= 26-01-2021 22:57:15

JUN 3.57 n1sudasiewile Container Web Database laivina



1tainer Running= false
ntainer Error= 137
ainer Error= Address already in

Lse

Using Command= python3

Solve Time= 26-01

monitoring: IP= 15
Container Name= web-application
Container Running= true

monitoring: IP=
Centainer Name= web-datal
Container Running= true

JUN 3.59 Msudasiauile Docker liivineu
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U7 3.60 nsudafiewiieUsunansld@igunnndi 80 Wesidu

monitoring: IP=
-—-MEM Usage---
Command: stress
-MEM: 94.1 %
-User: root
Command: java
-MEM: 5.9 %
-User: red5
Command: java
-MEM: 0.0 %
-User: bigblue+
Command: jav
-MEM: 5.9 ¢

-User: bigblue+

Command: bundle
-MEM: 0.0 %
-User: root

U7 3.61 nsuddiewdeusunanisldmisennudmdanunnniy 80 wWesidu
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s

a o

50%

0% *
14:00

CPU utilization Min:

CPU utilization M

CPU utilization Min:

TMUARBLLBINY 10 WIN

oA 5 < aa
solleAUosiiuve T NygaL

a

a o |

AUNINURNG

CPU - Python

CPU - Zabbix Agent

JUT 4.1 mswSsuiisuanUesigudie

el' = = i € @ Ao
A13°99 4.1 MINUsHULNgUALUOILTUTNY
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= LY = 1 ! ]
aflpsnuluszoganils Wy Andesigu

o AUSIauNslEuaNg (%)
LA3D93ID i . —
AEEN ARG AE9En ALRRY
Python 78 3 79 78
Zabbix Agent 78 3 79 78
Telegraf 78 2 87 78

4.1.2 Han1sNAAR UL UIBUAINLIEAINLINVAN

NIUN 4.2 HANTNAGULUTEUNBUAMUIEAINUTINAN VBT 3 1ATBle

wud dedeyalinseiu laganlaanyaddilnneuasiedosninaseiledy Liesanlng

InAaa SNMP lidideya OID 15831 SReclaimable Aptayai Uil lunyiua T mand
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= 2 Y = v ° ° ) = i = a
aunsasenaule FavzdeagnilUAmnasInny mem used lunns1ei 3.2 fi1991niAIeile
7du Agent AinfauuLAs 89 Monitoring Client 7iaunsalufarteyaain meminfo Tu

Ubuntu infuasdasiduniieanudvaniaegasuaiy

Memory - Python
100%

50%

0%
14:00 1405

Memory utilization Min:

Max: 32% Avg: 31% Current: 32%

Memory - Telegraf Agent

14

Memory utilization b

JUT 4.2 MaUSguiiguaviganudman

a d ~ i ' ° Y
AN 4.2 A151UUTIUNEUAINUILAIININARN

AUSNIUNTSIFUBL28A7URMEaN (%)

1394l — — : o
AEEn ARER AESEn ARy
Python 29 29 29 29
Zabbix Agent 32 31 32 31
Telegraf 32 31 32 31
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4.1.3 NANSNAADULUSHUIBUAINUIBAINUIIANTD

N30T 4.3 HanIsnAaaUUTe U s uAIMIIEAINT 11989009919 3
wseslonuinlAteyanseiu edluyadrddlnneunsrusua Disk Mgnld wag Usuu

Disk MisuunuAunudsaalunseg 3.2 agldAndasidu Disk Ngnld danugndes

a

usiugininnisly oID 1.3.6.1.4.1.2021.9.1.9 (dskPercent) iy OID Waldu Disk fignldly

FalAtasninanuduasa

Disk - Python

1410 1415

Viax: 31% Avg: 31% Current: 31%

Disk - Zabbix Agent

14:05

/- Space utilization Min

Disk - Telegraf Agent

SUT 4.3 nsilSeuimguamiigaudndses

a ] a | ' o o
A5 4.3 A151UUTIUNEUAINUILAININETBY

. AUsInNIslgunlteauIEses (%)
LA394D — — : —
ANEEN AANER ANE9ER ALRAY
Python Gyl 31 31 31
Zabbix Agent &l 31 31 31
Telegraf 31 31 31 31
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4.1.4 nansnagauIguLiguAIUTINUNTIUTeYa3195LAT8%1Y
1N3UN 4.4 wan1snadeulsguLiisuA1USInansiuteyaasnasiasedig
Y993 3 1A3ealenudn esnusazasesiieliaanlunsiaaeudeyaliniouiudasyiy

Tirdeyaaianliviniy fauieweslssiuainAneduvesaitoya luyiessesiianediu

' '
1 a

FaARaeUTINNTTTUTYaaTaATATRYBBLTENING 56.2 fit 58.3 Kbps lagAadeldain
Y

pddslnmousgil 57.4 Kbps

Traffic In - Python

I il
||||r“||||||” “I

i

1410 1415

ceived Min: 31.7 kb/s Max: 79.7 kb/s Avg: 57.4

Traffic In - Zabbix Agent

14:05 14:10

Interface ens160: Bits received Min: 4

Traffic In - Telegraf Agent

14:00 14:05 1410 1415 1420

Interface ens160: Bits received Min: 42.8 Kib/s Max: 84.9 Kib/s Avg: 58.3 Kib/s Current: 48.1

SUN 4.4 MmsiUTeumeuAUsIansTuteyalsasiaIety

A e~ = [ a v v N
#1579 4.4 G]’ﬁ’h‘iLUﬁEJ‘ULV]SUﬂWﬂiﬂﬁmﬂﬂiiumanﬁﬁ]iﬂﬂﬁLﬂﬁi’]“U']EJ

. AUTINUNTTTUTRYART1AIIATRYY (Kib/s)
GERRED) — — : —
ANEEN AREN AENEN ALY
Python 39 L, [ 79.7 57.4
Zabbix Agent 56.1 as5.7 73.9 56.2
Telegraf 48.1 42.8 84.9 58.3
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4.1.5 nansnagauIguLiguAIUTINUNSEUeYa195LAT0UNY
1N3UT 4.5 namsmageulUSBuLTisuAUTInNTdsTayaaasiAT T
v03s 3 indesiionui esnnusaseTesiiefinanilunsaaourdoyalindouiudsaszsi
Triendeyaanaaldvindu fidudsiesUssiiuandadsvesrdoyalutissrogianioaiu
FeAndUlinaunmsdsdeyarsnasinietioegsening 214.9 fs 224.7 Kops TneAadsiils

Nnyamdslimousyil 216.3 Kbps

Traffic Out - Python

14:10 14:15
ed Min: 88.4 Kib/s Max: 345.6 Kib/s

Traffic Out -

ibfs |

195 Kib/s

98 Kib/s
14:00

14:20

Interface ens160: 4.9 Kib/s Current:

Traffic Qut - Telegraf Agent

14:05 1410 1415 1420 L

Interface ens160: Bits sent Min: 148.7 Kib/s Max: 285.3 Kib/s Avg: 224.7 Kib/s Current 190.6 Kib/s

JUT 4.5 M3lUTeuimguaIunnnsdateyaisasiAIetiy

dl = = 1 a 1 14 =) 1
$13191 4.5 G]’ﬁ’h‘iLU?EJ‘ULV]EJUﬂ']‘UiiJ’]mﬂ’ﬁaﬂ“UaiJ”ﬁﬁ]'ﬁﬂﬁLﬂﬁa“UWEJ

. AUSINNTSHedaYaaTTIATRYE (Kib/s)
GERRAD — — : —
AEEN AGNEN ANEER ALRAY
Python 198.2 88.4 345.6 2163
Zabbix Agent 226.9 102.9 341.3 214.9
Telegraf 190.6 148.7 285.3 224.7
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4.2 Ysuneunslansnenns

PnnsedeUsUUsIaNsTaNSNeIns vesszuLTisenwuu Wetaesidunsld
Ty LAZWUI8AUTINENVO9LAS B9 Monitoring Server 1NFIUTBYABUNTUIA kg
irsesilofnpuaanuamlutisam 60 winSeudiouiu fagui 4.6 is UM 4.8

4.2.1 pansnadsullssuiisulsinunslansne1nsiegutauanunsunad

mﬂgﬂﬁ 4.6 Way 4.7 nansnadauinUsuia wagiSeufisunsiansnenns

yesgruteyasynsunarfithuildlunisesnuuussuy wazgiudoyadadug Tnonisdan
Jayaluiiudigiudoyadiuau 1,000 Metric Tunng 10 Jur¥ 10waan 60 Wil wdLiuen
Wesidunisldadily wagnulsaudivean wuin JnAedsnsUsinanisldninensves

1%

Prometheus Judugiudeyangnirunldesnwuuszuy frnadoilesidunslddnyg uaz

Y

MheANIManNtosan Wewieuiu Graphite wag InfluxDB

CPU Utilization

I

N |
IRETRCFEL A
| \.I‘I,‘\n Wi '|I-|'

22:55 23:00 23:05

graphite
influxdb

prometheus

a = a ! ¢ Yo v
EUVI 4.6 ﬂ'ﬁL"LJiEJ‘UW]EJUﬂWLU@iLGUUﬂ'Wiisﬁeﬁwgﬂaﬁiqumagﬂa@wﬂiuL']a']
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1 f < YA Y
A1 LUaswumﬂwwg%aagﬂwagaamqmim b381

\w3aelle — — : —
AEER ARG AESEN ALaaY
Graphite 5 2 13 4
InfluxDB 10 0 66 3
Prometheus 0 0 24 1

graphite
influxdb

prometheus

Memory Utilization

JUN 4.7 mawdSguiisuaUSunanislimineanudnanvesgIuteasun s

dl a a | s & Y o o v
H1519N 4.7 ﬁqiqﬂL‘UﬁﬁJUL‘WﬂUﬂqLﬂ@iL‘ﬁUﬂq{Ls{JViu’JEJV’TN@JQqaqﬁaﬁsﬂ@{iqusﬂagaauﬂsﬂL'Jaq

Andasigunislénmiteainudndisesvasgrudoyaaunsuiaa

|34l — — : il
ANAEN ANNEN ANENER ALRAY

Graphite 1.88 1.87 1.88 1.87

InfluxDB 1.68 1.68 1.69 1.68

Prometheus 0.33 0.33 0.41 0.33
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4.2.2 Han1snaasuLlssuisuUSUIAUNSIENSNEINSUDLAS DI DRAAILADIUNIN

NFUN 4.8 wag 4.9 HANTNAdRUIAUTIM LavilIeuiguseninuniesle
AnenanIunI N1ulElun1999ALULTEUY AUATOILDAAMILENIUAIN FIDUq laenIs
asnensmidayadiuau 400 naudrAvAeSduNs1dTfy uwarrheanudvanluvedws

= A& = oA .o v B = v
iwseslotduszesiann 60 Uil uAliedan Zabbix dg1udeyasiuegsie Lelvinisnagaey
A3 aeiladAdnuiisududsiesd1uTuianisldauesgiudeya Prometheus uag

INfluxDB W UARAAIUIMTINAEAUAY Grafana Wag Chronograf MIUAIAU WUI121N

o A

ANRAENTITUSUIUNSTIINSWEINTVRY Grafana AU Prometheus FaduLAsogiiananununly

Y

9onLUUsTUY dfnadowesidunislddny wasvitsanudmdndesiian Weieuiu

Zabbix wag Chronograf AU InfluxDB

CPU Utilization

Zabbix 2.60% 15.71%

Chronograf + InfluxDB 0.79%  65.97%

Grafana + Prometheus 29.66%

JUT 4.8 naeuiisuandesidunslidfisveunsesdiofanuaniunin
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Y

a p a | ¢ @ a A A
AN5199 4.8 P51 USsULREUANUDSIIUNIS IR NV D AT DI DRARNADIUNN

Y

L. Alasidunnslddigvasedesiiofnnuanunin
LR3990 ; .

AEEn AREN AgeEn ARy
Chronograf AU InfluxDB 10.38 0.79 65.97 3.58
Zabbix 7.91 2.6 15.71 7.57
Grafana U Prometheus 0.47 0.04 29.66 0.69

0%
22:50

Chronograf + InfluxDB

Zabbix

Grafana + Prometheus

Memory Utilization

23:26

JU7 4.9 MmswSsudisuandesidunisldmizennuimanvesaiadefnnuaaiunin
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= = = ' ¢ & ] | o o a A a
M1579n 4.9 miNL‘1JiEJ‘UL‘VIEJ‘U@’]L‘LlaiLﬁzi‘umﬂ“lmuﬁEJﬂ’maJma’liEN“UENLmawammmu

A0IUNIN
Adafidunisldmiteainuiidrsesvanniasiie
\3asdio AANIUFATUNIN
ANAEA A AEeEn Aade
Chronograf AU InfluxDB 2.16 2.16 2.17 2.16
Zabbix 1.31 1.3 1.32 1.31
Grafana fiu Prometheus 0.55 0.55 0.63 0.55

4.3 n1suILRaUANURAUNR

INNISNAADUAIUUTEANTNINNTULALABUANURAUNA Laen15as19da1unsal
Sraeslidarunnveas sl eaiouinuiinung Tagannisnageulszansnam Tne
msasianumsalidaedltaniunmveseiosusiteaioulinuiinund anansaaguldss

m’i'mﬁ 4.10
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éa a o 5 'ii’]u’)uﬂ%l\‘i [ o <
#nun1salRaUni ATUIUATY o A DNTIAIUEATD
LAILADU
1. Ysunaumsldaudiig 1nnndi 80
o 10 10 100 %

LUBILYUR
2. USuaumsidnunuagninuaan

| L 10 10 100 %
17111731 80 LUBSLYUR
3. USUNaUNSIIUNUIgAINUINENT8Y

, o 10 10 100 %
110N 80 LUBSLYUR
4. lifinsnauausssonis Ping 10 10 100 %
5. TCP was® 80 %50 443 lunauduas 10 10 100 %
6. SWAADIUNINYDY HTTP Lulwindu 200 10 10 100 %
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AAUNA WUI1A1nNNEnIUNITlRAUNR SEUUANISORTIRERUANIUNMIRAUNG Lavldusiou

Wéwquaszuulinnass lngdnsmudnsaegi 100 wWesidud
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NNINAFOUMUIATIUNITADUANBIVBIAIURAN LA LA 1ABNTTATIVABUR
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4. Container Web Y
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Monitoring.py

from datetime import datetime

import time

from easysnmp import snmp_get, snmp_set, snmp_walk
import subprocess

import socket

from tcpping import tcpping

from flask import Flask, jsonify, request, Response, session, make response
import requests

import threading

import urllib

from urllib.request import Request, urlopen

from urllib.error import URLError, HTTPError

cms="public' #Community String
host=[
{ip: '127.0.0.1", 'url" 'http://127.0.0.1", 'port": ['80','443']}]

app = Flask( name ) # Create my app

def cpulip, url):
global metric
start = time.time()
try:
cpu_core = snmp_walk(.1.3.6.1.4.1.2021.11.67', hostname=ip,
community=cms, version=2, timeout=1, retries=0)
cpu_core = int(cpu_core[0].value)
cpu_percent = snmp_get(.1.3.6.1.4.1.2021.11.11.0', hostname=ip,

community=cms, version=2, timeout=1, retries=0)
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cpu_percent = str(cpu_percent).splitO[1]

cpu_percent = 100-int(cpu_percent[7:-1])

metric += "%s{ip=\"%s\",url=\"%5\"} %s \n" % ('cpu_percent’, ip, url,
cpu_percent)

metric += "%s{ip=\"%s\",url=\"%s\"} %s \n" % (‘cpu_core', ip, url, cpu_core)

print('CPU SNMP Success')

except:
print('CPU SNMP Failed')

pass

end = time.time()

print ("CPU Collection Time (ms): ",round((end-start)*1000,3))

def memory(ip, url):
global metric
start = time.time()
try:
mem_avai = snmp_get('.1.3.6.1.4.1.2021.4.6.0', hostname=ip,
community=cms, version=2, timeout=1, retries=0)
mem_total = snmp_get('.1.3.6.1.4.1.2021.4.5.0', hostname=ip,
community=cms, version=2, timeout=1, retries=0)
mem_buffer = snmp_get(.1.3.6.1.4.1.2021.4.14.0', hostname=ip,
community=cms, version=2, timeout=1, retries=0)
mem_cache = snmp_get('.1.3.6.1.4.1.2021.4.15.0', hostname=ip,

community=cms, version=2, timeout=1, retries=0)

mem_avai = str(mem_avai).split()[1]
mem_avai = float(tmem_avai[7:-1])
mem_total = str(mem_total).split()[1]
mem_total = float(mem _total[7:-1])
mem_buffer = str(mem_buffer).split([1]

mem_buffer = float(tmem_buffer[7:-1])
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mem_cache = str(mem_cache).split([1]
mem_cache = float(mem_cache[7:-1])
mem_used = mem_total-(mem_avai+mem_buffer+mem cache)

mem_percent = (mem_used/mem_total)*100.0

metric += "%s{ip=\"%s\",url=\"%s\"} %s \n" % (‘mem_percent’, ip, url,
mem_percent)

metric += "%s{ip=\"%s\",url=\"%s\"} %s \n" % ('mem_total,, ip, url,
mem_total)

metric += "%s{ip=\"%s\",url=\"%5\"} %s \n" % (‘mem _used', ip, url,
mem_used)

print(Memory SNMP Success')

except:
print(Memory SNMP Failed")

pass

end = time.time()

print ("Memory Collection Time (ms): ",round((end-start)*1000,3))

def disk(ip, url):
global metric
start = time.time()
try:
disk_available = snmp_get('1.3.6.1.4.1.2021.9.1.7.1", hostname=ip,
community=cms, version=2, timeout=1, retries=0)
disk_available = str(disk_available).split()[1]
disk _available = float(disk_available[7:-1])
disk_used = snmp_get('1.3.6.1.4.1.2021.9.1.8.1', hostname=ip,
community=cms, version=2, timeout=1, retries=0)
disk _used = str(disk_used).split([1]
disk used = float(disk_used[7:-1])
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disk_percent = disk_used/(disk_used+disk available)*100.0
disk total = disk_used+disk available

metric += "%s{ip=\"%s\",url=\"%s\"} %s \n" % ('disk total’, ip, url, disk total)

metric += "%s{ip=\"%s\",url=\"%s\"} %s \n" % ('disk_percent’, ip, url,
disk_percent)

metric += "%s{ip=\"%s\",url=\"%s\"} %s \n" % ('disk_available', ip, url,
disk available)

metric += "%s{ip=\"%s\",url=\"%s\"} %s \n" % ('disk_used', ip, url, disk_used)

print('Disk SNMP Success')

except:
print('Disk SNMP Failed")

pass

end = time.time()

print ("Disk Collection Time (ms): ",round((end-start)*1000,3))

def traffic(ip, url):
global metric

start = time.time()

try:

ifHCINOctets = snmp_walk('1.3.6.1.2.1.31.1.1.1.6', hostname=ip,
community=cms, version=2, timeout=1, retries=0)

ifHCOutOctets = snmp_walk('1.3.6.1.2.1.31.1.1.1.10', hostname=ip,
community=cms, version=2, timeout=1, retries=0)

IfName = snmp_walk('1.3.6.1.2.1.31.1.1.1.1", hostname=ip, community=cms,
version=2, timeout=1, retries=0)

for i in range(len(IfName)):

metric += "%s{ip=\"%s\",url=\"%s\",interface=\"%s\"} %s \n" %

(‘bits_received!, ip, url,str(ifNamel[i].value) ,str(int(ifHCInOctets[i].value)*8))
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metric += "%s{ip=\"%s\",url=\"%s\",interface=\"%s\"} %s \n" % ('bits_sent,
ip, url, str(ifNamelil.value), str(int(ifHCOutOctets[i].value)*8))
print('Traffic SNMP Success')
except:
print(Traffic SNMP Failed')

pass

end = time.time()

print ("Traffic Collection Time (ms): " round((end-start)*1000,3))

def ping(ip, url):
global metric
global threads

start = time.time()

if subprocess.call(["ping", "-c", "1", "-W", "1", ip])==0:

metric += "%s{ip=\"%s\",url=\"%s\"} %s \n" % ('ping', ip, url, '1)

try:
t = threading. Thread(target=cpu, args=(ip, url))
threads.append(t)
t.start()

t = threading.Thread(target=memory, args=(ip, url))
threads.append(t)
t.start()

t = threading. Thread(target=disk, args=(ip, url))
threads.append(t)
t.start()
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t = threading. Thread(target=traffic, args=(ip, url)
threads.append(t)
t.start()

except:

pass

print(Ping Success')

else:
metric += "%s{ip=\"%s\",url=\"%s\"} %s \n" % ('ping’, ip, url, '0")
print('Ping Failed)

end = time.time()

print ("Ping Collection Time (ms): ",round((end-start)*1000,3))

def port(ip, url, port):
global metric
start = time.time()
try:
if tcpping(ip, port=port, timeout=1):
metric += "%s{ip=\"%s\",url=\"%s\",port=\"%s\"} %s \n" % (‘port’, ip, url,
port, '1")
else:
metric += "%s{ip=\"%s\",url=\"%s\",port=\"%s\"} %s \n" % ('port’, ip, url,
port, '0")
except:
metric += "%s{ip=\"%s\",url=\"%s\",port=\"%s\"} %s \n" % (‘port’, ip, url, port,
'0)

end = time.time()




99

print ("Port Collection Time (ms): ",round((end-start)*1000,3))

def http(ip, url):
global metric
start = time.time()
try:
response = urllib.request.urlopen(http://'+url, timeout = 1)
except HTTPError as e:
print(Error code: ', e.code)
metric += "%s{ip=\"%s\",url=\"%s\"} %s \n" % (http_code', ip, url, e.code)
except URLError as e:
print('Reason: ', e.reason)
metric += "%s{ip=\"%s\",url=\"%s\"} %s \n" % (http_code’, ip, url, '0)
except socket.timeout:
print('Reason: ', socket.timeout)
metric += "%s{ip=\"%s\",url=\"%5\"} %s \n" % (http_code', ip, url, '0')
except requests.exceptions.RequestException:
print('Reason: ',requests.exceptions.RequestException)
metric += "%s{ip=\"%s\",url=\"%5\"} %s \n" % (http_code', ip, url, '0')
raise Exception('Failed to connect to %s' % url) from None
else:
print (HTTP Code: 'response.code)
metric += "%s{ip=\"%s\",url=\"%5\"} %s \n" % (http_code, ip, url,

response.code)

end = time.time()
print ("HTTP Collection Time (ms): ",round((end-start)*1000,3))
@app.route('/metrics”, methods=["GET"])
def main():
global threads
threads =[]
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start = time.time()
global metric

metric =

foriin host: # Thread Group 1 : Ping Status + SNMP
t = threading. Thread(target=ping, args=(i['ip, i['url']))
threads.append(t)
t.start()

foriin host: # Thread Group 2 : Port Status
for j in range(len(i['port']):
t = threading.Thread(target=port, args=(il'ip, il'url], i['port'[jl))
threads.append(t)
t.start()

foriin host: # Thread Group 3 : HTTP Status
t = threading.Thread(target=http, ares=(il'ip], il'url']))
threads.append(t)
t.start()

for t in threads:

t.join()

end = time.time()

print ("-----Total Data Collection Time (ms): ",round((end-start)*1000,3))

return metric

1

if _name_ ==' main_ "

app.run(host="127.0.0.1",port=8001)




101

A

fulag
f &7,,

: AMANUIN V.
Y ] <
HA9M3996U HaSAULIU



U
o/

YAAHINTIVEDU wazfAuIULBUNELATY

diagnostic&recovery.py
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from datetime import datetime

import time

import subprocess

from flask import Flask, jsonify, request, Response, session, make response
import requests

import threading

import paramiko

import sys

import re

import json

url = 'https://notify-api.line.me/api/notify' #Line Notify
token = Y0XXXCOOXXOXXXXXX' # Token
headers = {'content-type"'application/x-www-form-

urlencoded','Authorization":'Bearer '+token}

ssh = paramiko.SSHClient() # ssh utility
ssh.set_missing_host_key policy(paramiko.AutoAddPolicy())

ansi_escape = re.compile(r\xOf\x1B(?:[@-2\\- I\[0-?1*[ -/T*[@-~])) # ANSI

Character

app = Flask(_ _name ) # Create my app

def notify(msg):

r = requests.post(url, headers=headers, data = {'message":str(msg)})

print (r.text)




103

def fix_docker(incident, container):

ssh.connect(incident['ip'l, port=22, username="'username’, password="password')
#User/Pass For access via SSH
msg="IP= 9%5\n"%('192.168.xxx.xxx)+"Container Name= %5s\n"%(container)
print('Checking Container Status')
stdin, stdout, stderr = ssh.exec_command("sudo docker container

Tn

inspect -f '{{.State.Running}}' "+container,get pty=True) #Check docker status

running =stdout.readlines()

if "No such container" in str(running): #Check Error: No such container
running=running[-1].splitlines()
error_msg=running[0]
print('Container not Found')
else:
running=running[0].splitlines()

running=str(running[0])

if running=="false" #Docker running=false then restart
stdin, stdout, stderr = ssh.exec_command("sudo docker container inspect -f
'{{.State.ExitCode}}' "+container,get_pty=True)
exitcode = stdout.readlines()
exitcode=exitcode[0].splitlines()
exitcode=str(exitcode[0])
msg=msg+"Container Running= %s\n"%(running)

msg=msg+"Container Error= %s\n"%(exitcode)

if exitcode=="137"
print('Container ExitCode 137')
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stdin, stdout, stderr = ssh.exec_command("sudo sync; echo 2 >
/proc/sys/vm/drop caches',cet pty=True) #Clear Memory Cache
stdin, stdout, stderr = ssh.exec_command("sudo docker restart
"+container,get_pty=True)
(‘Container Restarting’)
errorcheck=stdout.readlines() #Error check
if "Error" in str(errorcheck):
if "address already in use" in str(errorcheck):
print(Error : Address already in use')
stdin, stdout, stderr = ssh.exec_command("sudo docker container
inspect -f '{{.HostConfig.PortBindings}}' "+container,get pty=True)
hostport = stdout.readlines() # check docker setting port
hostport=hostport[0].splitlines()
hostport=hostport[0].split(' )
hostport=hostport[1].split('})
hostport=hostport[0]
stdin, stdout, stderr = ssh.exec_command("sudo sof -i :"+hostport,
get pty=True) #check PID
address_check=stdout.readlines()

address_check=address_check[1].split()

msg=msg+"Container Error= %s\n"%('Address already in use')
msg=msg+"Using Command= %s\n"%(address_check[0])
msg=msg+"Using PID= %s\n"%(address_check[1])
msg=msg+"Using By= %s\n"%(address check[2])

detail={}
detail[reason']="Address already in use'
detail['using_command']=address_check[0]

detail['using pid']=address check[1]

detail['using_by']=address_check[2]
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incident['detail']=detail
print(Running Process Killing)
stdin, stdout, stderr = ssh.exec_command("sudo kill -9
"+address_check[1], get pty=True) #kill PID
time.sleep(1)
stdin, stdout, stderr = ssh.exec_command("sudo docker restart
"+container,get pty=True)
print('Container Restarting’)
errorcheck=stdout.readlines()
else:
pass
errorcheck=errorcheck[-1].splitlines()
error_msg=errorcheck[0]
elif exitcode=="'128"
print('‘Container ExitCode 128"
stdin, stdout, stderr = ssh.exec_command("sudo docker container inspect
-f {{.HostConfig.PortBindings}}' "+container,get_pty=True)
hostport = stdout.readlines() # check docker setting port
hostport=hostport[0].splitlines()
hostport=hostport[0].split(' ")
hostport=hostport[1].split('})
hostport=hostport[0]
stdin, stdout, stderr = ssh.exec_command("sudo lsof -i :"+hostport,
get pty=True) #check PID
address_check=stdout.readlines()

address_check=address check[1].split()

msg=msg+"Container Error= %s\n"%('Address already in use’)
msg=msg+"Using Command= %s\n"%(address_check[0])

msg=msg+"Using PID= %s\n"%(address_check[1])

msg=msg+"Using By= %s\n"%(address check[2])
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detail={}
detail[reason']="Address already in use'
detail['using_command']=address_check(0]
detail['using pid']=address check[1]
detail['using_by']=address check[2]
incident['detail']=detail
print('Running Process Killing)
stdin, stdout, stderr = ssh.exec_command("sudo kill -9
"+address_check[1], get pty=True) #kill PID
time.sleep(1)
stdin, stdout, stderr = ssh.exec_command("sudo docker restart
"+container,get_pty=True)
print('Container Restarting)
errorcheck=stdout.readlines() #Error check
if "Error" in str(errorcheck):
errorcheck=errorcheck[-1].splitlines()
error_msg=errorcheck[0]
else: # if exitcode=="0" or exitcode=="'143"
print(Container ExitCode 0 or 143')
stdin, stdout, stderr = ssh.exec_command("sudo docker restart
"+container,get pty=True)
errorcheck=stdout.readlines()
if "Error" in str(errorcheck):
errorcheck=errorcheck[-1].splitlines()

error_msg=errorcheck(0]

time.sleep(1) # delay for wait docker restarting

stdin, stdout, stderr = ssh.exec_command("sudo docker container inspect -f

{{.State.Running}}' "+container,get pty=True) #Check after restart docker

finalcheck = stdout.readlines()
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finalcheck=finalcheck[0].splitlines()
finalcheck=str(finalcheck[0])

msg=msg+"---Recovery Result ---\n"

if finalcheck=="false":
print('Recovery : Failed')
msg=msg+"Container Running= %s\n"%(finalcheck)
msg=msg+"Error Msg= %s\n"%(error_msg)
elif finalcheck=="true":
print('Recovery : Success')
msg=msg+"Container Running= %s\n"%(finalcheck)
msg=msg+"Solve Time=
%s\n"%(datetime.fromtimestamp(time.time()).strftime('%d-%m-%Y %H:%M:%S"))
else:
msg=msg+"Container Running= %s\n"%(finalcheck)
elif running=="true":
msg=msg+"Container Running= %s\n"%(running)
else:
msg=msg+"Error Msg= %s\n"%(error_msg)
print('Send Result to LINE)
notify(msg)

ssh.close()

def fix_service(incident, service):

ssh.connect(incident['ip'], port=22, username="'user01', password="Admin@inet!’)
check=[]

msg="IP= 9%5\n"%('192.168.xxx.xxx)+"Service Name= 9%s\n"%(service)
print(Checking Service Status')

stdin, stdout, stderr = ssh.exec_ command('sudo systemctl show '+service+' --

property=ActiveState',get pty=True) #Check service state
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running=stdout.readlines()
running=running[0].splitlines()
running=ansi_escape.sub(", running[1]).split('=")

running=running(1]

if running=="failed' or running=='"inactive":
print('Service Not Running)
msg=msg+"Service State= %s\n"%(running)
stdin, stdout, stderr = ssh.exec_command('sudo systemctl restart
'+service,get pty=True)
running=stdout.readlines()
if running==[]:
pass
else:
stdin, stdout, stderr = ssh.exec_command('sudo systemctl status
'+service)
print('Restarting Service')
for line in iter(stdout.readline, "): #get status line

check.append(line)

if 'Address already in use' in str(check):
print('Error : Address already in use')
stdin, stdout, stderr = ssh.exec_command('sudo sof -
i:'+incident['port']) #check service binded to port
address_check=stdout.readlines()

address_check=address check[1].split()

msg=msg+"Service Error= %s\n"%('Address already in use')
msg=msg+"Using Command= %s\n"%(address_check[0])

msg=msg+"Using PID= %s\n"%(address_check[1])

msg=msg+"Using By= %s\n"%(address_check[2])
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detail={}

detail['reason']='Address already in use'
detail['using_command']=address_checkl[0]
detail['using pid'l=address check[1]
detail['using_by'l=address check[2]
incident['detail’]=detail

stdin, stdout, stderr = ssh.exec_command("sudo kill -9
"+address_check[1], get pty=True) #kill PID
stdin, stdout, stderr = ssh.exec_command('sudo systemctl restart
'+service,get_pty=True)
else:

pass

time.sleep(1)

stdin, stdout, stderr = ssh.exec_command('sudo systemctl show '+service+' -
-property=ActiveState',get pty=True)

finalcheck=stdout.readlines()

finalcheck=finalcheck[0].splitlines()

finalcheck=ansi_escape.sub(", finalcheck[1]).split('=")

finalcheck=finalcheck(1]

msg=msg+"-—Recovery Result —-\n"

if finalcheck=="failed' or finalcheck=='"inactive"
msg=msg+"Service State= %s\n"%(finalcheck)
msg=msg+"Error Msg= 9%s\n"%(str(check))
print(Recovery : Failed')

elif finalcheck=="active"

msg=msg+"Service State= %s\n"%(finalcheck)
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msg=msg+"Solve Time=
%s\n"%(datetime.fromtimestamp(time.time()).strftime('%d-%m-%Y %H:%M:%S")
rint('Recovery : Success')
else:
msg=msg+"Service State= %s\n"%(finalcheck)
else:
msg=msg+"Service State= %s\n"%(running)
print('Send Result to LINE')
notify(msg)

ssh.close()
def check_firewall(incident):
ssh.connect(incident['ip'], port=22, username='user01', password='"Admin@inet!’)
msg="IP= 9%5\n"%('192.168.xxx.xxx)+"---Firewall---\n"
check=(]

detail=[]

stdin, stdout, stderr = ssh.exec_command('sudo ufw status|erep

'+incident['port) #Filter port

for line in iter(stdout.readline, ""):

check.append(ansi_escape.sub(", line))

if check==[]:
detail.append({'Port": incident['port], 'Permit": 'Not Found, 'From": '‘Not Found'

msg=msg+"Port= %s\n"%(incident['port'])

msg=msg+" -Permit= %s\n"%('Not Found)

msg=msg+" -From= %s\n"%('Not Found’)
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print('Rule Not Found!")
else:
print('Rule Found!’)
for line in check: #Firewall rule find port
line=line.split()
if line[0]==incident['port'] or re.match(r'%s\W[a-z]*" %(port), line[0]):
detail.append({'Port": line[0], 'Permit": line[1], 'From": line[2] })
msg=msg+"Port= %s\n"%(line[0])
msg=msg+" -Permit= %s\n"%(line[1])
msg=msg+" -From= %s\n"%(line[2])
else:

pass

if detail==[]:
detail.append({'Port": incident['port’], 'Permit": 'Not Found', 'From": 'Not
Found' })
msg=msg+"Port= %s\n"%(incident['port'])
msg=msg+" -Permit= %s\n"%('Not Found)
msg=msg+" -From= %s\n"%('Not Found')
else:

pass
incident['detail']=detail

print('Send Result to LINE')
notify(msg)
ssh.close()

def check usage(incident, component):

ssh.connect(incident['ip']l, port=22, username="'user01', password="Admin@inet!’)

msg="IP= %s\n"%('192.168.xxx.xxx')+"---%s Usage---\n"%(component)
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check=[]

detail=[]

print(Top 1-5 Usage Running Process checking')

stdin, stdout, stderr = ssh.exec_command(‘top -n1 -w512 -0 %'+component,
get pty=True)

for line in iter(stdout.readline, "):

check.append(ansi_escape.sub(", line)) #remove ANSI + append

for line in check[7 :12]: #Top 1-5 Usage
line=line.split()
detail.append({'user": line[1], component: line[8], ‘command": line[11] })
msg=msg+"Command: %s\n"%(line[11])
msg=msg+" -"+component+": "+line[8]+" %\n"

msg=msg+" -User: %s\n"%(line[1])

incident['detail'l=detail
print('Send Result to LINE)
notify(msg)

ssh.close()

def classify(incident):

print('Metric: 'incident['metric']);
print('Value: 'incident['value');

print(IP: 'incident['ip']);

if incident['metricl=='http_code"
if incident['value']=="'500"
print(http_code = 404')

fix_docker(incident, 'web-database')
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elif incident['value']=="'404"
print(http_code = 404')
fix_service(incident, 'docker’)
fix_docker(incident, 'web-application’)
fix_docker(incident, ‘web-database")
else:
pass
elif incident['metric']=="port":
if incident['port]=="80'or incident['port]=='443"
print('port = 0
fix_service(incident, 'nginx’)
check _firewall(incident)
elif incident['metric']=='cpu_percent":
print('cpu_percent > 80%")
check usage(incident, 'CPU)
elif incident['metric'l=="mem_percent"
print(mem_percent > 80%")
check usage(incident, 'MEM')
else:

pass

@app.route(/shs', methods=["POST)
def respond():

incident={}

if request.json['evalMatches'|[0]['tags'][ name 'l=="port"
incident={
'metric": request.json['evalMatches'][0]['tags'l[ name_ '],
"port": request.json['evalMatches'][0]['tags['port'],
"value": str(request.json['evalMatches'I[0]['value']),

ip": request.json['evalMatches'][0]['tags'ip'l,
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"url": request.json['evalMatches|[0]['tags'I['url'],
"timestamp": datetime.fromtimestamp(time.time()).strftime('%Y-%m-
%d %H:%M:%S")
}
print(Receive JSON Data')
else:
incident={
"metric": request.json['evalMatches'][0]['tags'[| name ],
"value": str(request.json['evalMatches[0]['value'),
"ip": request.json['evalMatches'][0]['tagsT['ip'],
"url": request.json[‘evalMatches'|[0]['tags'I['url],
"timestamp": datetime.fromtimestamp(time.time().strftime('%Y-%m-
%d %H:9%M:%S")
}
print('Receive JSON Data')
try:

return Response(status=200)

finally:
classify(incident)
if _name_ ==' main

app.run(host="127.0.0.1",port=8082)
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