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{2 Home

€ Applications Places Bl g

1] SANDBOX2

i ') 10T workshop VM

7 @

Eclipse

Sublime Text 2

loT in fiv ys -
v1.0 20160215.pdf

Link to contiki

Link to loT-Book

Link to Zolertia

Folder

examples

app
cpu
dev

platform

core

tools

doc

regression-tests

CHANGELOG (~/Desktoy

File Edit View Search Tools Documents Help

Open ~ || @

1 Changelog

06/07/2016 - Antonio Lignan <antonio.lignan@gmail.com>

- Installed gnome-session-flashback
- Support for multi-language keyboard input (English UK, Spanish - Spain/LA)
- arm-none-eabi-gcc (15:4.9.3+svn231177-1) 4.9.3 20150529 (prerelease
- openjdk version "1.8.0_91"
- msp43e@-gcc (GCC) 4.7.2 20120920 (mspgcc dev 20120911)
- Wireshark
- meld
radvd
supervisor
nodejs and npm
srecord, intel-hex python-magic, automake, libncurses5-dev
- ubidots-1.6.6 (python)
Contiki (upstream), IoT book and Zolertia resources repositories cloned
Set $JAVA_HOME for cooja wizard test
Enabled net.ipv6.conf.all.forwarding=1 in /etc/sysctrl.conf
Disabled screen lock
Eclipse Paho MQTT python
JLink Linux V5.12g, DEB Installer 32-bit version
Meld as git diff tool
Eclipse C/C++ Kepler configured to work with Contiki
Sublime text editor

Changelog v  Tab Width: 8 v Ln 9, Col 44

517 2.8 ToT workshop VM

U

Description Zolertia files

Ready to build examples examples/zolertia,

examples/cc2538-common
Contiki applications -
Specific MCU files msp430, cc2538

External chip and devices cc2420, cc1200

Specific files and platform z1, zoul
drivers

Contiki core files and -

libraries

Tools for flashing, debuging, zolertia, sky

simulating, etc.

Self-generated doxygen -
documentation

nightly regression tests -

511 2.9 Ins9a319 Contiki

Y
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SnnAedeyaideununININMNYes ToT-Workshop (v3091141A38451289704 ToT
in five days) %WULL‘WJJ‘I% contiki/examples/zolertia/tutorial Lﬁammm Tutorial 9%

01-basics ﬁugmmm Contiki (1391, GPIO, LEDs)

02-ipv6 1318 13, ﬁugmﬁ’ﬂumunm%q, 319 IPv6/6LoWPAN(UDP/TCP) 18
YOUVDUATOVY

03-coap #10819M13 19911 CoAP server

04-mqtt #79819013 199194 MQTT client

2.6 Zolertia Z1

3-Axis accelerometer

+ temperature sensor
Ceramic embedded antenna

U.FL connector for external antenna

519 2.10 Z1 motes

L'

7 a9 Ao S o w A 1 g Y
z1 wwaaesuilithnunaieauunaanesudmsums o eduaes 15a1e (WSN) sonuu
) ] v Aav Y Y A 3| a 4 dy o 1 Y] .
ndmsnindve Wnann dnaulavseiluavedsn unaaesutiamsniausIuN Tmote™ family
] 4 ] 4 @ I~ 3 o Aa A T A
motes lApg1eANYsal Areu19ee 19NN 5V IdATUT e InTiUseansamluunsdugenduauisgunm 2
AR
Z1 motes 193 uNd03U99 MSP430F2617 l9wasa1ue 16 e RISC wine1lszuiana 16 MHz
E&Y 1 a o J [
MCU, Jusuuuin 8 kB nazseuauia 92 kB taz 14 CC2420 gilnsaifvasdoyaveation #ausiuny
IEEE 802.15.4 14 #9vh91muunau 2.4 GHz dedoya 140 250 kbps
Zolertia Z1 21313931014 UU52UUUR1TANS Tiny, 201U AT Contiki, szvURTAM S
Aa oa o ] 1 4 1 a [ a o 4
OpenWSN tazszuuilfiians RIOT gniiunlsanuedeasiiioand 5 Jluumanerds n1319s uazgud

o

@ 3 a a a 1 a Aa 4 1
WU L‘]Juﬁuﬁ)ﬂmmwmﬁvﬂumm”l 43 Usemne lla3ﬁ\1TIJaW?JW‘VI']Q')‘VIEJ"I?‘"I@'@]?@@ﬂﬂJ"Iﬂ'JT 50 U
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o I'4 I P 9 o L v o 1 @
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~ ana o <3 s Y 9 a [ 9 ) v Aa 3’, Y
2.4GHz 1 2 Avnarsuaeiniouldau (guugiuazanuss 3 unu) 14 UsB dmsuAaas T sunsulade
1 [ 9 ax Y1 1 a YR ] 1 9
enaanu lanareds ansaldoin 2xAA, 2xAAA) 9117 (1894 3.6V) W11 USB Aoangaedtdy
Tagn3audamaangdaIuias USB VCC tag GND Adnadiuisnaonuvesyedld auisnas ladanu

uvaawasnunn 4v 1 5.25v Feezgaulfuilu sv uag 3v

< 14
2.7  IBUIYDT

< S A @ [ A o s A 1% A a Jd o
lmul“ﬁﬂﬁﬂ@@]'JllﬂaQﬁﬂ]uflJu']ﬂ!IﬂfJiJ'J@‘If{]‘]J331ﬁﬂﬂlwaﬁijﬁ]ﬁ]llﬁﬁﬂjlﬂﬁ']gﬁaﬂj&lmgsll@\1

v o oA

anmnadenlaelinadninasandesnu Tasna llaziludaana lWihinerdesiudulsiia

< I d
271 Mo uI0s
< < s < y 1 o 4
au1ae U35 1A 1vzirouas 1169 ADC (Analogue to Digital Converter) Lii®
[ < A A Y L] aa o Aa A o v J [ .% "o
wlasdyanuemaenidotiodlioaniluadialuiiad 1ad quanuagHadns 1M indzuuegny
Y
1N ADC (Ulg])ﬁ\i 12 19 11 Z1 1ag Re-mote) tiag Sampling Frequency
<3 4 o I ] v o
Z1 mote 118z RE-Mote i5uasosnsaau lufh liilusesSudyana ADC wsenliudn
o Y 1 1 I <3 4 Y
aaeaauii 1119 lunmsemmeuaendugsesneuenla
<3 < 4 3’/ A 1 ] s (%)
DUIADNFUIFOT UL MTVTOUAD Z1 HIUNDTNOUIADN
o < 7 Y ) Y
puIReNIF MRS NNAaea I NIsa lsu 1a
. Y A
PIR Motion Sensor 1% 1umsasavaeumsnaeu lna
Grove - Light Sensor 19 lum3iamveaas
Grove - Rotary Angle Sensor Glslgfjilﬂﬁﬁl’t]ﬁmiﬁiglll
Grove - Loudness Sensor olslgfj’jlﬂﬂﬂllﬁ/ﬂ"’u’f)ﬁl%ﬂﬁ
< ¢ o Ao 9 o < P @ " A
Taodsuwes uazunaninnlylunuiiianvaziiluemaendues lasanuaas

¥ Ao A v A ' Aa < J P U
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1 2.11 e lu

3 2.12 o sune

U

272 advatEuwes

(%

a 3 o Y ' '
WatFwses lagna lazdanisriiu Digital communication protocol 14 [2C, SPI,

‘1*@»

. . g a £ o o a aa v 2
1-Wire, Serial W3oyuagnudnan Inilanoaiidunssuans Taom ldawdyanauiin adnaduges

U

9
Y @

= ~A A A W Y a
Huzimdanmusiu sy 1la o iedan1stoRanaln
an v d 4 [ a g‘/ a 1
Z1 mote HAYNAHUINOT 2 pE AN ILEINDUUYNLAZAIINTI 3 AU
Y o =Y oA . = =2
ADXL345 191an2101590A 108190 %0 test-adx1345.c 11 examples/zolertia/zl NUHAIN

o < 4
DITNNIUUBDUTUIFDT

a

< 4 Aaa o PN 3’/ (2 4 (] o
TMP102 (FUHDIQUUHULUUAING “?Nﬁﬂ@\‘lll"lllu Z1 unaavosuianuuuue +/-5

u

9
a

i satded nasdaiuIsndnquugllaacnain-25 isaiFed 09 85 1TaITOd HIAI0Y1

o < 4
examples/zolertia/z1/test-102.c i]zmeﬁ\imim\ﬂuﬁummuwm
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External digital sensor Funsaeuaeny Z1 1a

C g v a § < Jd o
SHT25 Humidity and Temperature Glsff’mQmwamzazmm%uﬁmwuL%im@m

o Ly d [ (; A

2.8 Iwslnpearudumedmiuginsamasnumsazannewnsoiny

Tnws Inpeanudumadvmivglnsaindenudiazaanouinieas (Routing Protocol for Low
power and Lossy Networks , RPL) Ao lsTanearszezvoudunia (Distance vector routing protocol) N
Ligfl UNWUU Destination or DoDAGs

' ~ ° 9 A & Y v 0 Y A < ' 9 v =

nouivzyhnnun laneny RPL doainoni DODAGs wuiigiuuuiluedials deudilada
Annmwiznauazey 1saeria lardnves In Innoan1s v uduniail

I~ { 1 o < o y
DAG (Directed Acylic Graph) (Hlunsfinszurums luauysaiwanmnzmiuns s maniilu

/7

310 2.13 DAG

spanning tree mngﬂm‘wﬁ 2.13

Root (HurlaremisuesInualu DAG vz lifineen
Up Hluvenlan Ididsvoyalasnselada Root
Down tiluvenlan Idfidteyasenain Root

Destination Oriented DAG (DODAG) 1i]u DAG wilafistuiinn Inuasgdesasl1nnalarens

a o =
IAYINUANININN 2.14

Root
Rank=1

Rank=2, / J 'Bl}
P

519 2.14 DODAG

Y
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Objective Function 9z 520dad 11971104 1n8%50 1na91n Root Objective function azdndulann
g A A 3 S o ' v A '

TdsunsunsenuesnuuuiluasidesmsIidvwmeaan awnsaiundsnunioudeguaz didadulaa
¥ T qUd & o v q 9
Avamsvzde 1Manas Geezueuninaavaraulv

Rank 913119 2.15 1aA95282 119910 Root

. A A A 1 I~ A ~
RPL instance (N9 1 139110031 1 DODAGs 1] DODAGs 9211/ instance mugﬂmwm 2.13

ue mﬁﬂ Two RPL Instances

"

519 2.15 Two RPL Instances

U

9 [
DODAG ID 9)n9] DODAG ¢ IPv6ID 128 1ia 929n10U10 Root WMHULAZATILA Root 1)
1Wasu D Aaglinde
DODAG version §1M3t1/agugives DODAG ninedamsulasugiuin
GOAL 79i DODAG dpamiaz 11/1ae awnsadluaievisuuuiieans Goal azi)asuliay
Objective Function 114 Objective Function 180 laam s lnivinaidn o61915A01u GOAL 1umunedang
doamsaz 11/
. A v A 1 A g 12 = ' . A
Floating 1@ DODAG l1iionaen30d3 1154 Goal 929niena1 Floating lugnmi 2.16 uaas

24 Floating DODAG

31N 2.16 Floating 1182 Grounded
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Parent AoNNgneas% 11uag Child Ao gnasoonuilag Parents 111505 1Ava1e Childs
IFUIREINY Child Neansall Idnate Parents
Sub-DODAG 11l Subtree 1an IdfignueuTlas DODAG

< b a @
Storing TruAazINUM TN THUdUN1I Hnwue Tasazdnmsiaunienn TnuaiislddaTnua

. Ay 1y 9 Y 1
Non-Storing Truaf 115M1519Ms v udun1 1agaz Jua Parent
= @ ) A o ' vy ad . .
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2.17 nde9 Raspberry Pi NoIR Camera V2
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https://www.raspberrypi.org/products/pi-noir-camera-v2/
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3.1.4 Routing over Low power and Lossy networks (ROLL)
IETF working group Wenenuuadlayiivesmsvuduniauy LLN
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- szdiuTils Taneanlogaumuziu LLN w3e 1

- Routing Protocol for Low power and lossy networks (RPL)

M3197 3.1 mnmsilszdivlilslanoaiieguad

Protocol State Loss Control | Link Node
OSPF/IS-IS fail fail fail pass fail
OLSRv2 fail ? ? pass pass
TBRPF fail pass fail pass ?
RIP pass fail pass ? fail
AODV pass fail pass fail fail
DYMO pass ? pass ? ?
DSR fail pass pass fail fail
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a I'4 A Y o (% A 1 A ] =) ~ A 1 9
2. au!ﬂaﬁlwﬁlﬁuau tun0 Glﬁlfﬁ'lﬁﬁﬂlsb'@uﬂ@Lﬂﬁﬂﬂnﬂ1@W§UﬂWﬂUULﬂﬁam18uﬂﬂﬁllﬁ
M ° 2 X A o Y A d S Y A A TS Pl
ﬁ’]ﬂwa\i\ﬂu@nm@\ifgﬂﬂiﬂl Zolertia Z1 1/]1/]’]1’?1“1/]Lﬂum@ﬂ@ﬂﬂﬁﬂ!éﬂﬂ!ﬁum]ﬂ !W@L%ﬂu@]@ﬂﬂ@ulﬂ@ili"lﬁ
eth0
Aa I A . 9 o o A A ' A A AA A ]
3. au!ﬂﬂﬁlwﬁ!ﬁuﬂu he-ipv6 1%ﬁ1ﬁ31JL“H63JTENL?13651118"16W§u‘1/mﬂ‘mwm!,ﬂ3651118J
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iptables -I INPUT -j ACCEPT

iptables -F

iptables -X

iptables -t nat -F

iptables -t nat -X

iptables -t mangle -F

iptables -t mangle -X

iptables -P INPUT ACCEPT

iptables -P FORWARD ACCEPT

iptables -P OUTPUT ACCEPT

iptables -t nat -A POSTROUTING -o eth0O - MASQUERADE

iptables -A FORWARD -i eth0O -o tun0 -m state --state RELATED,ESTABLISHED -j
ACCEPT

iptables -A FORWARD -i tun0 -o ethO -m state --state RELATED,ESTABLISHED -j

ACCEPT
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9

QU

4
1 =

ufludioya /ete/sysctl.conf HAZALIATOINIE HABIMA NOgU19MTIIDTTIAAIUA 19T

net.ipv4.ip_forward = 1 LD

net.ipv6.conf.default.forwarding=1

¥ 1 a s < 1 § A J 1
asrvumesine etho ldfusasiitieliidunisvesnguioyadninaslagndos

' v 9
Tagmsandauiludoya /etc/dheped.conf HagIIMsMNLTTRAMAIRILA1]

interface ethO
static ip_adress=172.16.55.68/24
static routers=172.16.55.1

static domain_name_servers=172.16.10.10

Y a s A . A Y . 9 a PR ~
ﬁ'iNE]umﬂiW\lﬁ!’ﬁllﬁJu he-lpv6 L‘WE]GlW Raspberry p1 mmm%wu@umaimmwm"law

' Y
= v A

suivn’la Taomsiiumdanail

auto he-ipv6

iface he-ipv6 inet6 v4tunnel
address 2001:470:18:126::2
netmask 64
endpoint 216.218.221.6
local 172.16.55.68
ttl 255

gateway 2001:470:18:1266::1

A, 2 Ly o g ¥ . < " Yo
19MIN1TMINTUADUNLAIVE 114 Raspberry pi au1sattlumisriuvdoyalviny

v
] 1 1 v 1 a 14
Border Router #11 tun0 aga1u13ndetoyans 1a1ns12a3A 10U Raspberry pi 187 Tnguudumoie etho
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337  msaamuuginsel Zolertia Z1

3.3.7.1 f;"r’JWIIEN Border Router
a v 4 I~} ad 14
uolwamiuveuisunesdsznou lUdreuEivines msuaaswadoya
A 1 [ S A [ [l 9 A [ A 1
IDUTY LB msuﬁmwamm’qﬂﬂﬁmm%amaag UAZIFTUNINNITLEDUNBDUBITSUULATDUY
Aax 9
M5 lFau

1) 117 lAuiludioya /home/pi/contiki/zolertia/tutorial/02-ipv6/02-border-router

v
¥

a o 4 v o -
2) WeunolnaATY border-router.c aaUUQUNITAL Zolertia Z1 Tagldussiiamidenail
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make clean && make border-router.upload && make connect-router

PREFIX=2001:470:19:1266::/64

AMOTUIYUITINAMIT
o & Yo o 7 < P v 2
1) M9 make clean J¥dmsuaumsasy lng llsunsudounnanouniini
o 9 o [ a o 4
2) f193 make border-router.upload l¥drmsuveuunamsuvous Ao AU

4 .
91n3al Zolertia Z1
o W 9 o o O 9 A A 9 myvd
3) 9 make connect-router 1FdMSUAIANAVYANIIvOI ToRiguiinn a1y laaan

1 dy 1 A I
luaruil auanaziilu aaaa::1/64

File Edit Tabs Help

3.3.7.2 @324 Ubidots Client

[

a v t4 o (Z
uolnanFu Ubidots gnl% Taegilnsal Zolertia Z1 uazyhnmsdszmsdeyavenasug
1 4 1 { 4 J
Taold lofiguriniFoune 117 things.ubidots.com tienaaIWaveItoyaLURITIATUOSA

axy 9
A3 1Fu
9 A o9 9 . . y . .
1) 11 TdAusludoya / home/pi/contiki/examples/zolertia/tutorial/99-apps/project-

U

ubidots
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[

2) i Tud e project-conf.h Al

#define POST PERIOD (CLOCK_SECOND)

#define UBIDOTS_CONF_AUTH TOKEN “[14 token key voa#of1dv1m 3 Loy
Ubidots]”

#define VARKEY VARIABLE ONE “[1d variable key ﬁ a319 "ﬁl uvndy lad
Ubidots]”

#define UBIDOTS_CONF_REMOTE_HOST “2607:f0d0:2101:39::2”

A <3 A o =
lll'ﬁ]!,lﬁmlelllﬁiﬁl NA Save INBUUND

3) (AeunelnaATY ubidots-client.c a3UUUnIal Zolertia Z1 TaolFussiamids

2K
=he

make clean && make ubidots-client.upload

MOTUIGUTTNAAT
a9 Yo o 2 < o v X
1) a9 make clean 1¥dmsuaumsnonlng llsunsudesuwndneuniing

2) 4 make ubidots-client.upload TS d1m5udeunelnan¥u ubidots-client a4

o

VUgUn3al Zolertia Z1
fRE=— *project-conf.h [ eaum |[ =
ﬂ E ~/contiki/examples/zolertia/tutorial/99-apps/project-ubidots S | |;| - TR
= */ T
Hifndef PROJECT_CONF_H_
#define PROJECT_CONF_H_
/™ *f
I* User configuration */
#define POST_PERIOD CLOC
#define VARIAB
#define UBIDOT! ' IN4FX N
#define VAR KEY_VARIABLE_ONE "5 #Motion1
[f#define VARKEY_VARIABLE_ONE '5899865d762542561e2ab48e" //Motion2
[f#define VARKEY_VARIABLE_ONE '589986647625425620c3f2e5" /M Oti0n3|
#define UBIDOTS_CONF_IN_BUFFER_SIZE 64
I+ *f
I’* IPv6 address of things.ubidots.com is "2607f0d0:2101:39:2", leave
* commented to resolve the host name. The NATE4 address is "=ffff:3217:7c44"
*/
Hdefine UBIDOTS_CONF_REMOTE_HOST '2607f0d0:2101:39:2"
[ by
#undef NET. CONF_RADIO
define N ONF_RADIO cc2538_rf driver
#define A / CT_DEF_CONF _ ANTENNA _SW_SELECT 2 4GHZ
define N DC nullrde_driver
#undef IEEEE021 54 \ID
#define IEEEB02154_CONF_PANID OxABCD
I *f
I/* The following are Z1 specific */
#undef RF_CHANNEL [+

C/C++/0bjC Header v  Tab Width: 8 = Ln 11, Col 78 o INS

51 3.11 witharandaudlalWa project-cont.h
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338  mMsAsnIuugInIal Raspberry Pi
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IPv4 172.16.55.68
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IPv4 172.16.55.68
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9

[ (] g o 1 1 o 1 o 1 a 4
gousy lunnseanis Nan151191 Msaeae taznisiieenvesngudoya Asn1 1Rouno W d etho
1 1 1 9 Aa 4 A g}/ 1 Yya 4 A 1 1 [ 9
ansadsaengudeya llnsumesiaaiion wno nazasmldoumeimmaiiou wno daongudoya
[ 'Q J 1 [ 191‘1 1 A J o |w Y (1
naulindumes e etho Idrunu s livumosma etho mhnsanudunaldnunisvienielu

a J LY o < o & (% g
Tagmsnunussnamadasuy ldsunsumaanuaail



63

iptables -1 INPUT -j ACCEPT

iptables -F

iptables -X

iptables -t nat -F

iptables -t nat -X

iptables -t mangle -F

iptables -t mangle -X

iptables -P INPUT ACCEPT

iptables -P FORWARD ACCEPT

iptables -P OUTPUT ACCEPT

iptables -t nat -A POSTROUTING -o ethO - MASQUERADE
iptables -A FORWARD -i ethO -0 tun0 -m state --state RELATED,ESTABLISHED -j ACCEPT

iptables -A FORWARD -i tun0 -o eth0O -m state --state RELATED,ESTABLISHED -j ACCEPT

mmsitlaniald lefigunauas lofiguinnaunsadenenguieya’la Tasmadinauiludoya

A 4 a1y v N t
/ete/sysctl.conf LASAVIATOINNIY HUYLH #) NBYUWHUIUITINANTUANUY

net.ipv4.ip_forward = 1 L

net.ipv6.conf.default.forwarding=1

File Edit Tabs Help

[ GNU nano 2.2.6 File: /etc/sysctl.conf

Y I

51 3.13 nihaamsulalua sysctl.conf
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k4
v 1A

J < J U A J 1
asmoumoia etho Tdiduamnsime Ifidunisvesngudeyaamisodaldgndes Taons

Y2y 9 o A o o &y 1 A
mnmuﬂmmyja /etc/dheped.conf HAZNINITINHUITINAATTIATIUATY

interface ethO
static ip_adress=172.16.55.68/24
static routers=172.16.55.1

static domain_name_servers=172.16.10.10

Y A s A X A v . v a s A1 A
ﬁiN’E]‘LJWIE’)iLWﬁ'LﬁiJE’Ju he-ipv6 L‘WE]Gl‘H Raspberry Pi mmmhmuaumaiLummu'law;uwm

0 P
v v A

llﬁ} TagMsINNUTSNAmMFIAgl

auto he-ipvo6

iface he-ipv6 inet6 v4tunnel
address 2001:470:18:126::2
netmask 64
endpoint 216.218.221.6
local 172.16.55.68
ttl 255

gateway 2001:470:18:1266::1

3.3.8.1 38MIM Tunneling UV 6in4 1ael% Hurricane Electric IPv6 Tunnel Broker
) = o o a . A 999
1) 19111/ www.tunnelbroker.net ¥1M5@IATANTA 1AL Login STRIS R ARLY
Y A
2) 11inaf Create Regular Tunnel
3) 1¥1d0n Server Tunnel Yangn1efieglnduniga uarldvuema 1Pv4 vou5199 (9
F) o 1 . . 1 H
1891 u339AR1UA19AT you are viewing from xxx.xxx.xxx) 1A INALJY Create Tunnel 7
pgAIUA N

4 9 < y o X ) a ! y gy (4
4) 1B AT INUATULA NICVUHUUTAITIYALLDYAN €] VDI Tunnel mﬂuuﬂ”lﬂmmu

Example Configurations

v 9 P

Y IS A a wa A Y [l A A = a oA A
5) udandenszvulfianmsns ldaneg Tuniild Raspberry Pi dszunilgiianmsae

Debian
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4 1 ' q v a g ] @ <
6) 8110 IP 19309751 190¢ 1319 Public IP 959 NAow/asunsaussia local Tt Ip

A - T
VOUATOUTT TunUAodsun

local 160.18.2.109

L?JL!

local 172.16.55.68

¥ g0 1 Ayy ' 4 P ] a . ] Y a
7) mﬂuuﬂuimﬂl‘lﬂuﬂﬁiulﬂim INBDNINITANIAN Iﬂﬂﬂ'ﬁﬂlﬂ Terminal YUNUAINUN

sudo nano /etc/network/interfaces

uéjﬁﬂﬂ Enter

§y o 2 4 ! o a o o & <
8) iioitlalusunsuiuuuds IWdewmniussiaanga udrmuiawdidaluiy

tunnelbroker.net

auto he-ipv6

iface he-ipv6 inet6 v4tunnel
address [Client IPv6 Address]
netmask 64
endpoint [Server IPv4 Address]
local [IP 6lJ’ENLﬂi:'i’éNL‘.ﬂ]
ttl 255

gateway [Server IPv6 Address]

HAINA Crl+X >>> NA Y >>> 114919 Enter

y ga o
AMUUNNWUN

sudo nano /etc/dheped.conf

k)
11a3nNA Enter

A ~ v 0 Y 1 A =] ] vYq ¥ Ty 1
9) RDUANINUITNAANGA fl'l@]f]ﬂulﬂ@ilu@]ﬂ?u’ﬁ18llﬁuﬁlﬂ€l‘]§ eth0 LLGI’L]'IG]@NWHUl'JVlV\I

v Y
%1% wlan0 tda lgdauil

interface eth0
static ip_address=[IP YD1 1309451/ netmask]
static routers=[Default Gateway]

static domain_name_servers=[DNS]
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A a ¢ & Y q Y
LﬁJ@WMW!ﬁiﬁ]LLa’ﬂﬁﬂﬂ Ctrl+X >>> nNA Y >>> 11aINA Enter

9 '
1IN Ua0d19R1d4 pings ipv6.google.com 8181115014111 1Pv6 Y99 Google 14

@ HURRICANE ELECTRIC
INTERNET SERVICES

Tunnel Details Quick Links

Main Page Certification

' o o &
U ANIINITUID

Account Info IPv6 Tunnel Example Configurations Advanced Tunnelbroker
Logout Free DNS
) BGP Toolkit
[ Creation Date: Oct 13, 2016 Forums
Create Regular Tunnel FAQ
::Pregtg Br?P Tunnel [0 Description: Video Presentations
v6 Portscan it
- Usage Statistics
[P VI (EDE e Tunnel Server Status
I3 server IPv4 Address: 216.218.2216 Network Map
I3 server IPv6 Address: 2001-:470-18:1266-1/64 Looking Glass (v4/v6)
Route Server (telnet)
I3 client IPv4 Address: 110.164.92.124 Global IPv6 Report
[ client IPv6 Address 2001:470:18:1266::2/64
& S -
Transit
3 -470:19° -
@ Routed /64- 2001:470:19:12667/64 Colocation
(@ Routed /48: Assign /48 Dedicated Servers

DNS Resolvers v4 Exhaustion
2001:470:20::2

I3 Anycast IPv6 Caching Nameserver

Anycast IPv4 Caching Nameserver: 74.82.42.42 IPv4 & IPv6
DNS Delegations Edit Statistics

{3 rDNS Delegated NS1: RIR v4 IPs Left
TDNS Delegated NS2: AFrNIC 18,062,610

rDNS Delegated NS3: 6,891,757
rDNS Delegated NS4.
FDNS Delegated NSS:

v6 ASNs

Y (Y] ¢~ 4 °
310 3.14 wineariasa3199lueATiIulwa tunnelbroker.net d159

Y
i v . [y a\| Y
3.3.8.2 Mindnadd Raspberry Pi NoIR Camera numsitdaldau
< o a @
TuuinINIV0INd0a Raspberry Pi NoIR Camera V2 9¢fNa0daninnsauiuae
uw Tisnhaneunun@eunures Camera Y9491nTal Raspberry Pi

9 9 H v
911U 111491 11 @9A1 Raspberry Pi Configuration 1182111880 Enable 111390

Camera NN Interface



Raspberry P1 Configuration

System Interfaces __:Pgﬁonnancﬂ Localisation ‘
Camera: (=) |Enable O Disable | |
SSH: © Enable |
VNC: (=) Enable () Disable
SPI: (=) Enable () Disable
12C: (=) Enable L Disable
Serial: (=) Enable ) Disable
1-Wire: (=) Enable ) Disable
Remote GPIO: = Enable () Disable

Cancel J L _DU

a Y T o 1 dJ .
311 3.15 PNM1IM3AIn1veUn el Raspberry Pi

3.3.8.3 M3AAAA Boto3 1182 AWS CLI 1#101%914 Amazon Simple Storage Services

v
(2

Y Y
N1TAANY Boto3 °lﬁ'wuﬁﬁ1mm°lu Command-line 9133

sudo pip install boto3

v
2 [

Y Pl
MIAAAI AWS CLI liiiunadasly Command-line @t

sudo pip install awscli

Q'ld'dww [

9
v A o o
VINUUNNUNATUNDYUIUAIAUA

b)Y

aws configure
AWS Access Key ID : [1d key id 71 1411910 AWS]
AWS Secret Access Key : [slt’? secret key a'lduan AWS]

Default Region Name : ap-southeast-1

Default output format : [L’ilu’jN]
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1UHxKEK19fFnNvshF

3.3.8.4 Wenlilsunsulindesmagiiiionsindunnaunaeulngla uazimiosagiuds

“lﬁé’wimﬂgﬂ%u Amazon Simple Storage Services

o @ i A ZIJ { . 4 = 1 [ I~ 4
I¥mduionnnd lauaiaved Ubidots o ldaaaonudiu lyd

[

&
ANU

sudo pip install ubidots

[

y A ) 2
MNUU LGUEJUIL]JﬂLﬂiiJﬂ’)EIﬂ']H'I]lW‘ﬁ’E—Ju U

from ubidots import ApiClient
from picamera import PiCamera
from time import sleep

import boto3

import sys

import os

camera = PiCamera()
camera.rotation = 180

camera.resolution = (1920,1080)

api = ApiClient(token=‘[iﬁ token key g mﬂﬁ‘u”l%ﬁ ubidots]’)
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variable = api.get_variable(“[cld variable key ‘ﬁﬁ EANEROTOITR T ubidots]”)
arg = sys.argv
i = int(arg[1])
s3 = boto3.resource(‘s3”)
while(1):
last_value = variable.get values(1)
print last_value[0][‘value’]
if(last_value[0][‘value’] == 1):
camera.capture(‘/home/pi/Pictures/image%os.jpg’ %oi)
data=open(‘/home/pi/Pictures/image%s.jpg’ %i, ‘tb’)
obj=s3.bucket(‘homesecure’).put_object(Key=*pic/image%os.jpg’ %oi,
Body=data)
obj.Acl.put(ACL=‘public-read’)
os.remove(‘/home/pi/Pictures/image%s.jpg’ %1)

sleep(1)

o ¢
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2) iAunu Devices nAIATBINNEY + 1NBA319 Device
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3.3.10 miéfeﬁmmﬁu"lmﬁ Amazon Simple Storage Services
1) W'l https://console.aws.amazon.com/console/home UM AR AT
2) 1@BAVUINT Storage S3

I 9
3) A Create Bucket> 1d%0u09 Bucket 12400n 911017 91n11UNA Create
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/ B0 53 Management Console X

& c O

& Secure | https://console.aws.amazon.com/s3/homefregion =ap-southeast-1# 1}| ﬁg‘n 0 .

Create a Bucket - Select a Bucket Name and Region Cancel [x

A bucket is a container for objects stored in Amazon S3. When creating a bucket, you can choose a
Region to optimize for latency, minimize costs, or address regulatory requirements. For more information
regarding bucket naming conventions, please visit the Amazon S3 documentation.

Bucket Name: [ pimotioncamera

Region: | Singapore v

Set Up Logging > fngﬂ

v
U

317 3.20 Tump UM 5A3139 Bucket
4) AANYOT1I LUV LaAABN My Security Credentials
5) AANTM Access Keys (Access Key ID and Secret Access Key) 1A3INA Create New Access

Key
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0
/ ? 1AM Management Consc X\
&« c 0 ‘ & Secure | https://console.aws.amazon.com/iam/home?region=ap-southeast- 1#/security_credential 1}| &‘:m 0 .

Create Access Key

Your access key (access key ID and secret access key) has been created successfully.
Download your key file now, which

your new key ID and secret access key. If you do not

download the key file now, you will not be able to retrieve your secret access key again.

To help protect your security, store your secret access key securely and do not share it.
¥ Hide Access Key

Access Key ID:  AKIALIZ3655SIWSEC5CA
SecretAccess Key:  pQrgtyBeo8yineP4HG4vxdquGFdMdyeAu3Q+agA3

Download Key File || Close

gﬂﬁ 3.21 HIAAN15YD Access Key 1ag Secret Access Key

1 g
6) ’ﬂzﬂi’lﬂgﬁﬁﬁmﬂ Access Key 181 Secret Access Key YHU 1¥nA Download Key File
"lﬂ%’ﬁuﬁuﬁmuuuqﬂﬂmf Raspberry Pi
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N1599NLULEANDINUINOIAIFUNNNFINITDTOITUMIAOATNINVVYHAFA adndduas
=\ 4 A 1 <3 S Y 9 a =] 1 ~ YA 1 ] a =R
HOUNMAAYDUATOVIFUIYDT 1T 18RI UMD LA TNT Tanoagui 6 Tasliyea1 M-RPL danes iy
. L o
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@ a 4 1 9 o A 9 g’; J
6@ﬂL!,‘]J‘]Jﬁlﬁﬂ@iﬁllﬂl@ﬁ@ﬂﬂimm%@ﬂﬂﬂuli?f'lﬂ 1UIU 100 Iﬂuﬂ ‘wﬁmi’dwagamaumammzmmmaﬁ

U

NUAWUUIA 10 Kbps.

4.1.2 M-RPL Algorithm “Pseudo Code”

[

Bit1deeniuunazimunasids  ifenaaeusane’ iy M-RPL A1 Pseudo Code Aade'l1/i
n=100; //network size

I=1000; //network squared area side

d=100; //Locality radius

[g[=NL_T LocalityConnex(n,L,dmax); //generation of a topology in respect with the Locality method
i=NL _F RandlIntin(length(g.node_x)); //selection of the source node

dw=2; //display parameter

ind=1; //window index

g.node_diam(i)=50; //node diameter

g.node_border(i)=10; //node border

g.node_color(i)=5; //node color

[fI=NL_G_ShowGraphN(g,ind); //graph visualization

[dist,pred|=NL R Dijkstra(g,i); //application of NL_R_Dijkstra

ETX=5;

[v] = NL_F RandVectorOnminusl(length(g.head),ETX); //update of weigth
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v=y+I;

g.edge weight=g.edge length;

g.edge length=v;

xc=l/2; //area center

ye=l/2;

[s/=NL_G_NodeClose2XY(g,xc,yc); //root node

c=5; //5 possible routes

[pred,dist,ra,DAG,DIO]=NL_R RPL(g,s,c); //application of NL_R _RPL
[go]=NL R RPLPlot(g,pred); //highlight RPL tree

ind=1; //window index

S=NL_G_ShowGraphN(go,ind); //graph visualization

Y v
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Multicast Traffic

RPL

M-RPL

100 node x 128 Kbps

18385

16638
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{ Messages Message Details
veElrniLauvll Luue 15 Ivoo.
Please enter the code as
prompted on our
website.

Today 08:22

Motion2 on Kitchen is
detect. Check picture on
https://goo.gl/uqGagzG

Motion2 on Kitchen is
detect. Check picture on

https://goo.gl/uqGgzCG

Motion1 on Garage is
detect. Check picture on

https://goo.gl/uqGazG

(O] Send

A A
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< All Inboxes (12) v
From: Notifications Ubid... Hide

To: Charat Khamsaeng

Motion2 on kitchen is detect!!
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Motion2 on kitchen is detect. Check
picture on https://goo.gl/uqGgzG
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4.3.3 mmmé’fwiﬁmgﬂdm%u Amazon Simple Storage Services
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M-RPL: A Design Algorithm for WSNs with Mixed
Traffic

Annop Monsakul

Abstract—A design of wireless sensor network to support
traffic engineering for both unicast and multicast traffic is a
very difficult problem. This paper proposes a design algorithm
called M-RPL. It is IPv6 based routing protocol for low power,
lossy Networks (LLNs) that concern routing of both types of
traffic. However, since multicast traffic model could be
employed in many situations and could be managed by various
kinds of multicast routing protocols. The efficiency of M-RPL is
evaluated for various traffic demands and networks of 100 node
and the total unicast traffic in/out per node of 64, 128, 256, 512
and 1024 kbps, compared with RPL. The experimental results
show that, in almost all cases, M-RPL give better performance
in term of installation cost.

Index Terms—Traffic engineering, wireless sensor network,
IPv6 routing protocol, spanning tree.

[. INTRODUCTION

Nowadays, a wireless sensor network (WSNs) are very
popular technology, it is a wireless network consisting of
spatially distributed autonomous devices using sensors to
environmental conditions. Commonly monitored parameters
are temperature, humidity, pressure, wind speed, sound
intensity, power-line voltage, vital body functions, etc. WSN
[1] appears as an essential platform for prominent concept of
Internet of Things (IoT).

IPv6 Routing Protocol for Low power and Lossy Networks
(RPL) is the standard IPv6 based routing protocol for low
power, lossy Networks (LLNs) consist largely of constrained
nodes with limited power, memory, and processing resources
as proposed by IETF such as WSNss. It is a routing protocol [2]
adapted for information routing with low power, low storage
and processing sensor devices. RPL are supports traffic flows
include Multipoint-to-Point (MP2P), Point-to-Multipoint
(P2MP), and Point-to-Point (P2P) traffic. Thus, IP version 6
(IPv6) is an answer to solve this problem or IPv6 called
Internet Protocol Next Generation (IPng), as IPv6 has 128-bit
address space pushing the theoretical limit unique IPv6 nodes
to roughly 3.4E1038 unique addresses, which is more enough
for new devices in the future. The first time Internet and
Internet Protocol (IP) were designed to provide a best-effort,
fair delivery service. Under a best-efforts scheme, Internet
treats all packets equally, no guarantees, no special resources
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allocation; and if it has congestion, packets are dropped to
relieve the congestion.

RPL routing algorithm that constructs and maintains
Destination Oriented Directed Acyclic Graph (DODAGS) [3]
through DODAG Information Object (DIO) messages to
transmit data from sensors to root over a single path. This
information is exchanged as a new type of ICMPv6 message
called the RPL Control Message. RPL is a gradient based
routing protocol that builds the graph known as Directed
Acyclic Graph (DAG) by using a set of metrics/constraints
and an objective function.

RPL provides support for a large number of technologies
and features that matches all service requirements reviewed in
the introduction. One of the key characteristics of RPL is that
the protocol is highly flexible and dynamic; it has been
designed to operate in harsh environments with low-speed
links potentially experiencing high error rates, while
generating very low control plane traffic [4]. Routing metrics
are used by routing protocols to compute shortest paths.
Interior Gateway Protocols (IGPs) such as IS-IS and OSPF
use static link metrics.

Presently, several important emerging multicast
application such as distributed database systems, radio,
television, video conferencing system, distance learning
system, are becoming more and more popular. As a result, the
portion of multicast traffic on the IP network in almost all
organization is increasing rapidly. Therefore, IP network
design process should also effectively route multicast traffic
in addition to the traditional unicast traffic. A design that
concern both unicast and multicast routing is a very difficult
problem.

This study proposes a design routing algorithm for WSNs
with mixed unicast and multicast traffic called M-RPL. The
algorithm is obtained by modifying spanning tree building
portion of RPL. M-RPL to construct core spanning tree
instead of Prim-Dijkstra algorithm. The performances of
networks design by M-RPL are evaluated in term of
installation cost and compared with the networks design by
original RPL for various traffic demands and networks with
different number of nodes. The experimental results show that,
in almost all cases, M-RPL gives better performance in term
of installation cost.

The reminder of this paper is organized as follows. In
Section II survey recent research works that deal with
mobility support for RPL. Section III presents a detailed
description of M-RPL. The Scilab/NARVAL [5] simulation
results related to the comparison of M-RPL against the
standard specification of RPL in WSNs are presented in
Section IV. Section V concludes the paper and discusses
future works.
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II. RELATED WORK

There has been some research addressing the problem of
extending RPL to support mobility.

F. Melakessou et al. in [6] propose to study the
effectiveness of RPL compared to a shortest path algorithm
such like the Dijkstra's algorithm. The authors analyzed
peer-to-peer communications inside random wireless sensor
network topologies. The authors have built a particular
simulation environment named Network Analysis and
Routing eVALuation (NARVAL). The authors finally
performed all paths between each couple of two distinct
sensor nodes and compared them to the corresponding
shortest paths obtained by the Dijkstra’s algorithm. This
approach permits to retrieve some statistics on the path
extension between RPL and the Dijkstra’s algorithm. The
authors also analyzed the impact of the sink position and the
network size on this path extension.

In [7], the authors studied a Heuristic Load Distribution
algorithm (HeLD) based on a braided multipath extension of
the standard Routing Protocol for Low power and lossy
networks (RPL), which tries to achieve a well-balanced traffic
load and simultaneously maximizes the total packet
throughput during the network lifetime.

In [8], the authors propose a new routing algorithm called
Natural Gradient Routing (NGR), which uses sensed values in
a gradient field as a rank, and a single forwarding rule to
approach the Sink. With extensive simulation work they
compare our proposal against two reference routing
algorithms: Flooding, which represents the absence of
predefined routes and AODV, a deterministic reactive
shortest-path approach.

In [9] presented address this gap and propose Co-RPL as an
extension to RPL based on the Corona mechanism to support
mobility. They study the impact of node speed, packet
transmission rate and number of Directed Acyclic Graphs
(DAG) roots on network performance. The simulation results
show that Co-RPL decreases packet loss ratio by 45%,
average energy consumption by 50% and end-to-end delay by
2.5 seconds, in comparison with the standard RPL.

More recently, the paper in [10] presented specifies the
Multicast Protocol for Low power and Lossy Networks
(MPL), which provides IPv6 multicast forwarding in
constrained networks. MPL avoids the need to construct or
maintain any multicast routing topology, disseminating
multicast messages to all MPL Forwarders in an MPL
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Domain. By using the Trickle algorithm, MPL requires only
small, constant state for each MPL device that initiates
disseminations. The Trickle algorithm also allows MPL to be
density-aware, allowing the communication rate to scale
logarithmically with density.

III. OVERVIEW OF M-RPL

In this section, the author describe the M-RPL mechanism
for mobile low power and lossy WSNss.

M-RPL starts with node clustering and select the backbone
nodes in the same way as RPL. Next, since all multicast
transmitters share the same tree to distribute the data, instead
of building Prim-Dijkstra tree, the one or more root nodes
shortest-path tree is build based on Trickle Multicast (TM)
[11], [12] algorithm. The algorithm forms a shortest-path tree
with a high rate set of receivers and then successively adds
lower rate sets of receivers to the tree and, finally, adds nodes
without receiver (zero rate receivers) to the tree. To guide the
multicast traffic to flow only through the core shortest-path
tree the multicast link weight should be set appropriately. One
simple solution is to set the multicast link weight of all links in
the shortest-path tree to 1 and that of the others to very large
number.

After the author obtained a shortest-path tree, direct links
are added and their unicast link weights are determined based
on the unicast traffic in exactly the same way as in RPL. The
capacity a link on the tree is determined by the sum of its own
unicast traffic, the overflow unicast traffic from other routes
and the multicast traffic that flow through it.

IV. PERFORMANCE EVALUATION

In this section, the author detail the performance evaluation
of M-RPL using NARVAL toolbox, a widely-used and
reliable sensor network simulator/emulator under Scilab
simulation. In order to evaluate the efficiency of network
design calculated by M-RPL algorithm, the author analyze the
performances in term of installing cost.

A. Design Example

A WSNs composes of 100 nodes shown in Fig. 1. The
unicast and multicast traffic random generate by Scilab
simulation. The installation cost of link with 10 Kbps
capacity.
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Fig. 1. Final forwarding topology built by M-RPL.
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A. Essential Steps of M-RPL

/*(1) Generate Topology
/*(2) Update of Weight

/*(3) Compute Root Node
/*(4) Build M-RPL Tree
/*(5) Install Traffic

/*(6) Calculate Link Capacity
/*(5) Graph Visualization

B. Pseudo Code

[P,.D,R,DAG,DIO] = NL R RPL(G,S,N) (1)
where arguments are G: Graph, S: Source node (root), N:
Storage size, P: Predecessor vector, D: Distance vector, R:
Rank vector, DAG: DAG vector and DIO: DIO vector. Shown
in Fig. 2.

C. Network Design Results

Using Prim-Dijkstra algorithm as in M-RPL. Traffic load
on each direction may compose of unicast and multicast
traffic. Shown in Fig. 1.

n=100; //network size
1=1000; //network squared area side
d=100; //Locality radius
[g/=NL T LocalityConnex(n,L,dmax); //generation of a topology in
respect with the Locality method
i=NL_F RandIntin(length(g.node_x)); //selection of the source
node
dw=2; //display parameter
ind=1; //window index
g.node_diam(i)=50; //node diameter
g.node_border(i)=10; //node border
g.node_color(i)=5; //node color
[fI=NL_G_ShowGraphN(g,ind); //graph visualization
[dist,pred|=NL R _Dijkstra(g,i); //application of NL_R Dijkstra
ETX=5;
[v] =NL_F RandVectorOnminusl(length(g.head),ETX) ;//update of
weigth
v=v+l;
g.edge weight=g.edge_length;
g.edge_length=v;
xc=l/2; //area center
ye=l/2
[s]=NL_G_NodeClose2XY(g,xc,yc); //root node
c=5; //5 possible routes
[pred,dist,ra,DAG,DIOJ=NL_R RPL(g,s,c); //application of
NL R RPL
[go[=NL_R RPLPlot(g,pred); //highlight RPL tree
ind=1; //window index

Sf=NL_G_ShowGraphN(go,ind) ;//graph visualization

Fig. 2. M-RPL algorithm “Pseudo code”.
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D. Installation Cost

Tables I-V present the installation cost for 100 nodes
networks obtained by M-RPL and the total unicast traffic
in/out per node of 64, 128, 256, 512 and 1024 kbps. What
the author have modified is that all multicast traffics are
forced to flow through the spanning tree of the RPL
network. And thus the link capacities of the spanning tree
are determined by the summation of the unicast and
multicast traffic flow through them. The design results
obtained by M-RPL. In case, it presented in the tables by
order to compare with of network.

TABLE I: INSTALLATION COST OF 100 NODE NETWORK WITH
TOTALUNICAST TRAFFIC IN/OUT OF 64 KBPS

Multicast Traffic RPL M-RPL

100 node x 128 Kbps 13430 11481

TABLE II: INSTALLATION COST OF 100 NODE NETWORK WITH
TOTALUNICAST TRAFFIC IN/OUT OF 128 KBPS

Multicast Traffic RPL M-RPL

100 node x 128 Kbps 14726 12584

TABLE III: INSTALLATION COST OF 100 NODE NETWORK WITH
TOTALUNICAST TRAFFIC IN/OUT OF 256 KBPS

Multicast Traffic RPL M-RPL

100 node x 128 Kbps 15674 13962

TABLE IV: INSTALLATION COST OF 100 NODE NETWORK WITH
TOTALUNICAST TRAFFIC IN/OUT OF 512 KBPS

Multicast Traffic RPL M-RPL

100 node x 128 Kbps 18385 16638

TABLE V: INSTALLATION COST OF 100 NODE NETWORK WITH
TOTALUNICAST TRAFFIC IN/OUT OF 1024 KBPS

Multicast Traffic RPL M-RPL

100 node x 128 Kbps 20068 18753

V. CONCLUSION

This study proposes design routing algorithm for WSNs
called M-RPL that support both unicast and multicast traffic
simultaneously. However, since multicast traffic model could
be employed in many situations and could be managed by
various kinds of multicast routing protocols. M-RPL is a
modified version of RPL that uses Trickle Multicast (TM)
algorithm, rather than Prim-Dijkstra Algorithm, to construct
spanning tree. An example of 100 backbone nodes network
design is given.

The efficiency of M-RPL is evaluated in term of network
installation cost. The installation cost of 100 nodes networks
and the total unicast traffic in/out per node of 64, 128, 256,
512 and 1024 kbps. M-RPL are calculated and compared with
that of RPL with various design parameters and various
conditions of mixed traffics. It is shown that, all most all cases,
M-RPL networks give lowest installation cost.
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ABSTRACT

This research using 10T6 Technology for design and implement
in the house. With the innovation technology, it can improve security and
inform the user when an accident happened with smart devices such as
Wireless Sensor Zolertia Z1, Raspberry Pi 3, Pi NolR camera, fire
sensor, gas sensor and motion sensor. The Zolertia z1 is located by IPv6
that have many advantages and transmit data from various sensors
through Raspberry Pi 3 and then forwarding data to a Ubidots cloud
platform. Therefore, this paper has tested the system in the event of an
emergency happened such as fire, gas leak or detect the thief. The
system will take a picture and upload to Amazon Simple Storage

Services for immediately inform the user by email or short message.
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