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Class A — Bidirectional Communication
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2.6.2 Raspberry Pi
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2.6.4 Arduino IDE
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191U (15U GUI 1)1 X-Windows 130 Direct X) mMsviuguiiaozirliamd flumwiindoudielag
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2.6.6 M¥1 HTML

HTML 8031910 Hyper Text Markup Language ABAEIABNAIADS A 191 Un15UaAIHAYD UBNENS
U Website 13 0i151%oniu3 13 vime gaWauazmMuauInsgIulageaing World Wide Web
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193euT1/sunsu 18 wiedisunan HTML Application
HTML 1Hun1p1sean Markup damsumsmsaiiadume Tasldaiw HTML aunsaiilasly
TaJ5unsu Text Editor #19°) 151 Notepad, Editplus w300z e1de Tlsunsuiisluinsosdiosreadiaduime
1% Microsoft FrontPage, Dream Weaver Fas1eanuazadnlumsadienth BTML daumsien s
WionaaaunsiIuYeena1s HTML 2219 11/5un53 19U IE Microsoft Internet Explorer (IE), Mozilla

3 h . 3| 9
Firefox, Safari, Opera, {101¢ Netscape Navigator duau

2.6.7 /1 PHP

PHP ¢011910 PHP Hypertext Preprocessor !} ALANEOU191N Personal Home Page Tools 13

o I3

a Jd o .. o g o [} P 1 .
MBINOUNIUADTTININ Scripting language NMBITININTAITIA19 9 vzginveglulanFonan Script
v o o v o ] . ' . < o
pazna lfudeserdeanlsgaside @A10819U090 117 Script 15U JavaSeript , Perl 1 udu dnyazung

~ ] a 4 2 A Yo @ A 9 9
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=1
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iHhunsesllendianiianiiahsielfis 18111508319 Dynamic Web pages (Yiwaniins Idneunug 1)

Y = a A ~ 1 dy
Taednefidszansmmmazigniauanniu

I~ d‘ a 1 @ o a A @ 9 Y] A [ 3’,
PHP Wlumaniunday lauainnauueainwann Ty uilames iaauniiyu #30 OpenSource A9

@ ' < J A 4 ' o
PHP 33imsviann 1dee1932057 uazunsvane Tnommized19gailie 195970 Apache Web server 5211
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2.6.8 SQL
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=

1 A E) = A o @ 9
SQL 811910 structured query language ﬂaﬂmm“l%“lmwmauiﬂmnm NBIRNIINUIUVBYA

I 9 a o v J < a)
Tagmnz 1HumenangIuuuszuugIudeyasdunusuaziluszuuila (open system) H18D151

Yo o @ Y a 3 ¥ o = o A g ] 9 =
ﬁ"lll"liﬂiﬂf‘ﬂ"lﬁﬂ SQL ﬂugmﬂlaga%uﬂiﬂﬂqﬂ 1Hag AAINIUAYINUINDTINTUNIU ITVUFTIUHVBYD
1 @ Y v J A @ o Y A 9 9 a Y Y a K o 9
uananuaz 18 waansidouny ldmansadonldgiudoya siialanlalas lidadanugudoya
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dy v 3 4 .
Tagrudoyaniis uenainiiuda SQL duiludelisunsugiudoya daldsunsy sQL FuTdsunsy

u

9 A A 9 A 9 ] |- 9 = a A o [ A
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Funenile Faiansiau ladly 4 dsznn 1dun
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Yo 9 Ay
1. Select Query El%’ﬁ"l‘l’ii‘ﬂﬂ\‘]ﬂl@ﬂﬁﬂﬂ@ﬁﬂﬁ

2. Update Query ldmsuud ludoya

3. TInsert Query I¥dmsumMstiuvoya

U

4. Delete Query Wdmsumsavdoya

Y

]
= v

Tapindgendursszuusanmsgrudoyanasiuayuns 19Mde SQL 15U Oracle , DB2, MS-SQL,

[

Y
MS-Access HON910UNIHI SQL 911 HTeusmnuTsunsun18IA 9 190 2181 ¢, Visual Basic ,
v Y
Visual C# L1ae Java Ysztnnueesmdaniy SQL Uashl
A 9 .. 3 o & Aq U ¥ ) °
1. 71UV (Data Definition Language: DDL) nJumﬁw”lﬂumiﬁiwgmmmga NINUA
9 9 = . a £ ¥ = 9 v A o o
1n39931990ya 218 Attribute 1o silavestoya 3awnImuasuuilasnisaaznmsasiaqs Aas:
CREATE, DROP, ALTER
9 Y " . 3 o & Aq U =~ y A
2. ME19ANITU0Ya (Data Manipulation Language: DML) Wumaanlglunsizen s iy avu vag
nasumlasdoyaluaists  Mids: SELECT, INSERT, UPDATE, DELETE
3. MEIUANTEYA (Data Control Language: DCL) (Hudailflunsmvuadninisoyana

30 gnian Manaegdeya ietlesnuanuilasassvesgiudeya Mde: GRANT, REVOKE
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2.6.9 PostgreSQL

PostgreSQL (Inadinsafauea) Ao PostgreSQL iFon lainilusyuumssanmsgudoeyaidaing-
FuWuT (object-relational) 11 ORDBMS Tagauisaldzuuudidavesniz sQL 1&Aeunanua
wenvniidufiuszuugmdeyaiiiuaieiigaves Open Source fimunsnii 11318 Tas liifia 1451
Ta 18715 Wau1u191n POSTGRES 4.2 Tagunianerdeunanesiile (Berkeley Computer Science

department, University of California.)
PostgreSQL amﬁaﬁmuuuszwﬂﬁﬁﬁmﬂﬁ'ﬁ’q Linux, UNIX (AIX, BSD, HP-UX, SGI Irix, Mac

OS X, Solaris, Tru64) ttag Windows
Fariu PostgreSQL (InadinsafLiea) iszi‘]”ﬂmi;ﬂ;m%yagﬂu%ﬂwﬁqwmﬁaﬂe‘?m:}’uwmsJ )
oanns oo lumssamsguteya I uldmuusrumsduiiuningld Tosunsy PosteresQL
(nadmsaaiuea) ufitieuetanamizansaldldlaslide o 19910 uazsaiinmssmanly

Nuayagiau

2.6.10 NoSQL

=1

NoSQL Ao tna Tu Taggmdeyangnoenuuuindmsuaumwizneueedsn SQL 63l
Yy A A = ya A 1< s 1 Aa ] Y 1 3
aovTandlaaiiioane eyane NoSQL ¢ Idouteriu laanlwajq Aan9anaae 15U Facebook, Twitter,
. A o Y [ I 9 ) o Ay v 9
Four Square, Digg a1 1115150371 NoSQL 1iussvugiudoyad msununaesoaiudayavuia
] [ ' <3|
Inajq seesumsvensszunlade wudu
9
T9AVDI NoSQL
- Tagu1n NoSQL Wngneenuuuu 1% Availability §911n 1Az Scale 52 UINDI0ITDA 1F1UTIUIU
Y1 = 9 o ! v 9 <
w1 184 Daugdszuuazsiaus i ud 1y Data Center NAY
- NoSQL %a189] 53U1nNoonuUVNId 1451 Unstructured Data Jagiane 141 1/szuiama Log, XML,
JSON tagteneansan  litanudangulumsldaummezmanaazilsziangs
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9
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n Y < (] =)
13i'lA1me NoSQL viane9 szuune1nvy limunz luvaies nsal
=1 1 Y 49! Y Y] = A 1 Y ] A 4
- m3ienomdeyadum ldainInainezil Cost Nganimsle QL sz luamsadenaizasla
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98194189 Nizizentdoyadiu Inudium ondud i uOumNIZN1NNeE 1NN IZANI SQL HuUFAIIY

5 1 o d' o dd‘ A 1 v A 9 1 1 1 1
Un (mu@gﬂmmwmuazmﬂTuTaﬂma’oﬂ) meiuumﬂm@u"am"lﬂmuelwmmwmw SQL
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2.6.11 MongoDB
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2.6.12 MQTT Protocol
. I A A A 1
Message Queuing Telemetry Transport (MQTT) WuldsTanoanoenuuuuunen1siwouaaLUY
M2M (machine-to-machine) Ao 9 Ungainy Q) Unsal avua UUINA Tula®d IoT (Internet of Things) Ao

Ada S & A Vo P ' o JA A 4 o ¢ IYad Y o
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2.6.13 Mosquitto
| A A~ a ¥ Jd o
Mosquitto 1® Open-source message broker NUNI1TAANI MQTT TdsTanoaessu 3.1 uag 3.1.1
. I J H @ o @ 9 J A 9
Tag Mosquitto 11 usanasuuviviimunazmuzand1mivuns lsauuugilnsal loT NUN31H

wasnudniulddinislFauzdsuudinefidusluuy MQTT TdsIansaiinisldluiaa



21

. . ¥ @ o o o 4 { 1% o < 4
publish/subscribe LL‘U'U“L!']‘HUﬂLUWﬂWiﬁLﬁNWzﬁNﬁ’l‘ﬂﬁ‘]JQTJﬂﬁfL! IOTﬁﬁWﬁQ\‘]’IH@]’I LEULEDT YU

TnsAwsitiede vugilnsaidedmiouululnsaouInsames

2.6.14 LoRaWan
I A o A ] 9 Aa . =<
LoRa Lﬂulﬂﬂiuiﬁﬁlﬁigig 1mmiﬁﬂﬁ'ﬁﬁlqiﬂ81%m AURA Proprietary Spread Spectrum technology ¥4
gﬂuuumﬁ’muﬂ% Semtech Corporation
A 1 Ao ) . A A 0 A
LoRaWan A® 883511310135 1% LPWAN (Low-Power Wide-Area Network) HI0IAT9U18TDA15LLUU
{ o o < { ] @ o w o [ . T
nheinduldwanud duma Tulagndeaniui lodddrmsuauniesdiu Intemet of Things 1119
I 1
ponilu 4 d7u
- End Device
- Concentrator / Gateway
- Network Server

- Application Server

991A1Y09 LPWAN ma TuTad 1dun
- Secure — Bidirectional Communication
- Simple Star Network Topology
- Low data rate
- Low cost

- Long battery life
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RAKS31 #9903 aad 14n13AAAUS VY Raspberry Pi 138 WisAP(OpenWRT Based) %30 laada11130
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2.6.17 DHT11 Sensor
o a dy . I ~
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2.6.18 Light Sensor

i Fuiwos wiialdas (Optical sensor H3® Photo sensor) 1A 11 1% 1ua1un15a32950013
inaonlia M3A3999VIAY LagMINTPABVINIAFUI1VBTAY FuieSuiiatihau Tnse dendnns
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3.2.2 gunsainlimelusyun

- LoRa Server : Dell PowerEdge T30
- LoRa Gateway : RAK831
- LoRa Node : TTGO LORA32 V2.0 915 Mhz
- Sensor : DHT11 Digital Temperature and Humidity Sensor
- Sensor : Light Sensor Module (BH1750FVT)
- Sensor : 140pcs Jump Wire Kit with Box
- Breadboard 400 holes
- Webserver : Apache (Xampp)
- Database Server : MySql (Xampp)
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3.2.3 MmafanunaduLgUnsal Raspberry Pi 1azns@add LoRa nandi@5vines
UU Raspberry Pi vwe1lsznenlidae Gateway-bridge, App-server, Network-server L& ttn-gateway

v [
driver AARA Raspbian Y Raspberry Pi 3 Laglauaa1ny Power Supply 1A8 Power Supply 3¢@093) 14
vy A Y A 9w ' Yo . o Y A g
DYNUBY 5v 2amps e liiieaned11sunsoe I 1Ny LoRa Module 1az Raspberry Pi iy
I Yo K o t3 o I ks ' 1y
1030 Host 111 RAK831 LoRa Module &3 04gi/nsaiazinannilugilnsal LoRa Gateway 390U Tag
1 Y
d1ud1f Ve Raspberry Pi N151009/111489A® GPIO Pins Hanun

e oo
W SR WM W R SR YN <R R TR RN A BT AN

C64 v/ @ Ul3 €102
b= ;b' oy

vy WR50

Ruspberr, Pi 2 Model B Vl | g
(©) Raspberry Pi 2014 ; 303... 4 U8

000 00 9000 O 000

9000 0000000 000000

Raspberry Pi A+ / B+ and Raspberry Pi 2 GPIO pins

(Oero @Ground (zav @sv ()osre .,

o

51/ 3.5 M0 V1WGPIO Pins UGIn3al Raspberry Pi

Aan a &
ADNIINAAN

] v 9
1) W@ Terminal tioffoumaalumsaanigiudoyanian

sudo apt install -y mosquitto mosquitto-clients redis-server redis-tools postgresql

9 v
2) 31 PostgreSQL databases Liaig user Taetloumas

sudo -u postgres psql
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3) 514 Role (login) @151 LoRa Server (11!‘17111 Login Ao loraserver as SHANIUAD

loradbpassword)

create role loraserver as with login password 'loradbpassword';

Y 9
4) AINFIUVDYA

create database loraserver as with owner loraserver_as;

create database loraserver ns with owner loraserver_as;

v
5) AN extension

\c loraserver as

create extension pg_trgm;

6) 89NN psql

\q

Y v
7) @994 LoRa Server software repository Taem3ila terminal 1@ iloumas

sudo apt-get install -y apt-transport-https dirmngr

sudo apt-key adv --keyserver keyserver.ubuntu.com --recv-keys
1CE2AFD36DBCCA00

sudo echo "deb https://artifacts.loraserver.io/packages/2.x/deb stable main" | sudo tee
/etc/apt/sources.list.d/loraserver.list

sudo apt-get update

sudo apt-get -y upgrade

8) AANY LoRa Gateway Bridge

sudo apt-get install -y lora-gateway-bridge

9) @AM LoRa Server

sudo apt-get install -y loraserver
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10) ANA3 LoRa App Server

sudo apt-get install -y lora-app-server

Y
11) MM1369A1 LoRa Server Tasmsun by configuration file

sudo nano /etc/loraserver/loraserver.toml

uft ludoya 910
dsn="postgres://localhost/loraserver _ns?sslmode=disable" BT
dsn="postgres://loraserver_as:loradbpassword@127.0.0.1/loraserver ns?sslmode=di
sable"
uf ludogya 910
. 2
net_id="000000" 1/
net_id="123123"
ur ludoya 910
I
name="EU 863 870" 11l
name="US 915"
Llfalml"llelsllﬂll”ﬁ 1N
timezone="" 3
12) timezone="Asia/Bangkok"

[~} a o o
5918219 Restart LoRa Server 1a8ii)a Terminal Tousad

sudo systemctl restart loraserver

13) ¥1N13A3A1 LoRa App Server Tagud 1 configuration file

sudo nano /etc/lora-app-server/lora-app-server

udt luvdoya 910

dsn="postgres://localhost/loraserver as?sslmode=disable" Fu
dsn="postgres://loraserver as:loradbpassword@127.0.0.1/loraserver_as?sslmode=dis
able"

ur lydoya 910

o <
Jwt_secret="" 5151




jwt_secret="MyTopSecret"

1598219 Restart LoRa App Server Taenila Terminal tfoumaa

36

sudo systemctl restart lora-app-server

14) AAAY gateway driver Tag 14 source 910 The Things Network Tagl4mda

git clone https://github.com/ttn-zh/ic880a-gateway.git ~/ic880a-gateway

cd ~/ic880a-gateway

sudo ./install.sh

.finstall.sh

up-to-
ay confi tion:

ected EUI B@SADAFFFED78666 from
you want to use remote settings fil

319 3.5 M3AUM Gateway ID

a 4 = @
WUN N Llé}’Jﬂﬂ Enter ngﬂﬂi@ﬂi1ﬂﬁzlﬂﬂﬂﬂlﬁ)\‘lﬁ’l gateway

Host name [ttn-gateway]:loragateway N Enter
Descriptive name [ttn-ic880a]:rak831

Contact email:

Latitude [0]:

Longitude [0]:

Altitude [0]:



https://github.com/ttn-zh/ic880a-gateway.git

37

Do you want to use remote settir [y/N]N

Host name [ttn-gateway] ay
Descriptive name [ttn-i 1
Contact email:
Latitude [8]:
Longitude [©]:
Altitude [8]:

Updating hostname to "lo

® not upgraded.

i1l be

a 4 9 @ 3’; A a g’; (% .
WUN Y La3nA Enter a9 1nUu 1YUsunsuazisuAAAIA? gateway driver

° < X 4 9 S Y {
15) msun 1 lid local conf.json Lﬁaslmﬂmwﬁwau“amﬁ Network server YB3

Taslgaida

sudo nano /opt/ttn-gateway/bin/local conf.json

vy
UNVBUAN

. 2" d
“server_address”: “router.eu.thethings.networ 11l

“server_address”: “localhost”

a o Y A g v XK 4
NA Ctrl+X WUNW Y LiadNA Enter Lwalﬂuﬂ’liﬂu%ﬂhh/\la

v
[

16) ¥msud luaauanualu'lig global confjson Iaeldmida

sudo nano /opt/ttn-gateway/bin/global conf.json

Y .
un9oyalu radio 0910

<
“freq”: 867500000, 11l
“freq”: 904300000,




HAZINNUTTNANDN “tx_enable”: true,

“tx_freq_min”: 923000000,

“tx_freq_max”: 928000000

ufvoyalu radio_1 910

“freq”: 868500000,

“freq”: 905000000,

38

Q/dy
NU

A 2 v A g v = s
AA Ctrl+X WU Y 1418209 Enter 1o unsiiunn 1nd

) v 1 2
NNIUToURTUND restart 77 gateway Ad1l

sudo systemctl restart ttn-gateway

3.2.4 M3oune RAKS31 LoRa Module 14111 Raspberry Pi

4 1 [ o 1 4 v
ATI¥eUAD RAKS31 117U Raspberry Pi 92@ 041110 15A0N05NUDY RAKS3 1 14101 GPIO 1+

v Y
gnae Tagawsns1eod ldaumised 3.1 asil

M319 3.1 MmaafSeuiigunesnves RAKS31 1ag Raspberry Pi

RAK 831 Pin a5y Raspberry Pi Pin

1 +5V 2

3 GND 6

19 RST 22

18 SCK 23

17 MISO 21
16 MOSI 19
15 CSN 24

Y Y
T35z luszraemsautiunuluiunouildoqs

o Y J o a Y
f’)"ﬁ]ﬂﬂfl’iﬂi’)iﬂ RAKS831 ‘VIN"IL!WﬂWEﬂﬂ]’lﬂ

@
v

v (2

1 Y d' 1 . a
ummﬂﬂmﬁmm@ +5V Pin WA INT1S
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3.2.6 m3ftlal¥anumesn spI

mszéf'fawia Raspberry Pi U RAK&31 1%1! suiludealdnesn SpI (Serial Peripheral Interface) é]éﬁ
Raspbian 92 137 1dTlams 19 18 unewunsn SedsludeadlanmslFamanaunoudail

(1) 17 Terminal t1az$ U4 [sudo raspi-config]

() 14dJugnsisuazidon [9 Advanced Options]

(3) 1N [A6 SPI)

(4) idon [yes] tiverTlan3 15911 SPI

(5) @0 [yes] tiio 11aAn5¥191MUD1 Kernel Module Aino401 TaosaTuia

(6) 1aon <Finish>

=

A a ¥ A
(7) 1a0n [yes] 0NATIUNDIYN
Y o ~ A ¥ g 9 . @ o o .
5661W5$1J1J1/]1ﬂ155yj1ﬂm6@l\1ﬂ1 91119111 Terminal uagsud1de$ Is /dev/*spi* TEUUAITIS
o I { : ' o <3| @
Output NAVNIAGH /dev/spidev0.0 /dev/spidev0.] H411a@A431 SPI Pin 0 4@ SPI Pin 1 9191w 1auda 1iueu

o 2 ks, 2
aTaulurunouil

Raspberry Pi Software Configuration Tool (raspi-config)

Al Overscan You may need to configure oversca 1t
A2 Hostname Set the visible name for this Pi §
A3 Memory Split Change the amount of memory made
A4 SSH Enable/Disable remote command lin §
A5 Device Tree Enable/Disable the use of Device ¥
A6 SPI Enable/Disable automatic loading §
A7 12C Enable/Disable automatic loading ]

Enable/Disable shell and kernel mi
A9 Audio Force audio out through HDMI or 3 §
AA GL Driver Enable/Disable experimental deskt

<Select> <Back>

(J 1

519 3.7 Medamsitlal¥au Serial Peripheral Interface Tu Raspbian

U
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3.2.7 mdam Raspberry Pi/RAK832 TndondmumsiFoadory LoRaWAN
mmsalaldau Al Expand filesystem WU sudo raspi-config
‘Vﬁﬂ13§)Wmmmﬂ!,ﬂi]!m$aﬂéjﬂ git c?'ﬁudJu Source version control system
$ sudo apt-get update
$ sudo apt-get upgrade
$ sudo apt-get install git
al1)sunsud 1M uAIUANMININUVDY Gateway
$ git clone https:/github.com/RAKWireless/rak common_for gateway
$ cd rak_common_for gateway

$ sudo ./install.sh

(—pf.(o:’..‘.—; -gateway
—$ sudo ./install.sh
Please selec! r gateway model:

*

*

Please

v Y
3111 3.8 d10819M13AAAT Gateway Module

) ' ' 9 ' y
Tuduaouawgilh 3.8 Tiden RAKS31 ileAnnAsE oD 17 15189 $ sudo gateway-config 1NO¥1N
g . A a % 3
A4A1 Gateway WNLAN 11 Terminal UI 191800 2 Setup RAK Gateway 1482 Server is TTN #4392 199 11413) 1
Y 1 L T v
Network Server 521UUd3A192 171aanaaunuandeanis e 1hiaen As923 Faagldaugiuniug

= J 1 AAa
923 — 925 MHz Fuiluguanuadaszluilszme'lne
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TTN Channel-plan configuration
Select the Channel-plan:
1
AU 915 928
CN 470 510
EU 863 870
IN 865 867
KR_920 923
RU_864 870
US_902_ 928
e i <cancel>

é Y 1 A 1 ~ A Y
E‘l.l‘ﬂ 3.9 @IV NNITLADNYTIUAIINDUDY LoRa NYNAv

[ a Y C4 o a [ &
Wa1INN15AAAY gUlnsel Gateway vzawisnshauldamnlnd Tasansaivdoyaldnanin

N ¥ . z £ o o o v F 4 1
LoRa Node 118 Network Server (30a3a1a39d1 173111135 UA1 4 $ sudo gateway-version WBIaAIA1 EUT

[ Y v 9
Y04 Gateway Fa9uiudo el lutuneudeo 11 luiiiian EUIRe 88-27-EB-FF-FE-DA-FE-EF

~ ssh pi@192.168.11.107
pi@192.168.11.107"'s password:
Linux rak-gateway 4.19.75-v7+ #1270 SMP Tue Sep 24 18:45:11 BST 2019 arm

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Tue Oct 15 18:00:16 2019

L¢ sudo gateway-version

Gateway ID:B827EBFFFEDAFEEF

RAKWireless gateway RAK833 version 4.0.6R
yi@rak-gateway

[y I d
3.2.8 mavianniulaa
o < s A 9 o < o 9 9
mswana ledinenaaswaisiz 90151 HTML uag PHP Tumsvimunn leduaz 1dgudoya

< y @ 3 U 1 A o
1111 NoSQL Iﬂﬂalf]gf} MongoDB Lﬂuﬂ’]u"ﬁ}ﬂl‘!ﬁLﬁ@\ﬁnﬂﬂ1ﬁwwu'ﬁ$ﬂ‘ﬂ IoT LG]:MLG]:?J%%ﬁQﬂﬂHﬂ@‘LAGi’J’NﬂW

9 ' 9

v v ) A o o ot o 2 A ~ <
GI;'Wﬂ’]iclﬂf\ﬂuﬁ']u"ll’E]Hﬁlcb'\‘]ﬁilwuﬁulmLWN’]gﬁﬂJﬂ'ﬂ\‘]’]u‘ﬂizLﬂﬂu Lu’f]\?Fi]']ﬂllm@yﬁﬂ@uﬂnﬂu’]ﬂl!a$ﬂ'ﬂuﬁ’]

< ' g o & < \
“lumsﬂszmamm NoSQL szuranaiauInnI %ﬂmmﬁmﬂu%}agmmu NoSQL %Lﬂu%ga”lﬁ’aw

NI
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B Building
B401 B402 B404 B30
led 3 I Led State : On e State : On State : On
emparature ; 25,3 C emparature : 25,3 C Temperatura ; 25,3 ernperatung ; 25.3 C
B502 B503
Led Ziate : On Lad Stale : On
Temparature ; 25,2 C Temperature ; 25,3 C

! ¢
510 3.12 nihweudaamammizan (Seuaiionlsuseunsooimsmeluvhiv)

Y Y = =) A ,3 A ~ o 9
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v 9
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Device Management

Davice Mame Room Ligght Air Update Delete
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i 3.14 wihedamsgunisinieluszuy
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o b3 o 7= 1 {
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E]

Update Device Management

Neowice : TTGO-Maodr-Test
R : AT

Light: | 18

Air-conditicon : 1

i 3.16 wiheswangunssinoluszuy

1.7 wihaoavglasaimeluszunazegiininesamsginsaimeluszuulugild 3.16 Tasshas
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Device Management

Davice Mams Room Light Bir Update Dalete
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d a %
3.3 M99ANNUUITUUAIVANEMWIIadaNTIFHUIIB A UTIAIBaR I MIUTIUY AN

(Private LoRa WAN)

sruuAIgNanInuIadeNvSuuNLBUANSIAI8a0 T WIUAIUYAAD (Private LoRa WAN) 1
gunsaidiAn laun Lc‘fmma%”?@qmmﬁummm%u, LoRa Node 2 #7, LoRa Gateway 1 #2, 11a¥55 11
muRuEnmnadeudlszneudie aausTLIBEINIAIAIATBINA LT

Hasemaanmundoniidesnivau i 1dedludsnafimmuza1d

(1) gaurninl3Aoeg 1T 25-28 DarnaivalBod

dy [ v J 9 (] (]
(2) mmwﬁnwmmmmegiumq 80%

= LoRa
L" R >1gateway is enough for whole building Nodes

g a > Gateways don't even have to be inside
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Abstract

Nowadays, the Low-Power Wide-Area (LPWA) could account for 70% of Cellular 10T Connections in 2020.
There are three big LPWA operators in Thailand (TRUE, AIS and CAT). LPWA by CAT focusing on LoRaWAN but
TRUE and AIS focusing on NB-1oT. The purpose of this study is to advance understanding of choosing to select
LPWA operators; there are other factors than the price that needs to come into play. Performance, reliability, scalability,
and service are key factors in choosing operators that will work best for users. This paper presents the performance
study comparison of two NB-10T operators based with Round-Trip Time (RTT) ping packets, SINR/SNR, RSRQ and
RSSI for one week. There is a Pathum Thani site for testing nine popular 10T Cloud Platform (GoogleCloud,
AWSamazon, OracleCloud, theThing.io, IBMwatson, Ubidot, loTtweet, Magellan and Things Board). The obtained
results demonstrate that the TRUE operator gives the highest performance of round trip time and SINR/SNR, AIS
operator offers a better quality of a number of pings failed and RSRQ.

Keywords: 10T, NB-1oT, RTT

1. Introduction

The Internet of Things (IoT) means physical objects which make every object connect to the
internet. It possible to be connected by wired or wireless and send useful data from sensing devices with
various types of data from real environments every time and everywhere. With 10T technology, it can
improve people’s quality of life such as a smart city, smart agriculture, or a smart home. loT devices are
low-cost devices with a low power processor that can use more than ten years with one or two of batteries
and a design for easy deployment even with people without specialized knowledge.

Wireless Technologies have developed various types of communication such as a short-range
personal area like 802.15.4 standard, ZigBee and IPv6 over Low-Power Wireless Personal Area Networks
(6lowPan) are popular, but the limitation is the coverage area length around 100 meters and consumes more
battery as it tries to send from a more extended range. Next popular wireless technology is LTE (Long term
evolution) as it has wide-area coverage around the country, and a high bandwidth usage but it consumes a
large amount of the battery.

Recently, a low power wide area (LPWA) means wireless technology devices can send data
through a radio frequency and consume a low amount of battery for mass distributed devices and lower
costs for wide geographical footprints or deep within an urban infrastructure as Figure 1 compares with the
other wireless technology strong point is coverage range is very far that make LPWA suitable for 1oT such
as Low-Power Wide-Area Network (LoRaWAN), Enhanced Machine-Type Communication (eMTC),
SigFox and NB-loT. LPWA are becoming popular because of the huge area coverage and low consuming
battery make LWPA look interesteding in academic and industrial sectors. At this moment, three of the
operators in Thailand namely TRUE, AIS and CAT telecom had invested a considerable amount of money
in implementing LPWA by CAT focusing on LoRaWAN but TRUE and AIS focusing on NB-loT. The
mission of RTT measurement is to collect and preprocess the information from all radio modem & router
nodes in the network operation. RTT is the time required for a packet to travel from the source to the
destination and back again.

The NB-IoT is developed based on Narrowband Cellular Internet of Things (NB-CloT) and has
become an essential branch of the Internet of everything (IoE). The NB-lIoT uses only about 180 kHz
bandwidth, supports two modes for uplink. Single tone with 15 kHz and/or 3.75 kHz tone spacing Multiple
tone transmissions with 15 kHz tone spacing, HD-FDD duplex mode, Pi/4 QPSK, Class 3 and 5 (14 dBm)
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power class and can be directly deployed on a GSM, UMTS, or LTE network, reducing deployment costs
and achieving a smooth upgrade. NB-IoT is an 11 compatible version of LTE targeted for cellular-based
loT applications. The Radio measurements in Long Term Evolution (LTE) system are Channel Quality
Indicator (CQI), Reference Signal Received Power (RSRP), Reference Signal Received Quality (RSRQ),
and Carrier Received Signal Strength Indicator (RSSI).

The 10T platforms are emerging as the central backbone of these 10T deployments. These 10T
Platforms are the key to the development of scalable 10T applications and services that connect the real and
virtual worlds between objects, systems, and people. There are more than 300 IoT platforms in the market
today, and the number is continuing to grow. However, as discussed not every platform is the same — loT
platforms are being shaped by varying entry strategies of different companies trying to capitalize on the 10T
potential. Innovative startups, hardware, and networking equipment manufacturers, enterprise software and
mobility management companies are all competing to become the best 10T platform on the market. Various
strategies are visible with companies.

NB-loT networks are designed for machine-to-machine communication, which generally requires
low data rates. When building NB-loT networks (Malik et al., 2018; Biswas & Giaffreda, 2014), it is
essential to test the performance of new implementations to ensure that the required network quality is
available. Tests to measure the quality of service (QoS) in NB-10oT networks are typically performed with
NB-loT modules that are controlled by software.

Bandwidth
requirement
\ |
5G
802.11.x 4G
3G
2G

802.15.4,
ZigBee,
6lowPaN

LPWA |
Range

requirement

Figure 1 Show graph of bandwidth required and range capability of wireless technology

In this paper, we are going to present an overview of NB-loT Technology and evaluate the
performance by testing on real NB Devices from AIS and TRUE to show the difference for users to choose
devices easier by various factors from locations in Pathum Thani.

2. Literature Review

The Mobile Technologies Performance Comparison for Internet Services in Bangkok (Chimmanee
& Patpituck, 2013), is where the author tested the performance of cellular networks through three operators
by three essential factors such latency, data rate, and speed test. The author set up the experiment by using a
laptop with a 3G air card connected to the internet from favorite five places in Bangkok which have high
congestion. By the latency test the author used ping function to check the round trip time from devices to a
private server and an international server. By the data rate test the author used FileZilla to send 1 MB of data
from a laptop to an FTP private server to check downlink speeds and uplink speeds. By the speed test testing,
the author uses http://speedtest.adslthailand.com/ to check the data rates and round trip times in one period.
From the experiment, shows AIS offered a better performance in the latency tests in both domestic and
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international websites. TrueMoveH offered better performance in the speed test for uploading and the user
data rate tests, DTAC provided a better performance in the speed test for downloading.

Analysis in the Internet Traffic Pattern based on RTT over ADSL in Thailand (Chimmanee,
Jantavongso & Kantala,2015), Author testing performance of Asymmetric digital subscriber line (ADSL)
network via three operators from two locations such as Bangkok and Pathumthani by using ping packet trains
with 100 bytes for 24 hours for one month to a domestic web server. Then the author presented the formula
to classify the type of traffic into three types of high traffic volume, average traffic volume and low traffic
volume for evaluating traffic. From the experiment, the result shows that TRUE ADSL operators in Thailand
should provide the best performance compared to others.

10T and Cloud Convergence Opportunities and Challenges, the author discusses what IoT cloud
should offer. Good loT cloud services must be attributed with ubiquity, reliability, high-performance,
efficiency, and scalability

A Survey of 10T Cloud providers, according to the author, discusses the primary function of the
platform as service for 10T or cloud with 10T support and what 10T needs such as hiding data generation,
processing, and virtualization. The survey studies popular cloud IoT as google 10T, Amazon Web Services
Azure and provide intense details about each characteristic for each site.

3. Overview of NB-loT

NB-loT or LTE CAT NB1 was developed by the 3rd Generation Partnership Project (3GPP) use
license radio for the frequency band. Design for long-range connection more than 15 km in the countryside
and 3 km in urban areas, and used Quadrature Phase Shift Keying (QPSK) modulation. Work on Evolved
packet system (EPS) that sp. requires a minimum bandwidth of 180 kHz (Chen et al., 2017; Adhikary et al.,
2016). Every cell site can support around fifty-five thousand nodes (Zayas et al., 2017). Cell site can use the
same LTE cell site but implement an additional function to support NB-loT that make easier for the
operator who already is provided LTE the cell site before. NB-loT familiar to LTE because LTE and NB-
loT are wireless technology that was developed by the same organization that required a sim card for access
through an operator cell site but NB-1oT cut some functions from LTE such as Hand Over, Monitor the
channel quality, Carrier aggregation and Dual Connectivity (Sinha, Yigiao & Hwang, 2017). NB-loT can
deploy with three types of modes first is a stand-alone operation, second is guard band operation, and third
is In-band operation.

In this research, we are focusing on a BC-95 Band 8 900 MHz NB-loT module working with
Arduino Uno or Arduino Mega because TRUE and AIS also use Quectel BC-95 NB-loT modules and
develop NB-10T library for BC-95 by themselves.

TRUE and AIS was provided NB-IoT module designed for Arduino. Using Quectel BC95-B8
work on 900 MHz frequency uplink speed is 24 kbps downlink speed is 45.625 kbps supported user
datagram protocol (UDP) and constrained application protocol (COAP) probably support other protocols
later. At this moment, both operators mention that the coverage area already provides all provinces in
Thailand. From Figure 2 it shows a picture of theTRUE NB-loT module and the AIS NB-1oT module. The
significant difference on NB devices from TRUE and AIS is NB devices from AIS using E-sim that are
embedded on board but TRUE NB devices using sim card slot. Next is the antenna from AIS NB devices
are slightly bigger than TRUE NB devices. The price of AIS NB module is 1,190 baht for one device and
internet service connection 300 baht for one year and the price of TRUE NB module is 1,150 baht for one
device and get 1-year free internet service connection. For the next year the expense is 300 baht per one
device same as AlS.
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Figure 2 AIS NB-1oT module and TRUE NB-loT module

Typically, NB-Devices will send data to 10T Cloud Platform for storing and monitoring data. 10T
Cloud Platform have various types of server providers such as IBM, Amazon, Google, Oracle, etc. also has
free or paid for additional functions. Cloud loT can store data and dashboard for showing data. The
dashboard from each loT Cloud Platform may look different. Some 10T Cloud Platforms have various types
of graphs for creating dashboard as some sites have analytic functions or export (.csv file) to open in Excel
or Jason to create some programs for getting value and trigger something or show values in a graph. loT
Cloud Platforms have an open source like Grafrana or Thing board which makes the user able to provide
their own 10T Cloud Platform. The key is a cloud for NB-1oT that should open functions which support
UDP or CoAP.

4. Experiment Configuration

We prepared two NB devices from TRUE and AIS with Arduino Uno. Then we created specific
modify programs to collect important factors that are readable from NB devices. Firstly, we use the ping
method to get round trip time data that implies a time delay between NB devices and a destination server.
Ping can fail if the round trip time value is higher than ten seconds or time to leave (TTL) value is high.
Secondly, we get a Received Signal Strength Indicator (RSSI) which measures the average total received
power between Board and cell site. Moreover, Reference Signal Received Quality (RSRQ) which indicates
the quality of the received reference signal and some resource block for calculations. Thirdly signal to noise
ratio (SNR) is defined as the ratio of signal power to the noise power. We modify the program to ping and
get all data every one-minute program will reread all value for twenty-four hours. We install the same
program into an AIS NB-device and TRUE NB-Device and start the experiment at the same time. The
experiment started at the twenty-third of October at noon to the thirtieth of October at noon or one week.
The location is at Pathum Thani. Destination nine IoT cloud platform we choose a popular server (Ray,
2016; Pflanzner & Kertesz, 2016) and quickly implemented a server which operators already supported in
the library in git hub namely Google IP, AWSamazon, CloudOracle, TheThingio, IBM Watson, ubidot,
loTtweet, AlSmagellan and thing board as shown in Figure 3.
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Figure 3 Show network configuration

5. Performance Evaluation

The experiment started on 23rd October 2018 at noon to thirtieth October at noon or one week at the
Pathum Thani site using NB-1oT from two operators. Some 125,000 packets. Each device connects to loT
Cloud Platform by using their own operator’s network.

From Figure 4 the average round trip time (RTT) from two devices work slowest on Google-loT
and fastest on loT-tweet. The round trip time is quite high such as AIS on day six it goes almost four
thousand milliseconds, but the result on the TRUE device is faster than the AIS devices. Moreover, another
site’s result is not too much different - just around a few hundred-millisecond stands between one and few
hundred milliseconds but on day eight two devices cannot reach IBM-Watson.

AT commands the connected modules as described by Quectel NB-loT BC95 module. During the
measurement, the test flow can be quickly follow the message view showing the sent AT commands and
received responses. Especially for ping tests via AT commands, BC95 module now provides signals that
show the result values of the AT ping. These values can visualize in standard BC95 module views.

SINR/SNR — The signal-to-noise ratio of the given signal.

RSSI — Represents the entire received power including the wanted power from the serving cell as
well as all cochannel power and other sources of noise, and it is related to the above parameters.

RSRQ — Measurement is a cell-specific signal quality metric. Similar to the RSRP measurement,
this metric is used mainly to provide ranking among different candidate cells in accordance with their signal
quality.

RSRP — Reference Signal Received Power is an RSSI type of measurement. It is the power of the
LTE Reference Signals spread over the full bandwidth and narrowband. A minimum of -20 dB SINR (of the
S-Synch channel) is needed to detect RSRP/RSRQ.

5.1 Result of Round-Trip Time (RTT)

A typical Ping execution will send 8 bytes of data to a given destination and record the time that
a response arrived back. The latency is expressed as the round trip time that includes both the transfer time
for the test packet and the response packet. That time is shown in milliseconds. From Figure 4 it shows the
number of pings failed between TRUE, and AIS from all the packets is around one hundred twenty-five
thousand divided into AIS NB-device has 62,403 pings and ping failed is 124 times or around 0.19 percent.
TRUE NB-device has 62,082 pings and ping failed is 972 times or 1.56 percent. With percentages (%)
packet loss, Ping failed is between 124 and 972 times of AIS lower than with TRUE packet loss.
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5.2 Result of RSSI, RSRQ, and SNR

RSSI measurements represent the relative quality of a received signal on a device. RSSI indicates
the power level being received after any possible loss at the antenna and cable level. The higher the RSSI
value, the stronger the signal. When measured in negative numbers, the number that is closer to zero usually
means a better signal. As an example -50 dB is a pretty good signal, -75 dB, - is fairly reasonable, and -100
dB is no signal at all. Therefore, RSSI from TRUE and AIS NB-devices value is around -60 dB in every day
of the experiment is a good signal as shown in Figure 6.

RSRQ is quality also considering RSSI and the number of used Resource Blocks (N) RSRQ =
(N*RSRP)/RSSI measured over the same bandwidth. The RSRQ measurement provides additional
information when RSRP is not sufficient to make a reliable cell re-selection decision. As an example -10 dB
is a pretty good signal, -15 dB, - is fairly reasonable, and -20 dB is no signal at all. Therefore, RSRQ from
TRUE NB-devices per day does not change much, but RSRQ from AIS NB-devices starting dropping from
day four until the last day of the experiment and is a good signal as shown in figure 6.

SNR is a measure used in science and engineering that compares the level of the desired signal to
the level of background noise. It is defined as the ratio of signal power to the noise power, often expressed in
decibels. A ratio higher than 1:1 (greater than O dB) indicates more signal than noise. While SNR is
commonly quoted for electrical signals, it can be applied to any form of signal. As an example >=20 dB is a
pretty good signal, 13 dB to 20 dB is fairly reasonable, 0 dB to 13 dB is poor and <=0 dB is no signal at all.
Therefore, we observed that TRUE NB-devices has greater SNR than AIS NB-devices from every day of the
experiment and it is a good signal as shown in Figure 6.
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Figure 6 Show results of RSRQ, RSSI, and SNR

6. Conclusion

In this work, an analysis of some practical measurement results recorded from a live LPWA
operator of Thailand (TRUE and AIS) are presented to verify the possible relationships among 4G-LTE
measurements such as SINR, RSRP, RSSI and RSRQ as well as to evaluate the effects of SNR on
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throughput. From the experiment, performances comparison of NB-loT devices from the two operators at
Pathumthani outcome are shown. True has better performance on round trip time and SNR. AIS offers a
better quality of the number of ping failed and RSRQ. In part of the 10T cloud platform, round trip time from
most of the sites are not too different. It must depend on the operator networks. Some site Round Trip Time
are quite high as it is may not be suitable for some technology that needs fast latency. Even AIS and TRUE
NB-devices are using the same chip (Quectel BC95-B8) but have some differences like sim slot, and e-sim,
antenna size, and the price is also a difference.

Form the recordings; we observed that RSRP and SNR are proportional to each other on average,
and lesser the difference between RSSI and RSRP, better is the RSRQ, and if the SINR is better for a
measurement slot, higher throughput is achieved. It is also noticed that when the RSRP and RSRQ of a
serving cell drop below the RSRP/RSRQ of the neighbor cell, the handover event occurs to maintain the
ongoing call or data session. All of these observations are found to be consistent with the theory. Our future
work includes the performance analysis of a live LPWA network based on practical measurement results.
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