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Chapter 1

Introduction

1.1 Introduction

This chapter introduces backgrounds of research approaches, including data
encryption systems and chaos-based data encryption approaches. Motivations,
statement of problem, research objectives, expected outcomes, and definition of

technical terms are also included.

1.2 Backgrounds

Cryptography and data encryption can be traced back to the era of Old
Kingdom of Egypt in 1900 B.C. where non-standard hieroglyphs were carved into
monuments, or the Scytale of the Spartan army which were a cylinder wounded with a
message parchment. Cryptography and data encryption have been improved through
time and conflicts, for instance, World War [ and World War II. Until the present world
where the importance of data security rises as the growth of the internet which rapidly
increasing. The internet grants its user limitless sources of data, and methods of storing
transmitting data over the internet. However, the convenience comes with risks,
especially the risks of data being stolen or destroyed by intruders or hackers who
scattered on the internet. Therefore, various data encryption approaches were proposed
in many fields of researches and applications such as medication, education, finance,
and military. There are existing standards of data encryption algorithms such as Data
Encryption Standard (DES), Advanced Encryption Standard (AES), and Rivest-
Shamir-Adleman (RSA) cryptosystem. DES was the standard for data encryption that
transforms the fixed-length plain text into a cipher text of the same length using the
block size of 64 bits and 64-bit key size. Unfortunately, only 56 bits were used as a key,
while the remaining 8 bits were checking parity. DES become vulnerable from this
small key size, and was be able to cracked in short time, in less than 24 hours. DES was
then improved though time until the present, to the current standard for data encryption
named AES. AES is based on Rijndael cipher which has a block size of 128 bits. Sizes
of AES keys are varied between 128 bits, 192 bits, and 256 bits, depends on the number



of repetition cycles of transformation of the plain text to cipher text. At the time of
composing this thesis, AES is secured in which there is no report of breaking AES keys.
RSA is a public-key cryptosystem that widely used for secured data transmission, in
which the encryption key is public and differs to the decryption key which is private.
Recent research in the field of cryptography proposed various alternatives for the
encryption of data, including chaos-based cryptography. Chaos-based cryptography
implements chaotic systems into the cryptosystem. Properties of chaotic systems are
utilized to satisfy requirements needed in the encryption or decryption, including the
property of sensitivity to initial conditions and control parameters of chaotic systems.
Chaotic systems are implemented in many means of usage in cryptography, such as
generating random sequences to be used in encryption process, creating keys for
encryption and decryption process, and scrambling the original data which is to be
encrypted. Normally, chaos-based cryptography consists of two steps for the encryption
of data, which are permutation step and substitution step. Permutation is the step of
rearranging aspects of the original data. Substitution is the step of replacing or
transforming aspects of the original data, which usually requires keys to be processed
with the data. Although various chaos-based cryptographic approaches have been
proposed, many chaotic systems implemented to cryptosystems are relatively complex,
in which there are too many variables and equations in such chaotic systems. In some
cases, the implementation of complex chaotic systems resulted in cryptosystems which
are complicated for users who have little no experience in the field of chaotic systems.

This thesis proposes alternative approaches for chaos-based cryptosystem
using chaotic maps. Chaotic maps are iterative functions in discrete-time domain which
can exhibit chaotic behaviors. There were many chaos-based cryptosystems which
implement chaotic maps proposed in recent research. However, most of proposed
cryptosystems implement chaotic maps which have a large number of variables and
equations, and some approaches implement more than one chaotic map to ensure the
security of the cryptosystems. Consequently, the proposed cryptosystems became
difficulties for users. The proposed chaos-based cryptographic systems in this thesis
aim to implement simple chaotic maps which have only single equation and have a
small number of variables. Despite the fact that various chaos-based cryptographic

approaches and applications which implement chaotic map were proposed in recent



research, the proposed approaches were focused on enhancing the security which
mostly applied on devices or platforms that can be reached by only some users in
specified groups such as MATLAB implementation and specified hardware
implementation. For ordinary users, mobile platforms are connected to users most of
the times, and mostly used in daily activities. Among mobile platforms in the market
today, Android is one of the most used mobile platform, in which it was claimed to be
used in billions of mobile devices. Android is friendly for users, in which each feature
on Android is easily understandable. Moreover, Android is open for developers to
develop applications for Android platform, in which the official development
environment for Android applications is available for download without any payment.
Developers can also sell the developed applications on the application store for Android
or the Play Store. From all of the advantages of the Android platform, the proposed
cryptographic approaches in this thesis will be implemented on Android. The
development of the Android applications can be accomplished using Java programming
language, and XML on the official development environment, and in some other
development environments HTML or C based programming languages can also be used
to develop Android applications. In an early stage of this thesis, the proposed
cryptographic approaches were planned to be implemented on FPGA to create the
cryptosystem that can be used to encrypt or decrypt any type of file in short time.
However, the FPGA approaches were removed from this thesis, due to the fact that the
computation power of the FPGA is far lower than the computation power of the mobile
devices in the present, which tend to be higher as the technology of computation chip
goes further. Particularly, some mobile devices possess the computational power that
equals to or, in some cases, more than the computational power of some personal
computers. Recent research also pointed to the topic of file types to be encrypted or
used to test the cryptosystems. In most of the cases, image file is one of the commonly
referred file types. In this thesis, it was initially planned to create cryptographic
approaches that are suitable for all types of files, by encrypting and decrypting the bit
level of the file. However, the difficulties in accessing files of the types that are not
commonly used in mobile devices. Hence, only image files are encrypted, decrypted,

and analyzed in this thesis.



1.3 Motivations

Data storage and transmission have recently become more important in many
fields of study applications such as medication, finance, education, and military, since
the importance of the internet grows rapidly. The data encryption and cryptographic
approaches are required to be improved to ensure the security for data transmitting and
stored over the internet. Since chaotic maps have proved their performance in random
number generation and data encryption, the chaotic maps will be studied and
implemented in this thesis as cores for new cryptographic approaches. Due to the
openness of Android which leads to various design of systems and applications, and
enormous numbers of users of Android, the new cryptographic approaches will be
implemented on Android mobile platform, to create cryptography applications which

are easy to be used for users on Android mobile platform.

14 Statement of Problem and Hypothesis

Chaos-based cryptographic systems are complicated to be used by ordinary
users who have little or no knowledge in chaos theory. Additionally, recent research
mostly proposed cryptographic approaches which focused on images. Moreover,
chaotic maps which implemented in such research are complex, in which each chaotic
map has multiple equations or long equations. The complexity of chaotic maps resulted
in cryptosystems which require long computation time and computation power. To
avoid the problems related to computation times and powers, chaotic maps which
implemented to cryptosystems have to be simple, i.e. have only one equation and have
small number of variables in chaotic maps. Moreover, some chaotic maps which have
a small number of variables, have problems with the dynamics, which will be discussed
in chapter 2. Besides, chaos-based cryptosystems have to be simple applications which
capable of encrypting and decrypting many file types, to provide convenience in

security of computer data for users.

1.5 Objectives
1.5.1  To study Chaotic Maps with Absolute Value Nonlinearity and its
implementation on Android.

1.5.2  To create chaos-based cryptographic systems on Android.



1.6

1.7

1.8

Research Scopes

1.6.1
1.6.2

Chaotic Maps with Absolute Value nonlinearity are studied.

Data type to be experimented is image file.

Expected Outcomes

1.7.1

1.7.2

Gained knowledge on chaotic maps and how to implement chaotic
maps on Android.

Gained the chaos-based cryptographic system on Android.

Definitions

1.8.1

ras

MATLAB is a computer program for computing mathematical
operations from basic mathematics such as adding or subtracting to
advanced mathematics such as image processing or artificial
intelligence. MATLAB stands for MATrix LABoratory and is
originally written for matrix computations [1]. Each of mathematic
operations in MATLAB is written in MATLAB commands which is
simple mathematic signs, and advanced MATLAB commands are
written in human language. Thus, MATLAB commands are easy to
understand which makes MATLAB widely used in researches. Apart
from mathematical computations, MATLAB can also be used as the
computer programming editor using high-level programming
language which is the MATLAB commands combined together as a
script for the computer program. Unfortunately, MATLAB is not
capable of generating the standalone computer program from the
MATLAB codes without specified plugin, and the MATLAB codes
are runnable only on MATLAB. Consequently, the MATLAB codes
from MATLAB have to be written in another programming language
again to create the standalone computer program.

NIST stands for National Institute of Standards and Technology.
NIST is an agency of the department of commerce of the United
States of America. NIST was established in 1901 to remove the

industrial competitiveness handicap of the United States at the time.



1.8.3

1.8.4
1.8.5

The major handicap of the industrial competitiveness was the
capability of the measurement infrastructure of the United States that
lagged behind United Kingdom, German, and other economic rivals.
In the present, NIST measurements and standards supports all ranges
of technologies, and are implemented in many researches [2].
Cryptosystem is the systems or the methods of cryptography which
typically include set of algorithms, keys, and procedures that required
to encrypt or decrypt the specified data [3].

Cipher text is the encoded message resulting from the encryption [3].
Plain text is the original unencrypted message, or the result from

the successful decryption [3].



Chapter 2

Related Theories and Literature Reviews

2.1 Introduction

This chapter gives information of related theories including chaos theory,
bifurcation, Lyapunov exponents, chaotic maps, random number generation, digital
images, intensity histograms, Android, cryptography, number of pixel changing rate
(NPCR), unified averaged changed density (UACI), and entropy. The literature reviews
of related research on chaos-based cryptography, cryptography, and chaotic systems

are also included.

2.2 Related Theory
2.2.1 Concept of Chaos Theory

Chaos theory is the study of dynamical systems that are sensitive to initial
conditions. Chaos theory also focused on the study of phenomena such as attractors,
bifurcations, chaos, fractals, catastrophes, and self-organization which used to describe
the systems which changed as time passed. Small differences in initial conditions of the
system can be resulted in the divergence of outcomes of chaotic systems. Therefore,
the results from chaotic systems are difficult to be predicted. Moreover, the divergence
of outcomes or chaotic behaviors can be appeared in the deterministic system, in which
results of the system are predictable using the initial conditions, without influences from
random elements. In chaotic phenomena, seemingly random events are predictable
from simple deterministic equations. Thus, a phenomenon that is locally unpredictable
may be globally stable, exhibit clear boundaries, and display sensitivity to initial

conditions, or the property that is known as the Butterfly Effect.

2.2.2 Bifurcation

The term bifurcation was first proposed by Henri Poincaré in 1885. The
bifurcation theory is the study of changes in topological structures of a family such as
solutions of a family of differential equations [4]. Bifurcation theory also concerns

about solutions of the system, in which solutions varies with the parameter of the



system. At present, the term bifurcation is used to describe the sudden changes in the
dynamics of the system in which the behavior of trajectories in the neighborhood of the
fixed point will change when the fixed point changes character. Changes in fixed point
character are the result of the changes in control parameter value. For chaos theory,
bifurcation theory is usually employed as the bifurcation diagram, for the analysis of
chaotic systems. The bifurcation diagram qualitatively indicates possible values from
the system, as the parameter of the system changes. Figure 2.1 illustrates and example
of the bifurcation diagram which is the bifurcation diagram of the logistic map. Blue
dots in figure 2.1 refer to possible values of the state variable of the logistic map. From

figure 2.1, area of significant numbers of dots refer to the chaotic region of the system.

2.2.3 Lyapunov Exponents

The Lyapunov exponents or characteristic Lyapunov exponents, provides a
measurement of the degree of instability of the system, Lyapunov exponents quantifies
the mean rate of divergence of trajectories which start infinitesimally close to their
references, in which the distance of two points which initially imperceptibly close to
each other may change through time [5]. The difference through time in the distance of
two points in the system which start close to each other can be implied as the first
derivative of the function of the system. The largest Lyapunov exponent can be

calculated from the equation described as

A=lim( ) I f'(3,) @.1)

n=1

where A4 is the Lyapunov exponent, N is the number of iterations, x, is the state
variable, and f’(x,) is the first derivative of the system. Chaotic behaviors are
characterized by the positive Lyapunov exponent, in which two points in the chaotic
systems move apart as time passed. Lyapunov exponents can be plotted into spectrums
as the example in figure 2.2. The area of positive Lyapunov exponents can be noticed

in figure 2.2, which is the same area as the chaotic region in the bifurcation diagram.



2.2.4 Chaotic Maps

Chaotic maps are iterated functions in discrete-time domain which are capable
of performing chaotic behaviors. Chaotic maps possess properties of chaotic systems
similar to other chaotic systems, including the sensitivity to the initial conditions and
control parameters of chaotic maps [6]. Normally, chaotic maps are expressed as

iteration functions in the form of

X1 = f(,) (2.2)

where xq+1 1S the value of the state variable in the next state, x, is the value of the state
variable in the current state, and f{x,) is the function of the chaotic map. Chaotic maps
can be analyzed through various means of analysis. However, two types of analysis
which typically referred in recent research were bifurcation diagram and Lyapunov
exponents. Lyapunov exponents provides a measurements of the instability of the
system and quantify the mean rate of divergence of trajectories that start imperceptibly
close to the reference, as described in section 2.2.3 of this thesis. Since results from
Lyapunv Exponents are numbers from equations, it can be concluded that Lyapunov
exponent is one of the quantitative analysis for chaotic maps. In contrast, the bifurcation
diagram indicates the possible long-terms values of chaotic maps. The term bifurcation
is used to describe sudden changes in dynamics of the system, in which the behavior of
trajectories near the fixed point of the system will change as the fixed point changes its
character, as mentioned in section 2.2.2 of this thesis. For chaotic maps, changes in the
value of the control parameter cause fixed point character to be changed. Figure 2.1
shows the bifurcation of the chaotic map called the logistic map. Displayed in figure
2.1, the bifurcation diagram indicates possible values of the logistic map as dots, where
the value of the control parameter is varied from zero to four. Moreover, there exist
only dots which indicate possible values of the chaotic map in the bifurcation diagram,
without any numerical value to quantitatively expresses the possible values. Hence, it
can be concluded that the bifurcation diagram is one of the quantitative analysis for
chaotic maps. There are various chaotic maps existing and implementing in many fields
of study and applications. However, the chaotic map which was frequently referred in

recent research is the logistic map.
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Figure 2.1 Bifurcation diagram of the Logistic map.

Lyap exp

Figure 2.2 Lyapunov exponent spectrums of the Logistic map.
Logistic map is a polynomial recursive function of degree two, and also the

chaotic map which frequently used to explain chaotic behaviors from a simple recursive

function. Logistic map can be described mathematically as

B - ) (2.3)
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where x, is the state variable of the logistic map which has the value in the range of
[0, 1] and 7 is the control parameter of the logistic map which has the value of interest
in the range of [0, 4). The bifurcation diagram of the logistic map is shown in figure
2.1, and the Lyapunov exponents spectrum of the logistic map is shown in figure 2.2.
From the bifurcation diagram in figure 2.1, the number of dots which represent possible
values of the state variable of the logistic map rises greatly where the value of the
control parameter » has its value in the range between approximately 3.5 and 4.
Therefore, it can be concluded from the bifurcation diagram that the logistic map
performs chaotic behaviors in this region. However, there are some areas of control
parameter value in the chaotic region of the bifurcation diagram, that contain only few
possible values of the logistic map, or the white area in the chaotic region. These areas
are called the periodic windows, the area which the results from the chaotic map
become periodic, without any chaotic behaviors. Lyaponov exponents spectrum in
figure 2.2 also gives the same result as the bifurcation diagram, in which the logistic
map performs chaotic behaviors where the value of the control parameter is between
approximately 3.5 and 4, which can be inspected from the values of the Lyapunov
exponents that are more than zero in this region. Moreover, Lyapunov exponents
spectrum also shows the periodic windows of the logistic map, in which the values of

Lyapunov exponents are less than zero in periodic windows areas.

2.2.5 Chaotic Maps with Absolute Value Nonlinearity

Chaotic Maps with Absolute Value Nonlinearity are chaotic maps which
contain absolute value nonlinearity. Initially, Chaotic Maps with Absolut Value
Nonlinearity were proposed as four cases of individual chaotic maps which described
mathematically as [7]

X, =|1—ax, | (2.4)

X, = —1+ax, | (2.5)

Xoq=1—alx, | (2.6)
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X, =—l+a|x, | (2.7)
where x, is the state variable which has the value of interest in the range of [0, 1], and
a is the control parameter which has the value of interest in the range of [0, 2] for all
cases. From four cases, the first case and the second case contain the absolute value
nonlinearity for the entire function of chaotic maps. On the contrary to the first case
and the second case, the third case and the forth case contain the absolute value
nonlinearity only at the state variable. Each case of Chaotic Maps with Absolute Value
Nonlinearity also has different Jacobian matrix and fixed point. All cases of Chaotic
Maps with Absolute Value Nonlinearity have been tested with NIST statistical test suite
800-22revla for randomness, by testing random sequences generated from each case of
chaotic maps. Test results from the NIST statistical test suite stated that all cases of
Chaotic Maps with Absolut Value Nonlinearity passed all of 15 tests in the test suite.
The analysis of the first case and the second case of Chaotic Maps with Absolute Value

Nonlinearity is enclosed in chapter 4.

2.2.6 Random Number Generation

Random number generation is the process of generating a number or set of
numbers randomly. Random numbers are implemented in many fields of applications
such as selecting random data in statistics, gambling, and gaming. There are two main
courses of generating random numbers using computers, which are pseudo-random
number generation, and true random number generation.

The pseudo-random number generation uses algorithms, pre-calculated tables,
or mathematical formulae to generate sets of numbers that appear to be random. Despite
the fact that numbers generated from pseudo-random number generation process are
random, the sets or sequences of numbers from some pseudo-random number
generators are periodic, in which the generated sets or sequences of random numbers
can repeat themselves. Moreover, sequences or sets of numbers generated from the
same pseudo-random number generator yield the same result if the same value of
variables are used in pseudo-random number generator. Hence, typical pseudo-random

number generators are practically not suitable for encryption.
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The true random number generation uses randomness of physical phenomena
and introduces the randomness to the computer. Sources of randomness in true random
number generation may include radioactive source, lava lamp images, atmospheric
noises, and several more physical sources. The results from true random number
generation are nondeterministic, and cannot be reproduced. Besides, true random

number generation requires longer computation time than the pseudo random.

2.2.7 Digital Images

An image may be defined as a two-dimensional function, f{x, ), where x and
y are spatial (plane) coordinates, and the amplitude of f'at any pair of coordinates (x, y)
is called the intensity or gray level of the image at that point. When x, y, and the intensity
values of f are all finite, or discrete quantities, the image is a digital image [8]. Digital
images are composed of a finite number of elements, each of elements has a particular
location and value, and elements are denoted by the term of pixel. Spatial resolution is
a measure of the smallest discernible detail in an image. While spatial resolution can be
measured in various ways and units, one of the most used measurements is the dots per
inch (dpi). Dots per inch refers to the number of dots or pixels in one inch, in which the
more dpi the image has the more resolution the image will have and more quality of the
image will be. There is also the intensity resolution which refers to the smallest
discernible change in intensity level. The number of intensity levels is usually the power
of two, where the resolution of 8 bits is the common resolution. The 8-bit intensity

resolution of the image means there are 2% or 256 intensity levels for the image.

2.2.8 Intensity Histogram

The intensity histograms in this thesis refer to intensity histograms of intensity
levels in an image. The image histogram is a bar chart that represents gray levels of an
image [9]. An image with 8-bit intensity resolution has 256 shades of gray, or 256 gray
levels to describe all shades of tone from black to white. Black has a level of zero, while
with has a level of 255. The x axis of the histogram shows the intensity levels in
grayscale, while the y axis shows the number of pixels which have intensity of the
specified level of gray. Due to the capability of image histograms that display only gray

level, multiple image histograms can be used to display levels of intensities of each
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Figure 2.3 (a) LENA image in grayscale, (b) histogram of the LENA image.

color plane, i.e. red, green, and blue, in which three histograms are required for typical
colored images in the red, green, and blue (RGB) color system. Figure 2.3 shows the

LENA image in grayscale and its histogram.

2.2.9 Android

Android is the open source platform for mobile devices which is popular
among millions of users around the globe. Android is open for developers and users, in
which there is an open marketplace for Android, the Play Store. Play Store allows
Android users to purchase applications or digital contents created by developers [10].
For developers, Android also provide the official integrated development environment
(IDE), named Android Studio to developers for free. Android Studio provides
developers tools for the development of Android applications, such as editor for the
required programming languages and an interface of the developing Android
application. Android Studio is also included with the Android virtual device (AVD)
which is the set of configurations for the Android device which is to be emulated by the
emulator in the Android Studio [11]. The Android emulator allows developers to test
the developing applications in the environment that is similar to the real Android
device, in which Android emulator has the same capabilities as the actual Android
device, except for the phone call. Despite the official development environment
provided by Android, there are various development environment that can be used to
develop Android applications such as the Eclipse IDE which integrated with the

Android development tools.
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The development of native Android application typically uses the Java
programming language and XML language. XML is used to create the interface of the
application and manipulate settings of the application, while Java programming
language is used to write the process and actions of the application. The process of the
development of the Android application starts with the setup of the development
environment and the virtual devices, similar to the development of computer programs
The development process is then moved to the development phase, and continued to
test and debug phase, then the process ends with the publishing of the application [12].
Despite the fact that the developing application can be tested on virtual devices, the test
of the Android application can be accomplished on the actual Android device instead,

with risks of device failures that can be caused by the developing application.

2.2.10 Cryptography

Cryptography is the process of creating codes and implementing codes to
secure data transmission. Cryptography consists of encryption and decryption.
Encryption is the process of hiding the original data by transforming the original data
into a form that cannot be read, recognized, or utilized. Decryption is the process of
obtaining the original data from the encrypted data be transforming the encrypted data
into a form that can be read, recognized, or utilized [3]. Typically, there are two
methods of encrypting the original data in cryptography, which are bit stream method
and block cipher method. The bit stream method transforms each bit in the plain text or
the original data into a cipher bit or the encrypted bit, one bit at the time. The block
cipher method separates the original data into blocks, then each block is transformed
into an encrypted block, which each encrypted block contains encrypted bits.

For algorithms in cryptography, the cryptographic algorithms can be separated
by symmetry of keys, into two groups, symmetric algorithm and asymmetric algorithm.
The symmetric algorithms are cryptographic algorithm which utilized the same key for
encryption decryption and decryption process. Symmetric algorithms are sometimes
called the private key encryption, due to the fact that keys needed to be transferred
through private channels. Symmetric algorithms use mathematical operations that can
be implemented into fast computing algorithms that can quickly encrypt or decrypt the

specified information even by the small computing devices such as mobile devices. The
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asymmetric algorithms are different to the symmetric algorithms, in which the
asymmetric algorithms utilized two different keys for encryption and decryption. Either
of two keys can be used for encryption or decryption. Assumes there are two keys which
are key A and key B, if the plain text was encrypted by key A, only key B can decrypt
the encrypted text. On the other hand, if the plain text was encrypted using key B, only
key A can decrypt the encrypted text. The asymmetric algorithms are most effective
when one of two keys is private, while the another key is public.

There is also a topic of the key space in cryptography. The time required to
acquire keys of encryption though the mean of brute force increases as the number of
bits in the key increases. For example, the encryption keys in this thesis has 128 bits in
each key, which will take 5,257,322,061,209,440,000,000 years to crack the key,
estimated from a personal computer which performs 8 million guesses per second [3].

Steganography is a technical term that often coined when cryptography is
discussed. Steganography is similar to cryptography, in which the intention of
steganography is also to conceal the secret information. Despite changing the
information as cryptography does, steganography hides parts of the information within
other information, such as images, sounds, and documents separately instead.

Apart from cryptography, there is also an art of cryptanalysis. Cryptanalysis
is the process of obtaining the original data from the encrypted data or cipher text,
without any knowledge on algorithms or keys used in the encryption process of
cryptography. There are various attacks in cryptanalysis such as statistical attacks
which attackers might know some information of the plain text and use statistical
methods to achieve the plain text, and differential attacks which attackers use similar
information to determine the differences in the cipher text and may exploit such
vulnerabilities in slight differences to recover the secret key, or the algorithms of

cryptosystems in some cases.

2.2.11 NPCR and UACI
Number of Pixel Changing Rate (NPCR) and Unified Averaged Changed

Intensity (UACI) are measurements of two encrypted images which each of the
measured encrypted image has the similar plain image to one another. There are slight

differences in two plain images which is to be encrypted in to the images tested with
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NPCR and UACI. Normally, differences are only at the pixel level, i.e. one plain image
is only one pixel different to another plain image. NPCR and UACI are used to test
cryptosystems and encryption systems that related to images, against differential
attacks which aim to obtain the plain image, or keys of the encryption by applying
similar plain images into cryptosystems and analyze results from the encryption. NPCR
measures the changing rate of pixels of two encrypted images which have the similar

plain images that are only one pixel different. The equations of NPCR are described as

NPCR = Z—D(’; Y) 100, D(x,y) = {0’ ) ) (2.8)

LifC (x,y) # C,(x, )

X,y

where Ci(x, y) and Ca(x, y) are intensities of pixels of the first and the second encrypted
image, respectively, T is the number of pixels in encrypted images, and (x, y) is the
coordinate of pixel. Typically, the ideal value of NPCR is approximately 99 percent, in
which pixels of two encrypted images, which have the plain images that are different
at only one pixel, are changed almost entirely. UACI measures the changes in the
intensities of two encrypted images which have the plain images that are only one pixel

different to each other. The equation of UACI is described as

vACI =Y Gi(x, yT)_iz (7). 100 2.9)
X

X,y

where Ci(x, y) and Cx(x, y) are intensities of pixels of the first and the second encrypted
image, respectively, 7'1s the number of pixels, and F is the maximum value of intensity
of the intensity resolution of the encrypted images which is 255 for 8-bit images. The
ideal value of the UACI is approximately 33 percent, according to test results from the
recent research [ 13]. The more UACI specifies more changes in intensities of encrypted

images which their plain image is only one pixel different.

2.2.12 Entropy

The term entropy is used in various fields of study. However, the term entropy

in this thesis refers to the information entropy, or the Shannon entropy. Shannon
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entropy was first proposed in 1948, and named after Claude Shannon. Shannon entropy
is a measurement of uncertainty associated random variable. In details, Shannon
entropy quantifies the value of information contained within the message, calculated

from probability of information [14]. The calculation of entropy is described as

H(X) = —z":fg log, P, (2.10)

i=1

where H(X) is the entropy of random variable X, n is the total number of possible values
of the random variable X, i is the number of possible value of the random variable X in
the set of possible values, P; is the probability of the random variable X has the value
equal to value in the set of possible values of variable X at i, and ¢ is the base of the
logarithms which is usually 2, 10, and natural number e. For digital images which have
the intensity resolution of & bits. The ideal value of the entropy is 8, since the ideal
value of the entropy can be achieved from the message which each of information has
same probability in the message. Applying 1 of 256 probability and 256 intensity levels

into (2.10), the value of 8 is the result from the calculation of the entropy.

2.3 Literature Reviews on Chaotic Systems and Cryptography

Table 2.1 summarizes researches related to the proposed research approach.
According to the earliest research in Table 1, Moni Naor and Adi Shamir proposed the
first approach to the visual cryptography [15]. The visual data of the interest in this
work are texts and images which are typical visual data at the time. The model of the
visual cryptography is the separating of the plain text or image into n shares in which
can be decrypted by overlaying all shares together. Since this was the first approach
proposed in the field of visual cryptography, there was no test results against any attacks
to the data available.

M. Ahmad and M. S. Alam proposed the encryption and decryption approach
for images by employing various chaotic maps, including 2D cat map, 2D coupled
logistic map, and the logistic map [16]. The plain image in the proposed approach was
shuffled using 2D coupled logistic map, in which control parameters were generated

using 2D cat map. The shuffled image was processed with the sequence generated from
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Table 2.1 Summary of researches related to the proposed approaches.

Author

Year

Proposed Schemes

H. Hsiao and J. Lee [17]

2015

Multiple chaos-based cryptosystem
for fingerprint security, using four

chaotic systems.

R.F. Martinez-Gonzalez and

J.A. Diaz-Mendez [18]

2014

Implementation of Bernoulli’s
Map-based chaotic stream cipher on

FPGA and test with NIST test suite.

G. Savithri and K.L. Sudha [19]

2014

Android application for secret
image transferring and reception
using Hénon map as a key

generator.

H. Liu et al. [20]

2014

Chaos-based image encryption

approach using bijection and S-box.

W. San-Um and P. Kettong [7]

2014

Chaotic maps with absolute value
nonlinearity which are simple and
robust that can be used in various

encryption schemes.

Ch.K. Volos et al. [21]

2013

The image encryption scheme
which uses the true random bit
generator based on the interaction

between two nonlinear circuits.

L. Merah et al. [22]

2013

The design and implementation of

Lorenz chaotic system on FPGA.

Y. Wu et al. [14]

2013

The measurement of randomness in

images through Shannon entropy.

M. Ahmad and M. S. Alam [16]

2010

Image encryption and decryption
approach using 2D cat map and 2D

coupled logistic map.

M. Naor and A. Shamir [15]

1994

Cryptographic scheme using n

shares of the plain image.
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the logistic map. The results from the encryption were analyzed through intensity
histograms, correlation coefficients, and entropy. The results from the analysis were
close to ideal values of the encrypted image.

Y. Wu et al. proposed the measurement of randomness in digital images using
the local Shannon entropy. The proposed measurements were able to over weaknesses
which utilized global Shannon entropy, including unfair randomness comparisons
between images of different sizes, failure to discern image randomness before and after
image shuffling, and possible inaccurate scores for synthesized images [14]. The image
to be measured was separated into blocks, then each block was computed with the local
entropy. The results stated the accuracy that were more than global Shannon entropy
measurements, and also revealed the unsecured results from earlier researches which
claimed the encryption results were secured.

L. Merah et al. proposed the implementation of Lorenz chaotic system on
FPGA [22]. The implementation of the Lorenz chaotic system on FPGA used Xilinx
System Generator (XSG) to design the block set which is to be programmed on FPGA.
The implementation also represents data on 32 bits which 12 bits are for entire and the
remaining 20 bits are for fraction. The designed system block set is then used to
generate VHDL code using Xilinx ISE design suite before simulating on simulator and
programming on FPGA device. The FPGA which was implemented with Lorenz
chaotic system was tested by communicating with a personal computer through RS-232
port. Universal Asynchronous Receiver Transmitter (UART) was used for data
transmitting between computer and FPGA in this research with data transfer rate of
9600 bit/s. Test results revealed that chaotic signals generated from Lorenz chaotic
system on FPGA can be operated and utilized in other applications which require
chaotic system to be implemented.

Ch. K. Volos et al. proposed the image encryption process based on chaotic
synchronization phenomena which used two same nonlinear circuits which are
connected together and synchronized as the chaotic true random bit generator [21]. The
random bit sequences are generated from this random bit generator to be used as the
key for the image encryption. The external voltage source which produced pulses is
connected to the system of two nonlinear circuits to switch the synchronization state of

the system to create random bits of 0 and 1. The generated random bits sequence are
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used in XOR operation between the pixel values of the plain image and the random bit
sequence. The result satisfied the test from the statistical attack since the pixel values
are uniformly distributed in the encrypted image. However, the result did not satisfy
the tests from the differential attacks and resulted in the encryption system the required
to be operate twice to make the satisfied results.

W. San-Um and P. Kettong proposed the simple and robust chaotic maps with
absolute value nonlinearity in 4 cases or 4 chaotic maps as described in section 2.2.5
[7]. Chaotic maps with absolute value nonlinearity was generalized in terms of
bifurcation diagram, LE spectrum, and Cobweb plot for all cases. The chaotic maps
with absolute value nonlinearity are tested with the test suite from the NIST statistical
test suite from 800-22 revla special publication. The test results which take the chaotic
random number sequence from the chaotic maps to the test was satisfied since the
chaotic sequences generated from the chaotic maps passed all 15 tests in the NIST
statistical test suite which test for their randomness.

G. Savithri and K. L. Sudha proposed the Android application for secret image
transmission and reception using chaotic steganography [19]. The proposed Android
application in this work used the Henon chaotic map which consist of two equations to
generate the chaotic random numbers sequences to be used as a key and used in the
pixel scrambling of the plain image. At the sender side of the secret image transmission
system, the plain image is scrambled using the number sequence generated from the
Henon map and then encrypted and embedded to the cover image through the random
pixel insertion. At the receiver side, the cover image embedded with the encrypted
image is extracted to get the encrypted image, then the encrypted image is decrypted
and unscrambled to get the plain image with the random number sequence generated
from the Henon map with the same initial conditions and control parameters. The result
from the application satisfied the test on the sensitivity of the password. However, there
is no test results against any type of attacks included.

R. F. Martinez-Gonzalez and J. A. Diaz-Mendez proposed the implementation
of a stream cipher based on Bernoulli’s map on FPGA using VHDL [18]. The
implementation consists of two parts: the first part is two pseudo random bit generators
based on the Bernoulli’s map, and the second part is a XOR gate array. Pseudo random

bit generators acquired initial conditions and control parameters to operate. Mechanism
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of the proposed pseudo random bit generator consists of multiplexing and feedback
loop. Outputs from the random bit generators stored in parallel register and separated
into eight 8-bit sequences. Random bit sequences from both pseudo random bit
generators are then sent to XOR array to get the keystream used by stream cipher. The
result from XOR array was tested by NIST statistical test suite. Test performed in this
research were frequency test, block frequency test, run test, cumulative sum test
(forward), cumulative sum test (reverse), and FFT test. Test results from six tests was
satisfying with obtained P-value closing to one in all six tests.

H. Liu et al. proposed chaos-based encryption approach for color images
which designed based on bijection [20]. The plain image of each color plane was
separated into blocks of the same size. The S-box was generated using the Chen system.
The separated blocks of the plain image were operated with the S-boxes through
substitution. The results from the substitution were combined as the cipher image. The
results from the proposed encryption approach were analyzed through intensity
histograms, correlation coefficients, entropy, NPCR, and UACI The uniformly
distributed of intensity histograms were obtained from all color planes of the encrypted
image, while the correlation coefficients were close to zero. Moreover, the entropy
value was relatively close to 8, NPCR values were approximately 99 percent, and UACI
vales were approximately 33 percent, close to ideal values.

H. Hsiao and J. Lee proposed chaos-based biometric image cryptosystem for
fingerprint security. The proposed chaos-based cryptosystem in this thesis utilized four
chaotic systems, consists of two 1-D chaotic systems and two 3-D chaotic systems [17].
Therefore, the security of the proposed cryptosystem was strong, due to the large key
space. The encrypted results in grayscale from the proposed cryptosystem were
analyzed through intensity histograms, pixel correlation plots, NPCR, UACI, and
entropy. The results from the analysis were close to ideal values of encrypted images.
The proposed cryptosystem also passed tests from NIST SP 800-22a which test the

randomness of the cipher image from the proposed cryptosystem.
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24 Conclusions

This chapter has provided the information of related theories to the proposed
cryptographic approaches, including chaos theory, bifurcation, Lyapunov exponents,
chaotic maps, random number generation, digital images, intensity histograms,
Android, cryptography, number of pixel changing rate (NPCR), unified averaged
changed density (UACI), and entropy. The literature reviews of 10 literatures related to

the proposed cryptographic approaches were also included.



Chapter 3
Research Methodology

3.1 Introduction
This chapter describes research methodology of this thesis, involving research

process, data collection, and research tools.

3.2 Research Process

3.2.1 Study the dynamics of Chaotic Maps with Absolute Value Nonlinearity.

3.2.2 Simulate properties of Chaotic Maps with Absolute Value Nonlinearity
on MATLAB and Android, including time-domain waveforms, frequency-domain
waveforms, bifurcation diagram, and Lyapunov exponents spectrum.

3.2.3 Design and create cryptographic systems for Android.

3.2.4 Collect and analyze results from designed cryptographic systems.

33 Data Collection

The data in this thesis is the set of results from the designed cryptographic
systems of both encryption and decryption side. The data will be collected from each
designed cryptographic system which uses the same set of plain images for encryption.
The collected data from an image section will be analyzed for the performance of the
design cryptographic system using pixel density histogram, image correlation, number

of pixel change rate, and unified average changing density, and the entropy.

34 Research Tools
Research tools in thesis are MATLAB R2013a, Android Studio version 2.0,
and Android Virtual Device.

3.5 Conclusions
This chapter has presented research methodology of this thesis, including

research process data collection, and research tools.



Chapter 4

Experiment Results

4.1 Introduction

This fourth chapter proposes two cryptographic approaches. Results from each
approach were analyzed with specified tools, including pixel density histograms, image
correlation, number of pixel change rate, unified average change intensity, and
information entropy. The analysis and simulations of the first and the second case of
Chaotic Maps with Absolute Value Nonlinearity on MATLAB are described in this
chapter. Simulations of the first case of Chaotic Maps with Absolute Value Nonlinearity

on Android are also included.

4.2 Dynamics of Chaotic Maps with Absolute Value Nonlinearity

The implementation of any chaotic map into cryptographic systems requires
the specified chaotic map to be analyzed and verified on its dynamics, in order to verify
if the specified chaotic map is suitable for cryptography. In this thesis, the first case of
Chaotic Maps with Absolute Value Nonlinearity is implemented on the first and the
third proposed cryptographic approaches, and the second case is implemented on the
second approach. The first case of Chaotic Maps with Absolute Value Nonlinearity is

described mathematically as [7]

Xt :| 1- ax, | (24)

and the second case of Chaotic Maps with Absolute Value Nonlinearity is described as

X, = —1+ax, | (2.5)

where a is the control parameter and x, is the state variable of both first and second

cases of Chaotic Maps with Absolute Value Nonlinearity.
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4.2.1 Mathematical Analysis

The mathematical analysis of two chaotic maps which are to be implemented
was accomplished using Jacobian matrix and fix points. The Jacobian matrix takes the
first order partial derivatives of the chaotic map by state variables of the chaotic map
as elements of the Jacobian matrix. The Jacobian matrix of the first case of Chaotic

Maps with Absolute Value Nonlinearity was derived as
J =[—axsign(l—ax)] (4.1),

and the Jacobian matrix of the second case of Chaotic Maps with Absolute Value

Nonlinearity was derived as

J =[axsign(=1+ ax)] (4.2),
where J is the Jacobian matrix, a is the control parameter, and x is the state variable of
the chaotic maps. For the fix points analysis, fix points of chaotic maps are acquired in

the same manner as typical mathematic functions as
x=f(x) (4.3),

where x is the state variable of the chaotic map and f'(x) is the chaotic map. From (4.3)
the fix points of the first case of Chaotic Maps with Absolute Value Nonlinearity was

acquired and described as

W
(at))

g (4.4),

and the fix points of the second case of Chaotic Maps with Absolute Value Nonlinearity

was also acquired and described as

4.5),
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where x is the state variable and a is the control parameter of the first and the second

cases of chaotic maps.

4.2.2 Simulation on MATLAB

The first case and the second case of Chaotic Maps with Absolute Value
Nonlinearity were simulated on MATLAB to inspect dynamics of chaotic maps which
were going to be implemented to cryptographic systems. The simulation consists of
bifurcation diagrams, Lyapunov Exponents (LE) spectrum, chaotic waveforms in time

domain, and chaotic waveforms in frequency domain.

4.2.2.1 Bifurcation Diagrams

Bifurcation diagrams indicates possible values of the state variable in
time domain for each value of the control parameter of chaotic maps. In this simulation,
possible values of the state variable x from the first case and the second case of Chaotic
Maps with Absolute Value Nonlinearity were indicated as blue dots, and chaotic maps
were computed for 150 iterations for each value of the control parameter. Figure 4.1
and figure 4.2 illustrate the bifurcation diagrams of the first case and the second case
of Chaotic Maps with Absolute Value Nonlinearity, respectively. It can be inspected
from figure 4.1 and figure 4.2 that bifurcation diagrams of the first case and the second
case were almost identically the same to each other. The significant number of blue
dots which represents possible values of state variable x in both cases can be visualized
where the value of the control parameter a of both cases was in the range of [1, 2].
Since blue dots in figure 4.1 and figure 4.2 represents possible values of the state
variables x and the large number of possible values means dense periodic orbits, which
is one of properties of chaotic systems, the first case and the second case of Chaotic
Maps with Absolute Value Nonlinearity become chaotic where the value of the control

parameter a is in the range of [1, 2], in which the large number of blue dots are visible.

4.2.2.2 Lyapunov Exponent Spectrums

In order to measure the instability of chaotic maps quantitatively, the
first case and the second case of Chaotic Maps with Absolute Value Nonlinearity have

also been simulated with Lyapunov exponent. State variable x of chaotic map (2.4) and
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Figure 4.2 Bifurcation diagram of (2.5) on MATLAB.

(2.5) were used to calculate the Lyapunov exponents using the equation (2.1) which

described mathematically as

A=lim()¥ M0 /'(x,) @1
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Lyap exp

Lyap exp

Figure 4.4 Lyapunov exponents spectrum of (2.5) on MATLAB.

where A is the Lyapunov exponent, N is the number of iterations, x, is the state
variable, and f’(x,) is the first derivative of the chaotic map. After the calculation,
Lyapunov exponents which were results from (2.1) were plotted as spectrums
illustrated in figure 4.3 and figure 4.4. From figure 4.3 and figure 4.4, the Lyapunov
exponent spectrums of the first case and the second case are the same. Additionally, the
value of Lyapunov exponent is more than zero where the value of the control parameter

is in the range of [1, 2] in both figure 4.3 and figure 4.4, and tends to be higher as
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Figure 4.5 Chaotic waveforms in time domain of (2.4), initial condition as 0.1.
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Figure 4.6 Chaotic waveforms in time domain of (2.4), initial condition as 0.100001.

the value of the control parameter is closer to 2. Since the Lyapunov exponent value of
the system that more than zero means the system is chaotic, and the more the Lyapunov
exponent value is, the more chaotic the system will be, it can be summarized that the
first case and the second case of Chaotic Maps with Absolute Value Nonlinearity
become chaotic where the value of the control parameter is in the range of [1, 2].
Comparing the Lyapunov exponent spectrums to the bifurcation diagrams of the first
case and the second case, it can be seen that the first case and the second case become

chaotic when the control parameter value is in the range of [1, 2], as the number
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Figure 4.7 Chaotic waveforms in time domain of (2.5), initial condition as 0.1.

of possible values are high in the bifurcation diagrams and the values of the Lyapunov
Exponent are positive in this region. Moreover, bifurcation diagrams and Lyapunov
exponents of Chaotic Maps with absolute nonlinearity contain no periodic windows,
compared to the bifurcation diagrams and Lyapunov exponents of the Logistic map in
figure 2.1 and figure 2.2 which contain several periodic windows. Therefore, dynamics

of Chaotic Maps with absolute nonlinearity are more robust than Logistic map.

4.2.2.3 Time-Domain Chaotic Waveforms

The time-domain chaotic waveform simulation consists of
computing the chaotic maps for the certain iterations, and plotting the computed state
variables from each iteration of chaotic maps as waveforms. In this thesis, the chaotic
maps were computed for 500 iterations, and the value of the control parameter a is
1.999. Figure 4.5 and figure 4.6 shows the chaotic waveforms in time domain of the
first case of Chaotic Maps with Absolute Value Nonlinearity. Figure 4.5 shows the
chaotic waveforms in time domain where the initial condition of the state variable x is
0.1, and figure 4.6 shows the chaotic waveforms in time domain where the initial
condition of the state variable x is 0.100001. It can be noticed from figure 4.5 and figure
4.6 that, considerable differences in chaotic waveforms in time domain were occurred,
despite the small difference in the state variable of the chaotic map. Similar to the first

case, the second case of Chaotic Maps with Absolute Value Nonlinearity was also
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Figure 4.8 Chaotic waveforms in time domain of (2.5), initial condition as 0.100001.

simulated through the time-domain chaotic waveforms. Figure 4.7 shows the chaotic
waveforms in time domain of the second case where the state variable x is 0.1, and
figure 4.8 shows the chaotic waveforms in the domain of the second case where the
state variable x is 0.100001. As shown in figure 4.7 and figure 4.8, the chaotic
waveforms in time domain of the second case also yield the same characteristics as
waveforms of the first case, in which the significant differences were visualized despite

the slight difference in the initial condition of the state variable x.

4.2.2.4 Frequency-Domain Chaotic Waveforms

It is advisable to simulate on the frequency domain after the chaotic
waveforms in time domain were acquired, due to the fact that, even the waveforms in
time domain have their appearances as chaotic waveforms, it is possible to be simple
periodic signals if there are significant frequencies appeared in the frequency domain.
In this thesis, the frequency-domain chaotic waveforms were obtained from the chaotic
waveforms in time domain, which have their chaotic maps computed for 500 iterations,
using 0.1 as the initial condition of the state variable, and have 1.999 as value of the
control parameter. Additionally, the method of transforming the chaotic waveforms in
time domain into the frequency domain is the Fast Fourier Transforms (FFT), which
use the sampling frequency value as 2048. Figure 4.9 shows the chaotic waveforms in

frequency domain of the first case, and figure 4.10 shows the chaotic waveforms in
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Figure 4.10 Chaotic waveforms in frequency domain of (2.5) on MATLAB

frequency domain of the second case of Chaotic Maps with Absolute Value
Nonlinearity. From figure 4. And figure 4.10, there is no significant frequency appeared
in the waveforms. However, the frequency numbers on the x axis of the waveforms are
completely depend on the value of sampling frequency, due to the fact that chaotic maps
are iterative functions, in which calculations of chaotic waveforms of chaotic maps in

time domain do not involve frequencies.
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Figure 4.11 Bifurcation diagram of (2.4) on Android.
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Figure 4.12 Lyapunov exponents spectrum of (2.4) on Android.

4.3 Simulations of Chaotic Maps with Absolute Value Nonlinearity on
Android

After the simulations on MATLAB have been completed, the first case and
the second case of Chaotic Maps with Absolute Value Nonlinearity were simulated on
Android. The reason behind the simulations on Android is that the first case and the
second case of Chaotic Maps with Absolute Value Nonlinearity have to be implemented

on cryptographic systems on Android. The simulations consist of time-domain chaotic



35

Tlme Domain (Absolute Map)

\ H‘ |

%

it |M|

Figure 4.13 Chaotic waveforms in time domain of (2.4) on Android, using the initial

condition as 0.1

1A x""\*'\' i

teration

Figure 4.14 Chaotic waveforms in time domain of (2.4) on Android, using the initial

condition as 0.100001

waveforms, frequency-domain chaotic waveforms, bifurcation diagram, and Lyapunov
exponents on emulated Android device. However, only the first case of Chaotic Maps
with Absolute Value Nonlinearity was simulated in this thesis, due to the results from
the simulations on MATLAB, in which the first case and the second case yield almost

identically the same results in all methods of simulations completed on MATLAB.
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Figure 4.15 Chaotic waveforms in frequency domain of (2.4) on Android

4.3.1 Bifurcation Diagrams on Android

Figure 4.11 shows the bifurcation diagram of the first case of Chaotic Maps
with Absolute Value Nonlinearity on Android. Similar to the bifurcation diagram
simulated on MATLAB shown in figure 4.1, the bifurcation diagram on Android shown
in figure 4.11 also had dense possible values where the value of the control parameter
a is in the range of [1, 2], since the large number of dots which represent can also be
visible in this region. From the bifurcation diagram on figure 4.11, it can be concluded
that the first case of Chaotic Maps with Absolute Value Nonlinearity also become

chaotic where the value of the control parameter a is in the range of [1, 2] on Android.

4.3.2 Lyapunov Exponents Spectrums on Android

The Lyapunov exponents spectrum of the first case of Chaotic Maps with
Absolute Value Nonlinearity on Android is shown in figure 4.12. From the Lyapunov
exponents spectrum in figure 4.12, the Lyapunov exponent on Android gave the same
results as the Lyapunov exponent simulated on MATLAB shown in figure 4.3, in which
the values of Lyapunov exponent are more than zero where the value of the control
parameter is in the range of [1, 2]. Since the value of the Lyapunov exponents that more

than zero refer to chaotic behaviors in the system, it can be concluded from the
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Lyapunov exponents spectrum that, the first case of Chaotic Maps with Absolute Value
Nonlinearity performs chaotic behaviors on Android where the value of the control

parameter is in the range of [1, 2].

4.3.3 Time-Domain Chaotic Waveforms

The first case of Chaotic Maps with Absolute Value Nonlinearity was also
simulated through time-domain chaotic waveforms generation on Android. However,
the chaotic waveforms simulation on time domain on Android was altered from the
simulation on MATLAB, in which the iteration number was increased from 500
iterations to 512 iterations, while initial conditions of the state variable and the value of
the control parameter were the same as the simulation on MATLAB. Figure 4.13 and
figure 4.14 shows the chaotic waveforms in time-domain of the first case of Chaotic
Maps with Absolute Value Nonlinearity on Android, where the initial condition of the
state variable is 0.1 and 0.100001, respectively. From figure 4.13 and figure 4.14, there
are significant differences from the chaotic waveforms which generated from the first
case of the chaotic maps that used initial conditions which are differed at only 0.000001.

Thus, this first case of the chaotic maps is highly sensitive to the initial condition.

4.3.4 Frequency-Domain Chaotic Waveforms

The chaotic waveforms in frequency domain simulation of the first case of
Chaotic Maps consists of the generation of the chaotic waveforms in time domain and
the transformation of the generated chaotic waveforms in to the frequency domain,
similar to the simulation on MATLAB. However, there is no native function on Android
or Java to handle the Fast Fourier Transform, which is required for the transformation
of chaotic waveforms from time domain into frequency domain. Therefore,
JTransforms, an external java library has been included to the simulation to handle the
transformation into frequency domain. The first case of the chaotic maps was operated
for 512 iterations using the initial condition as 0.1, and the control parameter as 1.999,
to generate chaotic waveforms in time domain which is to be transforms into frequency
domain. Figure 4.15 illustrates the chaotic waveforms in frequency of the first case of
the chaotic maps on Android. From the chaotic waveforms in frequency domain, there

is no significant frequency to be perceptible, similar to the simulation on MATLAB.
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4.4 Proposed Cryptographic Approach I

The first proposed cryptographic approach is the cryptographic approach for
images on Android. This first proposed cryptographic approach utilized the first case
of Chaotic Maps with Absolute Value Nonlinearity for both encryption and decryption
process of cryptography. Figure 4.16 illustrates the block diagram of the encryption
process of the first proposed cryptographic approach, and figure 4.17 illustrates the
block diagram of the decryption process of the proposed cryptographic approach.

4.4.1 Encryption and Decryption Process of the First Approach

The encryption process as described in figure 4.16 starts by the acquisition of
the plain image and the password which is the combination of 16 alphanumeric
characters. The password of 16 characters is separated into 3 sets of 6 characters, then
the separated sets of characters are used to generate 3 initial conditions and a control
parameter value to be used in the chaotic map, as shown in the block diagram in figure
4.18. Generated initial conditions and control parameter are utilized in the first case of
the chaotic maps to generate three chaotic sequences. Each chaotic sequence generated
from the first case of Chaotic Maps with Absolute Value Nonlinearity using different
initial conditions, i.e. the first sequence used the first generated initial condition, second
sequence used the second initial condition, and so on. However, the same value of the
control parameter and the number of iterations, which equals to the number of pixels
are used in the generation of each chaotic sequence. The generated chaotic sequences
are used to create an image of the same size as the plain image, which will be used as a
key, by set each pixel in each color plane with numbers in chaotic sequence multiplied
by 255, due to the fact that digital images typically have 255 as maximum intensities.
The first sequence is used to generate red color plane, the second sequence is used to
generate green color plane, and the third sequence is used to generate blue color plane
of the image key. In the same time, the first generated chaotic sequence is also used to
scramble the plain image by swapping the intensity of the pixel positioned at pixel
number p to the pixel designated at value of the element p in the chaotic sequence
multiplied by the number of pixel of the plain image, starting from the first pixel on
top-leftmost of the image. After the plain image was scrambled, the scrambled image

is separated into 3 sub images, which each sub image contains pixels of one color plane,
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Figure 4.18 Block diagram of the initial condition and the control parameter

generation process of the first proposed cryptographic approach.

i.e. red, green, and blue color plane. Each sub image has its pixels operated with pixels
of sub image of the image key of the same color plane using XOR operation, where sub
image in red color plane has its pixel intensities XOR with the intensities of the image
key at the same position, i.e. intensity of the pixel on the top-leftmost of the scrambled
image XOR with the intensity of the pixel on the top-leftmost of the image key. After
XOR operation was completed, sub images that passed through the XOR operation are
merged into the encrypted image.

The decryption process of the first proposed approach has similar process to
the encryption process. From figure 4.17, each block of the decryption process is similar
to blocks of the encryption process in figure 4.16. However, there are differences that
observable. The first difference in the decryption process is the input of the process,
where the decryption process acquires the encrypted image as its input. The second
difference is the process of scrambling which is similar to the scramble process in the
encryption process, in which pixels swap their intensities, though unscrambling process
has different starting point of swapping from the scrambling process, by starting at the

last pixel on bottom-rightmost of the image, instead of the top-leftmost pixel.
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Figure 4.20 Results from the decryption process using the correct password of the

first approach, (a) the encrypted image, and (b) the decrypted image.
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Figure 4.21 Results from the decryption process using the wrong password of the first

approach, (a) the encrypted image, and (b) the decrypted image.

4.4.2 Results of the First Approach from Android Emulator

Results from the Android application which implemented the first proposed
cryptographic approach are displayed in figure 4.19, figure 4.20, and figure 4.21. Figure
4.19 illustrates the results of the encryption process, where figure 4.20 (a) shows the
plain image before the encryption, and figure 4.19 (b) shows the encrypted image.
Figure 4.20 illustrates the results from the decryption process which used the same
password as the encryption process, where figure 4.20 (a) shows the encrypted image,
and figure 4.20 (b) shows the decrypted image which is the same as the plain image in
figure 4.19 (a). Figure 4.21 illustrates the results from the decryption process which
used the password which is only one character different from the key used in the
encryption process, where figure 4.21 (a) shows the encrypted image, and figure 4.21
(b) shows the decrypted image which is scrambled and contains no evidence of the plain
image in figure 4.19 (a). Table 4.1 depicts the average computation time of the
encryption process and the decryption process on emulated Android device, using the

LENA image at the size of 256x256 and 512x512 as test images. From table 4.1, the
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Table 4.1 Average computation time of encryption process and decryption process of

the first proposed cryptographic approach.

Image size Encryption time (ms.) Decryption time (ms.)
256256 272 271.8
512x512 884 870.8

computation time is less than half of a second for the image at the size of 256x256, and
the computation time rises as the image size increased, to approximately 1 second of
the image at the size of 512x512, while the computation time of the decryption process

is slightly lower than the encryption process.

4.4.3 Analysis of Results from Encryption Process of the First Approach

The results from the encryption process of the first proposed cryptographic approach
were analyzed on MATLAB. There are two types of the analysis in this thesis. The first
type is the qualitative analysis which has no numeric result from the analysis. On the
other hand, the second type is the quantitative analysis which results from the analysis
are numeric. Two images at the size of 256x256 were used as the plain images in the
analysis. The first image for the experiments is the LENA image as shown in figure

4.22, and the second image is the Monkey image as shown in figure 4.23.

4.4.3.1 Qualitative Analysis of Proposed Cryptographic Approach I

The qualitative analysis of the results from the first proposed
cryptographic approach consists of the intensity histogram of the image and the
correlation plot of pixels in the image. Figure 4.24 shows the intensity histogram of the
plain image compared to the encrypted image, using the LENA image as the plain
image, where figure 4.24 (b), (c), and (d) show intensity histograms of the plain image
in red, green, and blue color plane, respectively. Furthermore, figure 4.24 (f), (g), and
(h) show intensity histogram of the encrypted image in red, green, and blue color plane,
respectively. Figure 4.25 shows the intensity histogram, using the Monkey image as the
plain image, where figure 4.25 (b), (c), and (d) show intensity histograms of the plain

image in red, green, and blue color plane, respectively. Furthermore, figure 4.25 (f),
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Figure 4.23 The Monkey image.

(g), and (h) show intensity histogram of the encrypted image in red, green, and blue
color plane, respectively. From figure 4.24 and figure 4.25, encrypted images have
significant differences in the intensity histograms of the images, compared to the

intensity histograms of plain images. For intensity histograms of all color planes,



Figure 4.24 Intensity histogram of the LENA image and its encrypted image from the
first proposed cryptographic approach.
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Figure 4.25 Intensity histogram of the Monkey image and its encrypted image from
the first proposed cryptographic approach.

histograms of encrypted images are uniformly distributed, which means all intensities
of the encrypted images have almost the same probability to be appeared in encrypted
images. The uniformly distributed intensity histograms of the image also mean the
image contains no significant characteristics of intensities of the image, which can be

used to determine the plain image or the encryption key in some cases. Figure 4.26 and



46

20F 250
. = g
Bl 201 T b am
T ‘ e =
= = +
= = =
= i 5 =
" " o
© © w
k 2 S
g g S
T l i © E
= = T
o0 1 = 5
o o o
E1 (i1} 150 200 20 0 = 1 150 200 >0
Pixel values on (xy) Pixel values on (x.y)

Pixel values on (x,y+1)

Pixel values on (x+1.y)
Pixel values on (x+1,y+1)

A il 1] = 10 150 friia) 20
Pixel values on (x.y) Pixel values on (x.y) Pixel values on (x.y)

15 i

Figure 4.26 Correlation plots of pixels in plain image and encrypted image in red

color plane from the first approach, using the LENA image as the plain image.

(P)

20 25
o = m =
T 5 =
= = =
5 =0 g 130 =
w w 8
@« 1 "
2 3 o

o 100,
H g T
T T P
= = T
a = [T =
" o

L [ 50 |DIEI 150 I( =0 o0 150 2:‘0 ,. 1] =1 100 150 200 20
Pixel values on (x.y) Pixel values on (xy) Pixel values on (xy)

= —_ =

= = +

= 3 =

+ b -~

® * +

& = L

& 5 e

0 w o

) i} ]

E] -] o

E - =)
= 8

B ] i

2 ) g: R

o o s = Al

o

N A R ; < PR A St ¥
n &0 fai 150 2m M o &0 1m 160 X 20
Pixel values on (x,y) Pixel values on (xy) Pixel values on (x.y}

Figure 4.27 Correlation plots of pixels in plain image and encrypted image in red

color plane from the first approach, using the Monkey image as the plain image.

figure 4.27 shows the correlation plots of pixels in plain images and encrypted images

in red color plane. Figure 4.26 shows correlation plots of pixels of plain image and



47

encrypted image, using the LENA image in figure 4.22 as the plain image. Figure 4.26
(a), (b), and (c) show the correlation plots of pixels in the plain image with their adjacent
in horizontal, vertical, and diagonal directions, respectively, while figure 4.26 (d), (e),
and (f) show the correlation plots of pixels in the encrypted image with their adjacent
in horizontal, vertical, and diagonal directions, respectively. Figure 4.27 shows
correlation plots of pixels in the plain image and the encrypted image, using the Monkey
image in figure 4.23 as the plain image. Figure 4.27 (a), (b), and (c) show the correlation
plots of pixels in the plain image with their adjacent in horizontal, vertical, and diagonal
directions, respectively, while figure 4.27 (d), (e), and (f) show the correlation plots of
pixels in the encrypted image with their adjacent in horizontal, vertical, and diagonal
directions, respectively. From correlation plots of pixels in figure 4.26 and figure 4.27,
the correlation plots of the plain images shows the similarity of each pixel intensity to
the intensity of the adjacent pixels, which can be inspected from the pixel intensities
that are linearly close to others. On the other hand, correlation plots of the encrypted
image shows the scattered intensity of each pixel compared to the intensity of the
adjacent pixels. The scattered correlation plots of pixels in the encrypted images show
that each pixel in the encrypted image is different to its adjacent, and has no relation to

be implied as the trace of the plain image.

4.4.3.2 Quantitative Analysis of Proposed Cryptographic Approach I

The quantitative analysis of the results from the encryption process
of the first proposed cryptographic approach consists of image correlation coefficients,
number pixel changing rate (NPCR), unified averaged changed intensity (UACI), and
the information entropy. Table 4.2 depicts the correlation coefficients which acquired
by comparing the plain image in each color plane to all color plane of the encrypted
image. Correlation coefficients of both LENA image and the Monkey image compared
to their encrypted images, are relatively close to zero, which is the ideal value for two
images that are completely different. Table 4.3 shows the NPCR and UACI value
acquired by comparing two encrypted images which have the same plain image that
have the difference only one pixel, encrypted with the same key. NPCR and UACI of
the encrypted images are relatively close to zero percent for both LENA image and the

Monkey image. Low NPCR and UACI means slight differences in the plain image does
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Table 4.2 Correlation coefficients the plain images and the encrypted images from the

first proposed cryptographic approach.

Correlation
LENA image Monkey image
coefficients (C)
Cred-red 0.0015 0.0001
Cred-green 0.0059 0.0022
Cred-blue 0.0009 0.0010
Careen-red 0.0039 0.0024
Cagreen-green 0.0067 -0.0055
Cereen-blue 0.0035 0.0071
Chlue-red 0.0045 0.0019
Chlue-green 0.0080 -0.0050
Chlue-blue 0.0055 0.0044

Table 4.3 NPCR and UACI in percentage of the encrypted images from the first

proposed cryptographic approach.

NPCR/UACI LENA image Monkey image
NPCRed 0.0015 0.0015
NPCRgreen 0.0015 0.0015
NPCRoplue 0.0015 0.0015
UACled 0.0006 0.0002
UAClgreen 0.0007 0.0003
UAClblue 0.0001 0.0008

Table 4.4 Information entropy of the encrypted images from the first proposed

cryptographic approach.

Entropy (H) LENA image Monkey image
Hred 7.9935 7.9956
Hagreen 7.9955 7.9950
Hbue 7.9921 7.9959
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not affect the outcomes of the encryption which utilized the same key. Consequently,
the first proposed cryptographic approach is weak against the differential attacks, that
may use similar plain images to get the key of the encryption, or in the worst case, get
the algorithm of the first proposed cryptographic approach. Table 4.4 shows the
information entropy value of red, green, and blue color planes of the encrypted images
which each has its plain image as the LENA image and the Monkey image. The entropy
values are calculated from equation (2.x) described in chapter 2. Entropy values of the
encrypted images in all color planes of the encrypted images in table 4.4 are close to 8,

which is an ideal value of images which intensities have same probability in the image.

4.5 Proposed Cryptographic Approach II

The second proposed cryptographic approach is also implemented on Android,
similar to the first approach. On the contrary to the first approach, the second case of
Chaotic Maps with Absolute Value Nonlinearity is implemented in the second proposed
cryptographic approach instead. Due to the weakness of the first proposed
cryptographic approach against the differential attacks measured by NPCR and UACI,
the second approach implemented were modified to overcome this weakness. Figure
4.28 shows the block diagram of the encryption process of the second approach, and

figure 4.29 shows the block diagram of the decryption process of the second approach.

4.5.1 Encryption and Decryption Process of the Second Approach

The encryption process as described in figure 4.28 starts by the acquisition of
the plain image and the password which is the combination of 16 alphanumeric
characters, same as the encryption process of the first approach. The acquired password
is separated into 3 sets of 6 characters, and average intensities of the plain image in red,
green, and blue color plane are calculated. The average intensities of the plain image
and sets of separated password characters are used to generate the initial condition and
the control parameter to be used in the chaotic map, as the block diagram shown in
figure 4.30. The generated initial condition and control parameter are used to generate
the chaotic sequence, using the iteration number as the number of pixels in the plain
image plus 2. The chaotic sequence generated from the chaotic map is used to scramble

the plain image, using the same method as the first approach. The scrambled plain
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image is then operated with the generated chaotic sequence multiplied with 255 through
XOR operation, in which the color planes of the scrambled image are operated with the
chaotic sequence by element shifting method. In details, the red color plain XOR each
pixel with each element in the chaotic sequence starting from the first element of the
chaotic sequence which XOR with the first pixel on the top-leftmost of the image, and
ends by XOR the element of the chaotic sequence which has element number equals to
the number of pixels of the plain image with the last pixel on the bottom-rightmost of
the image. For the green color plane, the process starts by XOR the second element of
the chaotic sequence with the first pixel, and ends by XOR the last pixel with the
element of the chaotic sequence at number equals to the number of pixels of the plain
image plus 1. For the blue color plane, the process starts by operating the XOR
operation the first pixel with the third element of the chaotic sequence, and ends by
XOR the last pixel with the element of the chaotic sequence at number equals to the
number of pixels of the plain image plus 2. After the XOR operation is completed, the
sub images which acquired from the XOR operation of color planes with the chaotic
sequence are merged into the encrypted image.

The decryption in figure 4.29 is similar to the encryption process, in which the
process also consists of the XOR operation, which is the same as the encryption process.
However, the decryption process requires three elements to complete the decryption,
which are the encrypted image, password consists of 16 alphanumeric characters, and
the text file which contains the average intensities of color planes of the plain image.
The average intensities of the plain images are extracted from the text file and then used
to generate the initial condition and control parameter using the same method as in the
encryption process, displayed in figure 4.30. The generated initial condition and control
parameter are then used to generate the chaotic sequence required for the decryption
process in the same method as described the encryption process. The generated chaotic
sequence is used to unscramble the acquired encrypted image, same as the unscramble
process of the first approach in section 4.4.1. Sub images of the unscrambled image of
red, green, and blue color planes are then operated with the generated chaotic sequence
through the XOR operation in the same manner as the encryption process. Sub images

which processed through the XOR operation are then merged into the decrypted image.
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Figure 4.30 Block diagram of the initial condition and the control parameter

generation process of the second proposed cryptographic approach.

4.5.2 Results of the Second Approach from Android Emulator

The results from the Android emulator which operating the application that
implemented the second proposed cryptographic approach are displayed in figure 4.31
through figure 4.33. Figure 4.31 illustrates the results from the encryption process of
the second approach, where figure 4.31 (a) shows the plain image, and figure 4.31 (b)
shows the encrypted image. Figure 4.32 illustrates the results from the decryption
process of the second approach, using the same password as the plain image, and the
correct average intensities of the plain image, where figure 4.32 (a) shows the encrypted
image from the encryption process, and figure 4.32 (b) shows the decrypted image.
Figure 4.33 illustrates the results from the decryption process of the second approach,
using either wrong password or incorrect average intensities of the plain image, where
figure 4.33 (a) shows the encrypted image, and figure 4.33 (b) shows the decrypted
image. From figure 4.31, the plain image has been encrypted and the encrypted image
contain no evidence of the plain image. For the decryption process, successful

decryption result which acquired by using the correct password and the average
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Mode (Encrypt

(@) (b)

Figure 4.31 Results from the encryption process of the second approach, (a) the plain

image before encryption, and (b) the encrypted image.

Mode (Encr Mode (E

EXPORT IMAGE EXPORT IMAGE

(b)

Figure 4.32 Results from the decryption process using the correct password of the

second approach, (a) the encrypted image, and (b) the decrypted image.
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Mode (Encrypt/Decrypt)

(a)

Figure 4.33 Results from the decryption process using the wrong password of the

second approach, (a) the encrypted image, and (b) the decrypted image.

intensities of the plain image, can be visualized in figure 4.32 (b), where the result from
the decryption process is the same as the plain image in figure 4.30 (a). However, an
unsuccessful decryption which is the result from using either wrong password or
incorrect average intensities of the plain image is shown in figure 4.33 (b), where the
decrypted image has become more scrambled, and contain no evidence of the plain
image in figure 4.30 (a). Table 4.5 depicts the computation time of encryption process
and decryption process of the second approach. From table 4.5, the computation time
is lower than half of a second for the image at the size of 256x256 for both encryption
and decryption process, and lower than a second for 512x512. Comparing table 4.5 to
table 4.1, the computation time of the second proposed cryptographic approach are
lower than computation time of the first approach for all image sizes. The lower
computation time in the second approach is acquired from lower steps in processing for
both encryption and decryption, since the chaotic map is operated only once in the
second approach, while the first approach requires the chaotic map to operate for three

times to generate three chaotic sequences.
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Table 4.5 Average computation time of encryption process and decryption process of

the second proposed cryptographic approach.

Image size Encryption time (ms.) Decryption time (ms.)
256256 225.8 179.6
512x512 733.8 601.2

4.5.3 Analysis of Results from Encryption Process of the Second Approach

The analysis of results from the second approach was completed on
MATLAB. The methods of analysis in the second approach are the same as the analysis
in the first approach, in which there are qualitative analysis and quantitative analysis in
the second approach. The test images for the analysis in the second approach are also
LENA image in figure 4.22, and Monkey image in figure 4.23, at the same size as used

in the analysis of the first approach.

4.5.3.1 Qualitative Analysis of Cryptographic Approach II

The qualitative analysis of the results from the second proposed
cryptographic approach consists of the intensity histogram of the image and the
correlation plot of pixels in the image, same as the first approach. Figure 4.34 displays
the intensity histograms of the plain image and the encrypted image which have the
LENA image as the plain image. Figure 4.34 (b), (c), and (d) shows intensity histograms
of red, green, and blue color plane of the plain image, respectively, while figure 4.34
(1), (g), and (h) shows intensity histograms of red, green, and blue color plane of the
plain image, respectively. Figure 4.35 illustrates the intensity histograms of the plain
image and the encrypted image which have the Monkey image as the plain image.
Figure 4.35 (b), (c), and (d) shows intensity histograms of red, green, and blue color
plane of the Monkey image, while figure 4.35 (f), (g), and (h) shows intensity
histograms of red, green, and blue color plane of the encrypted image which has the
Monkey image as the plain image. From figure 4.34 and figure 4.35, the intensity
histograms of the encrypted images are uniformly distributed in all color planes, which
means all intensities have almost the same probability to be appeared in the image, and
intensities also appeared randomly in the encrypted image. The uniformly distributed

of histograms of the encrypted image also show that the encrypted image contains no



Figure 4.34 Intensity histogram of the LENA image and its encrypted image from the

second proposed cryptographic approach.

Figure 4.35 Intensity histogram of the Monkey image and its encrypted image from

the second proposed cryptographic approach.

evidence of the plain image within. The image correlation plots are also included in the
analysis of results from encryption process of the second approach. Figure 4.36 and
figure 4.37 shows the correlation plots of pixels in plain images and encrypted images
in red color plane. Figure 4.36 shows correlation plots of pixels of the plain image and
the encrypted image, using the LENA image in figure 4.22 as the plain image. Figure
4.36 (a), (b), and (c) show the correlation plots of pixels in the plain image with their
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Figure 4.36 Correlation plots of pixels in plain image and encrypted image in red

color plane from the second approach, using the LENA image as plain image.
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Figure 4.37 Correlation plots of pixels in plain image and encrypted image in red

color plane from the second approach, using the Monkey image as plain image.

adjacent in horizontal, vertical, and diagonal directions, respectively, while figure 4.36
(d), (e), and (f) show the correlation plots of pixels in the encrypted image with their
adjacent in horizontal, vertical, and diagonal directions, respectively. Figure 4.37 shows

correlation plots of pixels in the plain image and the encrypted image, using the Monkey
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Table 4.6 Correlation coefficients the plain images and the encrypted images from the

second proposed cryptographic approach.

Correlation
LENA image Monkey image
coefficients (C)
Cred-red 0.0036 -0.0024
Cred-green -0.0027 0.0036
Cred-blue -0.0034 0.0075
Careen-red 0.0026 -0.0077
Cagreen-green -0.0002 0.0013
Cereen-blue -0.0022 0.0042
Chlue-red 0.0046 -0.0057
Chlue-green -0.0008 0.0002
Chlue-blue 0.0001 0.0012

image in figure 4.23 as the plain image. Figure 4.37 (a), (b), and (c) show the correlation
plots of pixels in the plain image with their adjacent in horizontal, vertical, and diagonal
directions, respectively, while figure 4.37 (d), (e), and (f) show the correlation plots of
pixels in the encrypted image with their adjacent in horizontal, vertical, and diagonal
directions, respectively. From correlation plots of pixels in figure 4.36 and figure 4.37,
the correlation plots of the plain images shows the similarity of the intensity in each
pixel to adjacent pixels, which can be inspected from the pixel intensities that are
linearly close to others. On the other hand, correlation plots of the encrypted image
shows the scattered intensity of each pixel compared to the intensity of the adjacent
pixels, in all directions. The scattered correlation plots of pixels in the encrypted images
show that each pixel in the encrypted image is different to its adjacent, and has no

relation to be implied as the evidence of the plain image.

4.5.3.2 Quantitative Analysis of Cryptographic Approach II

The quantitative analysis of the results from the encryption process
of the second proposed cryptographic approach consists of image correlation
coefficients, number pixel changing rate (NPCR), unified averaged changed intensity

(UACI), and the information entropy. Table 4.6 depicts the correlation coefficients
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Table 4.7 NPCR and UACI in percentage of the encrypted images from the second
proposed cryptographic approach.

NPCR/UACI LENA image Monkey image
NPCRyed 99.5697 99.5728
NPCRgreen 99.6414 99.6613
NPCRopue 99.6124 99.6353
UACleq 33.5511 33.4416
UAClgreen 33.4863 33.3747
UAClpue 33.5433 33.4298

Table 4.8 Information entropy of the encrypted images from the second proposed
cryptographic approach.

Entropy (H) LENA image Monkey image
Hred 7.9976 7.9973
Hagreen 7.9973 7.9969
Hbne 7.9973 7.9970

which acquired by comparing the plain image in each color plane to all color plane of
the encrypted image. Correlation coefficients of both LENA image and the Monkey
image compared to their encrypted images, are relatively close to zero, which is the
ideal value for two images that are completely different. Table 4.7 shows the NPCR
and UACI value acquired by comparing two encrypted images which have the same
plain image that have the difference only one pixel, encrypted with the same key. NPCR
values of the encrypted images are relatively close to 100 percent for both LENA image
and Monkey image. Therefore, the encrypted image will change almost entirely when
the plain image is changed, even only one pixel. UACI values of the encrypted images
are relatively close to 33 percent for both LENA image and the Monkey image for all
color planes. The value of 33 percent in UACI means the encrypted image change its
intensities as the plain image changed, even only one pixel. From higher NPCR and
UACI, the second proposed cryptographic approach is stronger against the differential

attacks than the first approach. Table 4.8 shows the information entropy value of red,
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green, and blue color planes of the encrypted images which each has its plain image as
the LENA image and the Monkey image. Similar to the first approach, entropy values
of the encrypted images in all color planes of the encrypted images in table 4.8 are
relatively close to 8, which is an ideal value of images which their intensities of pixels

have the same probability to be appeared in the image.

4.6 Conclusions

This chapter has proposed two cryptographic approaches, based on Chaotic
Maps with Absolute Value Nonlinearity. The mathematical analysis and simulation of
the first case and the second case of Chaotic Maps with Absolute Value Nonlinearity,
in terms of chaotic waveforms in time domain, frequency domain, bifurcation diagram,
and Lyapunov exponent spectrums on MATLAB and Android were also included. The
results from the encryption process of the first and the second proposed cryptographic
approaches were analyzed qualitatively through intensity histograms and image
correlation plots, and quantitatively through image correlation coefficients, NPCR,
UACI, and the information entropy.

The analysis of results states that the second approach was an improvement of
the first approach, in which the results of the second approach were strong against
differential attacks, measured using NPCR and UACI. Moreover, the computation time
of the second approach were lower than the first approach, due to less process in the
second approach. For other results from the analysis, the first approach and the second

approach have similar results which were close to ideal values for each analysis.



Chapter 5

Conclusion

5.1 Introduction

This chapter summarize the thesis research and suggestion for further
researches and implementation. The first part of this chapter summarizes the objectives
and proposed approaches in this thesis. The second part of this chapter discusses the
results from the proposed cryptographic approaches, suggestions for further researches,

and implementations into fields of applications.

5.2 Summary

The objectives of this thesis as described in the first chapter were, to study
Chaotic Maps with Absolute Value Nonlinearity on Android, and create cryptographic
systems on Android. This thesis has satisfied all objectives described in the first chapter.
The first case and the second case of Chaotic Maps with Absolute Value Nonlinearity
were analyzed on MATLAB and Android, and two cryptographic approaches which
implemented the first case and the second case of Chaotic Maps with Absolute Value
Nonlinearity were proposed in this thesis.

Chaotic Maps with Absolute Value Nonlinearity were analyzed
mathematically and simulated in this thesis. Despite the four cases exist in the Chaotic
Maps with Absolute Value Nonlinearity, only the first case and the second case were
analyzed and simulated on MATLAB through bifurcation diagrams, Lyapunov
exponents spectrums, chaotic waveforms in time domain, and chaotic waveforms in
frequency domain. The bifurcation diagrams and Lyapunov exponents spectrums of the
first case and the second case show the robust dynamic of the chaotic maps, in which
there is no periodic window in both bifurcation diagram and Lyapunov exponents.
Moreover, the chaotic waveforms in time domain also shows the sensitivity of the first
case and the second case to the initial condition. The first case of Chaotic Maps was
simulated on Android using the same method as the simulation on MATLAB, and the
simulation results which acquired from the Android emulator were almost the same as

the results from MATLAB.
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Two cryptographic approaches were proposed in this thesis. The first proposed
cryptographic approach utilized the first case of Chaotic Maps with Absolute Value
Nonlinearity as chaotic sequence generator. The first approach was relying on password
of 16 characters to generate three initial conditions and a control parameter to be used
in the chaotic map. The generated chaotic sequence was used to scramble the plain
image, or unscramble the encrypted image, and create the image which was used as key
to encrypt or decrypt the image. The method of encryption in the first approach was the
XOR operation, by XOR the scrambled plain image with the key, or the unscrambled
encrypted image with the key. For the second proposed cryptographic approach, the
method of encryption was the XOR operation, same as the first approach, and the
scramble and unscramble method were the same as the first approach. The differences
of the second approach compared to the first approach were the generation of initial
condition, which was reduced to one initial condition, and the use of the average
intensities of the plain image to generate the initial condition and the control parameter.
The chaotic sequence in the second approach was reduced to one sequence, instead of
three sequences of the first approach. The results from the encryption process of the
first and the second approaches were analyzed qualitatively through intensity
histograms and correlation plots, and quantitatively through correlation coefficients,

NPCR, UACI, and the information entropy.

5.3 Conclusions

The implementations of chaotic maps to the cryptographic approaches on
Android were successful. Results from the encryption process of the first proposed
cryptographic approach and the second proposed cryptographic approach were
analyzed through methods mentioned earlier.

The proposed cryptographic approaches were analyzed in terms of
computation performances by measure computation times of the encryption and
decryption process. As results from Android emulator in Android Studio 2.0, the
computation time of the first approach and the second approach were about 0.2 to 0.3
seconds, where the computation time of the second approach for encryption and
decryption were lower than the first approach for images at the size of 256x256. The

computation time increased as the image size increased, where computation time for
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encryption process and decryption process were increased to 0.7 to 0.8 seconds for
images at the size of 512x512 for both proposed cryptographic approaches.

For the analysis of results from the encryption process, there were two means
of analysis which were qualitative analysis and quantitative analysis. The qualitative
analysis consists of intensity histograms and image correlation plots of pixels. Results
from the qualitative analysis for the first approach and the second approach were almost
the same, where the intensity histograms of the encrypted images in the first approach
and the second approach were uniformly distributed, which show no evidence of
intensities from the plain image in the encrypted images. Moreover, correlation plots of
pixels in the encrypted image of the first and the second approaches were scrambled,
or intensity of pixels were almost completely different to the adjacent pixels. For the
quantitative analysis, the results from correlation coefficients of results from the first
approach were similar to the second approach, in which correlation coefficients in all
color planes are relatively close to zero. Moreover, the information entropy value which
show the probabilities of information were close to 8, which is an ideal value for images
which have intensities stored in 8-bit system. However, the NPCR and UACI test which
test results from the encryption against differential attacks were close to zero for the
first approach, which shows the weakness of the first approach against differential
attacks. For the second approach, the NPCR values were about 99% for all color planes
of test images, and the UACI value were about 33%, which means the results from the
second approach changes as the plain image changes, even one pixel.

Despite successful implementations and satisfied results from the encryption
process, the proposed cryptographic approaches are still weak in terms of usage. The
first approach is weak against differential attacks, and the second approach requires
additional text file to complete the decryption process. Moreover, proposed
cryptographic approaches use the symmetric key algorithm, in which keys needed to be
sent from sender to receiver through private channels which have potentials to be
intercepted if the channels are not secured enough. Besides, the proposed approaches
capable of encryption and decryption only image files, while there are many more types
of files require security and in many cases, privacy of information.

The proposed cryptographic approaches can be improved to be able to process

with more types of files. Especially, the second approach which is strong against
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various types of attacks, and does not need to create any data of the same type as the
key to encrypt or decrypt the data. Moreover, the proposed cryptographic approaches
can be implemented into various devices and platforms of applications. For example,
the implementation into versatile hardware such as FPGA, Raspberry Pi, and other
microcontrollers, or other platforms such as Python programming, web-based systems,
and 10S mobile platform of Apple. For ease of usage and more security, the proposed
cryptographic approaches should be improved to use asymmetric algorithms, which
will reduce the difficulties in sending and receiving password or additional text files
needed in decryption of the encrypted data.

Finally, the applications of the proposed cryptographic approaches can be in
various fields of applications. For security, this system can be used to encrypt secret
images which need more security such as government document images, picture of
suspects in crimes, or celebrity secret images. Moreover, the proposed cryptographic
approaches can be implemented for security of other file types, which will give security
of any data in present, and more variations of applications will appear. Thus, more

alternatives of security for data and information will be available for users to choose.
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ABSTRACT

This paper presents an  Android application which
illustrates dynamic properties of the chaotic map with
absolute value nonlinearity in terms of bifurcation
diagram, LE spectrum, chaotic waveforms in time-domain,
and chaotic waveforms in frequency-domain. This
application has been dcveloped using the Java
progamming language on an ADT plug-in integrated
Eclipse IDE. The proposed application has been tested on
an Android emulator included in the ADT. As the result
from an emulator, the proposed application can be run on
Android virtual devices.

s ic map, bifurcation.
Keywords: Android application, chaot p. bifi
L INTRODUCTION

Chaotic  system  possesses  significanl  properties,
including the sensitivity to initial conditions and system
parameters which make the system dynamic. Chaotic map
is an iterated function in a discrete time-domain which can
perform chaotic behaviors [1]. Recently, many forms of
chaotic map have been employed in many fields of
researches. For instances, in computer security, such as the
proposing of four chaotic maps with absolute value
nonlinearity which has a random bit generation and
randomness tests included [1], the random bit gencration
using the skew tent map [2], and the pseudo-random binary
sequence generation using two-dimensional Hénon map [3],
in |nngemcrypuon such as an image r:ncrypnon tl:cl'uuquc
using two-dimensional Baker map [4]. image
encryption which used multiple chaotic maps 1nc|udlng
logistic map, tent map, quadratic map, and Bernoulli map as
layers of chaotic maps [5].

Android is one of the most popular mobile platforms
which have been used in millions of mobile devices.
Android also gives developers a platform for applications
development and an open marketplace for distributing the
developed applications [6).In spite of being w:del)f usad,
only few Android applications have img
chaotic maps. For example, there is a recent research whlch
proposed an Android application which used the Hénon

map in the chaotic steganography for the secure image
transmission and reception [7].

This paper aims 1o generalize one case of the chaotic
maps with absolute value nonlinearity on an Androwd
application. Such chaotic maps haven't been widely used on
mobile applications development. Therefore, this might be
a good demonstration to the usage of the chaotic maps with
absolute value nonlinearity on an Android platform. The
developments of the chaotic ume-domain and frequency-
domain waveforms, the bifurcation diagram, and the LE
spectrum of one case of the chaotic maps with absolute
value nonlinearity on an Android application have been
demonstrated. The results from cxperiments of the
proposed application on an Android emulator also included.

2. CHAOTIC MAPS WITH ABSOLUTE VALUE
NONLINEARITY

Chaotic maps with absolute value nonlinearity were
proposed in the recent research in four cases. These chaotic
maps have been tested for the robustness and simplicity by
passing all NIST test in all cases [1]. Despite the four
proposed cases in the recent research, the proposed Android
application in this paper uses the first case of these chaotic
maps which is described as

= |l-ax) 1)

where a is a control parameter and in the range of [0, 2],
Normally, basic analysis of chaotic behaviors in chaotic
maps can be achieved qualitatively and quantitatively. The
qualitative analysis can be achieved through the bifurcation
diagram. In contrast, the quantitative analysis can be
achieved through the Lyapunov Exponent (LE) [1]. The
term bifurcation is used to describe any sudden change in
the dynamic of the system. i.c. when a fixed point changes
character as parameter values are changed [8). Hence, the
bifurcation diagram indicates possible long-term values,
involving fixed points of a system as a function of a
bifurcation parameter. Fig. | shows the bifurcation diagram
of (1) from MATLAB. It can be seen from the bifurcation
diagram that chaotic behaviors occur in the range of ain [1,
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Fig.1 Bifurcation dingram of (1) where the control
parameter a is in the range [0, 2].
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Fig. 2. LE spectrum of (1) where the control parameter a is
in the range [0, 2).

2]. On the contrary to the bifurcation diagram, the LE
provides a measurement of the instability of the system.
Moreover the LE quantify the mean rate of divergence of
trajectories which start infinitesimally close to the reference

and expressed as [9]
AL, '
A= lim {;)Z iy (x ) @

where N is the number of iterations, & is the LE, and f'(x) is
the first derivative of the chaotic map. Fig. 2 shows the LE
spectrum of (1) from MATLAB. From the LE spectrum, the
value of LE is more than | in the range of a in [1, 2] which
is the same region that chaotic behaviors occur in the
bifurcation diagram.

Table 1. The configurations of an Android emulator.

Configurations Selected options/values
Device 4.7" WXGA(1280 * 720 xhdpi)
Target Android 4.0.4 = AP level 15

CPU/ABI ARM
Skin Skin with dynamic hardware controls
Back camera None
RAM 512 MiB
VM heap 64 MiB

Internal storage S12MiB

SD card S12MiB

3. DEVELOPMENT AND TEST ENVIRONMENTS

Android applications development can be done on many
development tools. However, the rec ded tool for
new developers by an official Android developer site and is
used in this paper is the ADT. Android Development Tools
(ADT) is a plug-in for the Eclipse IDE that is designed to
give developers an integrated environment which can build
Android applications, ADT extends the capabilities of
Eclipse 1o let developers set up new Android projects,
create an application Ul, add packages based on the
Android Framework AP, and debug applications using the
Android SDK tools included in the ADT [10].

ADT also includes an Android Virtual Device Manager
that is used to create an Android Virtual Device (AVD)
which is an emulator configuration that let developers
model a device by defining hardware and software options
to be emulated by the Android emulator. The Android
emulator mimics all of the hardware and sofiware features
of a typical mobile device except actual phone calls on a
computer and let developers® prototype, develop and test
Android applications without using a physical device [11].
The configuration of an emulator which is used in this
paper is illustrated in Table I.

Despite being nich features, the ADT does not consist
of the capabilities of chart plotting or FFT calculating. In
order to solve this problem, the achartengine library and
the JTransforms library have been included to an Android
application development project in this paper. The
achanengine library gives the ADT a potential to create
charts which are needed in this paper. Moreover, the
JTransforms library gives the ability of FFT calculating
which is also needed in this paper to the ADT.
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Fig. 3. The flow chart of the proposed Android application.

4. PROPOSED ANDROID APPLICATIONS

The proposed Android application demonstrates the
characteristics of the chaotic map with absolute value
nonlinearity or the absolute map in terms of bifurcations,
Lyapunov exponents, and chaotic waveforms in time-
domain and frequency-domain. The flow chant of the
proposed application is illustrated in Fig. 3. As illustrated in
the flow chart, the main menu page as illustrated in Fig. 4 is
the first page to be shown when the application is started.
After users of the applicati lected the desired page by
pressing the button on the main menu screen, the
application will be computed as programmed for each page.

For the time-domain page, the value of x from (1) in
cach iteration is calculated for 512 iterations using the
initial condition of x as 0.1 and the control parameter a as
1.999. Afterward, all calculated values of x are displayed as
the chaotic time-domain waveforms on the application as
shown in Fig. 5.

Similar to the time-domain page, the values of x from
(1) in each iteration are also calculated in the frequency-
domain page using the same initial condition, control
parameter, and the number of iterations as in the ume-
domain page. However, the calculated values of x are then
converted into the frequency-domain data by the complex
Foward method which is included in the JTransforms
library and the sampling frequency of 512 Hz. The
converted data are then displayed as the frequency-domain
waveforms on the application as shown in Fig. 6. For the
bifurcation page, the data which are displayed as the
bifurcation diagram on the application in Fig. 7, are peak
values of x in time-domain which calculated from (1) for

Absolute Map

Bt

| Time Domain (initial 0.1)

i Fraquency Domain (Inal 0 1)
Biturcation D

| : L

Fig. 4. The main menu page of the proposed application
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Fig. 6. The chaotic frequency-domain spectrum

each value of a which has an incremental of 0.001 and in
the range [0, 2].

In LE spectrum page, for each value of a which has an
incremental of 0.001, values of x have been calculated from
(1) same as the bifurcation diagram page. However, after all
values of x have been calculated, values of x are then
employed to the LE calculation as described as (2). After
the LE values have been calculated, the LE values are then
employed in the LE spectrum plotting and displayed as in
Fig. 8. In addition to Fig. 5 to Fig. 8, the colors have been
inverted to illustrate plotted charts more clearly.

It can be seen from the experiments on an Android

lator, the proposed Android application can be operated
on an emulator which has the configurations similar to the
typical low-end Android devices. Moreover, results of the
bifurcation diagram and the LE spectrum from the proposed
application are closely similar to ones from MATALB.
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bifurcation diagram from the bifurcation page.

Fig. 7. The

L

Fig. 8. TheLElpecmﬁ'om the LE spectrum page.

5. CONCLUSIONS
This paper has d an Android application which
illustrates bifurcation dnsnm, LE :pacn-um. and chaotic
waveforms in time-domain and frequency-domain of one
the case from one-dimensional chaotic maps with absolute
value nonlinearity. The application has been tested on an
emulator in the ADT plug-in integrated Eclipse IDE. In
addition, this application also demonstrated that one case of
the chaotic maps with absolute value nonlineanity can be
run on Android. Hence, it can be an alternative map to
further android application developments which have
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Abstract—This paper presents a chaos-based image
encryption approach for an Android application based on a
chaotic map with absolute value nonlinearity. The chaotic
map with absolute valoe nonlinearity k& analyzed and
dyndc pnpeﬂln are described in terms of bifurcation

[ (LE) spectrum before
Mhlhmwmpmmol
encryption and decryption of the implemented Android
application are designed based on XOR operation of the
separated color plane of the plain image and the key image
which is generated from the chaotic map. The encryption
performances of the application are evaluated qualitatively
through the pixel density histogram and pixel correlation
plots, and quantitatively through encryption time and
correlation coefficients,

Keywordv—Image Cryptography, Chaotic Map, Android,
Absolute value nonlinearity.

L. INTRODUCTION

recently become more significant as the internet technology
grows especially for image data which is transminted over
the internet in various applications, for instances, medical
and military imaging systems. Recent research proposed
various approaches for image encryption, such as non-
chaotic watermarking by dividing the plain image into
secret shares and embedded to the envelope image using
invisible digital watermarking [1), the chaotic-based image
encryption process using the XOR operation with the key
gulu'llﬁl the true random bits generator based on the
b two nonli circuits [2], the chaotic-
based image cncryption scheme using the two dimension
cat map for shuffling the pixels of the plain imge and
logistic map for the encryption [3], the chaos-based image
elu:.'ypllon tech ‘1 using two-di | Baker map [4],
the image encryption approach which used multiple chaotic
maps including logistic map, tent map, quadratic map, and
Bemoulli map as layers of chaotic maps [5]. The varieties
of the chaotic-based encryption approaches were suggested
because of the properties of the chaotic systems, including
the sensitivity to initial conditions and system parameters

which make the systems dynamic. The chaotic map which
is an iterated function in a discrete-time domain which can
perform chaotic behaviors [6] is one of the most
implemented chaotic systems. Despite the fact that various
usages of the chaotic maps in the field of image encryption
have been suggested, only few implementation of the
chaotic-based image encryption on real devices were
reported, for instance, thech-wc-hwﬂmm
transmission and reception using Hénon map on Android
[7]. Moreover, the implemented chaos-based encryption
approaches on real devices make the system complex and
relatively difficult to be used.

This paper therefore proposes the image encryption
scheme based on chaotic map with absolute value
nonlincarity which can be |Iqﬂmlcmcd on Android. The
absolute value i chaotic maps was
generalized on Android in terms of chaotic waveforms in
time-domain and frequency-domain, bifurcation diagram,
and LE spectrum which illustrated the availability of these
chaotic maps on Android [8].

Il.  THE FIRST CASE OF CHAOTIC MAPS WITH
ABSOLUTE VALUE NONLINEARITY

Robust chaotic maps which based on absolute value
nonlinearity were proposed in recent research in four cases
[6]. All cases of absolute value nonlinearity-based chaotic
maps were tested for their robustness by passed the
National Institute of Standards and Technology (NIST)
statistical test suite from 800-22revla special publication
for all 15 standard tests from the test suite with the random
bits sequence of 1,000,000 bits generated from the chaotic
maps. Despite the fact that the absolute value nonlinearity-
based chaotic maps were proposed in four cases, this paper
|mp|<-menu only the first case of the absolute value

li ity-based chaotic maps as follows;

Xoor = 1-ax, | (1)

where a is a control parameter of the chaotic map which has
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ig. 2. LE spectrum of (1) where the value of control parameter a is in the
range of [0, 2]

the value in the range of [0, 2] and x, is the state variable of
the chaotic map which has the value in the range of [0, 1].

Typically, chaotic behaviors of chaotic maps can be
analyzed qualitatively through the bifurcation diagram and
quantitatively through the LE spectrum. The bifurcation
diagram indicates possible long-term values, including
fixed points of a system as a function of a bifurcation
parameter, since the term bifurcation is used to describe any
sudden change in the dynamic behaviors of the system [9).
Fig. | shows the bifurcation diagram of (1) generated from
MATLAB. This bifurcation diagram illustrates chaotic
behaviors that are possible to occur when the value of
control parameter a is in the range of [1, 2] as numerous
peaks of the condition value xs from (1) is indicated in this
region. The Lyapunov exponent, however, quantifies the
mean rate of divergence of trajectories which start
infinitesimally close to the reference and also provides a
measurement of the instability of the system. The Lyapunov
exponent is expressed as [10]

TABLE L SUMMARY OF 16 ALPHANUMERIC CHARACTERS
PASSWORD FOR INITIAL CONDITIONS AND CONTROL PARAMETER
GENERATIONS.

Set Characters
P Al
Q Audndipdsdods
R A padizdeds

[ il consnions o bl conditons | -
IO chamonens | o p— ehen, numbcr
| et o Costol parsmetey |- MOOERE

e wgurrma

Ky image
. J_ ..‘ | ‘ .
:_....., U "

b
ol Wb gy s o e J

Fig. 3. Block diagram of the prog

X
i= Pztpgln 11(x,) 2

where N is the number of iterations, A is the LE value, and
J(x,) is the first derivative of the chaotic map, Fig. 2 shows
the LE spectrum of (1) from MATLAB. As seen from the
LE spectrum, the LE value is greater than 0 or the system
has chaotic behaviors occurred when the value of control
parameter ¢ is in the range of [1, 2] which 15 the same
region that the bifurcation diagram of (1) depicts the
chaotic behaviors.

111 PROPOSED IMAGE ENCRYPTION SCHEME

The proposed chaotic-based image encryption scheme
to be implemented for Android application in this paper is
based on XOR operation of the color planes of
the plam image and the key u'nage which is created using
the es d from (1).

The encrypnon pmous of the proposed scheme which
has the diagram shown in Fig. 3 starts with the acquisition
of the plain image and the password of 16 alphanumeric
characters defined as A=Aod 424;..41s. The alphanumeric
password A is then separated into 3 sets of alphanumeric
characters P, (), R as described in Table | and translated to
ASCIl codes. The translated ASCIl codes are then
converted into binary represents defined as Bpo to Bz, Boo
1o Bour, and By 10 Brer which takes 8 bits for one
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Fig. 4. (a) Plain image before encrypting, (b) encrypted image, and (c)
plamn image after decrypting the cncrypted image with the cormect key.

(s}
Fig. 5. (a) Encrypted image and ﬂi)cﬁ:!yp‘tdlrmxt nﬂﬁ decrypting with
the wrong key.

ASCII code and converted to real number as the followings;
€ =(Bpgx2% + Bpy % 2% 4+ Bpax2°)/2%  (3)
€2 =(Bpox2' + By x2* +..+ By x2°)12* (@)
€3 =(Brox 2" + By x2% 4.+ Bpy x2°)12%  (5)

The calculated real numbers are implemented in 3 initial
conditions, ie. /. [, and J; and the control parameter a

generation which are generated by
I, = (¢, % ;)% (6)
I, =(c; xcy)%l M
Iy, = (e %y )%l (%)
a=(((c, xeyxey)%1) =< 0.1)+1.9 (9

The initial conditions /,, /g, and /i are then employed in (1)
to create the chaotic sequences of numbers S, S, and S,
respectively. The chaotic sequences 5., S;. and S will be
used in the image key generation which achieved by

TABLE 11, CONFIGURATIONS OF THE ANDROID EMULATOR
Configurations Selected options/values
Device 507 WXGA(480 =800 mdpi )
Target Android 4.4.2 - APl level 19
CPuABl armeabi-vTa
Back camcra None
RAM S1I2MB
VM heap 32 MB
Internal stocage Si2MB
SD card 212 MB
TABLE L COMPUTATION TIME FOR 256%256 AND 512=312 LENA
IMAGE BETWEEN (1) AND THE LOGISTIC MAP
Chaotic Map 2563256 S121812
me:mmm 55655 20.3605.
Logistic map 5790 22463 5.

multiplying each number in Sy, S, and S by 255 and set to
the red, green, and blue value of the pixels, respectively,
starting from the first pixel on the top-left of the image key.
Additionally, the chaotic sequence S, was also employed in
the scrambling of the plain image by multiplying each
number in S; by (image size = 1) then swap each pixel 7,
with the pixel positioned at the number on the n position of
the sequence of the multiplied S, where n of T, and
multiplied S; starts from 0 or the top-left pixel and finish at
(image size = 1) or the bottom-right pixel of the image.

After the plain image was scrambled, the scrambled
image is separated into 3 color planes: red, green, and blue
and then XOR each pixel with the pixel of the separated
color plane from the image key at the same pixel position
and the same color plane. After the XOR operation of
pixels was completed, the result color planes from the XOR
operation are then combined into the output image of the
encryption scheme. For the decryption of the proposed
scheme, the process is reversed by implementing the XOR
operation first, then unscramble the result from the XOR
operation into the decrypted image.

IV.  THE IMPLEMENTATION OF ANDROID
APPLICATION

The implementation of Android application was
developed on the Android Development Tools (ADT) plug-
in integrated Eclipse Integrated Development Environment
(IDE) and the performance in term of computation time was
tested on the emulator on Android Studio which is the
official IDE for Android application development [11]. The
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Fig. 7. Pixel density histogram of the plain image and the ccrypted
image in rod, green, and bluc color plane, respectively.

emulator has the configurations as shown in Table 2. Fig. 4
shows the results from the implemented application when
the plain image was and decrypted using the
correct key as *ABCDEFGH 12345678, On the other hand,
Fig. 5 shows the result when the password was wrong at the
sixth character which was “ABCDEEGH 12345678" since
the sixth character was one of the least significant
characters of the password when calculated from Table 1.
The computation time of the encryption process when
encrypting the LENA image as shown in Fig. 6 (a) at the
size of 256%256 and 512x512 using equation (1) and the
logistic map was described and compared in Table 3 which
reveals that the equation (1) is faster than the logistic map.

V.  ENCRYPTION RESULT ANALYSIS

The result image shown in Fig. 6 (b) was taken from
the implemented Android application which used the
LENA image at the size of 256256 as the plain image was
analyzed using MATLAB R2013a quantitatively through
the correlation coefficients and qualitatively through the
pixels correlation plot and the pixel density histogram. Fig.
7 shows the pixel density histogram of the plain image and
the encrypted image which was uniformly distibuted
among the pixel values. Fig. 8 illustrates the pixel
correlation diagram in the red color plane of the plain
image on the top row and the encrypted image on the
bottom row of Fig. 8. The pixel correlation diagram of the
plain image depicts the values of pixels which are similar
to the adjacent pixels values horizontally ((X, ¥) and (X+1,
), vertically ((X, ¥) and (X, ¥+1)), and diagonally ((X, )
and (X+1, Y+1)) whilst the pixel correlation diagram of

o e e e BB e e

s e 00

N '1 ; I' ] ::

Fig. K. Pixel correlation diagram of the plain image and encrypied image
of the red color plane with the adjacent pixel horizontally, vertically, and
disgonally, respectively.

TABLEIV.  CORRELATION COEFFICIENTS BETWEEN THE PLAIN
IMAGE AND THE ENCRYPTED IMAGE
Correlation cocflicients (€) Value
Cun (Red-Red) 0.0057
s (Red-Gireen) 6.5983x107"
Cyn (Red-Blue) 00053
Con (Gireen-Red) 0.009%
Con (Green-Gireen) 0.0011
Con (Green-Bluc) -0.0016
Ciun (Blue-Red) 0.0098
Cu ( Blue-Gireen)) 87718107
Cia (Blue-Blue) 43062« 10

the encrypted image shows the scattered values of pixels
when compared to the next pixels horizontally, vertically,
and diagonally. The correlation coefficients of the
encrypted image compared to the plain image defined as €
shown in Table 4 is significantly close to zero when
compared each color plane of the plain image to all color
plane of the encrypted image. The analysis result of the
encrypted image reveals that the proposed image
cryptography scheme is capable of encrypting and
decrypting the plain image at basic level of data security.

CONCLUSIONS

This paper has proposed an image encryption scheme
based on the absolute value nonlincarity-based chaotic map.
The proposed encryption scheme can be employed on
Android and the used absolute value nonlineari
chaotic map can compute faster than the logistic map when
tested the implemented application on an emulator in the
Android studio. The result from the encryption also
illustrated the robustness of the encryption scheme when
tested on MATLAB using the pixel density histogram and
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pixel correlation diagram with the satisfied result on the
histogram which is uniformly distributed and the pixel
value in the pixel correlation diagram scattered. Even
though the satisfied result is achieved, the algorithm of the
proposed encryption scheme needed to be improved and
tested with tests from more types of securnity amtacks.
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Abstract—This paper prescnts a chaos-based eryptographic
algorithm on  Android for private image storage and
transmissions. The robust chaotic map based on absolute value
nonﬂu‘l‘lyhmnledmwwmmhtk

encryption process. Dynamic behaviors of the chaotic map are
described in terms of quﬂbrh. ihi matrix, bifu
di and Ly P spectrum. The designed
eunmmMWmmMuxaa
operations of pixel values with the random bit signals g
from the chaotic map. The keys were based on a 16
wmmm pﬁuﬂhmwmw
d Android application was
Java ¢ on the Android
studio. The generally used LENA image with the size of 256256
and 512x512 were employed for demonstrations of encryption
llﬂ duryplhn Mm Eury’du qualitative performance
I grams and correlati
plau. Encryption quulullw perl‘lrmnm were evaluated
through encryption speed, correlation coefMicients, Net Pixel
Change Rate (NPCR), and Unified Average Changing Intensity
(UACH. Results from sctual Android application on a smart
phone with both correct and wrong keys are also included.

L i

Keywordv—Chaos, Cryptographic Algorith
Storage, Image Transmission.

Android, I

L. INTRODUCTION

Recent advances in communications, especially the
internet, have led to great demands of secured data storage and
transmissions. Security and reliability of data are needed in
various applications such as medical, industrial, military, and
internet of things [1]. From recent research, image data is one
of the most used data types in data cryptography [2-5].
Various cryptographic approaches were suggested for both
software and hardware, involving chaos-based approaches.
Chaos-based cryptography exploits the properties of chaotic
systems, including sensitivity to initial conditions and
parameters of the system. Chaotic maps which are iterative
functions in discrete-time domain that can exhibit behavi
were frequemtly implemented in chaos-based Lr}'plogra.phy

[3-4]. For example, the image encryption and decryption
algorithm using the logistic map and two-dimensional cat map

[3]), and the colored image encryption algorithm using the
logistic map and characteristics of plain image [4]. However,
chaotic maps implemented recently were not robust and led 10
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Fig. 1. Bifurcation diagram of (1) where the valuc of control parameter @ is in
the range of [0, 2]
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Fig. 2. LE spectrum of (1) where the value of control paramcicr ¢ is in the
range of [0, 2.

complex design of the cryptographic system. Despite the fact
that, an implementation of cryptographic systems on mobile
platforms provide convenience in image encryption and
decryption, only few implementations of chaos-based
cryptography using chaotic maps on mobile device were
reported, such as the chaos-based secret image transmission
and reception on Android [5].

According to the report in 2015 by the Internet Society,
Android has a significamt ponitm of mobile devices share [6].
Therefore, this paper proposed the eryptographic algorithm on
Android mobile platform. The proposed ecryptographic
algorithm is based on the second case of chaotic maps with
absolute value nonlinearity and the XOR operation. The
implementation of chaotic maps with absolute wvalue
nonlincanty on Android was experimented in  previous
research by generalizing the first case of chaotic maps with
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Fig. 3. Block diagram of encryption procedure,

absolute value nonlinearity on Android [7]. Results from the
experiment on Android stated that chaotic maps with absolute
value nonlinearity can be implemented on Android.

1I. THE SECOND CASE OF CHAOTIC MAPS WITH
ABSOLUTE VALUE NONLINEARITY

The second case of chaotic maps with absolute value
nonlincarity which implemented in this paper i1s one of four
robust chaotic maps proposed in the recent research [8]. All
cases of chaotic maps with absolute value nonlineanity were
tested for their robustness by testing random bit sequences
which consist of 1,000,000 bits generated from the chaotic
maps. Random bit sequences generated from chaotic maps
with absolute value nonlinearity passed all 15 standard tests of
the National Institute of Standards and Technology (NIST)
statistical test suite from 800-22rev la special publication. The
second case of chaotic maps with absolute value nonlinearity
can be mathematically described as

Xp S =1+ax, | (n

where a is the control parameter of the chaotic map which has
the value in the mnge of [0, 2] and x, is the state variable of
the chaotic map which has the value in the range of [0, 1].
Additionally, the Jacobian matrix of (1) is calculated as

J =la(sign(=1+ ax))] 2)
. and the fixed points of (1) are indicated as

1
atl

3).

Chaotic behaviors of (1) are also analyzed in this paper,
qualitatively through the bifurcation diagram, and
quantitatively through the Lyapunov Exponent (LE) spectrum.

a b © d
Fig. 4. a. The plain image, b. The encrypted image, ¢. The decrypted image
using the comrect key, and d. The decrypted image using the wrong key

The bifurcation diagram indicates possible long-term values as
a function of a bifurcation parameter. Fig. | shows the
bifurcation diagram of (1) from MATLAB. From the
bifurcation diagram, chaotic behaviors of (1) occurred when
the control parameter a is in the range of [1, 2] in which the
number of blue dots that refer to possible values in time
domain of (1) is enormous in this region. The LE quantifies
the mean rate of divergence of trajectories which stan
infinitesimally close to the reference and also provides a
measurement of the instability of the system. The LE can be
expressed mathematically as [9]

2= tim )3 i £e) @
o N =

where N is the number of iterations, A is the LE value, and
f"(xa) is the first derivative of the chaotic map, Fig. 2 shows the
LE spectrum of (1) from MATLAB. As seen from the LE
spectrum, the LE value is greater than 0 when the value of
control parameter a is in the range of [1, 2], that is, equation
(1) exhibits chaotic behaviors in this region, the same region
as the bifurcation diagram of (1).

11l. PROPOSED SECURED CHAOS-BASED
CRYPTOGRAPHIC ALGORITHM

The proposed chaotic-based cryptographic algorithm for
Android in this paper is based on XOR operation of the pixel
values in each separated color planes of the plain image with
numbers in a chaotic sequence generated from (1).

Fig. 3 shows the block diagram of the encryption process
in the proposed chaos-based cryplographic algorithm. The
encryption process starts by the acquisition of the plain image
and the password which is a set of 16 alphanumeric characters.
The acquired password is transformed into a set of ASCII
number which cach alphanumeric character is transformed into
8-bit ASCII number, resulted in a 128-bit numeric password.
The transformed password and average pixel values of each
color plane of the plain image are used to calculate the initial
condition and the control parameter for the chaotic map in (1).
The generated initial condition and control parameter are then
employed in (1) to generate a chaotic sequence of numbers
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Fig.5. a. H.mog:m ol':bc pllm image, b. Iimol' encrypted image
in red, green, and blue color planes, respectively
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with the number of iterations used equals to number of
pixels+2. Afier the chaotic sequence is generated, the acquired
plain image is then scrambled using the generated chaotic
sequence to swap pixel values of each pixel in all color planes
with the pixel indicated by the number of each element of the
chaotic sequence multiplied by the number of pixels-1, starts
from the top-leftmost pixel of the plain image and the first
element of the chaotic The scrambled image is then
processed through the XOR operation by XOR pixel values in
cach color plane with numbers in the chaotic
sequence from (1) multiplied by 255, starts from the top-
leftmost pixel of the scrambled image. Additionally, XOR
operation of pixel values in red color plane starts by XOR the
multiplied number of the first element of the chaotic sequence
with the first pixel value in red color plane, while the XOR
operation of green and blue color planes stans by XOR
multiplied numbers of the second and the third elements of the
chaotic sequence with the first pixel values in green and blue
color plane, respectively. After the XOR process was
completed, the processed or encrypted image is displayed and
prompt users to export the encrypted image. The encrypied
image can be exported as .PNG image file along with average
pixel values in cach color plane as .ixt text file. The exported
.txt text file which contains average pixel values is required in
the decryption process.

The decryption process is similar to the encryption process.
However, there are some differences which are, first, the
decryption process requires average pixel values in each color
plane of the original plain image which contained in the text

TABLE L CORRELATION COEFFICIENTS BETWEEN THE PLAIN IMAGE
AND THE ENCRYPTED IMAGE AT THE SIZE OF 256=256 AND 512=512
Correlation coefficients () 286256 512x512
Can (Red-Red) 0.0036 0,0008
Caa (Red-Gireen) -0.0027 -0.0016
Cn (Red-Blue) -0,0034 -0,0008
Cea (Green-Red) 0.0026 0.0010
Coaa (Green-Green) 000002 0.0003
Cim (Gireen-Bluc) =0.0022 ~0.0009
Cum (Blue-Red) 0.0046 0.0017
Cia (Blue-Gireen) <0.0008 0.0018
Cin ( Blue-Bluc) 0.0001 -0.0007
TABLE IL NPCR AxD UACT OF THE ENCRYPTED LENA IMAGE AT THE
SIZE OF 256256 AND $12%512
256+256 S12=512
NPCR (Red) 99,5697 995975
NPCR (Green) 99.6414 99.6250
NPCR (Bluc) 99.6124 96143
UACTH (Red) 33551 33.4609
UACT (Green) 334863 335438
UACT (Blue) 33541 335533

file that exported from the encryption process to generale
initial conditions and control for (1). Second, the
XOR operation is operated before the image unscrambling.
The last difference is that, the image unscrambling process
which has the same mechanism as the scrambling process,
starts from the pixel on the bottom-rightmost of the image
instead of the top-leftmost pixel.

IV. EVALUATION OF THE PROPOSED CHAOS-BASED
CRYPTOGRAPHIC ALGORITHM

The implemented Android application was developed on
the Android Studio Integrated Development Environment
(IDE) which is an official IDE for Android application
development. Despite the fact that the Android Studio has an
emulator which can be used to test the developed application
on virtual device, the implemented application in this paper
was tested on an actual Android device, the SONY Xpena M2
smartphone. Fig. 4 displays the results on the smartphone
which operating the implemented application, where (a) shows
the plain image before the encryption, (b) shows the encrypted
image, shows the deerypted image which used the same key as
the encrypted key, and (d) shows the decrypted image using
the wrong key. The average computation time used in the
encryption process when encrypt the LENA image in sizes of
256256 and 512x512 pixels, 5 times for each image, were
measured. The experiment on the smart phone shows that
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average computation time of the 256%256 pixels LENA image
is 0.837 seconds, and average computation time of 512x512
pixels LENA image is 3.591 seconds.

The result from encryption process of the implemented
Android application which used the 256256 LENA image as
the plain image, was analyzed using MATLAB 2013a
quantitatively and qualitatively. Quantitative analysis was
achieved through the correlation coeflicients, the Number of
Pixel Changing Rate (NPCR), and the Unified Averaged
Changed Intensity (UACI). Besides, qualitative analysis was
achieved through the pixel density lll.m;nml and the pixel
correlation diagrams. Fig. 5 shows the pixel density
histograms of the plain image and the encrypted image. The
pixel density histograms show that the encrypted image has
uniformly distributed histograms in all color planes, i.c. red,
green, and blue color planes, while the pixel density
histograms in all color planes of the plain image are not. Fig. 6
illustrates the pixel corrclation diagrams of the plain image
and the encrypted image in red color plane. Pixel correlation
diagrams depict the pixel values of each pixel compared to
adjacent pixels in horizontal, vertical, and diagonal directions.
The correlation diagrams of the plain image reveal that pixel
values of each pixel are similar to adjacent pixels. On the other
hand, pixel values of cach pixel in the encrypted image are
significantly differ 1o their adjacent pixels, the correlation
diagrams of the encrypted image are scattercd in all directions.

Table 1 depicts the correlation coefficicnts between the
plain image and the encrypted image in all color planes. The
correlation coefficients were achieved through the correlation
coefficient of pixels, comparing each color plane of the plain
image to all color planes of the encrypted image. As described
in table 1, all correlation coefficients between the plain image
and the encrypted image were close to zero. Table 2 shows the
NPCR and UACI value of the encrypted 256x256 pixels and
512%512 pixels LENA image. The NPCR is used to measure
the changing rate of pixels in encrypted images, and the UACI
is used mmdunsumwnlmohhemw

images, where their corresponding original plain images have
some slight changes, ie. uﬂymw:dchan@ul[m] The
NPCR and UACI can be described as
i.j)
NPCR = Z D( ! =100 (6)
C\(i, N-C,(, j)
UM-—Z“ i sl ¥ (6)

TxP

where C, and C; denote the pixel in encrypted image | and 2
which has one pixel changed, D indicates if the pixel value is
changed which is 0 if €, = Cy, and 1 if Cy # Cy, i and j is the
horizontal and vertical position of pixels in images, T is
number of pixels, and P is maximum value of the image
format, in this case is 255. The NPCR and UACI in table 2 is
close to 99% and 33% for both 256x256 and 512%512 images,
which were close to theoretically values.

CONCLUSIONS

This paper has proposed a chaos-based cryptographic
algorithm based on the chaotic map with absolute value
i mny. Thc it cryptogs phi nlgorllhm can be
implemented on actual Android device, and was tested on a
smart phone. The test results on smart phone reveal that the
proposed cryptographic algorithm can encrypt the test image
which has the size of 256x256 pixels in less than 1 second.
The result from the encryption process of the proposed
cryptographic algorithm were analyzed qualitatively through
i ity histog; and pixel ¢ ion diagrams, and
quantitatively through the correlation coefficients, NPCR, and
UACI on MATLAB. Even though the satisfied results are
acquired from the analysis, the proposed image cryptographic
algorithm need improvements with more types of tests.
However, the proposed cryptographic algorithm provides an
alternative algorithm to be implemented on mobile platforms.
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