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This thesis presents the design of communication in the Mobile Ad hoc
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of MANET include simple and fast deployment, robustness, adaptive and self-
organizing networks. Nonetheless, routing protocols are important operations for
communication among wireless devices. Assuring secure routing protocols is
challenging since MANET wireless networks are highly vulnerable to security
attacks. Most traditional routing protocols and message authentication designs do not
address security, and are mainly based on a mutual trust relationship among nodes.
This paper therefore proposes a new chaos-based keyed hash function that can be
used for communication protocols in MANET. The proposed chaotic map realizes an
absolute-value nonlinearity, which offers robust chaos over wide parameter spaces,
i.e. high degree of randomness through chaoticity measurements using Lyapunov
exponent. The proposed keyed hash function structure is compact through the use of a
single stage chaos-based topology. Hash function operations involve an initial stage
when the chaotic map accepts input message and initial conditions, and a hashing
stage where alterable-length hash values are generated iteratively. Hashing
performances are evaluated in terms of original message condition changes, statistical
analyses, and collision analyses. Results of hashing performances show that the mean
changed probabilities are very close to 50%, and the mean changed bit number is also
close to a half of hash value lengths. The proposed keyed hash function enhances the
collision resistance, comparing to typical MD5 and SHAL, and is faster than other

complicated chaos-based approaches.
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Chapter 1

I ntroduction

1.1 Introduction

This chapter introduces the background of MANET systems. Motivation and
statement of purposes are involved. This chapter also includes the objectives as well
as the expected outcomes of the research. Some basic definitions of technical terms
are also defined.

1.2 Background

A mobile Ad Hoc Network (MANET) has been emerged for a variety of
applications such as in emergency search and rescue operations, in battlefields, or in
setting up of instant communication among moving vehicles. Such a Mobile Ad Hoc
Network normally is atype of multi-hop network formed temporally by a group of non
infrastructure wireless mobile nodes that relays data packets from one to another in
order to communicate with the remote nodes beyond the radio distance. In contrast to
conventional architectures, the public media, the change of network topology,
cooperation algorithms, the lack of centralized monitoring, and system management
are vulnerable to mischievous attacks. Typically, three types of Ad Hoc network
protocols are Proactive protocols (DSDV, WRP, CGSR, STAR, and OLSR), Reactive
protocols (ABR, DSR, TORA, AODV, CBRP, RDMAR) and Hybrid protocol (ZRP).
Nonetheless, two kinds of attacks in Ad Hoc Network are passive and active attacks. In
passive attacks, the routing protocol is does not disturbed, but its only eavesdrops o
routing traffic and extract the valuable information. However, maicious nodes in
active network may disrupt and change the functions of a routing protocols | three
possible approaches, i.e. routing information modification, false routing information
fabrication, and node impersonation. Consequently, security issue has essentialy
becoming more challenging for secure protocols in Ad Hoc networks. Recently, a
variety of secure protocols have been suggested, for instance, a g-composite model that
increases the capability of anti-capture of protocols, a basic random key pre-
distribution model by generating key pool and allotting its different parts to each node.



Other research approaches also studied key distributions through either random keys or
hash table for authentications.
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Figure 1.1 Block diagram of hash function in communication systems.

This paper aternatively focuses on an authentication of Ad Hoc wireless
protocols and message through the validation using a hash function. Such a hash
function has been a key technology in advanced cryptography, which encodes an
arbitrary length input message into a hash vaue with fixed length. Typicaly, two
categories of hash functions are unkeyed and keyed hash functions whose
specifications dictate only an input message and both input message and security keys,
respectively. In general, preferable characteristics of hash functions include high
possibility of collision resistance and high security against preimage and second-
preimage attacks. Typical hash functions, for instance, Message Digest (MAD, MAD)
and Secure Has Algorithm (SHA-1) have generally been exploited in software
industries for purposes of integrity verification of electronically transmitted files as
well as security in protocols. However, the typical hash functions have been designed
based on logical operations or multi-round iterations, and therefore the hashing process

efficiency, which depends upon inherent ciphers and complicated computation



processes, are necessarily required. Recently, it has been notified through the analysis
of the collison frequencies that those of typical hash functions contain severa
undiscovered flaws. Therefore, multiple-block-length hash functions have been
suggested. Nonetheless, designs and implementation of such multiple-block-length
hash function are relatively complicated in terms of security and efficiency. As a
pervasive feature in nature, chaos is a deterministic process generated by nonlinear
dynamical systems that possess distinctive properties in pseudo-randomness,
sengitivity to initia conditions and control parameters. Due to these properties, chaos-
based hash algorithms have been of much interest as an aternative to that of typical
hash functions. Severa chaos-based hash function agorithms have therefore been
proposed recently. Despite the fact that these algorithms have offered satisfied
statistical performances in terms of statistical performance and collision resistance, the
difficulty in small key space, flexibility, low performance, and weak security functions
are obstacles that elevate an attempt in designing efficient and secure hash functions.
Furthermore, structural topologies of existing algorithms are somewhat complex as
evident from multiple maps, multi-stage connections, or multiple feedback loops,

leading to complicated signal processing and extensive iteration time.

1.3 Motivations

The motivation of this thesisisto find a new algorithm of hash function for
security purposes in MANET system. Chaotic maps shall be used in thisthesisasit is
a new technique that receives much research attention.

1.4 Statement of Problem and Hypothesis

The problem found in previous research work is analysis of the collision
frequencies that those of typical hash functions contain several undiscovered flaws.
Although multiple-block-length hash functions have been suggested, designs and
implementation of such multiple-block-length hash function are relatively
complicated in terms of security and efficiency. Therefore, the hypothesis of this
thesis is to design a new has function that can operate fast and offer high security

levels.



1.5 Objectives

1.5.1 To design a keyed hash function that can be used for communication
protocols in amobile Ad Hoc Network

1.5.2 To apply a cheos-based keyed hash function for secure protocol and
massege authentication in a mobile Ad Hoc Network

1.6 Research Scopes

1.6.1 Study a keyed hash function that be used for communication protocols
in amobile Ad Hoc Network

1.6.2 Apply to design a chaos-based keyed hash function for secure protocol
and massege authentication in a mobile Ad Hoc Network

1.6.3 Measure the properties of a chaos-based keyed hash function using

statistical measurements and various kinds of attacks.

1.7 Expected Outcomes

1.7.1 To achieve a keyed hash function that can be used for communication
protocolsin amobile Ad Hoc Network

1.7.2 To achieve a new chos-based keyed hash function for secure protocol

and massege authentication in amobile Ad Hoc Network

1.8 Definitions

18.1 Polynomial is an expression consisting of variables and coefficients that
involves only the operations of addition, subtraction, multiplication, and non-negative
integer exponents. An example of a polynomial of a single indeterminate.
Polynomials appear in a wide variety of areas of mathematics and science. For
example, they are used to form polynomia equations, which encode a wide range of
problems, from elementary word problems to complicated problems in the sciences;
they are used to define polynomial functions, which appear in settings ranging from
basic chemistry and physics to economics and social science; they are used in calculus

and numerical analysis to approximate other functions. In advanced mathematics,



polynomials are used to construct polynomial rings and algebraic varieties, central
concepts in algebra and algebraic geometry.

1.8.2 MATLAB is advanced computer program (High-level Language) for
technical computing that includes numerical computation. Complex graphics And
replication to visualize the image is ssimple and clear name MATLAB stands for
Matrix Laboratory origina MATLAB program is written to use in the calculation of
matrix or a matrix software which MATLAB is a program developed unceasingly.
The program is easy to understand. And complex programming When put to use, and
can see the results quickly. For this reason it makes MATLAB program has been used

extensively in various fields.

1.9 Conclusions

This chapter has introduced the background of MANET systems. Motivation
and statement of purposes were stated. This chapter a'so summarized the objectives as
well as the expected outcomes of the research. Some basic definitions of technical

terms are also defined.



Chapter 2

Related Theoriesand Literature Reviews

2.1 Introduction

This chapter gives information for related theory including key concepts of
chaos theory, and bifurcation. Two examples of chaotic amp including logistic and
henon maps are described. The literature reviews for related works on chaos-based

keyed hash function is also included.

2.2 Related Theory
2.2.1 Key Concepts of Chaos Theory

Chaos Theory is an alternative name for “nonlinear dynamical systems
theory. The latter is an umbrella term for the study of phenomena such as attractors,
bifurcations, chaos, fractals, catastrophes, and self-organization, all of which describe
systems as they change over time. In this paper will examine the basic patterns of
movement, and their applications to a wide range of psychological theories. Chaos
itself is a particular nonlinear dynamic and is perhaps the centerpiece of this field of
study. In chaotic phenomena, seemingly random events are actually predictable from
simple deterministic equations. Thus a phenomenon that appears locally unpredictable
may indeed be globally stable, exhibit clear boundaries, and display sensitivity to
initial conditions. The latter property is also known as The Butterfly Effect. Chaos has
a close relationship to other dynamics, however, such as attractors, bifurcations,

fractals, and self-organization.

2.2.2 Bifurcation

Bifurcation in a term of dynamical system, a bifurcation is a period
doubling, quadrupling, etc. that accompanies the onset of chaos. It represents the
sudden appearance of a qualitatively different solution for a nonlinear system as some
parameter is varied. The illustration above shows bifurcations of the logistic map as
the parameter r is varied. Bifurcations come in four basic varieties: flip bifurcation,

fold bifurcation, pitchfork bifurcation, and transcritical bifurcation. Bifurcations also



describe changes in the stability or existence of fixed points as a control parameter in
the system changes. As a very simple explanation of a bifurcation in a dynamical

system, consider an object balanced on top of a

Bifurcation of the Logistic Function over Changes in Maximum Rate of Change
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Figure 2.1 Demonstration of the bifurcation diagram and its time domain.

vertical graph. The mass of the object can be thought of as the control
parameter. As the mass of the object increases, the graph's deflection from vertical,
which is x, the dynamic variable, remains relatively stable. But when the mass reaches
a certain point, the bifurcation point. The graph will suddenly buckle. Changes in the

control parameter eventually changed the qualitative behavior of the system.

2.2.3 Loqistic Map

The logistic map is a polynomial mapping of degree 2, often cited as an
archetypal example of how complex, chaotic behavior can arise from very simple
non-linear dynamical equations. The map was popularized in a seminal 1976 paper by
the biologist Robert May, in part as a discrete-time demographic model analogous to



the logistic equation first created by Pierre Francois Verhulst. This nonlinear

difference equation is intended to capture two effects; First, the reproduction where
the population will increase at a rate proportional to the current population when the
population size is small. Second, starvation where the growth rate will decrease at a
rate proportional to the value obtained by taking the theoretical "carrying capacity” of

the environment less the current population. However, as a demographic model the
logistic map has the pathological problem that some initial conditions and parameter

values lead to negative population sizes. Typically, the logistic map is expressed as
Tpt1 = TTx(1 — 27). (2.1)

The bifurcation parameter r is shown on the horizontal axis of the plot and
the vertical axis shows the possible long-term population values of the logistic
function. The bifurcation diagram nicely shows the forking of the possible periods of
stable orbits from 1 to 2 to 4 to 8 etc. Each of these bifurcation points is a period-
doubling bifurcation. The ratio of the lengths of successive intervals between values

of r for which bifurcation occurs converges to the first Feigenbaum constant.
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Figure 2.2 (a) the bifurcation of logistic map, (b) cobweb plot of logistic maps
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Figure 2.3 (a) the bifurcation of Henson map, (b) Attractor of Henon maps

2.2.4 Henon Map

The Henon map is a discrete-time dynamical system. It is one of the most

studied examples of dynamical systems that exhibit chaotic behavior. The Henon map

takes a point (x Yn) in the plane and maps it to a new point

Tpr1 =1 —Mi +

Yn+1 = bTn. (2.2)

The map depends on two parametar@ndb, which for the classical Henon
map have values of a = 1.4 and b = 0.3. For the classical values the Henon map is
chaotic. For other values afandb the map may be chaotic, intermittent, or converge
to a periodic orbit. An overview of the type of behavior of the map at different
parameter values may be obtained from its orbit diagram.

2.2.5 Cryptographic Hash Function

A cryptographic hash function is a hash function which is considered
practically impossible to invert, i.e. to recreate the input data from its hash value
alone. These one-way hash functions have been called "the workhorses of modern
cryptography". The input data is often called the message, and the hash value is often

called the message digest or simply the digest. The ideal cryptographic hash function
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has four main properties: First, it is easy to compute the hash value for any given
message. Second, it is infeasible to generate a message that has a given hash. Third, it
is infeasible to modify a message without changing the hash. Last, it is infeasible to
find two different messages with the same hash.

Cryptographic hash functions have many information security applications,
notably in digital signatures, message authentication codes (MACs), and other forms
of authentication. They can also be used as ordinary hash functions, to index data in
hash tables, for fingerprinting, to detect duplicate data or uniquely identify files, and
as checksums to detect accidental data corruption. Indeed, in information security
contexts, cryptographic hash values are sometimes called (digital) fingerprints,
checksums, or just hash values, even though all these terms stand for more general
functions with rather different properties and purposes.

Most cryptographic hash functions are designed to take a string of any
length as input and produce a fixed-length hash value. A cryptographic hash function
must be able to withstand all known types of cryptanalytic attack. At a minimum, it
must have the following properties: (1) Pre-image resistance which is given a hash h it
should be difficult to find any message m such that h = hash (m). This concept is
related to that of one-way function. Functions that lack this property are vulnerable to
preimage attacks, (2) Second pre-image resistance which is given an input ml it
should be difficult to find another input m2 such that:avh2 and hash (m1) = hash
(m2). Functions that lack this property are vulnerable to second-preimage attacks, (3)
Collision resistance that should be difficult to find two different messages m1 and m2
such that hash (m1) = hash (m2). Such a pair is called a cryptographic hash collision.
This property is sometimes referred to as strong collision resistance. It requires a hash
value at least twice as long as that required for preimage-resistance; otherwise
collisions may be found by a birthday attack.

These properties imply that a malicious adversary cannot replace or modify
the input data without changing its digest. Thus, if two strings have the same digest,
one can be very confident that they are identical. A function meeting these criteria
may still have undesirable properties. Currently popular cryptographic hash functions

are vulnerable to length-extension attacks: given hash (m) and len(m) but not m, by
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choosing a suitable 'man attacker can calculate hash(m |} mhere || denotes

concatenation. This property can be used to break naive authentication schemes based
on hash functions. The HMAC construction works around these problems.

Ideally, one may wish for even stronger conditions. It should be impossible
for an adversary to find two messages with substantially similar digests; or to infer
any useful information about the data, given only its digest. Therefore, a
cryptographic hash function should behave as much as possible like a random
function while still being deterministic and efficiently computable. Checksum
algorithms, such as CRC32 and other cyclic redundancy checks, are designed to meet
much weaker requirements, and are generally unsuitable as cryptographic hash
functions. For example, a CRC was used for message integrity in the WEP encryption
standard, but an attack was readily discovered which exploited the linearity of the

checksum.

2.2.6Authentication

Authentication is the act of confirming the truth of an attribute of a single
piece of data or entity. In contrast with identification which refers to the act of stating
or otherwise indicating a claim purportedly attesting to a person or thing's identity,
authentication is the process of actually confirming that identity. It might involve
confirming the identity of a person by validating their identity documents, verifying
the validity of a Website with a digital certificate, tracing the age of an artifact by
carbon dating, or ensuring that a product is what its packaging and labeling claim to
be. In other words, authentication often involves verifying the validity of at least one
form of identification.
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2.3 Literaturereviews on Existing Chaos-Based Hash Function
2.3.1 Related Publications

Table 2.1 Summary of related publications with proposed scheme

Author Y ear Proposed Schemes

L. Feng et al. [1] 2009 Security bootstrap model of key prer
sharing by polynomial group in

mobile Ad Hoc Network

S. Behnia et al. [2] 2009 Applications of tripled chaotic maps|in
cryptography
Huagian Yang et al. [3] 2009 One-way hash function construction

based on chaotic map network

R. Sparr and R Wernsdorf 2008 Group theoretic properties of
[4] Rijndael-like ciphers

Q. Zhou et al. [5] 2008 Parallel image encryption algorithm
based on discretized chaotic map

H. H. Nien et al. [6] 2007 Digital color image encoding and
decoding using a novel chaotic

random generator

K. W. Wong [7] 2003 A combined chaotic cryptographic and

hashing scheme

Table 2.1 summarizes related publications with proposed scheme. As shown
in Table 2.1, L. Feng et al. [1] presents the setting up a security module into a Mobile
Ad Hoc Network (MANET) before its deployment is very crucial to its future security
assurance. It can establish a solid network security shield gradually on groups of
separated nodes lacking any guarantee by sharing common knowledge and
communication protocols in a MANET. This paper proposed a security bootstrap
model of key pre-sharing by a polynomial group based on (t, n) threshold schema of
Lagrange Polynomial Group (LPG) and one-way hash function to establish a
distributive security infrastructure. This model includes the following two processes:

the first phase is to setup a key pre-sharing mechanism based on one-way hash
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function and Lagrange Interpolation Polynomial Group (LIPG); and the second phase
mainly deals with recovering key in a more secure way based on the digital signature
of threshold schema. The one-way hash approach can prevent the spitted key pieces in
a key pool from being exposed efficiently. In addition, the threshold digital signature
can detect and block the DoS attack and other malicious fraudulent actions efficiently
during the processes of key reconstruction and recovery. They performed the
experiment under the OPNET simulation environment to validate the proposed
approach from the points of view of computation complexity, the security of boot
strap process, the performance of establishing secure links, the capability of resisting
the capture and the network scale, etc. The experimental results show that this
approach can ensure the security of MANET environment with better performance.

S. Behnia et al. [2] proposes security of information that has become a
major issue during the last decades. New algorithms based on chaotic maps were
suggested for protection of different types of multimedia data, especially digital
images and videos in this period. However, many of them fundamentally were flawed
by a lack of robustness and security. For getting higher security and higher
complexity, in the current paper, they introduce a new kind of symmetric key block
cipher algorithm that is based on tripled chaotic maps. In this algorithm, the
utilization of two coupling parameters, as well as the increased complexity of the
cryptosystem, makes a contribution to the development of cryptosystem with higher
security. In order to increase the security of the proposed algorithm, the size of key
space and the computational complexity of the coupling parameters should be
increased as well. Both the theoretical and experimental results state that the proposed
algorithm has many capabilities such as acceptable speed and complexity in the
algorithm due to the existence of two coupling parameters and high security. Note that
the cipher text has a flat distribution and has the same size as the plaintext. Therefore,
it is suitable for practical use in secure communications.

H. Yang et al. [3] introduces a novel chaotic hash algorithm based on a
network structure formed by 16 chaotic maps. The original message is first padded
with zeros to make the length a multiple of four. Then it is divided into a number of
blocks each contains 4 bytes. In the hashing process, the blocks are mixed together by

the chaotic map network since the initial value and the control parameter of each tent
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map are dynamically determined by the output of its neighbors. To enhance the
confusion and diffusion effect, the cipher block chaining (CBC) mode is adopted in
the algorithm. Theoretic analyses and numerical simulations both show that the
proposed hash algorithm possesses good statistical properties, strong collision
resistance and high flexibility, as required by practical keyed hash functions.

R. Sparr and R. Wernsdorf [4] provide conditions for which the round
functions of an |-bit Rijndael-like block cipher generate the alternating group on the
set {0,1} .These conditions show that the class of Rijndael-like ciphers whose round
functions generate the alternating group on their message space is large, and includes
both the actual Rijndael and the block cipher used by the compression function of the
WHIRLPOOL hash function. The result indicates that there is no trapdoor design for
a Rijndael-like cipher based on the imprimitivity of the group action of its proper
round functions which is difficult to detect.

Q. Zhou et al. [5] proposes a variety of chaos-based algorithms were
proposed for image encryption. Nevertheless, none of them works efficiently in
parallel computing environment. In this paper, we propose a framework for parallel
image encryption. Based on this framework, a new algorithm is designed using the
discretized Kolmogorov flow map. It fulfills all the requirements for a parallel image
encryption algorithm. Moreover, it is secure and fast. These properties make it a good
choice for image encryption on parallel computing platforms.

H. H. Nien et al. [6] proposes a novel chaotic system, in which variables are
treated as encryption keys in order to achieve secure transmission of digital color
images. Since the dynamic response of chaotic system is highly sensitive to the initial
values of a system and to the variation of a parameter, and chaotic trajectory is so
unpredictable, we use elements of variables as encryption keys and apply these to
computer internet communication of digital color images. As a result, we obtain much
higher communication security. We adopt one statistic method involving correlation
coefficient ¢ and FIPS PUB 140-1 to test on the distribution of distinguished elements
of variables for continuous-time chaotic system, and accordingly select optimal
encryption keys to use in secure communication of digital color images. At the
transmitter end, we conduct RGB level decomposition on digital color images, and

encrypt them with chaotic keys, and finally transmit them through computer internet.
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The same encryption keys are used to decrypt and recover the original images at the
receiver end. Even if the encrypted images are stolen in the public channel, an
intruder is not able to decrypt and recover the original images because of the lack of
adequate encryption keys. Empirical example shows that the chaotic system and
encryption keys applied in the encryption, transmission, decryption, and recovery of
digital color images can achieve higher communication security and best recovered
images.

K. W. Wong [7] has proposed a fast chaotic cryptographic scheme based on
iterating a logistic map with the look-up table updated dynamically. We found that
after the whole encryption process, the final look-up table strongly depends on the
message and so it can be considered as its hash value or message authentication code.
In this Letter, we generalize the chaotic cryptographic scheme so that it can perform
both encryption and hashing to produce the cipher text as well as the hash value for a
given message. The collision resistance of the proposed hashing approach is also

analyzed.

2.4 Conclusions

This chapter has provided information for related theory including key
concepts of chaos theory, and bifurcation. Two examples of chaotic amp including
logistic and henon maps were demonstrated. The literature reviews of seven papers on

chaos-based keyed hash function were also included.



Chapter 3
Resear ch M ethodology

3.1 Introduction
This chapter presents research methodology, including research process,

data collection, and research tool that usesin thisthesis.

3.2 Resear ch Processes

3.2.1 Study the operation of the keyed hash function in terms of its topology,
distribution of has values, sensitivity of hash values, statistical analysis of confusion
and diffusion, collision test, resistance to birthday attack.

3.2.2 Study the operation and properties of chaotic map, including Logistics
maps, bifurcation, tree-dimensional LE, chaotic waveforms, cobweb plot, histogram,

3.2.3 Design chaotic map with power absolute value nonlinearity.

3.2.4 Run the statistical tests using NIST standard software.

3.2.5 Design the hash agorithms with minimum number of chaotic map, but
high potential in al kinds of attacks.

3.2.6 Perform the analysis of hash function performances.

3.3 Data Collection

The main datais time domain waveforms of the chaotic maps. The, the data
will perform the thresholding to get the random bit data. The random bit data will be
used for NIST tests prior to statistical tests, including minimum changed bit number,
maximum changed bit number, mean changed bit number, mean changed probability,

standard deviation of change bit number, and standard deviation.

3.4 Research Tools
In thisthesis, research tool isMATLAB version 2013a
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3.5 Conclusion

This chapter has pre rch methodology, including research

process, data collection, and res sesin thisthesis.



Chapter 4

Experimental Results

4.1 Introduction

This chapter presents the experimental and experimental results of

4.2 Experimental

4.2.1 Experimental Apparatus Proposed Chaotic Map using Power Absolute-
Value Nonlinearity

This paper proposed a simple chaotic map given by

Xop =|ox, =1° (1)

As for purposes of chaos measurements, prelimimaestigations of
the three chaotic maps are performed by bifurcation diagrams and Lyapunov exponent
(LE) as for qualitative and quantitative measures of chaos, respectively. The
bifurcation diagram indicates possible long-term values, involving fixed points or
periodic orbits, of a system as a function of a bifurcation parameter. The stable

solution is represented by a straight line while the unstable solutions are
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Figure 4.1 Developments of bifurcation ns of the proposed chaotic maps when the
value of gs increased from 0.2 to 1 with a step size of 0.2.
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generally represented by dotted lines, showing thick regions. On the other hand, the
LE is defined as a quantity that characterizes the rate of separation of infinitesimally

close trajectories and is expressed

N d(x )
ASLE = lim — log, ——n (2)
N-o N ; G dx

In order to analysis dynamics behaviors of systguilibria the Jacobian can be
found through the absolute value of the first derivative as follows;

300y [906)] _|dex 1Y Jadex, -1 ()
n\dx|| dx llaxn—l

Typically, the chaotic map becomes unstable in the case wiig)el. From
numerical simulation result of (2) maximum LE can be located-at and.closed to

2. The system fixed points can be calculated by substitafing¢p X,.1in (1) and omit
the subscript flor simplicity. As a result, the equation becomes

B

Figure4.2 The three-dimensional LE spectrum where the maximum positive LE is
largest when r approaches 600 (normalised to 2)
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Figure 4.3 An apparently chaotic waveforms of the proposed chaotic map in time-

domain over Os to 1000s.
lox—1" =x “

Solving Eq. (4) yields the fixed points. For cgsa, the fixed points , xz ) are
given by

(5)

In order to find the value of such that the proposed chaotic map operates under
chaos regions, the maximum and minimum valueg,of is initially calculated by

setting Jx,)=0. In other words,

J(x,)=asign(ax, ~1)=0 (6)

Therefore, the boundary of valuesaf; depends upon the nonlinear tesgn(x,)

whenx, > 0 which falls in the region [0,1]. Consequently, the bifurcation parameter
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is limited to the region [0, 2]. Computer simulations of all bifurcation diagrams, the
LE spectrum, Cobweb plots, and time-domain

1.5 :

Xn+1

Figure 4.4 A Cobweb plot of the proposed chaotic map in Eq. (1).
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Figure 4.5 A histrogram of signal values over 1,000,000 itterations, showing an
equally distributed values ohX
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waveform have been performed using MATLAB with an initial conditions
of 0.1 anda = 1.99. Fig.4.1 shows developments of bifurcatiohghe proposed
chaotic maps when the value of q is increased from 0.2 to 1 with a step size of 0.2. It
is apparent that the smooth chaos appeagsBtwhich is defined by the absence of
periodic windows and coexisting attractors in some neighborhood of the parameter
spaces. Fig.4.2 shows the three-dimensional LE spectrum where the maximum
positive LE is largest when r approaches 600 (normalized to 2) and therefore the value
of & = 1.99 was realized. Fig.4.3 demonstrates appsgrehtotic waveforms of the
proposed chaotic map in time-domain over Os to 1000s. Finally, Fig.4.4 shows the
Cobweb plot of the proposed chaotic map in Eqg. (1).

4.2.2 Statistical Test

As for the illustrations, Fig.4.5 shows the apparently chaotic waveforms of
the proposed chaotic map in time-domain over 0s to 1000s. In addition, Fig.4.3 shows
the histogram of signal values over 1,000,000 iterations, showing equally distributed
values of Xn. These characteristics show that the proposed chaotic map offer a
relatively complex chaotic behaviors.

As for standard tests, the the National Institute of Standards and Technology
(NIST) has provided a statistical tests suite in order to evaluate the randomness of
binary sequences. This paper generates chaotic signals by the proposed two cases of
the signum-based chaotic maps for 1,000,000 iterations and simply proceed a
comparison with zero, i.e. bit “1” for any values that greater than zero and bit “0” for
any values that smaller than zero. Subsequently, the NIST test suite from a special
publication 800-22revla was realized using a typical 1,000,000 random bits. The test
suite attempts to extract the presence of a pattern that indicates non-randomness of the
sequences through probability methods described in terms of p-value. For each test
methods, the p-value indicates the strength of evidence against perfect randomness
hypothesis, i.e. a p-value greater than a typical confidence level of 0.01 implies that the
sequence is considered to be random with a confidence level of 99%. Table 1
summaries NIST test results, indicating that the generated sequences from both cases
of chaotic maps pass all standard 15 tests. As a result of the NIST tests, the

randomness of proposed chaotic maps is sufficient for use as a mobility node model.
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Figure 4.6 The proposed hash function comprises eight proposed chaotic maps

connected in a circular network.
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4.2.3 Proposed Hash Algorithm

The purpose of hash architecture design is to optimize for simple structure
with few numbers of chaotic maps, but still offer high complexity. The proposed hash
function realizes sufficient connection in a circular network type in which the output
depends only on its previous state and another input from the successive maps. Fig.4.6
shows the proposed hash function comprises eight proposed chaotic maps connected
in a circular network. Each chaotic map accepts any arbitrary length of input message,
and generatealterable length output bit stream. Initial conditions are employed as
security keys.

Fig.4.7 shows the pseudo codes of the proposed hash function algorithm. The input
is a message of length L (M), a secret key (X (i, 0)), and a hash value)sid@lé the output
is ann-bit hash value. Two stages of hashing procedures include the initial stage and the
hashing stage. For input stage, no output is available at the beginning available and
conseguently one iteration is required for the absolute sine map in order to employ the initial
conditions as a feedback output. The input message is also applied to the chaotic maps in this
input stage. Once the first stage is performed, the second stage generates the hash value
iteratively through the delayed self feedback values and another value from the successive
chaotic maps. It has been investigated that the minimum number of iterations equals to eight
rounds, which is equal to the number of chaotic maps realizes, implying that the operation is
completely circulated in one loop. It can be considered that the proposed hash function
algorithm is relatively simple in terms of topology, but the complexity is mainly determined

by the nonlinear dynamics of the proposed chaotic map.

4.2.4 Proposed Hash Algorithm
4.2.4.1 Distribution of hash value

One of the most important properties of hashing scheme is the uniform
distribution of hash value, which is related to the security of hashing scheme. In
Fig.4.8(a) the ASCII characters of the original message are localized within a small
area from approximately 97 to 122. It can also be noticed that the “space” character
(ASCII 32) is the most commonly used in the original message. In contrast, the
hexadecimal hash values of the hashing scheme are uniformly distributed over the
space of all possible hash values, as shown in Fig.4.8 (b). This indicates that no

information of the original message is left after the diffusion and confusion processes.
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I nput : M (a message of length L), X (i,0) (a secret key),
n (a hash value size)

Output  : H (n-bits hash value)

Begin

if The message length, L, is not multiple ah&n

>> Append the tail of M with ‘0’ for L (mod 8} 0

end if

>> Divide the input message M into N sub-block of  length 8 (Defined by S)

>>j k t=1

>>Map M into integer with interval [0, 1]

# First Stage (Input Stage)

while (t < N)
while (i < 7)
>X (1)=le M &)X (+1t-1)-1]
>> Kk = k+1
>> =i+l
end
>>X (@B )=la M k)x X 1t-1)-1]
>> k = k+1
>>t=1t+1
end
>>ji=1
# Second Stage
while (t < N+10)
while (i < 7)
>X (1 )=lX (+1t-1)-1]
>> =i+l
end
>>X (8 )=leX @t-1)-1]
>>t=t+1
end

>> H = Map X into integer with interval [0 P

>> return H

Figure 4.7 Pseudo codes of the proposed hah function algorithm.
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4.2.4.2 Sensitivity of hash value to the message and initial conditions

The aim of this subsection is to illustrate the high sensitivity of the
proposed hashing scheme to tiny changes in the original message and the initial
conditions. In order to investigate this issue, a series of experiments have been done

under the following eight different conditions:

Case 1: The original message is: “Sensitivity of hash value to the message and initial
conditions.”.

Case 2: Replace the first character of the original message by “A”. The two 128-bit
hash values for C1 and C3 differ in 63 positions.

Case 3: Replace the character “i” in the word “initial” by “e” to become “enitial”.

The two 128-bit hash values for

160 T T T T T T 16

140 1 141

120
| x XXX xX X XX X

100 X X

80f

60

ASCII value
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201

(=)

10 20 30 40 50 60
Character sequence number

Hexadecimal value
>}
X
X

2r X X

0 1 1 1 1 1 1
0 5 10 15 20 25 30

Hexadecimal code sequence number

Figure 4.8 Spread of hash value: (a) distribution of the original message in ASCII: (b)

distribution of the hash values in hexadecimal format.
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C4 : 904A0D74EDOS3ADADSF1BDO7AZ1EFCF

Figure 4.9 Binary sequences of hash values of eight conditions.
The corresponding graphical display of binary sequences is shown in
Fig.4.9. The simulation result shows that any tiny change in the original message and

initial condition leads to a 50% changing probability for each bit of hash value.

4.2.4.3 Statistical Analysis of Confusion and Diffusion

Confusion and diffusion are two essential design criteria for hashing
scheme which are necessary to make it resistant to most attacks. Diffusion is intended
to spread the original message statistics through the hash value in order to hide
statistical properties of the original message. The aim of confusion is to use the
transformation to make the relationship between the input bits and the output bits as
complex as possible. The diffusion and confusion test has been performed as follows:
a random message of length-50n is created and itg-bit hash value is calculated.
Then, a bit of the original message is randomly chosen and flipped, andihleash
value of the modified message is calculated. The two hash values are then compared
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in order to quantify the number of changed bits. This experiment is perfohned
times for N = 256, 512, 1024, 2048 and 10000 for hash values of size

Table 4.1 Summary of Statistical measure methods.

Statistical measure methods Formulas

(1) | Minimum changed bit number Brin = min({B.}iN:l)

(2) | Maximum changed bit number Brax = maX({B. }L)

(3) | Mean changed bit number B= %Z B

(4) | Mean changed probability P:Fxmo%
Standard deviation of the changed bit 1 &

(5) AB= g1 2 (B -B)’
number N-—1%

(6) | Standard deviation AP = \/ﬁi(%— PJ x100%

Table 4.2 Statistical results for a 128-bit hash value

N=256 N=512 | N=1024 | N=2048 | N=10000

B 46 45 45 44 42

B 85 84 82 80 84

B 63 63.04 63.23 62.65 62.9293
(%) 49.22 49.25 49.4 48.94 49.16352
3 6.19645569 | 6.627095 | 5.602838| 5.479789  5.673732
(%) | 4840981007 5.177418 | 4.377217| 4.281085  4.432603




Table 4.3 Statistical results for a 160-bit hash value
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N=256 N=512 N=1024 N=2048 N=10000
B 59 58 56 55 53
B
95 96 97 101 102
B 78.35 78.89 78.66 78.86 78.9512
0,
P (%) 48.97 49.31 49.16 49.28 49.3445
LB 6.117366 6.302809 6.261118 6.649782 6.561541
0,
ap (%) 3.823354 3.939256 3.913198 4.156114 4.100963
Table 4.4 Statistical results for a 256-bit hash value
N=256 N=512 N=1024 N=2048 N=10000
B
103 101 102 102 99
Bmax
146 154 154 152 158
B 126.86 127.75 126.74 126.93 126.8779
0,
(%) 49.55 49.9 49.51 49.58 49.56168
A8 8.289252 8.555481 8.516115 7.904845 7.570246
ap (%0)
3.237989 3.341985 3.326608 3.08783 2.957127

where, = 128, 160 and 256. The six statistical measure methods, as listed in

Table 4.2, are usually used for statistical analysisdenotes the number of changed

bits in thei-th test. Tables 4.3-4.5 list the results obtained in tests fot28, 160 and
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256 andN = 256, 512, 1024, 2048 and 10000. Fig. 4.10 demonstrates the distribution
of the number of bits changed for various valuell ofThe histogram distribution of

the number of changed bits fer256 and N =10000 is depicted in Fig.4.11. Based

on the results in Tables 2-4, it is evident that the mean changed bit nBraberthe

mean changed probabilityare very close to the ideal valuesrg2 and

Number of changed bits in 256-bit hash value

100f 1

1 1 1 1
2000 4000 6000 8000 10000
Test time N

Figure 4.10 Binary sequences of hash values of eight conditions.
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50% respectively. While bothe and . are small for all tests, which

indicates that confusion and diffusion capability of the proposed hashing scheme is

stable. Collision Test Hash collision is a situation that occurs when two distinct input

messages into a hash function produce the same hash values. In order to quantify the

collision resistance of the proposed hashing scheme, the following collision test has

been performed. The-bit hash value of a random message of $iz&n is created

and stored in ASCII format. Then a bit in the random message is randomly chosen and

toggled. The new hash value is created and stored in ASCII format. The two

Table4.5 Statistical results for a 160-bit hash value

Absolute difference (d) Min. Max. Mean
MD5(128bit) 590 2074 1304
SHA-1(160bit) 795 2730 1603
Zhang’s scheme[17](128bit) 565 2022 1257
Kanso’s scheme[18](128bit) 737 2320 1494
Wang’s scheme [19] (128bit) 689 2295 1526
Ren’s scheme [20] (128bit) 599 2455 1439
Wang’'s scheme [21] (128bit) 655 2064 1367
Our proposed scheme (128bit) 544 2400 1348
Our proposed scheme (160bit) 809 2782 1687
Our proposed scheme (256bit) 1402 3954 2716

hash values are compared with each other, and the number of ASCII

characters with the same value at the same location, referred to as the number of hits,

is counted. The absolute difference of the two hash values is computed as follows:

n/8

d =Y | dec(m )-dec(m ) |

i=1

(4)
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wherem andm/ denote thé-th ASCII character of the original and new hash value,
respectively, and déd maps mandm/ to their equivalent decimal values.

This kind of test has been performed 10000 times. The minimum, maximum
and mean values af are presented in Table 4.7 and a plot of the distribution of the
number of hits is illustrated in Fig.4.12. It can be noticed that the maximum number
of equal character is only 2 and the collision probability is very low. It can be
observed from Table 4.6 that fa=128 and,=160, the proposed hashing scheme
provides better results than the existing algorithms such as MD5 and SHA-1, and

comparable results to other chaos-based algorithms.

4.2.4.4 Resistance to birthday attach

A birthday attack is a kind of cryptographic attack that is based on
mathematical behind the birthday problem in probability theory. It gets its name from
the surprising result that in a room of 23 people, there is a probability of 50% that at
least two people have the same birthday. The hashing scheme should be robust against
birthday attack, which makes it difficult to find two distinct messages that have the
same hash value. The difficulty of the birthday attack depends on the size of the hash
value. For a secure hashing scheme wihit hash value, the difficulty of the attack
is 2"'?. Therefore, the value of is needed to be large enough to make a birthday
attack computationally infeasible. For example, if the size of the hash value is set to
256, the difficulty of the attack ig”. This keeps the system robust against this type of

attack.

4.3 Conclusions

The design of communication protocols and message authentication in the
Mobile Ad hoc Networks is challenging due to limited wireless transmission ranges of
node mobility, limited power resources, and limited physical security. Assuring
secure routing protocols is challenging since MANET wireless networks are highly
vulnerable to security attacks. Most traditional routing protocols and message designs
do not address security, and are mainly based on a mutual trust relationship among
nodes. The new compact and robust chaos-based keyed hash function has been

presented. The proposed chaotic map exploits absolute-value nonlinearity for
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generating highly random iterated values in the diffusion process of ASCIl input
messages. Chaotic aspects have been investigated through bifurcation structures of
Lyapunov exponent as well as Cobweb plots, and signal characteristics in time
domains. The proposed hashing structure is relatively simple that enhances
randomness quality for statistical performances. The designed hashing algorithms
involve the initial stage when the chaotic maps accept initial conditions utilized as
secret keys, and the iterative hashing stage that accepts input messages and generates
the alterable-length hash values. With such a compact hash function structure,
simulation results have revealed several desirable features in terms of statistical
performances, involving the mean changed probabilities that are very close to 50%,
and the mean changed bit number that is also close to a half of hash value lengths. In
addition, the collision tests proffer the average mean of 1359 and 1603 for the hash
values of 128 bits and 160 bits, respectively. The proposed has function has superior
performance over well-known algorithms such as MD5 and SHA1, and is comparable
to other complex structures of chaos-based approaches. As a result, the proposed hash
function has offered a potential alternative to protocol and message authentication

methods in Ad Hoc Networks.



Chapter 5

Conclusion

5.1 Introduction
This chapter presents the conclusion of the A Chaos-Based Key Hash
Function for Mobile Ad Hoc Wireless Application

5.2 Conclusion

The design of communication protocols and message authentication in the
Mobile Ad hoc Networks is challenging due to limited wireless transmission ranges of
node mobility, limited power resources, and limited physical security. Assuring
secure routing protocols is challenging since MANET wireless networks are highly
vulnerable to security attacks. Most traditional routing protocols and message designs
do not address security, and are mainly based on a mutual trust relationship among
nodes. The new compact and robust chaos-based keyed hash function has been
presented. The proposed chaotic map exploits absolute-value nonlinearity for
generating highly random iterated values in the diffusion process of ASCII input
messages. Chaotic aspects have been investigated through bifurcation structures of
Lyapunov exponent as well as Cobweb plots, and signal characteristics in time
domains. The proposed hashing structure is relatively simple that enhances
randomness quality for statistical performances. The designed hashing algorithms
involve the initial stage when the chaotic maps accept initial conditions utilized as
secret keys, and the iterative hashing stage that accepts input messages and generates
the alterable-length hash values. With such a compact hash function structure,
simulation results have revealed several desirable features in terms of statistical
performances, involving the mean changed probabilities that are very close to 50%,
and the mean changed bit number that is also close to a half of hash value lengths. In
addition, the collision tests proffer the average mean of 1359 and 1603 for the hash
values of 128 bits and 160 bits, respectively. The proposed has function has superior
performance over well-known algorithms such as MD5 and SHA1, and is comparable

to other complex structures of chaos-based approaches. As aresult, the proposed hash
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function has offered a potential & to protocol and message authentication
methods in Ad Hoc Networks.
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A.1 Bifurcation of logistic map

scale = 10000; % determines the level of rounding
maxpoints = 100; % determines maximum values to plot
N =5000; % number of "r" values to simulate

a = 0; % starting value of "r"

b = 4; % final value of "r"... anything higher diverges.

rs = linspace(a,b,N); % vector of "r" values

M = 1000; % number of iterations of logistics equation

% Loop through the "r" values
for j = 1:length(rs)
r=rs(j); % get current "r"
y=zeros(M,1); % allocate memory
y(1) = 0.00005; % initial condition (can be anything from O to 1)
y(2) =0.1;
x(1) = 0.05;

for i = 2:M, % iterate

y(i+1) = r-y()"2; %simplest logistic map Map r=[0 2]
%y(i+1) = r*(1-y(i)*2);  %simple logistic map Map r=[0 1.4]
%y(i+1) = r*y(i)*(1-y(i)); %logistics Map r=[0 4]

%y(i+1) = r*sin(y(i));  %sine map r=[0 3.1]

%y(i+1) = r*cos(y(i));  %cos map r=[0 2.5]

end
out{j} = unique(round(scale*y(end-maxpoints:end)));

end

% Rearrange cell array into a large n-by-2 vector for plotting
data =1];

41
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for k = 1:length(rs)
n = length(out{k});
data = [data; rs(k)*ones(
end

% Plot the data
figure(99);clf
h=plot(data(:,1),data(:
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A.2 Bifurcation of Structure

% Henon Map : Bifurcation Structure
% IES LAB TNI, Bangkok, Thailand, 2013.

function Bifurcation_Structure
clear all

clc

Parameter_Range x =[O0, 4];

Parameter Range y =[O0, 0.4];

Number_Of Sampling_x = 100;
Number Of Sampling_y = 100;

Step_x = (Parameter_Range_x(2) - Parameter_Range_x(1)) /
Number_Of Sampling_x;

Step_y = (Parameter_Range y(2) - Parameter_Range_y(1)) /
Number_Of _Sampling_y;

global r q
for Count_x = 1: 1: Number_Of_Sampling_x + 1
r = (Count_x - 1) * Step_x + Parameter_Range_x(1)
for Count_y =1: 1. Number_Of Sampling y+1
g = (Count_y-1) * Step_y + Parameter_Range_y(1);
[~, ~, DKY(Count_x, Count_y)] = Lyapunov_Exponents_2 Dimensional(50,
0.001, [0, 0]);
end

end

X —----mmmmmmmmmm oo Map Algorithm : RGB -------------------- %
DKY_Max = real(max(max(DKY)))



DKY_Min = real(min(min(DKY)))
for Count_x = 1: 1: Number_Of_Sampling_x + 1
for Count_y =1: 1. Number_Of Sampling y+1

if DKY(Count_x, Count_y) >0 % - Choas -%
% # Gold  ->rgb(255, 215, 0) -> #ffd700 %
% # Goldenrod -> rgb(218, 165, 32) -> #daa520 %

Map(Count_x, Count_y, 1) = (255)*(1-(real(DKY(Count_X,
Count_y))/DKY_Max));

Map(Count_x, Count_y, 2) = (255)*(1-(real(DKY(Count_Xx,
Count_y))/DKY_Max));

Map(Count_x, Count_y, 3) = (255);

elseif DKY(Count_x, Count_y) <=0 % - Not Choas - %

Map(Count_x, Count_y, 1) = (255);
Map(Count_x, Count_y, 2) = (255);
Map(Count_x, Count_y, 3) = (255);

else % - Can't find - %
Map(Count_x, Count_y, 1) = (255);
Map(Count_x, Count_y, 2) = (255);
Map(Count_x, Count_y, 3) = (255);

end

end

end

MapRGBJ(;, :, 1) = flipud(uint8(Map(;, :, 1)));
MapRGB(;, :, 2) = flipud(uint8(Map(:, :, 2)));
MapRGB(;, :, 3) = flipud(uint8(Map(:, :, 3)));

imtool(MapRGB)

figure(1)

surface((1: 1: Number_Of_Sampling_x + 1) * Step_x, (1: 1:
Number_Of Sampling_y + 1) * Step_y, real(DKY))

end
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A.3 Function Map

% Function Map : Henon Map
% IES LAB TNI, Bangkok, Thailand, 2013.

function Output = Function_Map(Input)
global r q

Output = zeros(size(Input));

x_old = Input(1);

X_now = Input(2);

y_now = + x_old;

X_new = - ((r.”2) * (x_now."(1+q))) +y_now + 1;

Output(1) = x_now;
Output(2) = x_new;
end
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A.4 Logistics

X0 = 0.5; % Initial condition

N =1000; % Number of iterations

r=3.8;

% Matrices in matlab cannot have zero index
x = zeros(N,1);

x(1) = x0;

% compute the orbit and print out results

for i=1:N

% Logistics Map
%x(i+1) = rex(i)*(1-x(i));

% sine map
x(i+1) = r*sin(x(i));

end

% graph the orbit
plot(x);

xlabel('t"); ylabel('Xn");

hold on
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A.5 Lyapunov_Exponents 2 _Dimensional

% Lyapunov Exponent & Kaplan-Yorke Dimension

% Map Method :

% [1] T. S. Parker and L. O. Chua, Practical numerical algorithms for chaotic
systems, Springer—Verlag, New York, 1989.

% [2] A. Wolf, J. B. Swift, H. L. Swinney, and J. A. Vastano, Determining
Lyapunov exponents from a time series, Physica D 16 (1985), 285-317.

% IES LAB TNI, Bangkok, Thailand, 2013.

function [LE1, LE2, DKY] = Lyapunov_Exponents_2_Dimensional
(Number_of _Iterates, Perturbation_Size, Initial_Conditions)

n = Number_of_lterates; % Good at 10000
eps = Perturbation_Size; % Good at 0.001
x = Initial_Conditions;

vl =[1,0];

v2 =[0,1];

sum = [0, 0];

fork=1:1:n
v1l(1l) =v1(1) * eps;
v1(2) = v1(2) * eps;
v2(1) =v2(1) * eps;
v2(2) =v2(2) * eps;

v1l(1) =v1(1) + x(1);
v1(2) =v1(2) + x(2);
v2(1) =v2(1) + x(1);
v2(2) = v2(2) + x(2);

vl = Function_Map(vl);



v2 = Function_Map(v2);
x = Function_Map( x);

v1(1) = (v1(1) - x(1)) / eps;
v1(2) = (v1(2) - x(2)) / eps;
v2(1) = (v2(1) - x(1)) / eps;
v2(2) = (v2(2) - x(2)) / eps;

[norm, v1, v2] = GSR(v1, v2);

sum(1) = sum(1) + log(norm(1));
sum(2) = sum(2) + log(norm(2));
end
LE1 =sum(1) / k;
LE2 = sum(2) / k;
DKY =1+ LE1 / abs(LE2);

end

function Output = Norm_ Function(Input)
Output = sqgrt(Input(1).”2 + Input(2)./2);
end

function Output = Dot_Product(x, y)
Output = x(1) * y(1) + x(2) * y(2);
end

function [norm, new_v1, new_v2] = GSR(vl, v2)
norm(1) = Norm_Function(vl);
vl(l) =v1(1)/norm(1);
vl(2) =v1(2)/norm(1);
Vector = Dot_Product(vl, v2);
X(1) =v2(1) - Vector * v1(1);
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x(2) =v2(2) - Vector * v1(
norm(2) = Norm_Function(x
v2(1) = x(1) / norm(2);
v2(2) = x(2)/ norm(2);

new vl =vi,

new _v2 =v2,

A
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A.6 Lyapunov_Exponents 2 Dimensional running

% Henon Map : Lyapunov Exponent & Kaplan-Yorke Dimension
% IES LAB TNI, Bangkok, Thailand, 2013.

function Run_Lyapunov_Exponents_2 Dimensional
clear all

clc

Parameter_Range =0, 1];
Number_Of Sampling = 1000;
Step = (Parameter_Range(2) - Parameter_Range(1)) / Number_Of Sampling;

global r q
q=1
for Count = 1: 1: Number_Of_Sampling + 1
r = (Count - 1) * Step + Parameter_Range(1)
Parameter(Count) =r;
[LE1(Count), LE2(Count), DKY(Count)] =
Lyapunov_Exponents 2 Dimensional(1000, 0.001, [0, O]);
end

subplot(1, 2, 1)

plot(Parameter, DKY);

xlabel( ‘Parameter a’', 'FontSize', 16, 'FontName', ‘Cordia New',
'FontWeight', 'bold’);

ylabel('"Henon Map : Kaplan-Yorke Dimension', 'FontSize', 16, 'FontName', 'Cordia
New', 'FontWeight', 'bold");

grid on;

subplot(1, 2, 2)
plot(Parameter, LE1, Parameter, LE2);
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xlabel( 'Parame ontSize', 16, 'FontName', '‘Cordia New',
'FontWeight', 'bold’);

ylabel( 'Henon Map : Lye
New', 'FontWeight', 'bold");

grid on;

ants', 'FontSize', 16, 'FontName', 'Cordia

end



52

Soenoe and Infermation Conferemce J00 5
Jirlv 2830, 0T | Eowveden, £
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Atrract— The desipn of conimunication protocols in the Maolile
Ad hec Netwarks (MANET) is challenging dwe 1o limited wircless
trensmsission mnces of oede oobility, limited pewer resources,
el Fimdied physical security. The sdvantapes of MANET include
simple lm‘l Tt kﬂ._rmt. rl'l'-hﬂn. ndaptive wod  sell-

i rowting  protecsls  are

Il:p-rhnl. peratisns for mmong wirdess devices,
Assuring secare reuting prodocols i challenging since MANET
wircless 1 mﬁ#j e to security attacks, Meat
trmditionsl reuting pr ol ze authentication designn

da not piklress secority, snd are mainbs based an 8 mutusl rost
relationship amanp modes. This paper therefore proposes 5 new
chone-based keyed hash  Fonction that con be  wsed  for
rommunicstion pretocals in MANET. The propesed chastic map
realizes an ab - ulae ity, which offers rebust chaos
ever wile parameter spaces, ie. high depree of randommess
through chosticity using Lymp P The
proposed keved hosh funetion strecture is compaet throagh the
use of a single wiuge choss-hased topolapy. Hash function
apcrations imvolve an imitisl stuge whan the chaolic map scooplts
impui messape and imitiol eoaditions, and o hashing stape where
alteralie-length hash volmes ore pemeraied iterstively. Hashing
ptr!'nrl:-ﬂ are evaluated im terms of original  message
mmnlyses, sl collision analyses.
E:lll: ll'hllhg]u'rflr_m show thai the mesn changed
probahbilities are very close to 30%, amd the mean changed bit
number s also clese to @ hall of h:h value kengpths. The proposed
keyed hash fonction enbonces the collision resistunce. comparing
i typical MDS and SHAL and is faster than sther complicated
chaaisbased approsshes.

KeywarslsMobility Management; Clusiering: Tapalagy contral;
Coverage, mmd connechivitys senchronization: Social meneerkc

L INTRODUCTION

A mobile Ad Hoc NETwork (MANET) has been emerged
for o vanety of applications such as m emengency search and
rescue operntons, in battlefields. or i setting up of imstant
commumcation amone moving vehicles | Ill Such a Mohile Ad
Hoe Network ncn'rr‘.:llﬁ 15 a type of multt-hop network formed
temporally by o group of nonnfrastruciure wircless: mobile

nodes that relays data packets from one o mnother m order to
commmmicatc with the remote nodes beyond the radio distance
12]. In comdrast to conventiony] architectures, the public medin
the change of network topology. cooperation algonthms, the
lack of cemtralied monitoring. and system management nne
vulnerable to mischievous attacks. T'I-']ﬁlﬂ.“\- three of Ad
Hoc network prvocols are (1) Proactive protocels (DSDY,
WRP. CGSR, STAR. and OLSR}. (2} Reactive protocols
| ABR. DSR. TORA, AODY, CERP, RDMAR) and {3) Hybrid
protocol {ZRP). Nonctheless, two kinds of atiscks in Ad Hoc
Metwork ore passive and active mitscks. In passive otticks, the
routmy protocol 15 does not disturbed., but its ondy covesdrops o
routing traffic and extruct the valuwble mformation. Howevcr,
malicious nodes in active network may disrupt and change the
functions of 2 routing profocols 1 throe possible appmudl:n. e
routmy information modification, false routing  nformation
fabrication, and node impersonation [3]. Lunﬂ:qum‘d}' sCEunity
wssue has essentially becommg more challenging for secure
protocols in Ad Noc networks. Recently, o varicly of secuse

have been suppested, for instance, 1 g-co le
Pnﬁ?E] that mm the copability of Jlfxnpummr:ﬂuf
protocols, o basic mandom key pre-distnbution model by
generuting key pool ond alloting its differcol parts 1o each
node [3-7). Oiher rescarch spproaches also studied key
distributions. throogh either mndom keys or hash @ble for
mithentications,

This paper alternatively focuses on an authentication of Ad
Hoc wireless profocols wnd messape throogh the validabion
using a hash function, Such a hash hunction has been o key
technology m advanced cryptography, which encodes an
arbirary length input message nio 8 kash value with fixed
length Twpicallv. two categonies of hash functions are unkeyed
and keved hash functions whose speeifications dictate only an
mnput message and both mpul message and socunity keys,
respechively. In general, preferuble chametenstics of hash
functions include high passibility of collision resistince and
high sccurity against preimage and second-premuge sitacks.
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Typrcal hosh fupctions, for instence, Messaze Digest
(MAD, MAD) and Secure Has Alporithm (SHA-1) have
gencrally been explotted in software industnes for purposes of
integrity verification of electronscally transmitied files as well
s seourity in protocols. However, the typical hash fumcticns
have been designed based on logical operations or multi-round
iterations, and therefore the h.nshlng process efficiency, wlw:h
depends upan inherent ciphers and complicated compistation
processes, are necessarily requircd. Recently, it hos been
notified through the analysis of the collision Frequencaes that
those of typical hash functions contain several undiscovered
flaws [2]. Therefore, multiple-block-Jength hash Rnctions
have been supgested [3-5] Monctheless, designs  and
implementation of such multiple-block-length hash. function
are relatively complicased in verms of security and efficiency.

As & pervasive feature in nature, choos is a deterministic
precess  penersted by nonlinenr d'nmmu] systems  that
possess  distinctive  properties pecudo-randomness,
sensttvity bo mitin] conditions and mmml parameters. Duc fo
these propertics, chaos-based hash alporithms have been of
much interest a5 an alternative #0 that of typacal hosh
functions. Severa] chacs-based hash function algenthms heve
therefore been proposed recently [6-910]. Despite the Fact that
these alzorithms have offered satisfied statistical performunces
in h:rmluf:htﬁinl performance and eollision resislance, the
difficulty in small key spoce, flexibility, low performance, and

- wiak security functons are obstacles that clovate an attempt m
designing  cfficient and secure  hash  functions  [11].
Forthermore, structurnl topologies of existing olzonthms are
somewhal complex as evident fram multple mops, muli-stage

connections, -oF mnltqﬂc feedhack Imps. ]cadmg 10
complicated signal processing and extensive ileTation time,
This paper fore proposed chaotic map that realixes o

powered absolute-vatue nonlineanity, which offers robust
chaos over wide pammeter spaces, ie. high degree of
randomness through chaotieity measurements wsing Lyapunov
exponenl. The proposed keyed hash funchion structure 15
compact through the use of a single stage chaos-bused
wpology for ose os profecol venficabon. Hash function
operations. mvelve an initinl smge when the chaotic map
sccepls input messape and initial conditions, ond o hashing
stuge whese alterable-length  hash wvolues are  penerated
iteratively. Hoshang performances are evalumted mn terms of
originn] message condition changes. statistical onalyses, and
collision nnalyses.

IL  PROPOSED CHACTIC MAP USDNG POWER ARSDLUTE-
WVALUE NONLINEARITY

This paper proposed & simple chaotic map given by

X = oo, — 1" (n

As for purposes of chaos  measurements, pn:hrnmury
investigations of the three chaotie maps are performed b

bifurcation diagrams end Lyapumow exponent (LE) as fm
gualitative und quontiiative measures of cheos, respectively.

Saenoe and Irformanon Confereece J01F
Sy 2530, 015 | Lowedon, UK

The hifurcation dizgram mdicates possible long-term values,

uvalving fixed points or periodic orbits, of & systom 1s o
of o bifurcation parameter. The stable solution is

represented by o strusghi e while the unstable sohwiions are

- . .
= o
o -
b o
| 2 b
- : Fod
P % 1 g8
b
L= T T 5
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o i
e i
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.. -
'

i of bviflerca
the value of § & moreased froes 0.3 1o 1 widh s oep oee ol RL

Figmre L. D uFdhe o chootic maps whes

e

generlly represented by dotied lines, showing thick regons.
On the other hand, Iﬂ LE s defined t:lxni mfnntﬁv that

characterizes the rte of sepamtion of mfinitesimally close
trajectones and is cxpressed

JUH. ]

asLE = lim —Ehg 2

In order to mnalysis dynamics hehaviors of system equilibria
the Jacobtan can be found through the absolute valoe of the
first dervative as follows;

CLEPY I ﬂmf —_!i__'l b
& | d "

3

Jix )=

ax, —|

Typically, the chaotic map becomes unstable in the case where
Hx 1. From numencal stimulabion result uf{!j maximum LE
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can be located mt g =1 ond e closed 10 2. The system fixed
points can be coloulsted by substieting v, o &, 10 (1) and
omil the subscript n for simplicity, As o result, the equation
becomes

: I
e ‘ |

: |

"]

.-
18 e |

Figwre 1. The thvee-dimensicmal | L spectrum where the maxmmum posifive
LE is birpes when r zpproaches &0 jnormalised 1o 2)

B
Timse {5}

Fipure 3. - An appasenily cheotic wanvefonss af the propossd chastic map i
time-doemaim over s o |

|m’—]" =1 i4)

Solving Eq. (4) wields the fived points. For casz g = 1, the fixed
poinis {x, .2} are given by

In order fo find the value of o such that the proposed chaotic
mop operstes under chaos regons. the  maximom  and
mumimom values of 1., is initally colculated by scthng
Hx 0, In other words,

Jix = amigefor - 1= {6}

Sctenoe amd
il

A5 | Lavyade K
Therefore, the boundory of values of x.., depends upon the
nonlinesr term siemx,) when t, = 0 which falls in the region
[0, 1] Consequently, the bifurcation parameter @ is limited o
the region |0, 2]. Computer simulations of all bifurcation
dimgrams, the LE spectrum, Cobweb plots, and time -domain

15

Figure 4. A Cohweb plot ol dae proposed chastic map m Eg. (1)

1290

Numbrer of Dcourrence
E & B E B
a & & &

=]

a
Values of Xn

Figmre 5. A histrogram of skgral vahies over 1ML iteracons. showang
nn agualby disiribuied vahies of i

wavelorm have been performed using MATLAB with an
el conditions of W1 ond @ = 189, Fizl shows
developments of bifurcations of the proposed chaotic maps
when the value of g 1s increased from 0.2 o 1 wath a step size
of L It 15 apparcnt that the smooth choes appears at g1,
which 15 defined by the absence of penodic windows and
cocxising attractors in some neighborhood of the parameter
spaces. Fig.2 shows the three-dimensionnl LE spectrum where
the maximum positive LE s larvest when r opproaches 600
(normalmed to 2) and therefore the valoe of @ = 1.99 was
realized. Fig.3 demonstrales opparently chaotic woveforms of
the proposed chaotic map in time-domain over Os to |00s.
Fmally, Fiz.4 shows the Cobweb plot of the proposed chaotic
map in Eg. (1)
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ML STATISTICAL TESTS

As for the illustrations, Fig.5 shows the apparenthy chaotic
wavelorms of the proposed chootic map in fime-dommn over
5 1o 1400s. In addition, Fig. 3 shows the histogram of siznal
values over 1,000,000 iterations, showing equally distributed
values of Xn. These choractenistics show that the proposed
chaotic mup offer a relatively complex chaotie behaviors.

Figure 6. The proposed hash funcion comprises eizh propessd chootc
maps conncctied in & crcular network

for stundard tests, the !il: National Institute of Standards
Technology (NIST) has provided a siatistical tests suite in
order to evalute the modomness of bm:n sequences. This
pwm.csdlnﬂnﬂgudihy proposed two cases of
the sigmum-based chaotic maps: for |.000.000 iterations und
simply proceed @ companson with zero, e bit 17 for any
values that preater than zero and bit “07 for any values that
smaller than zero, , the NIST fest sinle from o
special publication lﬂﬂ-!l‘:t\-ll was realized using a typical

value. For ench test methods,
of evidence ngminst perfect hypotheses. 1e a p-
value greater than 3 typical confidence level of 0.0T implies
that the is considered to be random with a confidence
1|:'|.1.inf , Tabbe | summanies MIST test results, indicating
that the generated sequences from both cases of chaohe mops
pass all stzndard 15 tests. As a result of the NIST tests, the
randomness of proposed chaotic maps s sufficient for usc as o
muobility node meodel.
. ROPOSED HASH ALGORITHM

The purpose of hash architecture design 15 to optimize
for simple structure wath fow numbers of chaotic maps, bt
still offer kigh complexity. Tbcprowmd hush fanetion
renlizes sufficient connection m o circular pctnnrk tvpe in
wihich the output depends only on s previous state and
snother mput from the suwccessive maps. Fig6 shows the
proposed hash function comprises eight proposed choofic
mups connected 10 o circolar network. Each chootic map
accepts any arbimry length of mput mwssage, snd pencrakes

Sorenoe amd Irfrmation Conference 2015
Sl 2530, 200 5| Loadion, UK

alierable  length ouwtput bt stream. Imitial condibons are
employed as secunty keys.

Fig 7 shows the pseudo codes of the proposed hash
function algorithm. The nput is o message of length L (M), a
seoret ey (X (1, 0)). and a hash value swe (n) while the owtput
is an m-bit hash voloe. Two stages of hashing procedures
inelude the initial stage and e hashing stage. For inpat stape,
no output is availsble = the beginning svailable and
munr.utl]r one iteration is required for the absolule sine
map in order to cmploy the imtal conditions as o feedback
output. The inpul message 15 elso applicd to the cheotic maps
in this mput sizpe. Once the fist stage is performed, the
sevond stape gencrates the hash value deratively through the
delayed self feedback values and wncther volue from the
nmsii'u chaotke maps. It has been imvestigated thnt the
mimimum mumber of deratons equals o eight rounds. which 1s
equal Inﬂn: mlnbu nfn.hnnl:c maps realizes, implying that the

fnted in ene loop, It can be
m’ﬁ:dﬂ:ﬂ thatthe pmg-mi:d hash function algonthm s
relatively simple i terms of topology, but the complexity. is
termined by the nonlinesr dynamacs of the proposed
Chaotic map.

¥. PERFORMANCE ANALYSIS

A Distriburrion of hash vfie

One of the most imporani properfics of hashing
scheme 1= the aniform distribution of hash value, which s
related o the seourity of hashing scheme. In Fig E{uiﬂr:
ASCI characters of the onginal message are localized withm
1 small area from spproxmately 97 to 1220 It can also be
noticed that the “spsce™ character (ASCIT 32) 18 the mnst
commonly used i the onginal message In contrast, lhe
hexadecimal hash values of the hashing scheme are aniformly
distribusted over the space of all possihle hash values, as shown
mn Fig. §(b). This indicstes that no information of the anginal
message 15 eft after the diffusion and confusion processes.

Impat ;M (2 message of kength L), X {L0) 12 scoret key),
n (o hash value sixc)

Output - H n-bits hash value)

Begin

if The message length, L, & not multiple of & then
== Append the il of M wath *0° forL {mod B)= 0
end i

== Divide the input messape M inlo N sub-block of
length 8 (Defined by 5)

=pki=1

==hap M inio integer with micrval [0, 1]
& First Stage (Inpot Stage)
whille (1= N}

while (1 < T)
== X )= e Mk )= X(i+Le=1))-1]

| P e
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s o=kt ]
e |
end
== X{B r) = el M) = X1 1)) 1|
53k =L+l
=35 f= ]
end
=

# Bacond Stage
while {t = N+10)
while (i< 7§
== X{f,0) = aX{i + Le=1)—1|
S laied |
end
=X (R ekl -1)-1|
= =]
end
== H = Muap X mto imeger with intenval [0, 27]
= return H

Figmre 7. Peeudss coudes of the proposed hab function algormhn

B. Sewsitivity af hash value b the message and initial
conditions

The mim of this subsection s 1o illusrase the high
sensitivity of the proposed hashing scheme o tiny changes in
the onginal message and the el conditions. In onder to
investigate this issue, & series of expenments have been done
under the followang eight different conditions:

Case 1: The ongmal message 15: “Sensibvity of hash value o
the: messdge and inmtial conditions.™,

Case 2- Replace the first character of the origingl message by
“A"™ The two 128-bit hash values for Cl and C3
differ in 63 positions.

Case 3. Reploce the character “i™ m the word “mitial™ by “c™

0 become “emtiml™. The two [38-bit hash valwes for

- u
s
A 1
.g . R TN n..-.-._.‘-'--_...-"' 5
= £
i . =4
- -
- 3
wnw ozEe w3 ow 2
u
a & ®m W oA = = ORI -
Ol seapenre: rershe Nanaderirmad ends woyurecs mmber

=} L]

B Spread of hash value: {aj dimnbution of the oncmal message in
ASCTE (b} distrivation of the hash valis m bexadecimal fonmat
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Fipmre 8. Bimary scquences of hash vakees of eght condminm

C1 end C4 differ 10 66 positions.

Case 4: Repluce the last character of the orignal message “.”
by " The two |26-bit hash vahees for Cl and C3
differ in 62 positions.

The comespomding graphocal disploy of bimary sequences s

shown in Fig 9. The simulation result shows that ony tiny

change in the oripnal message and mitial condition leads 1o a

30" changing probebility for cach bit of hash valoe.

O Sratistival Analvesis of Confrision and Diffusion

Confuston ond diffuston are two essential design
crienin for hashing scheme which arc necessary o make it
resistnt to most atiacks. Diffuston is intended 1o spread the

onginal message stafistics through the hash value in order w

hide statistienl propertics of the origingd message. The am of

confusion is lo-use the ransformation o make the reluionship
between the input bits and the output bats as complex as
possthle. The diffusion and confision test bus heen performed

15 follews: o random messape of lensih L = 50m is created

und s gy -bat hash value 15 calewlated. Then, o it of the

orginal message i1s mndomly chosen and flipped, und the n-

bit hash value of the modificd message s calculated. The two

hash values are then compared m onder to quantify the number
of changed bits. This experiment s performed & tmes for &

= J56. 512, 1024, 2048 and 10004 for hash values of sisc i,

TARLE L SUMAMARY OF STATISTICAL MEASLIRE ST TTIOMES,
Stutisticnl mwusure mcthods Formuslas
Minimum changed i i~
il bit number B-_ “B" '|
Maximum changed N
5 : = max |
o hit number B = “q ! :I
¥
Mlewn changed hat ws il
e narmber B_?HH‘
i3 Mean changed ]
perobabilay
Seanderd deviaizon of
(k1] the changed b
naimbser

S|Pa ge
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(L] Sexndand devuatum AR
TABLEH STATISTICAL BY ron A | 2B-nor 1mhsn wacor
N=155 N=311 =014 N=204E | N=l0080
[ 4 13 “ 42
B &S H K2 L] LX]
B 61 [T
Piw |4 4894
AR .| 9615 565 SATOTEA. | 5671712
APy | A-BA0NE 00T 41E1085 | 4.4320603
TABLE [0 SrATIRTICAL RERUETE FOR A LSlair pass waltie
M=156 N-512 M=1024 N=1048 N=10000
| . |ss 54 56 s 5
B |w i a7 I [
i T35 TH.80 TH.Bh TE.E6 2
P | amm 4131 2916 9.8 491445
il w1766 | namemw | s2s1118 | essero
AP | 3813354 | sysoass | 3913iek | 4 asennd
TAHLE ' STATISTICAL REMCETR FUN 4 1 IR
N=15h =511 N=1024 N=10LH i L]
8 13 1 (s i L
B |1 154 154 152 13K
.'j L5 RE 12778 12674 12650 [I6ETTS
Fiw | duss 294 4451 49 5§ 4956164
Al A 2§0747 | W5S5EK) | ESIATLS SOLELF | T STN04A
AP (e | 3337900 LT R R e LOETEL 2957 LI
where o = 128, 160 and 256 The six statistical messure

methods. as listed i Table 2, arc wsually wsed for statistical

SeTenoe am ramafam o

S ey ol el ngiod bSs i m 25600 hoal valee

Ll T sand ey (D ine-
Tast thme %

Fizure [ Dimnhutn of the number of bits cha

wnabysis. B, denotes the number of changed bats an the i-th test.
Tables 3-5 list the results obtuned m tests for o = 128, 160
and 256 gnd N = 256, 512, 1024, 2048 and 10000, Fig 10
demonstrotes the distribution of the number of bits changed
for vanous values of ¥ . The histogram distribution of the
number of changed bits for 8 =256 and A =10000 5 depicted
in Fig. 11. Bosed on the results in Tables 2-4. if 15 evedent that
the mean chenged bit mumber # and the mean chonped
probability P are very close to the idcal values of n/2 and

St lier of il
i

I

- " s 5] 18 1 ] 148
Number of chanped hits
Figure 1. Histogram disir
e gy =256

i of 1he number of changed bits
and N =1 0000
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Lt

Mwhes
i

[{RIEH

L " .
" ' T 2 & 5 0 i [
Number ol cqual entries

Figwre 11, Diastribution of the number of posiisons where the ASCI
charnchers are the same for ® =256 and N =100,

50% respectively. While both AR and AP arc small for all
fcsts, which mdicates that confusion and diffusion capability
of the proposed hoshing scheme & sable. Collision Test

Hash collision s o situation that occurs when two
distinct mput messages mto o hash function produce the same
hash values. In onder 1o quantfy the collisin resistance of the
propoased hashing scheme, the following collision test has been
performed. The m -hit hash value of & mndom message of =iz
L=50n is created and stoped in ASCIT format. Then a bit in
the random message 15 mndomly chosen ind toggled. The new
hash value screated and stored m ASCI format. The two

TABLEW. ApznprTe orrenrscE pow 2 i vaoees, wieme N =
Absabute differenee (d) Alim. Max. Mean
M5 | IRhik) 5o 074 1304
SHA-I 1 60 95 2730 (L)
Fhang's scheme] | T)i 128%i1) 565 2022 1257
Kanso's scheme] 18] 1 28hi1) 137 2320 14
Wang's scheme [19]{ 128 bi) [E 11495 1526
Ren"s scheme [20] (1 28hi) S 2455 1434
Wang's scheme [21 ] | [28hi1) 655 | 2064 1367
Dur proposed scheme | [2Ehi) 544 2400 1348
Olur proposed scbeme (160§ R ATH2 16&7
Dlur proposed scheme {2156ba) 1402 3954 I

hash vahees are compared with gach other. ond the number of
ASCI characters with the same value at the same location,

Sorenoe amd Irfrmation Conference 2015
Sy 2530, 2015 | Lowadnn, UK

refermed to as the mumber of hits, 15 counted. The absolute
difference of the two hash values s computed as follows:

o = “':T'"' ddectm, ) —decim ) 4]

where m;, and m, denote the ith ASCI chamcter of the
original and ncw hash value, respectively, and decl ) maps m,
and m, to their cquvalent decimal valucs
This kind of test has been performed 10000 wmes. The
manimam, mximum and mean values of  are presented in
Table 7 and a plot of the distribution of the mumher of hits ts
iHlustrated m Fig. 12 1t con be poticed that the maximum
pumber of ogual charucter 5 only 2 and the colhsion
probability 15 wery bow. 1t can be observed From Table 6 that
for # =128 and » =160, the proposed hashing scheme
provides better results than the existing algonthms such as
MD3 and SHA-1. and comparahle results to other chaos-based
algorithms.
D. Resivtance to birthday afiock
A birthduay attwck 15 o kind of cryptogroplac attack that
is based on muthematical behind the binhday problem m
probabiliey theory, Tt gets i name from the surprising result
that in o room of 23 people, there s a probabifity of 50% that
i least two people hove the same birthday. The hashing
scheme should be robust aguinst birthday atiack, which mokes
it difficult to find two distnct messages that have the same
hash valwe. The difficulty of the birthday attock depends on
the size of the hash valoe. For o secure hashing scheme with
n -bit hash value, the difficulty of the uttnck 15 2 . Therefore,
the value of n s needed 0 be loge crough fo make o
birthday atack computationally infensible. For example, if the
size of the hosh value s sct to 256, the difficulty of the attack
ts 2 This Jaeps the system robust apninst this tvpe of attack.

V1. CONCLUSIONS

The design of communication protocols and message
nuthentication m the Mobile Ad hoe Networks 1s challenging
due to limited wireless transmission ranges of node mobality,
limited power resources, and limited physical  scoumity.
Assunng secure rowhing protocols is  challenging  since
MANET wircless networks are highly vulnerable © sccurity
sttucks. Most truditional routmg prolocols and message
designs do net address sceunty, and sre mamly based oo
mutual tnest relationship among nodes: The new compact and
robust chaos-based keyed hash function has been presented.
The proposed chaotic map exploits shsolute-value nonlmearity
for generating laghly mndom nerted walues in the diffusion
process of ASCII input messages. Chaolic aspects have been
ivestiggted  through  hifircabon  stroctures  of  Lyapunow
exponent gs well as Cobweb plots, ond sipnal chamctenistics n
time domains. The proposed hashing stnicture is- relatively
simple  that cohances mndomness gquahity for statistical
performances. The designed hashing algonthms: mvolve the

TP ge
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imitinl stage when the chaotic maps accept ‘inral conditions
utilized as secret keys, and the iterntive hoshing stape that
accepts input messages and generates the aln.-nhkflmg.lli bash
values. With such o compact hash | fumction  structure,
sumulution results hove revenled several desimble features 1o
terms of statistical performances, involving the mean changed
probahalitics that arc very close to 50%%, and the mean changed
bat number that 1s also close 10 @ half of hash value lengths: In
sddmon, the collision 1ests proffer the average mean of 1359
and 1703 for the hash values of 128 bits and 160 bils,
respectively. The proposed has funchion has  superior
performance over well-known slgorithms such as MDS and
SHAL. and is comparsble to other complex structures of
chaos-hased upprooches. As & result, the proposed hash
function has offered 3 potentinl alfiernafive 1o prodocol and
message muthentication methods m Ad Hoe Networks,

The authors sre grafeful o Rescarch and Development
Dhvision: of Thai-Nichi Instiute of Technology for rescarch
fund supsports.
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