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1.3uteyangnimalinngldnu
2. ddeyanznimaliangldauddvidanesiiu Decision Tree ioganely
3.9an037u Decision Tree Ussananadnsnananeenunanyateyanznimalyd
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JUN 2.12 Msuanen1siientadnsuesdane3fiy Random Forest [5]
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Random Forest Asgnuudnenyseianeanun 2 Usean weaginliannsaldusslevily
Nuagliedsaennaekasyibiiausednsninasan daUsznmndanesfiu Random

Forest gnuuUsutuiiay 2 Ussinnmeng taun 1. Random Forest Classifier uag 2. Random

Y a [y [

Forest Regression lngfii3d89a5u188ane3fiy Random Forest visaaavilngany ¢l

2.4.3.1 Random Forest Classifier

gane39u Random Forrest Classifier fugﬂisﬂumu machine learning
Uselnn classification 1agfi machine leaming classifier Aonsiisthdailyaussfvgils
WA uN¥ng classifier Togeinee) Tidnazdu msdwund, NSTIMUNNEY, N1FTILUN
savifionns viaudnsgianmsduundeyasing q feglureuiuneiindeyaduduteya
Uszunnladudu §siadanesita Random Forest Classifier ufivieulaenisldisnis

uuning seveyanie q lagrudanesiiu Random Forest W3
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JUN 2.13 Msuansdians classifier sUsvIAdind i 2 vila [5]
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910 §U7 2.13 dulduansdisn1sld machine learning Tunissyyuseian
vosgunsuaviadialaglinannis machine leaming classifier in¥iglun1sutaguinauuas

sUanuwdeueananiu tneldiSn1sudsraiawuy Multi-Class Classification

Multi-class classification:
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X1

5UN 2.14 n1suansdianis classifier nganuila [5]

910 U7 2.14 9ziuld machine leamning uaiunsa classifier 3mg
#1an egauazvinaviiuliegignies Ineduainsausn ansvaey, ndey, Lavdienys

X sannfiulaginguaniuulilaeglunnanyifieiu

v INBOX
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. SPAM FOLDER

3‘1]17; 2.15 M3l classifier AALen Spam E-mail [5]
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910 3UN 2.15 dunansdian1sly Machine Learning Tun15¥1n13 classified
#3 Spam E-mail lunaasvdvessldaiueenain E-mail Unang tdaulasuidunlagly
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Training Training Training

Data Data PP Data
1 2 n
Training ¢ * ¢
o<t Decision Decision Decision
Tree Tree Tree
Voting
Test Set (averaging)

Prediction

g‘dﬁ 2.17 WUUIaI9anas9u Random Forest Classifier [5]

gﬂﬁ 2.18 WUUINaBINTNIIUVBY Random Forest Classifier [6]

910 JUA 2.17 wag 2.18 Azuansfiamsviuressaneiiu Random Forrest
Classifier Ingtunountsviutuazuiisesnduduneudiie
1 {lduanigadeyadiugadoyavssnni sanes fuduauso
Classified lasnldvinnisilnaen
2. $aneiiinaziimssuteyaandldauiethludedeliiusanes i

Decision Tree
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3.8ane37i Decision Tree ag¥insi3ousaindeyailisu

4.15ledane3iu Decision Tree Beuiteyaiaiaudiuazynismaaeuuazds
HATNEYRITRLARENIN

5.ileivia1anaiiiu Decision Tree dnadnsvastoyasonuiuds saneiii
Random Forrest 9z sinannadnsiazuans lagldisnsiwadwsiinansanedu

Decision Tree LLamaaﬂmumﬁqm
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nanlpeajufie dane3fiu Random Forest Classifier tuilunguuaasulyii
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fanuannsatunisviuignaans Inennadnsvesnguauliivatuasiuegiunnmesdy
MeguudasEdLInmesivaiaznszaemeglunuldyndulugane3fiu Random Forest
lne1dana38u Random Forrest 9¥11N13LA8NANRIBE14AINYATOLAN bR S UNTLMINEIEn
o va ) A 1 & | A o = ~ =
nsuldinegnsludanesfiuinlurmnienugndewnniianngnidenaanin
2.4.3.2 Random Forest Regressor

danes#iy Random Forest Regressor 4y 1Husanes#iy Random Forest

Ngnlddiuvesany Regression 4 9 lngdane3is Random Forest 2¢1438113 Ensemble

method t1s1928Tun15v U915 Regression WA19aNa371 Random Forest

= ¥ o

S [ [ aa ' Y v . [ |
Regressor Hundannesauvililumsailunfeuinlsdnluiiuuessu Regression waannau

9

381N d17098aN83714 Random Forest Regressor {33825 U184LA831UN1T Regression

ANGFRPRIGERRY

sUTl 2.19 ns9h Regression Tngldqeiian 50 90 [6]

q

910 JUN 2.19 MuAzuanafian1vin Regression lneldqnaiinnuasddunu
wuugnan 50 90 warlddane3fin Linear Regression 10w Regressor 3auludruaves

Regression WuavUsznoulumeminysmiudasy wag fudsau vsensusendiulsdasy
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11 Independent Variable uagfalsnuaenian Dependent Variable Tngduusznouias
Huduuszneundndrdayfiaalunisr Regression iszdmnunsauusaesdadlufilsl
mmmﬁ%ﬁaﬁ;mﬁﬁ’mﬁaﬂmﬂ%ﬁwm Regression 1§ L#i109AUSENDUBINTTYIN Regression
Lil#fifissuAfulsdassuasiulsmuiniy uisdimminiinesilissn viedisEoniy
77 Unknown Parameter 44 Parameter ﬁiﬁ%gﬂiﬁt’fmudlﬂﬁuﬁ’lﬁ?LLUiﬁaizLﬁaﬁ’mum
NAAWSUDIAFUUTAL LAYAATNEAIAIINARIALARBUYDINNT Regression M3aTilsnseniy
71 Error Term 1uto9

31N g‘dﬁ 2.20 LLAUAUNITUDS Simple Linear Regression V307157
Beninaunisidunsslaefisunmsiaiiduliaennadosiuesiusynaures Regression ddiudi
Huiuusdaseduldgnivunl3lmdue x dausudseaildgnimualilmdud y wasi
Unknown Parameter fu # Error Term tuazifiud a fu b smd dudl a waw b luguves

aunsEUASRglUAINIUATY 9 uAIgNLNUMEAANNTULAZAT Y-intercept AUA1GU

Simple Linear Regression

T T T
0 50 100 15 200 250 300 350
™v

y=ax+b

a = Slope
b = Y-Intercept

@ Business nteligence By Coratine c

gﬂﬁ 2.20 Simple Linear Regression Formula [6]
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31117; 2.21 Multiple Regression Formula [6]

910 Ui 2.21 9ziiuann1sves Multiple Regression 113a7151138n31a3MS
dunssuuunigalaefiaumsidduldfaenndesivesdusznautes Regression dduiiiu
fhulsdasziuldgnimualilidud x uasfulsdassiufiogvarsannn wihiuusdasy
fuamsodmuasifudsuldesnundissanienviniu daududsaldgnimualdly
\Jur1 y wagda Unknown Parameter fiu @7 Error Term Tuauiduia m fu b mudsuds
m way b luglvesaunisidunssitogluniniuais 4 udgnunudaermiutuuagen Y-
intercept AYAIANU

91nn1sesuneluiFes Regression vaeIdeiumuzandilasagulddn
0AUsEN0UYDY Regression tiufiog 4 asdUsznoumdndaeiiu@o 1. Independent Variable
2. Dependent Variable 3. Unknown Parameter 4. Error Term Tneiosrusznauwmaniiu

WnUsIAIINesRUsEnaunt 1 way 2 Tuatiuildanunsavilia Regression aTiule
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g‘dﬁ 2.22 1A538519U9488n 93911 Random Forest Regressor [6]

910 JUN 2.22 Tuanadielas9a319099anasnu Random Forest Regressor
& Y v & = ° ° \ . & | Y Ao
Hu lowansliunsnisnsevinlunisvinauludiuees Regression 1luogelstnslnenda
gana3viu Random Forest Regressor uagUsznauluaieyatayaiidudiulsdassnie

Independent Variable a1ntuludiunlyusenianaazldlassasisvessanaiviu Decision

¥

[ [y = [ = v a o
Tree L‘Uu‘maﬂI‘L!ﬂ’ﬁ‘LJi%lI'JaNa‘VﬁEJfﬂii‘U“UE)isljaﬁjﬂﬁ@uf\ﬂﬂ‘q@“ll@lla@’]LL‘U’i@EﬁS LL’ﬁZ‘\]']ﬂu‘Lﬂ,u
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a1
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Forest Regressor 311ann1svinauvesdanasiuivinauduiuneussslsineazesuioniy

v
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A3UUsENOU §UM 2.23 wag JUN 2.24 iievilvigsnutiuiaunlanunnduinediudane sy

Y
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Test Sample Input

| Prediction 1 | | Prediction 2 | (...)

Prediction 600

TT———

Average All Predictions

v

Random Forest
Prediction

31]17; 2.23 N15%19UVD9 Random Forest Regressor [6]

910 JUN 2.23 Wuaziuldindana3viu Random Forest Regressor sy
Toyaunanyadoyaiiiludeyaviin Independent Variable unvinisgudoyaiiiodsialiiu

Y Y

nguvesdaneifiu Decision Tree il#lunisilnaeuuaznaaoy iedanasiiu Decision Tree
tuldsudayauuuduanyeiinaeuuds Sane3fiu Decision Tree agvhmstinduiagnaaoy
dewasanduneuilnaeuuasnnaeuvesdaneiiiu Decision Tree a1 Sane3iiu Decision
Tree uwiagdududiuUsenouvesdanasfiu Random Forest Regressor A8¥i1n15uaAdAT
Dependent Variable sonu s lumanadelnesiy wasdomdnadoasedanesiy
Random Forest Regressor Fuazinsiwadns Dependent Variable w@n4aanu1 A

M881931n U7 2.20
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Ensemble Model:
example for regression

Tree 1 Tree 2 Tree 3

L TR TR

ﬂt g A {}l.'S

0.2

5UN 2.24 feg19n13UsEINaNaYeI8ana3iu Random Forest Regressor [6]

210 gﬂﬁ" 2.24 9z un1suanssaeg19n159M Regression taen1sil sanes iy
Random Forest Regressor azidusaneifinfigldsniiunislunisszananateyauiols
NAEWEYBINTIATIZIIN3 Regression senin lneiisunousasioluil

1. 9an937u Random Forest Regressor %’U%’@iﬂa Independent Variable 11310
yatoyaiimaglinuueuli

2. §ane39u Random Forest Regressor %ﬁﬂm'i?j:uﬂlﬂ Independent Variable

3. $ane39iu Random Forest Regressor azvinnnsdsdayadilevinnisduenliiu
gano37u Decision Tree ﬁag’maiu‘[maa%’wumé’ana’%ﬁu Random Forest Regressor

4. §ane3iiu Decision Tree azthieyaiildsululdlunsilnasunaznaaeuriton
A Dependent Variable fiwisnga

.

5. 910 una udana3 Ny Decision Tree WA agf UALVINITUAAINATWE AN

Dependent Variable a8anu
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6. N1 UTANOINU Random Forest Regressor 9gVNN1T11ANLAABANNNATIUUD
A1 Dependent Variable aadnuiunuldvesdaneiyiu Decision Tree LATLAAINAANSVDS

Anaageenium Dependent Variable

2.3.3.3 YBUNNIDIVBIAN3NL Random Forest Regressor
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5UN 2.25 M3UIguigunan15yinungsening Linear Regression iU Random Forest [6]

90 3UT1 2.25 aziuliiinaveanisvinung Regression 1048anasiiu
Random Forest Regressor 1A Dependent Variable f19anea37id Random Forest Hula
Vurgeanulaesuel Independent Variable nduidudiasiiiane tnenedidezesuig

WRNatINAMUTENBY AN 2.26
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5UN 2.26 AMmMBana3iiu Decision Tree dunilsa1ndana3fiu Random Forest [6]
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3U17i 2.27 gﬂmmamadaumﬂmwﬁ 2.26 [6]

nN3ee JUT 2.26 U U7l 2.27 duagiinisendiegntuunneg

T 4 hegralneian Depth dAldunnnda 62.75 a1 x lalunnda 5.545 an carat lisnnndn

[

0.905 uaze z ldinnlundn 3.915 Teeitdiviuneeenuniusziidwidy 2775.75 Tagan
amduaziaueivAadeandieiuiioue 4 fodrafisaviniu dduudlihailadign
1 UnSEUIUNSYINUNEUR98ane37iu Random Forest Regressor agiinleanesiuyiung
ponunldifies 2775.75 iy

Fauugasanalginiile Random Forest Regressor 1@5unsuauLng
ﬁ]’mvﬂ‘ﬁ'\i’]ﬂﬁﬁ’m’mmmﬁLﬂ&lLﬁumﬁau gano39u Random Forest Regressor Huazii

[ %

Aadsiiileyiountihiusenuldlunisiuieiane vdwmarilideyavoingusogieiivmm
yhunethiliansnsneguendigaaariesannnguitegiaitnanyiungle
ﬁﬂﬂa'ﬂaazﬂlﬁa'ﬁﬁaﬂa§ﬁm Random Forest Regressor Yuaglyd
arnansalunsiunedeyaiiueniniionnyadoyaililumsinaouduld dudfuuduile
foneanIunsaifisiyatoyamnuvaiilaisdn Sane3fin Random Forest Regressor tiu
agyhmsthegeanlugadeyaiililunisinaoussnuidunadns msviuievesyateyad

9ana3iiu Random Forest Regressor li3anunu
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Method

RFs

Error

. . == RERFs

ol *
o W
- S

T Tt

L ichords

= 1 8 .. .

JU#1 228  MIUAAIAIAIINAIIALARBUNTTYINUNBVBITANBI N Random Forest gn

UTuusa [6]

NN 5 U1suIT 1R UL d N ula119ane5 9y Random Forest

s ¥

Regressor tuitlymlunisyiunenadnsannyedeyailaildtiunistinaeusnnoudaiuud
{39y Falsinauedsnmsuilatiom 4 35 fe 1. 1Wasulul¥8anesfiuuvuidunsunu end
SVM Regression, Linear Regression 1Jugu, 21435 n15a3191nseanaUssan il ond uu
wselasiheussamiieuiuiinuasnsalunmsaiamsaiaflasudnunld, 3. 193emseua

ac A Y o [} % a = ¥ [ 4 4
2aNINUBULYINY Random Forest Regressor 13U ana3INuaun15sdunss iusy, 4. 14

8anes#ia Random Forest Regressor Mlagnusulsaangiaiuiung

2.3.4 U9funarULasua99anasyiy Random Forest

¥ =) v

luiaden 2.3.4 Jun1aI3gayinsiSeuiigutenuazlaidevesdanasfiy

Random Forest LUUNTNSINVINUAIN9aN85713 Random Forest Juildaneslsiie wazil

v va a
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%@Lﬁﬂ@glqu\‘i LWE]V]7\]51/”1‘1/1N1/|E]']u’]VlEJ']UWUﬁLaﬂJuuuaqmqiﬂl’wum@ﬂLLagﬂJ@LﬁEﬂJEN

Y

1 v

9ana37u Random Forest laagnatalaunIngatu
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Uafuaidanasy Random Forest

1.8ano37iu Random Forest Huanu1snunuldlusu Classification uas
91U Regression 1)

2.5ane37i Random Forest tuanunsnyhausufudoyalufmnemyuay
Toyaludwinavliegefivszansnm wazlidndusasulamunuaziuusvostoyalng

3.8ane371u Random Forest Hufiauanunsalunisidenandnunszuas
anunsnaiiedanaifiu  Decision Tree fifsdusenaufiliidfiuld Tngld38n1squdayaan
yatoyaiiothanaisdaneiiu Decision Tree

4.5ane3fu Random Forest Hulsifivnafiagls suanuinnfanduusiid
auAaUndle 9 mezdanesfiy Random Forest Tild3Emsmusansaudsiavan

5.8an837u Random Forest Huflaaiuaiunsalunisdnnisdeyanuuiiiu

Wadunazlidudady

o A

6.8an93714 Random Forest WudnaglviAranuuugManazainsausu
aunavesnuwlsusuniiendlimdusg1ed eoswnuannisvesdanasfiu Random Forest
UYL NULASYINAAMIALLAYUBINAANENITII U8 N TaNe3NN Decision Tree Tunane 9

sULUU fatuuadanesiid Random Forest Hudwinismanadevesnuuwlsusiusiueig

JaLdeua99anasii Random Forest

a

1.9an937 1 Random Forest JutdudanasAudaulasinuin iwsizan
9ane37iu Random Forest Ludanasiiuidululunuisnudnvae walilmdulugwes
mimmaaugifﬁmmqm Regression

2.8an391u Random Forest Wudndusesldyndayavunalngivintulunis
Anapunszyatayavuatngazvilinisinausanasiiy Random Forest tuviaulaege
a a a
HUTLENTN N

3.9an839u Random Forest WududanasAuusstny Black Box danasy
= o v ¥ 3 1 o = o o a =
Jobigldautuliausanivanlunisauiursonsviuignareddanasiia Random
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A1U139AIUANNITVINNILBITANESIN Random Forest Livianuen

4.9an93%U Random Forest dulgiianlunistinasunuiunindlaigunu
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2.5 fesurefienfiudana3iiu F

dane39u Recursive Fea n (RFE Algorithm) e Sanesfiuildludu
Y9397 Feature Selection gl 57 Feature fsnzanfiunsFouives
Machine Learning kagfn Fea Wi ugianadues Machine Learning
panlulusenineaanisilnely e Learning Model Suiimuusiugad
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2.6 AnesungIngIiuYataya (Dataset)

2.6.1 CIC-IDS 2017

& o Aa o  a = = ) g

Juyndeyanimesuislavasideanesfiunisanauuagnisnszateguwuuiiuy
UIUSTIUAINTU Application Protocols %38 Lower Level Network Entities Iag#1 Profile
wadanusalddiuvuidunyedlunisasisfianssuvuasevieivainvarensouis

topologies MuanaAiueenty wagdausald Profile saufuliioasayadoyadimiuaing

¥ (%
I Y

Feamsiamizuazdl class iuandiusenly lng Feature vosyadeyaiaziiseiuimua
84 Feature la A 1.Flow ID, 2.Source IP, 3.Source Port, 4.Destination IP, 5.Destination
Port, 6.Protocol, 7.Time stamp, 8.Flow Duration, 9.Total Fwd Packets, 10.Total
Backward Packets, 11.Total Length of Fwd Pck, 12.Total Length of Bwd Pck, 13.Fwd
Packet Length Max, 14. Fwd Packet Length Min, 15.Fwd Pck Length Mean, 16.Fwd
Packet Length Std, 17.Bwd Packet Length Max, 18.Bwd Packet Length Min, 19.Bwd
Packet Length Mean, 20.Bwd Packet Length Std, 21.Flow Bytes / s, 22.Flow Packets /
s, 23.Flow IAT Mean, 24.Flow IAT Std, 25.Flow IAT Max, 26.Flow IAT Min, 27.Fwd IAT
Total, 28.Fwd IAT Mean, 29.Fwd IAT Std , 30.Fwd IAT Max, 31.Fwd IAT Min, 32.Bwd IAT
Total, 33.Bwd IAT Mean, 34.Bwd IAT Std, 35.Bwd IAT Max, 36.Bwd IAT Min, 37.Fwd PSH
Flags, 38.Bwd PSH Flags, 39.Fwd URG Flags, 40.Bwd URG Flags, 41.Fwd Header Length,
42.Bwd Header Length, 43.Fwd Packets / s, 44.Bwd Packets / s , 45.Min Packet Length,
46.Max Packet Length, 47.Packet Length Mean, 48.Packet Length Std, 49. Packet Len .
Variance, 50.FIN Flag Count, 51.SYN Flag Count, 52.RST Flag Count, 53.PSH Flag Count,
54.ACK Flag Count, 55.URG Flag Count, 56.CWE Flag Count, 57.ECE Flag Count, 58.Down
/ Up Ratio, 59.Average Packet Size, 60.Avg Fwd Segment Size, 61.Avg Bwd Segment
Size, 62.Fwd Avg Bytes / Bulk, 63.Fwd Ave Packets / Bulk, 64.Fwd Avg Bulk Rate, 65.Bwd
Ave Bytes / Bulk, 66.Bwd Avg Packets / Bulk, 67.Bwd Avg Bulk Rate, 68.Subflow Fwd
Packets, 69.Subflow Fwd Bytes, 70.Subflow Bwd Packets, 71.Subflow Bwd Bytes,
72.Init_ Win_bytes fwd, 73.Act data pkt fwd, 74.Min_seg size fwd, 75.Active Mean,
76.Active Std, 77.Active Max, 78. Active Min, 79.ldle Mean, 80.Idle Packet, 81.Idle Std,
82.dle Max, 83Idle Min, 84 Label Tnefl Feature Insyndayaiildil Label aglugadoyads
lidndusiostmun Label Tvsiiiteldlunsiinaeusaneifiuveinisiioudvesaios yadeya

giladlevinisiiuteyanislanfuuuiliuseiu 2 Yamaife aeud wag neuuie lngaed
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gunsalivihmi il Attacker uaz gunsalnaipsetnefignlanftiuaziiondn Victim laglu

sz uLazIaN Uil sUkuUnIsland DDoS Attack uansinsiuesniy

Attack Name
172.31.70.4 172.31.69.25 FTP- Wed-14- 10:32 12:09
(Valid (Valid BruteForce 02-2018

IP:18.221.219.4)  IP:18.217.21.148)

172.31.70.6 18.217.21.148- S5H- Wed-14- 14:01 15:31
(Valid 172.31.69.25 Bruteforce 02-2018

IP:13.58.98.64)

172.31.70.46 18.217.21.148- DoS- Thurs-15- 9:26 10:09
(Valid 172.31.69.25 GoldenEye 02-2018

IP:18.219.211138)

172.31.70.8 18.217.21.148- DoS-5lowloris Thurs-15- 10:59 11:40
(Vazlid 172.31.69.25 02-2018

IP:18.217165.70)

172.31.70.23 18.217.21.148- DoS- Fri-16-02-  10:12 11:08
(Valid IP: 172.31.69.25 SlowHTTPTest 2018

13.59.126.31)

172.31.70.16 18.217.21.148- DoS-Hulk Fri-16-02-  13:45 14:19
(Valid 172.31.69.25 2018

IP:18.219.193.20)

5UN 2.30 fegravesnisiauiiasedneyse31iu [7]

2.7 U298 NN8IVD9
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