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KRITTAPHAS WISESSING : IOT BASED COLD CHAIN LOGISTICS WITH BLOCKCHAIN
FOR FOOD MONITORING SYSTEM. ADVISOR : DR.NAPAPHAT VICHAIDIS, 69 PP.

In the field of raw food and seafood transportation, the importance of real-
time temperature control and monitoring cannot be overstated. The assurance of
product safety throughout the transport will enhance the product’s trustworthiness
which is one of the factors that customers consider while deciding whether to utilize
the service. This research focused on the concept of using the cold chain system using
Internet of Things devices and blockchain technology. The reason why blockchain has
been chosen is because its data’s transparency and blockchain is a decentralized
system, making it difficult to attack or modify data from anywhere. The device collects
temperature and geolocation and sends it to blockchain network. The idea behind the
application is to allow consumers to track products through a supply chain and notify
the driver when the container’s temperature is out of the range.

In order to record the shipment’s temperature log as a blockchain transaction,
the application, the devices, and the blockchain will be connected together. In this
research, the web application using Vue.js which is JavaScript framework integrated
with blockchain system written in Python language running on the server. The result is
that all servers running the same blockchain network will hold the same data which
be validated and each block in the network can be traced to its previous block. In
addition, the notification feature is also worked by sending the notification to the driver
via the LINE Official Account when the measured temperature or coordinates do not

meet the conditions.
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“previous_block™:
“473790dc170278bf0f65ffaceee669bdeed029c95d50b80219ee84d945341513”

“index”: 0,

“nonce”: 61093,

“timestamp”: 1660325795.1982615,

“transaction”: []

8dblea33e6c8ded 73a31c842fd0bf2f1478be094a0f58a2a9bc96f1d9b589762
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2.2.2 Docker
Docker (Huunanwesuyendwisvlianilsndelidldannsoaine nadgeu uazhinmg
wounantulaag19590133 Tne Docker azussgreviawsasiUlumheniduunsgiunizenii

ABULNULUBS (Container) @ 1azdinndaniworawisavdldlunisiFonldnu wu lauss

a

wiasadwsussuy samialanele Waldau Docker fldzanunsafnasldiunazysuned
Uiz auiunnanInwIngaey (Environment) lag Docker a1a1305893unsidau

1

AunainuangszuuuuRnislaiinazidu Windows, Linux, MAC usiu [31] esduszneu

EOM
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U1UYB9 Docker AxUsEnausle

1. Docker File Ain IARAEIAMSUNITE31 Docker Image WAazA?
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2. Docker Image Asusinuuntglunisains Docker Container IngUsznouliaae
a o a ° A a ] . & & ]
woundLAtuag q Maginauideinisiienladsiu Docker Container U & 5IUMINITAIA
T1099FATINLIAADUTLINZAUAUNITINUTDILAAYI DL UNALATULAR U
3. Docker Container A7 UT335uaskeUndATY Lan ludddmualiain
Docker File @nmuanasufsdunonisinnu swubeesausznouans o N9udunenis
UV ILDUNELAT U
anuutaulan g 3deidenld Docker lun1ssuleUndiaduuwAI aewlUY fio
Docker fvwadn aunsaldeulaing uazfnasldegemanss asninlunisisunionannis
o =% g v a o o = Sy | = % 19 «
e saudsdsiiteundinduviaulmidnasslaegnsiienie sautsmsdeluldanulunies
[ o A =3 o a | 1o [ £ a 5 a wa 1al 5’5 P
wiinefrdufansaniumslataeie Jlalidndusesiianissuudjuanislnisnasaie
AinAa Docker Container sauvislis1duspsiimeylsiiufumie osanainisaun Docker
Image 71laa1n Docker File Tultsulatasviuil drvandgminaniniindonusdnioiutany
unng1siuvinlnllamsallaldauneundindulasnaae Docker dsdanunasnisiunislad
nIAUTATUIgUTEIIaRaT Hounin1sAnn 1 Unsaldnass (Virtual Machine)
A Docker Mfaumsnenslausendandt Medllunswensndvindugldasaunse

@314 Docker Container lasnnnin1sasnsgunsaldnassiuies

2.2.3 Flask i5us3sn

flask import Flask
Flask(__name__)

@ 127.00.1:5000 i -

C 28| [ & 127.00.1:5000

route('/"
hello_work(): Hello World!
return 'Hello World!'

f __name_ = "__main__"
app.run()

Y 1

UM 2.3 §19819715M997U Flask Liialannawuud ukaUnaLAt

CaN

Flask sudsn iunsuiisnnlddrnsunisasraiuladusaiunoUunaiadud

£ '
=4

Wandunisldiuniwlnneulaeanz dsiiegeluguil 2.3 Wesain Flask ilululas

a s

wsuasndvunadnuagldnuie lidndudedldnunugiulavs 3dau 9 [32] venain
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msadraduweundinduunds Flask danunsarhunaiadudiusouszaulusunsuussand
(AP TlFlunsfndedeansseninalinzelusunsudu 4 uduaseswivienioliuiauniie
Fuitlgaulasneie

Flask #iug1usnan dumesimanmadveaniuidsiies (WSGl) dadudervuad

aaa & aaa

a3 e uiddnnesauisadeasiuiuneundedy uwardsiiiuneundinduanunse
Fouloauddetudiosiumsmusive (request) ustazadalaiiaandn Werkzeg Ingluney
WALATULUU WSGI 9z Sudwamissnsaieuazdsdunisnaunduluusazads uagldsauiu
wwansudy Fidumumanlumsuansaiuladfidendn jinja2 lagndnn1svina ULy
AR SuRuaTYn s uNLANEILY A q fidsnilavenaiosddsadlulumuman AN
wasmumantulioglusuuunves HTML Inid wérdsnduanuansgedld Gavinlvinseonuuy

Ya

wiaeanarinlainevy Wesnnnuideidvauudenwulagldaivilwmewdundn §3de
Juden Flask fiaunsaldnulaieiuniwinneu nglidudiuneuszanlusunsudszand
A28n155uteyavInaUnsaing o L umnivweundindulaense neutiazdsdoyaly

Uszananauaziiiudayaadtuuioniwusioly

2.2.4 Vue.js

Front-end Aediuntiveaiulsfnsaivwoundindunanansaiulaniuiusiiwes
Fedungldnuiuriuivledazgnideutiugae HTML, CSS %38 JavaScript 1ng Front-end

2= Y A Yo v ' ° Y

Framework NfeyalAnyelidnimuiluaiu Front-end aunsaviinulaegasainuin
Tu Wnadumssavnuldnnisviinuves HTML wie €SS wvhlugdiuudniagy ifinnsdn
MalAsease Yu fidnws wiliUesiuudn

Vue.js 170U Front-end Framework fuils Ngeliiniamnaiuisadousie
A1 JavaScript ladeunndy Weuduas Paelwanszeziatlunsivauianula lneudianan
Y09 Vue js Aon1siaudiuseussauiudldnsenfediunlanaududly [33] wu n1sadn
WialanNatoya vsonsNveyauukuLlasuvsandeslayaudlanunsaLanstoyasanunla

= ¢ = ' = = a ) °

wuuiSEalnyd F99aAuYed Vuejs Aoaunsaieus ba Ll 0931nlaseas1en1svineugn
ganwuutbilgauldegine Tdssesattunsseusliuuiamsanaunivweunaedy
panula Juesasiiondrslunisimunuinune vy Vue-CLI, Visual Studio Code %58 Vetur

Wudu dnadluindniuinazlszananalaag19599157 Wzean1swaLI UL UNaLATUR

Wunsuanmateyaniteuazlidudou
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Webserver Webserver
1117/ 1117/

Browser Browser
(home.html) (aboutus.html)

</> </>

Browser
(home/ to aboutus/)

</>

0. home page ("route”) is loaded initially
0. The home.html is loaded initially

1. Browser makes a request for the
1. Browser makes a request for the aboutus "page” from the server
aboutus.html from the server

2. Server responds with the aboutus

2. Server responds with the aboutus.html| content (e.g .JSON)
3. Browser redirects and displays the 3. Browser renders/displays the content
aboutus.html content dynamically within the view without

executing a redirect.

15unolU Reload doyalrl Mokt 15utluu SPA Tij Reload Ktk

U7 2.4 Wisuifigunisvhauresivlednaly (@he) Auduleduuy SPA (1) [34]

MANNITI9IUTO Vue js Aaguuuu Single Page Application (SPA) Fa.lumaila
o < saa o o v a o a v = Yo a < !

nsauIvledniidnuurnsvihaulndidesiuseundinty Felasuanudeaduagiewn
luilaguu lnearuuanssanivledlaeialufenisuaninavesdoya a1n3un 2.4 Tu
Aulgdsuuwuunudiedldanudeanisidiou URL vsendiules daiuledagivangiiefs
> | i o o > 5 & % o
Toyalyinans kiin13vieuves SPA lasuniseeniuulviaanisivantiveiules lagiile
lguiaInswdsn URL azlidndudedvandy wadunisldniwn JavaScript Tunsfs
TYANEIU19E N oUIIB AN T UTIANENTWAsURUavestay AWt danAT
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JUT 3.1 A NSIUNTYINNUTIVIUAYBITEUY

Tunsvinuesszuumuieuuly svanusaudseenteindu 3 du laun dauves
Al ULaEaANTANY duszuunasinu (backend) Mguanissudateyasiuinstuiindeya
wazdIuvasuAnanatd (Third-Party) mufiwandlilugun 3.1

s
a a i

3.3.1 drwveyldnuuasdnseig o

(%

Lﬁmmfﬂ,uszwﬁm’:tuti@ﬂ%’muﬁwmaaﬂLﬁu 3 UseLnm GeusazUseanaziians
AU IFIIUTEUULANANSY i?ﬂﬁﬂ%@%ﬁﬁﬁ’lﬂﬁﬂL%ﬂﬁﬂiﬁﬁ&ﬁ]ﬂﬁhﬂﬁugﬂﬁ’w lngUseian
voafldutisoanlawsil

1) ﬁﬂ%ﬁalﬂ (User)

Wodldnuszuuluassn ynawszgnasandudssinndldnaluane gldvaly

LY

anunsagUufingamgiilussninimsvudiduinfiegluaouz ‘Masndevse ‘Gadednsv’

2) WinuILas (Driver)

Az nIe iUkl Ut Tndsdua tnendniuvudsauisaquuiin
gauniitmguiedfudlinily wagdedindndfglunisasistoyanisdndsdudlninnass
A o Y o

\Walin1sisuvudTeean A UAY luseninnsaudmngamgdaiglusavudund
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SuaveuidiolinsuindauiaunfiAedu wazdeduisgavanevateniads wmined
wihillumsnaenunsindsdiSaiedaseunsingsiiy 9

3) wanilu (Administrator)

Hudpuassuunudspuatonarisun léun deyadld deyndudn wasdoyagunsnl
Tnsuanduannsadfis/av/udlotoyamaiuld uenfudsansonsaaoutufingumgiuay

fiindagiuvessavudualunisdndamnseulaiduiy

3.3.2 @2USEUUMAIUU backend

\Dudruiilddanisuszananatoyaniag woligldauaunsaiudeyaniums
Web Application I 13u91ngUnsal 0T lfun wuwesingamaiifdnlilusavududiuaz
uensavuduismdslugadliiiuaiide GPs dagtu (azfga/ansiyn) vhnsasesian
wioufumneiausiagunsaives Raspberry PI 18 APl fladalf ndsnifudeyaainynnis
Fadeazgniiuliluudenivufsafuluguuuy JSON Aeuftazgaudandusluuu soL
Schema wagtuindoyalugiudaya MySQL wuiieafu Tusgnitenisduiindaya win
szuunsanuideyaguvailioglutianasininual’ szdimsudadiounduludminny
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YUAINSURAYDU

3.3.3 dhuresyanaiiaiy (Thid Party)
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UsgmAndn 200 UseinAuaz)iinig pﬂ%’mmsaﬁmummuﬁ AvuaLdUNNdInTUIANIY
wagldusgloviannusuitlunisigsiasig q 1¢ Tae s995UNSTMIUITe Web Application
waz Mobile Application Tnsunanlosuiassauudly 3 ngu laun
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3.4 msaamwugﬁu%’agaﬁums:w

vl employee vl sensor_data
@ id :int r g id:int
name : varchar(100) ¢ & shipping_id : int
sumame : varchar(100) # inside_temp : decimal(3,2)
id_number : varchar(13) # outside_temp : decimal(3,2)
phone_number : varchar(10) e # latitude : decimal(10,7)
., position : enum(admin’,driver’, user’) | | & Q - project shipping .| | & longitude : decimal(10,7)
user_line_id : varchar(64) @ id - int @ created_at : timestamp

# employee_id : int

# device_id : int

# origin_latitude : decimal(10,7)
# origin_longitude : decimal(10,7)
# dest_latitude : decimal(10,7) u o

# dest_longitude : decimal(10,7) 2 id - int
o status : enum('created’,'shipping’,'completed','canceled"”)
m created_at : timestamp

7 updated_at : timestamp

product
@ name : varchar(100)

# max_temp : float
# min_temp : float

v project device

g id : int

= serfal_number : varchar(16) ] © 1 10ject shipping_detail
= vehicle_license : varchar(10) g id:int

# usable : tinyint(1) 4 & shipping_id : int

# product_id : int »

PN v Y v ! v ¢ a v v
JUT 3.2 grudeyavessyuu Uszneume deyanisauds {14 aunsal dudn uazdeyasin

WULDS

grudeya MySQL luszuuidunuugiudeyalBeduius (Relational Database) 1u
nsiudeyatuguuuunsne 2 If waziinisidenleadeyaseninmsnalagldduimniouniu

& AXa & o A 9] v a @ @
Ype719aedn1319 (lundifie id) WWuditenleadeya grudeyanesnuuulussuuiludwandly

=

JUn 3.2

¥
o

AN319maN (Master Tables) Wumsnsiideyaunaziatazlidnistuiindoyaga
Aldeusuvtseniivananse win/unly viseauteyailignldeuls loun

1. Employee

M5 3.2 mseteyarlanu

Y

No. daya ¥iin 518821080 Key
1. |id INT SMEUBINITIN employee PK
2. | name VARCHAR (100) | owsaflfanu
3. | surname VARCHAR (100) umaqasuaqiﬂ%’mu




M1399 3.2 ansteyarldau (de)

No. Uaya 4 518821980 Key
4. | id_number VARCHAR (13) | siaUsgunvuvesyldanu

5. | phone_number VARCHAR (10) | waslnsényivealy

6. | position ENUM avidvoagliau uady

user = Eﬂ%’ﬂ'ﬁ;ﬁﬂﬂ
driver = NUNIIUTUTH

admin = LaAiu

o

7. | user line_id VARCHAR (64) | 3%a LIFF 64 vdn #iléanntayd

LINE voeildanu

iuteyadiui @e wwana satnsussynyy wesinséni) wazdnsnisidily

NuYaIKly 59189 User LINE ID sy wielviszuvaninsadedannuuisieulaatagnsies

2. Device

6

M13791 3.3 ansndeyagunsal

No. daya %1 s18aziden Key
1. |id INT SNEAVDINITN device PK
2. | serial_number VARCHAR (16) | mneiavsiagunsal 16 ndn 7
91ulAa1n Raspberry Pl

3. | vehicle license VARCHAR (10) | tawnzifeousad igunsally
fnma

4. | usable TINYINT (1) | @aaugnisldeauvesgunsal lag
0 = liaunsaldauls
1 = annsaldaula

WNunineasiagunsal Raspberry Pl Mdaudumneaunzideusafilddndsdusi
wialuenlaindeyandeanimuwesiugndwunainsaduluy wasdinuaniwauuy Web

Application 9 A1 usable ldieuananiunisaildnuvesgunsalduiu aldinensiaaey



Reuludleninanuaudsaraiisnisdndinslminiu Web Application Fsazdoaudannzidou

sonldlunsindslaeazuansunsafigunsaifianiuzdu 1 vise awnsaldauls winy
3. Product

= v a v
M990 3.4 G]']ﬁ']ﬂm@%ﬁﬁugﬂq

No. Uaya ¥iln 518821980 Key
1. |id INT IPEUDINITI product PK
2. | name VARCHAR (100) | ¥0v09iuAT
3. | max_temp FLOAT qmiﬁgﬁqqqm'ﬁmmzaﬂumi
@ a 2
WAvAUAN
4. | min_temp FLOAT gauniisaafivanzadlunis
WAUAUAT

Audedud aamadgeaauazaamginigniuizunnisdniududiyiauy T

9

1 v =

seninansdedun Wegunsalindraaumgiiannanmuindeulauwasidsdstoyaludy

9 Y

)

a

wpuinsTsufisuingungininuniAwnnnimiewiuinasigaumainian uayia
a

2

Weunvizewiniuinasiaamaiigeanniy

AN319TIBaZIBeN (Transaction Tables) Wun1saiisudeyauiinmun Joyatiiy
Ienaginmadenlestoyadunsnedu loun

1. Shipping

¥ [ ]

A7 3.5 ANTINVBYANTIAINE

No. Uaya ) 5718821980 Key
1. |id INT IYEYBINNTI shipping PK
2. | employee id INT SWEUDINITI employee FK
3. | device id INT IMAVDINT19 device FK
4. | origin_latitude DECIMAL (10,7) azagmaqﬁ;m'%'méfu
5. | origin_longitude | DECIMAL (10,7) | aos3gmuesqaiiusiu
6. | dest latitude DECIMAL (10,7) | azfau8d9anangnIses




[

M13199 3.5 M519TeYaN13InE (o)

No. Uaya 4 519821980 Key
7. | dest longitude DECIMAL (10,7) azagmaa@wmamidﬂ
8. | status ENUM gougnsinds uuadu
created = 3lidnas
shipping = fMasdnaa
completed = dndsdsa
9. | created at TIMESTAMP | 13anfiadnanisdnds
10. | updated_at TIMESTAMP | nanfinsdndsgnudloaniuzeds
agn

Aaangldaumumiminaudusonaiunisdadeadlnl lnednnsseyfice
aisusuazfidngaUatemaenduazigauazansigame anurveansdndauiady 3
wuuAe Jelidnde (created) fdsdnds (shipping) Jmadsdt5a (completed) yonani
#1574 Shipping fin151d euTeefum1519 employee Lﬁ'aizqﬂuﬂ’u wazid ouleadumisns

device taszyvinamvnzideusanldvudadn
2. Shipping_detail

AN 3.6 H151951898LLDYANISINES

No. taya YA 518az198n Key
1. | Shipping id INT IWEVDINITN shipping FK
2. | Product id INT IWEVDINITN product FK

Woulesiumse shipping wag product WUONITIUANTTUALAAZTOULY LaUA

aglsng



3. Sensor data

AN5197 3.7 H151991aNaUNTal

Y 9

No. Uaya ¥iln 518821980 Key
1. |id INT IYEUDINITI sensor_data PK
2. | shipping id INT IPEUDINITI shipping FK
3. |inside temp DECIMAL (3,2) Qmmﬁmﬂumﬁ’?@lﬁ
4. | outside temp DECIMAL (3,2) Qmmﬁmauamaﬁi’ﬂiﬁ
5. | latitude DECIMAL (10,7) | az@ynaguuvessa
6. | longitude DECIMAL (10,7) | aesdgalagUuuessa
7. | created at TIMESTAMP | nanfladesneaziBenanisdnds

o 1

Weoulesiunnsne shipping vimtiiuteyaeamgiuasiunistdagiuvessovy

Aun ngazdsrnugananiiuualuszuy W vn 10 3und 1usiu

3.5 |n3esiiouazgunsaiaily

3.5.1 IARosnoufianef vde Virtual Machine Mfuszuuuftanns Ubuntu Server
et 20.04 e 16 GB

3.5.2 Node js Loddu 15 3wl

3.5.3 Python 12057y 3.7 TulU

o <
3.6 NMIWMUIUADNLYY

vhonuluanuddedgnimuiiieniwlnneu lneleueylusurespaavianils
174 P L ¥ 1
Poyaimnvaglunata laun

1. Nodes Judnvoslauuunvislofiuonnsavadlvundy q Mlisuneaiulnus
Uaqdu

2. Target Anvthmnedldiseudisuiuan Nonce neludeyaynsaian wu 0000

3. Chain @Wsgvesudenyiunlagurasudenazagluzuuas JSON Object Ay
Joyanlasuinangunsaliguwesdnit Yeyalu Chain Usznausmie

1) Index fledsuvesufiondutiuly Chain udenusnvzd index a8l 1
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Cr =

2) Timestamp nadagiuiideyagniuiinasluuden

LVARRET)

3) Transaction esévesteyafiiuldangunsal

4) Hash_of previous_block ?Tagaﬁgwmsuawﬁaﬂ%uudawﬁﬁﬁLi’hﬁﬁ’aLLUU
SHA256 Lvluguuuutaaiy

5) Nonce tJurdaavfitaelaefiisn1sauiuadlanauans 1ina1nn1sudl

Index, Hash_of previous_block, Transaction wag Nonce ui3esmonutiudoninu wag

1Y '
Y o a

U SFERUU SHA256 Uaaliisuiuan Target ARgk A1 nonce g UINAILOUNNTULTDYE
WNANAIUIEENN1E ARSIV UL 19U Target ARTLITAYINAY 0000 14 nonce

i siateyalsey 9 uNITeYaIlIsATNAEdAY 4 AusAiniy 0000 TununeAILdn

] v

NnAssvayagnaudinaglifininazla nonce ANAITL iszlinuswesteya a1y

Y Y

1 P 1

S2UDIANNVBUADNAIUTIFINARDNITAIUIUA IS UNU

Y Y

target -mnuadthnane 1w 0000

function valid_proofy , ious_block, transaction,
nonce) {
content -{index}{hashed_previous_block}{transaction}{ ce} sla

Aududananu
content_hash =si1content W1ssiauuy SHA2ss

ifcontent_hash[:len(target)]—-target) {

return
}
return False
}
function proof@dndex, 2d_previ L <, t tion){
nonce -0
while valid_proofd , 1S evio ock, >tion,

nonce) ldmnauunilu False {

nonce +=

F

4 ' . @ v v @ @ <
ielad1nin valid_proof aduuuilu True uddazdsdr nonce agiiunau iy 141y

<
uasn

}
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4. Current_transactions ansgvastayaagafivivldannaunsalneuinasnsiaaey

ANgNABsvBItayanazasluiiusialy Transaction ¥ Chain

ailnsai LA AdUIITINE udantaiu §iuzaua

|

) |

datiayaanunil Winm |
|

|

| | |
| | |
| g _ | |
| uwazsianmsinas | |
| | |
: : ATIAAAUATHATUGIN : :
| |‘ Aastiaya % |
| | | |
| o - - Jesonse_ ] !
| | | |
| | asaudanls | I
| | p |
| | | |
| I |  esmEaauAIugndag |
[ [ | 2as Chain Aauwsiil |
| | :l |
| | |
| | | . |
| | FATWIALET Nonce |
| | :; | I
| | | |
| | | wimiayaanudan |
| | I A3 Chain |
| | |
| | |
| | | I
[ | |  dudindavaannalnsal |
| | | |
| | l response I
| | [ ) g 4
| | | |
| | response | |
I -1 O k- 7 |
| | |
| | |

a ° < Y ¢ 1 v 9] ) 4' '
Eﬂﬂ 3.3 ﬂ']iV]"l\?']UﬂWEJIULUa@ﬂLsﬁuwaﬂﬁ]qﬂq‘ljﬂimaqsﬂai{!aLGU’]M']ENLﬂi@QLLﬂJGU']EJ

A a oy

Lﬁ@Lﬂ?’ENLLEJI“UI’]EJ%"IJUE?@ﬂL%usﬁum’]ﬂf\‘iLL’iﬂ %a%’wwé‘amwﬂw qdUaAiId

v
o < Y

genesis_block kaztTFaRUY SHA256 Tusn wazthuaenuuluinulilu Chain nasainiu

Weteyagndwwnaingunsal aznsivaeuindarndesnisasunnamsely laun azhga
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a0d3n eampiinelusavuds guuQiiatguensAvTUAY LarsaN1IInds MnvInudiE
TaAmiaasdssianeunduludmunsaluazlinsiaaeuvserinnisiiuteyanelauniiaed
msdetoyanstlmiidnmn uitdeyansudmasihdeyaluinuludiuys Current transactions

o A

AINNA1INITAY waFUNISATINEOUAINGNRBITRTaya nountTiiveyly Chain 1
Toyagniewmazligniuisunuasdeya lnenisin Hash_of previous block wesusiasudon
wlsuivfeyassafiinsiavesudenteuniuagAuinian nonce vedwsazudeniivuiinli
! | £ =) oA ) Ao =3 Y ! a0 A a
Tnsaiuiigndewmseliieilunstuduinvdenwulnuniudslignlauivsegniuasuwdas
v % v U = & 3 1Y P v = A 19

Toya naInteyagniuiinauaIevigudenisualdzgnawialutuiiniignudeya MySQL

Inggnluifnszuaunsvhaunieluvdenuuiilugun 3.3

3.7 N15:3aUl89dUNSNI9IUVITZUU

| |

i | URBNLTU

| |

~ ainsal loT — < » Web App
I | I I

i i i Fuiana i

1 | 1 MysQL 1

1 I | 1

I | I I

JU 3.4 uruN NULERINSIeNLEsEUNNSYINaUTe 3 dau

a | A 1 o A (Y] a
NgUN 3.4 1 Tuununnuansnsifeulesdiunsinunueniuluszuu laeisuy

¢ da Svve a v | o | v Yy Ao o A
ngunsal IoT NieAslItuTaTLAUAiazAY AzdWoyaanImIndouinalaludunias
wineifnfesesudenyuLasgIudoya MySQL Funiewidneilazvimimduaiiou
nasEnIntoyaisuainaunsalivugesuargunsalinfeunngldaunsonsivaeula a1ntu

lugiuvas Web Application agfesgasidunsinsqanguteyauwanslaiuuisvalng viedl

<

Wietinmsunludayaangldausiums Web Application Yayanszgniuiinasiulugiudeys

Y

wazgUnsal loT Nezdmevdeyatiuldwuusealviiwuiy diunisinnuvesssuuansowan

Y

L9588 Ren AR
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3.7.1 30yudum
lusnvudurusazAu eAns9gunsal Raspberry Pl 3 AU aus o UGBS IR
gaunndanateuenkarn1eluvesn wasllasunsindsdudasiin1shannunea v

gUN30iue4 Raspberry Pl f9lARFAI8E19A LA

function 01
. o A ¥ A aAn v = o N ¥
serial - mnevsiaiuAY iHensain luamniodssiaginsalla

f - d1udayaresginsaiain /proccpuinfo

for line in f:
if 1ine(0:.6)— 'Serial':
serial -1ine[l10:26;

return serial

SHNAANTUAUITUAIUUT serial wazauAIIINMUIeUsEINaNaTadgUn el
Raspberry Pl wiafume Serial iidununaiavsiagunsal 16 nan wazdsrinauluduases
1 A o v = v i = cdo @ 1 o
witeieAnmLazduiinteyasely Fwngiavgunsalidndusgiaunnlunsseyindign
dunangunsalialnulaegegneies nasa1nty Raspberry Pl 3¥A533d8Ua 1IN 1UuTYAId
msvudeiidensovudumiulagtuuazeyluaniug ‘iasinds’ wield wazuml id ves
m1374 shipping Lialdlunmsdetoyanisgamaiiannaeuenwaznieluvesse waziidiatdagiu
Mnues lUduaTawlnenusreziamimuall vl lussninamstuiindeyaasiingg
ndauIdARA I Nvilalusavududeglugunginivuivay Ingiseuiguniuinuel
gounilasan (max_temp) wavaaumnisign (min_temp) tun1313 product waziiinsiaslyl
1 a a A = A v | v Y A
agaLanunanniuly mnliteulvlateulunilsligndes szuvazdstanuud siiou

1UE LINE 929N uauasnSuRnuauni1sad i vadetii 99m1081991uad
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function auto_run(O{
denseiugudesys
. . . o ] ¥ dl v e al o rd” =
shipping_id -winsdndsangaudesyanlinunaiarginsnlineariuglnsniiuazil
A0NUL NNAIAFS
ifyishipping_id 284n139ndalad
1 v -
audayaangingnd

location_status -wrRanlaueanig wazdepnaunnlu VEG

temperature_status -iiaReulaaesgungil wazdepnaunniu

vira False
if location_status —False {
- voa A o
ANTAAINLAIFNDUITAINA
1
if temperature_status —False {
N PRI T L IE R Tala BT FaER
I
dvipyaanginand uazsianisdndeain shipping_id lugsuaania
I

IanNsEmaNsAet L IUTaNA
a9 a

lAndsnanaziauyinulaesnludflioaldiu Raspberry Pl 1fianslanll uazae

1 ¥

pyrvdeuRaulysILdvdoyaludunIawivieyngsresaninmun wnluaitiulilinig

Y

[ YY) ]

Jndanegluaniuy Mdednds agliinsussuranatudeludn wivgdsnatansviiauly

1398 9 WUNINLATN1TIREIATIIUUIN

3.7.2 1A3DILIYIY
P [N 1< a s a wua o 1
w30l v1erdunNimasseuuUURANIS Ubuntu Server wazsulusunsuniuy
Flask Faifuwlsudsndmsunrunlnnouiildeudusniieldsiudy Webserver 1y Apache
Wudu vililwmeuainisouanswaniin Web Application 50 ns5udsAniy AP LG &3

melupIatutigaziiuiigIudeyas MySQL waslaldnuudeniguaieg
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=
. Uaantyu
gunsad loT = —
4 =i = =l =i
LATaNN 1 LABIN 2
dadoyanngunsal 4-[ Fudayafiuliluvdon ]
[ tidayalusialu Chain ]
a . o o & 9 =l
[ Yadardayaiuinundy |<— [ vadrdayaiulvumniu
[ FTIREUAIINABY ] [ ATRADUALIYAFDY ]
f lalgndas % lalgnéfas
gnsiad nfiae
grfes | i
[ Fayalutagtuud ] [ Hoyafutlegtuuia ]

JUT 3.5 (98 190unaun13YNuTeIUaoNulD AR IMAZ S UH N LASDIMNITY

=] = d" 1 a o < a v < v <

INFUN 3.5 WiaipIeduaiviesuyinny astunsdaldnuuionsulazasisuden
A4 aa l . & & I3 Ao Y A o y v

WSnN3eL38NI1 Genesis Block Junnduudennidelaiiiveyassls Welin1sdsdayauain
gunsal 10T Mdaudenwulvualalnuanils JeyaszgninubiluvdonuasiiudluluGews
Tuwieliteyatinnnudeuseiu lngluusasude nuenandeyalagiuimiudiuiugs 9z
= 2 v V) < ' v o & = 1 =
finsiiuteyaniinsvaudivesudenieuninlaeg 3ndulnuaNATeIYILLATENRUNI]

v 1 { Yo o A a v 1% = = aa o & A
JoyauesninagldmduievedeidayamenisiuIsuiisuminuandduiuudenuiniian
wagynudendeiideyagnieuiieladeyauds Inuadinanazdmeandeyalidutegiu was
Tunsesavgeunugnietvesteyaluvdenwurililaenisieuiisutoyaidnsnaves
vdenneuntituiinld fu deyarirsiavesudennaunthiinainnisidisiasisiazuden
windayavisaesdrulunsatuazioinvienwuaetuduluggyililiawisaduiindeya

sollld aundnevveTadiulnunduiielideyaluvdenwulnuaiunduingnsies
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Taaasegrudayasudu

# library entulunisaiigivtoya

import os

import mysqgl.connector

from dotenv import load_dotenv

# mbilusunsuarnsneudeyaaining .env by

load_dotenv()

# mmundeyaiiondulunsasremsraiulsludauysidu Aray JSON
# Tovesns19aLagiian name uazAeaNUs 1 9 95agiifas columns
tables = [
{
‘name": "employee’,
"‘columns": {
"id": "INT AUTO INCREMENT PRIMARY KEY",
"name"; "VARCHAR(100)",
"surname"; "VARCHAR(100)",
"id_number": "VARCHAR(13)",
"phone_number": "VARCHAR(10)",
"position": "ENUM('admin’, 'driver’, 'user')",

"user_line_id": "VARCHAR(64)"

"name": "device",
‘columns": {
"id": "INT AUTO_INCREMENT PRIMARY KEY",
"serial_number": "VARCHAR(16)",
"vehicle license": "VARCHAR(10)",
"usable": "TINYINT(1) DEFAULT 0"




"name": "product”,
"‘columns”: {
"id": "INT AUTO_INCREMENT PRIMARY KEY",
"name"; "VARCHAR(100)",
"max_temp": "FLOAT",
"min_temp": "FLOAT"

"name": "shipping",
‘columns": {
"id": "INT AUTO_INCREMENT PRIMARY KEY",
"employee _id": "INT",
"device id": "INT",
"origin_latitude": "DECIMAL(10,7)",
"origin_longitude": "DECIMAL(10,7)",
"dest_latitude": "DECIMAL(10,7)",
"dest_longitude": "DECIMAL(10,7)",
"status": "ENUM('created','shipping','completed','canceled)",
"created at": "TIMESTAMP NOT NULL DEFAULT CURRENT _TIMESTAMP®,
‘updated_at": "TIMESTAMP NOT NULL DEFAULT CURRENT TIMESTAMP®,
"FOREIGN KEY(employee id)": "REFERENCES employee(id)",
"FOREIGN KEY(device id)": "REFERENCES device(id)",

non

"name": "sensor_data",
"columns": {

"id": "INT AUTO_INCREMENT PRIMARY KEY",




"shipping_id" "INT",

"inside_temp": "DECIMAL(3,2)",

"outside_temp": "DECIMAL(3,2)",

"latitude": "DECIMAL(10,7)",

"longitude": "DECIMAL(10,7)",

"created at": "TIMESTAMP NOT NULL DEFAULT CURRENT TIMESTAMP®,
"FOREIGN KEY(shipping _id)": "REFERENCES shipping(id)",

"name": "shipping_detail",

"columns": {
"id": "INT AUTO_INCREMENT PRIMARY KEY",
"shipping_id": "INT",
"oroduct_id": "INT",
"collected date": "TIMESTAMP",
"FOREIGN KEY(shipping_id)": "REFERENCES shipping(id)",
"FOREIGN KEY(product id)": "REFERENCES product(id)",

# Weusarug uTeyauazasi s ndeug nudoyanauly
def declare_database(db name=None):
mydb = mysgl.connector.connect(
host=host,
user=username,
password=password,
database=db_name,
)

return mydb




# asgdeyadeiieaty do_name Inelimsnsivaouiidiliimedydoyaiuinoy
def create database(db, db name):
cursor = db.cursor()
sgl = "CREATE DATABASE IF NOT EXISTS {db name}"
try:
cursor.execute(sgl)
except:
pass
cursor.close()

db.close()

# augasremsnmuiinmualslusuys tables
# lnedimsnsivaeuaamaniy 9 Siluinedlugudoyaiuinou
def create tables(db):
for table in tables:
cursor = db.cursor()
sql = f"CREATE TABLE IF NOT EXISTS {table['nameT} ("
sgl += ", "join(f"tkey} {value}" for key, value in table["columns"].items())
sql +=")"
try:
cursor.execute(sql)
except:

pass

cursor.close()

# G983 host, username, password 20l .env ﬁﬁ%’mwnﬁ

# vnlalealnd .env ialumuiauysiaiiel’ asldnsuduiogly else uny

host = os.getenv("db_host") if os.getenv("db_host") else "localhost"

username = os.getenv("db_username") if os.getenv("db_username") else "root"

password = os.getenv("db_password") if os.getenv("db_password") else




# WNNTUNANA 1A TULSENA 19 UN SIS EnlTWan Ui Us e n1A L Inaund)

if  _name_ " main_ "

db name = os.getenv("db_name") if os.getenv("db name") else "project”
db = declare_database()

create database(db, db name)

new db = declare database(db name)

create tables(new db)

Tandsdayaanaunsalludsudanivy

# library s nduluniservanangunsaluazgiudoya

import dht

import os

import mysgl.connector

import requests

import threading

from machine import Pin

from gps import *

from dotenv import load_dotenv

# library iieiassiary line bot

from linebot import LineBotApi

from linebot.models import TextSendMessage

# ninlUsunsuarunsaamudoyasinlig .env la

load_dotenv()

# @9eaus host, username, password lag db_name

# sudsauiilinsiseutoulvgampluaziioulyiisn 91nlna env Tasruents
# winlulals .env wialiiwusudsiias1als vxldmsuduiiogu else uny
host = os.getenv("db_host") if os.getenv("db_host") else "localhost"

username = os.getenv('db_username") if os.getenv("db_username") else "root"




password = os.getenv("db_password") if os.getenv("db password") else
db name = os.getenV("db_name") if os.getenv("db_name") else "project"
max_temperature count = int(os.getenv("temp_count")) if os.getenv("temp_count")
else 3

max_location count = int(os.getenv("location_count")) if

os.getenv("location _count") else 3

inside pin = int(os.cetenv("inside_pin")) if os.getenv("inside pin") else 14

outside pin = int(os.cetenv("outside pin")) if os.getenv("outside pin") else 15

# nmualilouyaseimaingunsallagly PIN 9906 uUs inside_pin Uas outside_pin
# Uazmunduysieg [ dauain

inside_temp_sensor = dht.DHT22(Pin(inside pin))

outside temp sensor = dht.DHT22(Pin(outside pin))

gpsd = gps(mode=WATCH ENABLE|WATCH_NEWSTYLE)

# as19naravey Device lngtnilunaiavzdiandiuuaziuyseos

class Device(object):

# inTua MU IuA ey TiagUn saluazaanaulukugauys serial
# lslanansoeruals vxasemnauluduausuduinime i
def get serial(self):
serial = "testserial"
try:
f = open('/proc/cpuinfo’, 'r')
for line in f:
if line[0:6] 'Serial":
serial = line[10:26]
f.close()
except:
pass

return serial




# Fuvsisuduresnat Device Wilalusunsugniuiuasusn
def init  (self):

self.serial = self.get serial()

self.inside_temp = None

self.outside temp = None

self.latitude = None

self.longitude = None

self.location = None

self.temp_fault count = 0

self.location_fault_count - 0

# odduionuniamgiudoyaininissnaaildmneiasiaaunsald
# uazegluaniug 'M1a9pas’ vielu 6 1v0vzava159aNI3IASNNAUN
# 590139617 User LINE ID vosmiingiuauasiisuinvountssnasiud e
def check active shipping(self, mydb):
cursor = mydb.cursor(dictionary=True)
sgl = f"SELECT * FROM device WHERE serial_number = '{self.serial}"
cursor.execute(sql)
device result = cursor.fetchone()
cursor.close()
if device result None:
cursor 2 = mydb.cursor(dictionary=True)
sglL 2 =™
SELECT s.id, s.status, e.user_line_id
FROM shipping AS s
JOIN employee AS e ON s.employee id = e.id
WHERE device id = %s AND status = 'shipping' ORDER BY created at
DESG;
val = (device result['id1],)

cursor_2.execute(sgl 2, val)




shipping result = cursor 2.fetchone()
cursor_2.close()
if shipping result is not None:
return shipping_resultlid’], shipping result['user line_id]

return False, False

# Warsuiioouoysampduaziiinainaynsal

def read data(self):
self.inside_temp = inside _temp_sensor.temperature()
self.outside_temp = outside_temp_sensor.temperature()
location = gpsd.next()
self.latitude = getattr(location, 'lat’, 0.0)

self.longitude = getattr(location, 'lon’, 0.0)

# dedoyalUdavannivy
def send_data(self, shipping_id):
# 97uA7 URL a9uategneiidasasaining env
base url = os.getenv('base_url)
url = f'{base url}/transactions/new"
data = self. dict .copy()
data['shipping_id'] = shipping_id
# sadoyalusiuys data Wimaeusianinoinisa
select keys = [linside_temp', 'outside_temp’, 'latitude’, 'longitude’,
‘shipping_id']
for key in list(data.keysQ):
if key in select_keys:
del datalkey]
try:
requests.post(url=url, json=data)
except:

pass
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# TlriTUnTI9FO UM TYIFUA

def check temperature(self, shipping id):
db = connect_db()
cursor = db.cursor(dictionary=True)

&
o

# Fadoyaduamniuieglunisingensed
sl =™
SELECT s.id, p.name, p.max_temp, p.min_temp FROM shipping detail AS s
JOIN product AS p ON s.product_id = p.id
WHERE s.id = %s;
val = (shipping id,)
cursor.execute(sql, val)
result = cursor.fetchall()
cursor.close()
check = True
# avasaeuadudniueglusmpiimnsaumsols
# sriusrsulatuniiinitouly iy noundadeulvianatn
(temp_fault count)
for row in result:
if (self.inside_temp > row['max_temp'] or self.inside_temp <
row['min_temp']):
self.temp _fault count += 1
check = False
break
if check:
self.temp fault count = 0
# mndauiidakeulvinnainunnimiewiduinmueld evadeanauluitu
False
if self.temp _fault count >= max_temperature count:

return False, self.inside_temp




12

return True, 0

# WNATUNIA YT YUTUA
def check location(self):

2
=~ o [

# ATI9TOUIINNAYITDYUTUAIENNAAEINUN 177 TI9doUATINBUMIMTela]

=

# §10¢/9nLAE I siuTIUAdARauludaNaTn (location fault count)
if self.location == (self.latitude, self.longitude):
self.location fault count +- 1
else:
self.location = (self.latitude, self.longitude)
self.location_fault_count - 0
# mndnuiisateulvinwainunnImseinuinmnld szasmnauluidu
False
if self.location fault count >= max location count:

return False, self.location fault count

return True, 0

# szeziamagilusunsuerunaingUnsaluazadoyala
period = 10
# aiNgaUsiitunaia Device iloisusulusunss

device = Device()

# Wntuavsuautadeuluds LINE Official
def line_push_message(user id, shipping id, message, data):
text_message = F'INISLAUAOUIINNITIAFIRUIBLAY {shipping idA\n\n"
if message "location™:
text_message += f'agnARNWILAN {data) AaN\"
elif message == "temperature™:

text_message += f'aaumiisouduslivunzan! gaumgivagdu: {datal\n\n'

text_message += FasnaeuldT: {os.getenv(liff_url')+"/shipping/‘+str(shipping id)}"

line bot api = LineBotApi(os.getenv('channel access token)
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line bot api.push _message(user id,

TextSendMessage(text=text _message))

# 1¥ousiaiugudoyauasaeysiluiaudeugiudoyansuly
def connect db():
mydb = mysqgl.connector.connect(
host=host,
user=username,
password=password,
database=db_name,
)

return mydb

# flantus v USesa U5 Son e suiysynaal inaunih
# wpzazvhandmilaednludiiyngssezaainmusl3 (period)
def auto_run():
threading.Timer(period, auto_run).start()
mydb = connect_db()
shipping_id, employee line id = device.check active shipping(mydb=mydb)
if shipping_id:
device.read_data()
location_status, location _data = device.check_location()
temperature status, temperature data
device.check temperature(shipping_id)
# drloulvilindenauunii False sxausauiouisaaisin
if not location_status:
line_push _message(employee line id, shipping id, message="location",
data=location data)
# duSeulvenmpisemnauunty False ssdwudauiousasgamnd

if not temperature_status:




line_push_message(emp
message="temperature", data=
# dedoyaludaudenioy I
device.send_data(shipg

mydb.close()

if name =="_

auto_run
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id, shipping _id,
Jata)

Falumael
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