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PUMARIN TIANGPANICH : AN ANALYSIS OF THE DARK PATTERN OF USER
EXPERIENCE ONLINE SHOPPING APPLICATION IN THAILAND. ADVISOR : DR.
APICHAYA NIMKOOMPA, 254 PP.

The analysis of the dark pattern of user experience online shopping
application in Thailand has the following research objectives: 1) Studying Dark Patterns
in e-Commerce applications 2) Raising awareness of Dark Patterns among the public to
reduce privacy infringement caused by lack of knowledge about Dark Patterns.
according to the Act Personal Data Protection (PDPA) 3) Study the opinions on the
code of conduct of designers in the design of e-Commerce application systems. The
results of the research are as follows: An experiment on the recognition rate of dark
patterns among the Thai population found that only 4.2% of Thais knew about dark
patterns and had an unknown rate of 58.3%, resulting in a preliminary risk analysis of
31.3. %, or one-third of the population of Thailand, is at risk of being misunderstood
in Dark Patterns, which can result in damage to property and personal data. There are
five popular e-Commerce Dark Patterns. which consists of 1) Forced Continuity 2)
Hidden Costs 3) Price Comparison prevention 4) Roach Motel and 5) Sneak into Basket.
In addition, there are total risks in 3 levels, totaling 13 items, consisting of 1) a group
whose risk is at a dangerous level, 2) a group whose risk is at a caution level, and 3) a
group whose risk is at a minimal risk level. Using Dark Patterns can have a negative
impact on the organization. Both bad user experiences cause them to tarnish their
reputation. and resulted in the business of the organization having a major crisis such
as Getting banned by consumers, etc. Therefore, doing business and designing
information for consumers honestly is what the organization and the design team

should do. rather than doing it for their own benefit

Graduate School Student’s Signature.........ccoeceveeeeninnnes
Field of Study Information Technology ~ Advisor’s Signature.........ccccocovvecniinieenns
Academic Year 2022
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YWIAVBINU10V8IUNTAUBNF1EMINT NS

Wisuguuuvalenluwsaziiesdu

174 4 ey A L |
nsltanulnsanidefoniualnuaunie

85% vasldniinldiiaidealunisldgunsainawn
laignansauihiald laignansadials

Whiidlddunn

6°/o

Y = } 7
W alddne

s Ve o £74 =~ s Y t74
AunlA lgav AunlnlYaesiia Aunlin lvdagle

JUN 2.1 Mahiweyauaztedninveldiilodudaninaogunsainnm

a1

ndedrinvesdlduiidelfiiandnnisesnuuudmsuaunsainnnndud i

(% sala

dAglutagdumsgyilvifanadnsiasedldaulunewing wWeldnisesnuuuuuaunsal

NANT LA NAA NS DBNUIE 1N USZANS AW UaNANTBINAkAa89AUsENaUTUNISRR AU

'
1 LY =

InedsuszaunsallduuaunsainnnnesidudsdAgfiasededaguiu Ssaznannddlu

Pdagald
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2.1.3 aadusznauniseenuuulaedwmnuysyaunisallduugunsalnnmn
=~ v o & vud o
nsaveenwuulivssauanudnsalaty anuasainauislunsldam (Ease of
Use) Anuanunsalunisiseus (Learnability) nseeniuuialssunaulandyldau (User
Interface) Aunelalunisldauvesldeu (User Satisfaction) arudasndelunislday
(Security) waunlunisldauvessldaru (Behavioral Intent) uazanimuwinaeulunisldeauy
(Environment) uasdusznaudidgluniseensuuliinanseeansvaingldnuitauise

navland Ugymiwazun ludadaiatunisldnusig q dwaliiinaiuidndudiiiaded

(%
oY

Ufduiusruueunaindumatu [11] uaziieliAnmseeusvanglisnusilrdndudesd
wénlumseenuuueUndnduiinintu [12] Swszneuluse 6 sdelvalliun

2.1.3.1 anudaaulunisussiiulazaunsalalusiug (Visibility)

2.1.3.2 nsimunldog 1ol e weseUndintunasdnnnuisunsouse
nsldauresldnu (Development)

2.1.3.3 M3andun1saudennas ngranguazuleu1ese ¢ (Acceptance)

2.1.3.4 AUaRAAR 03N UTENI1E LT Uaz ST ULV UNELATY (Commu-

nication)

[
v b4

2.1.3.5 mynldaudeuazitunoulasunnsauaguuIniign (Econo-

mization)

2.1.3.5.1 wyhgnasvuieldlunmsgeuiliaesiliddgy (Sidebar)

Y

2.1.3.5.2 fdenivilianunsadnszuulddetu (Toolbar)
2.1.3.5.3 S3msudlaiymiloraintvauilissuuidanismiasls
(Dropdown %39 Tap)
2.1.3.6 Tpsaadraway Concept 7iTALaY (Organization) Suusznaulusae
2.1.3.6.1 Canvas ﬁrﬁ’mumﬁuauLGUmﬁuﬁmﬂﬁmumawﬁi’ﬂﬁaéw%Lﬁm

2.1.3.6.2 Colors nswaenttarialiinn1sas19ANuU1te N159A97

o % =2 =

Jayafidfguasiganiuaulavesldau wila q Anunisesnwuuaismdedeiidu

v Y

I [y

1sAMIUBRAN UL UNY

2.1.3.6.3 Respect the device Ins1zu119v09UNTINANINRLF Y

=) Y =

fyuanuwansnsiurilianansasuideyansowtnfalanieiu deliunsesnkuuAITeankuy
Tnsiunisdusing o eglussiuimunzanuasivinalugwedmsuinilevesyudnig
2.1.3.6.4 Choosing fonts nslgsmntsdelunsdeainumvang e1sual

vosaUnAlndundesdoansiudaldau
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2.1.3.6.5 Remove the clutter, not features NSYINLALOUNALATU]
ANSEUNLaraRsaldnulaeg
agslsfimuniseensuulszaunisalilivuneuiamesias uugunsainnm

tuiinnuuanaeiuduegrain weswindedndavesgunsalnnniiieeznitneuiomnes

]

aluun [13] Wislianunsaneuaussseuszaunisalnisyldanuladuegafidindnusediv
nsldaunail
1) 38n1914971 (Usability Methods)
2) Uszangnmlunislteu (Performance Methods)
3) FBnnseauteya (Self-Reporting Methods)
4) A8A1INNETINYA (Behavioral and Physiological Methods)
5) BManaunaI (Combine Methods) 31 3 ngamanlan
5.1) 38n15%1U (Generic Methods) tdu3sn1siigniluldlaenss
a c 1 a 2 = v 1 1
njUkuUABNiIwesgLaUnandulaglidinsdnuUainisesnwuuusiagsln
5.2) aawdasnluuuneuiumesundusviuulnsdwidete
(Mobile Adapted Methods) 1Jun1seenwuuliaruisadiunldauvulnsdnvidedola
dyAnauIeTU
5.3) A5 n19i langlulnsdwyideiio (Mobile-Specific Methods)
[ 1av v Y 1 Y v 3 a
Wusuimelnanlasunisamniuni sldndnnisussaunisaivesdldlunisesnuuuuiun
1 a U U e A
A9 9 Tukeunaimtuuulnsdnilene
= a Y 3 a0 1 % 4 a % J
MMsAnwIfeItuasruseneuluniseeniuuiidiuggligldnuinnissausun
aunsaneulanduazussginguizasivatauls Sndudesmdsdmdnnseeniuusasndn
Usziiunsldnulisgiane uiegrdlsimuiandnsuazuignde 9 sesnsidnfsdoya
diumaInaud eI UL BUNNIIINITAA 1ALAYEY 9 DIANTHATUTENWIEIUUL
w3gnisiindslaglidauanugndeswarliauitaglvigldnuinaudemeninies

wiesla Fenelvisunuudszaunisalesniuukuulvnd@uisenda Dark Patterns

2.2 Uszaunsalildivausaniuudiuiia (Dark Patterns)

mseonuuule g AvduiielildsudoyadusvesldnusudunaUssloviud
U%ﬁmLLazaqﬁﬂiLLazLﬁa‘Lﬁ;ﬂ%’muﬁwLﬁumsmuLﬂfmmaﬁaqﬁﬂsmﬁ”i [7] W N5@aaudn,
n1sadasaunTnuinig, n13tavalulilldeuna unsubscribe 8wd Wudu 1ag Dark

CY

Pattern agdinailar ldulilalianudAgynielulasednszisluniseruteyalinsudiu
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vien1snsziianssula q ferainvedlnisudaaliesdnsannsafedunaussloniaus
16t TuBnifevilsanunsamnalédn Dark Pattems 1Anangsiavizessdngsing q aulaluidmune
unAulvauvanuduuywddwaliiinnisldisnnsilalus dauaglsigndeaniumdn
Aasssuveuyed [14] Tulagdu Dark Patterns a@nansanuiaelaniu

2.2.1 e-Commerce Wag Online Shopping 8814N15NAA UL 1T91UAELIAT NS
Jeaunsifisusavesduiuazu3nis Wusu

2.2.2 Privacy, Disclosure wag Consent mmia‘W‘ULﬁ]alﬁdwﬁhumiamﬁwﬁaga
duuypasluneuydinig 9

2.2.3 Attention uaz Gaming N1sviaanaebiE i nudvainsoudwalviinaiy
Aevnemeganssusulugvas wu msdeaudaeluing

ogaitldnanluludneduin Dark Patterns Bu iunisnszvhuesesdnviessna
AN Fiauilonauseleviddanny Tnesiai Dark Patterns LANIINASYUILNNTMIAINET
iWutuwgAnssuuazauAnvenyudlasliniseonuuuaisluneundiaduniedsvadle
deveanilslunisviligldauiinisdadulond endesmusunoliiinnsudsundamig
NOANTIUIUUTIYINGUITAIAvDI09ANISENNTT Digital Nudges [15] Snvisadamaidesun
nssAnvesglinuiliAnnsiadulafiianainaudwaliiAngafsnalsszning Digital
Nudsges ua Dark Patterns 34 Tnggafsnansigminanldifiunausslovilunisvasnaiuas

nasundsrunsen1suiluteymse Grey Area [16] Fea@mnsaesuelafInIng 2.2

Digital Nudging Cognitive Biases
N WUOAODINAYSMANSEOWIANSSUNaSINFuMS wwliuksasuuvuysensiuAaii |
: wasuulamdntosnisnswacdanisdaduls mstdevivulunnmstirquazHa 'I
ll msth Ul dw q viihiRgliadasmu ,'
\ 1]
\ [}
[} ]
\ = Coam= ]
\ KNgED AolALAQ ¢
\ ]
\ /
‘\ AIsSKaanasvAUNAGUN Y IvALAINGEU MalserfmiRendanisdans ,'
\ /
\ s
v @ L ®
Digital Nudges Grey Area Dark Patterns
21
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gﬂﬁ 2.2 Digital Nudges, Grey Area wag Dark Patterns
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\Wan1seenkuuageianaulagldnuiieg et owitieInuinine vesuywd

= =

Tneliadedsmnuaulansanuf a5ty waussulrdinlrnldaurdssnunas
Y Y

o

nspviludafissdnsneen Nty AeguuuuUsraunsalilduuulnmifisendn Dark Patterns

[ A Y
vV aAa A

Mall@sfivilit Dark Patterns angnsauszauanudusalaiuinaintadente q nanetadeds

A1115005 U8 e Va8 LU UIRIITEAIUAS

2.2.1 Ya38919i119 Dark Patterns Usgaual1uaisa

Dark Patterns Adlavinduiienovauessiennaugsindudiulngideanisli
A b ugadsmanalunsdaaulauazaiufanssdle q munernsnsegsianalaunul’

1 o

InadadefeiuinivelunisinAnvesuywdlaiuyievinli Dark Patters Uszaumudsa

[ 7
v A

1 [117] Hatlanunsnoduneluusazauldded
2.2.1.1 Yademsaunalulad (Technological Factors) 97AA153I8IUINTS

o wrellosveunaluladsaulufsnisesnuuuuas madnnsnagnsiitelineuaussio
ANFIN YRRl Digital platform [15] o1adswalvgitenilsisdnfatennanimmgs
Aupmudundeanunsnsuunnagnsean (7] lawsd

2.2.1.1.1 pwlldindlon (Asymmetric) W3e nMsoenwuUi iU
Tpawdaduddquadldouldlafudeyaduddgmeadunduan

2.2.1.1.2 m3uauiel (Covert) wia masenuuuithmsflfauluie
audnviesnaulaviilaglaléila

2.2.1.1.3 M331iAn15i184 (Restrictive) w3e Mm3dadnsudenlviny
JldanliimdoundsfiesdnsdoanisTigldauruiidu 1wy nsld consent e terms
wuue 9 wazdadulivinniseeusungnistdeu mngldauliviniseeusu ssuuaeyinnis
Uamuasiaiior il nudossensungimariiy

2.2.1.1.4 nn59oudeya (Hides information) 3o n13utesai
ldnuasnsulugeulineluuiinmeng  wu nsteuteyalinielu Privacy Policy 3o
el Terms of Service atvnglfeiliivinissuestasiBenorahlmiAamiudems
uazAndeslviflenaviliosdnslédfunayselovimanduld

2.2.1.1.5 n13viaenais (Deceptive) vi3e n1seanuuuligldulasu

Joyanlignaeiarliasuiumunauaislasy
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2.2.1.2 Yadenesutyeyn (Cognitive Factors)

2.2.1.2.1 Bias and heuristics Wodumasidnnaieidudiunisluiin
Uszdniuresuywd vibiisaandewinisaadulafiuindusunatedusesuniiinduly

[
1

FinUszaniu [16] lneauauisatunisindulawsasedrsiuaziuegiuanudulilivas

Y o

Aanuasanaadulaszainisafale nen1snseduiieliianisluiaitsienuies

(Heuristics) Tngg auindadulanuanudululdvesianssumdiula s 1989910
Uszaunisaifinuiediagnuiaein Jansiyanainsandadeivnnisalliainiuazyilliiae
Msandrundsuseddlaegisineme dsualviruliiausayssiduaaunisaluazdndulald
Fhiimsasdunasluunnsdimsdipduuegsiitelifuesidnua endewiniu [15] Tng
oAf (Bias) tAnanauAsivadlanluguuuuvesnisiiunnasetradululnouddudauie
I¢¥umsfinuin Ssarweniiiamaransyuiunsmadnauladmnzunsmnnaluidlags
wite danalrinnldifuusslendlunisesnuuuuy Digital platform [15] wenwmitellaniiss
wansliiudemueuaznsrUIuNsIANLAnYe LAy ARaLAzANa gl FunanA e

mssuteyanislisiesnswiuniesuiiasyiliiuuwndadiisfeinisazsusle witneglifieg

Y

93900 LngenRannsadwansznuivyana (18] lansnmi 2.3

Cognitive Bias

Tendencies or pattern of systematic errors,
deviation from rationality

These can affect

Decision-making @ @ Bchavior

M
emory @ @ Judgment

gﬂﬁ 2.3 Cognitive Bias

lnengAnssunusuanigaisuduvesenaiatsanuiaeladngly

v A

PInUsTINIULAIN
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1) @enduImansfinsaiumuisvosmue ity

2) mananrinsfigBulsrauaudusaiuinainlyade
wAnUeIUITEaUANA SRR gAY

3) fnlnwaudumnliduluauiinuomds

v a 1

4) UNANIAULDIYNLELD
5) AndnnAudANdeYselrnL LT euiuAuLe
MAINAIIANYITOY AL IANN 188 190090ARTN AU TOAIHE

a Aa 1

nsznusen1siiudinuneliniannueainedeulunsdadulasedsng 4 [19] @unse
asuldingm 9 fadl
1) Anchoring effect n30 n1saulauaszidolutoyausni

auteslasulaglilensieaeustsazifoniaiu Wy safuLIAIIAN 2,000,000 VW LaYSaAL
fl 2 51 450,000 U denaliAnAIFENIITIAvEITALR 2 gnndnAusn Wy

2) Attentional bias v38 eaRTAnINMsaLladdlngmils
unnifufivers danalviyunesnisueaiugnivaeuly

3) Confirmation bias %38 8aflun1ssudosauazidendiay
deludsiisioadooguéaiu Ineddafilsidergninesnuarliifuiivensy

4) Fundamental attribution error (Actor-observer bias)

'
Gl adad a U

w30 anfninaInnsAndulavesyana Tneuesinaueinseyiatlumszgnan unsaluady

| v ° a

I3 PNyY; & o = =% a oA < %
LLG]N@uﬂﬁgﬂqaﬂlﬂL‘WiqgLﬂuuﬁaﬂuaﬂm@ﬂq@ﬂaL‘Wa’]uu Imalmmmmmwmmmam’mLUulm

Y

' 1%
A a X2 o A

NANTUNUBNHNEY

5) Halo effect 138 aARTLAANSIANNIBULBNS Wan NS
Andulauneds ueeene WU MnAsIewesuseulenseASlalaN NNy uARaLETTIY

a 1 % d‘ Y [~ a r-ﬂ' ‘ﬂl | =

AnIveyaninuelasunnliiduninuase uagansmauesiureugnldananiieuns s
youwunnulUauldiviungdsmvindug e

6) Hindsight bias #50 9AAN LAAIINNITAIALATLA D4

o‘a"d 2 ng’l 1 [N Qd'l « 7 7 [~4 qgf”

anrunsaiiduldlainaziindulusunan dmaldiinanu@dniin “nzwaiinfasndukuull
WU HANTITEBNANINT5LDY HaaTUAzwUUNKT NIIMRAIAYTULAENBMU ANSUATARAT
wseu Wudu

7) In-Group bias #50 aAA 7 dsralviisnadvayuyana
Wiatu Wgamsgyanamaiuluediianenfsiunued Wi mnuveuiiwidleuiu n1sil

NuLATNWLoUNUY a4
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8) Negativity bias #39 AR LAnaIAN1TARTULISIBLN
Auld

9) Overconfidence bias #50 aARAfIinINgUTdevRIYAAA
a o a ° a a o vl = !
Adanudulalunwesnnfuld audluwisuiisuiugauitnuesdanuaiuisauinnii

) a | = A’ a ' Y a = 1 1 i

WronsUszidiuauesauausanInnIilueae aunsliisnadeotslugradsla

10) Self-serving bias %39 9AATLANIINNITINEAITOULS
deldidulumuiauemislivagnisi@uee assesgyauesisdulununauesnianisll

11) Sunk cost fallacy %38 aARTIinAINAIUTANELAYMD
danauedlaawmuluiludiuauuin

12) Endowment effect %38 A3u3anveeAuLduives

=) 4 I woa A 1 | a A M v
‘Vﬁ@ﬂ’]ﬂ%@ﬂmqﬂ‘Uﬁ\‘]‘U@\‘lV]ﬂ@ﬂﬁ@ﬂ@%ﬂﬂﬂﬂ’ﬂﬁﬂ‘ﬂlﬂlﬂﬂi@Uﬂiaﬂ

[
v

yailanuAnenfazdsralilismnsaiudeyaignaesutiudils wazdma

THAnmsnanideshizuteyaiinuieslifeanis litoyatilssuluiinmnuiawainuazdana
ThAnmssnaulafiianann Tnedsnisidnenndulaun

1) Be aware fio n133uiuarsansuianisiasiusssey a
?iqmaiﬁlm'L?mmsﬂmﬁums%’uﬁLLazﬁfﬂ,ﬁawmsaéfﬂ%ﬂﬁ]aqaﬁaﬁﬁﬂmﬁa?jﬁu

2) Consider current factors that may be influencing your
decision fia agnliirrushilalusuesidvinamnifuluawiliAamsdadudoyasous

3) Reflect of the past Aa N15MUsTAUNTOIT L3 UNI9n
aﬁmiumiﬁ'auﬁuazﬁwmmmmLﬁ@iﬂﬁﬁ@wmm%ﬂ%ﬂ

4) Be curious i mMsvhlaueudunud asdonasaiian
dwalid@nnsnanansle

5) Strive for a growth mindset A AUAAYBIYARAT i
growth mindset ﬁ?uv?fafiwaﬂﬁ%ﬁd’sstﬁmmaaL%ui’uazﬁwmlﬁmﬂﬁﬁwmé%ﬁzﬁ%q
gou Muiflonsuntamnuiinvesmuied

6) Embrace the opposite A® ﬂ’ﬁw"wmflul,sﬂ’ﬂquaamu
14 uaﬂmﬂﬁ]w‘fﬂﬁamﬁ@mmuﬁm@ﬁLLﬁaE‘]’m@walﬁﬁﬂaﬂﬁﬂwﬁumﬂs?Tu ililanves
\51Uhegan ey

7) Seek multiple perspective fio n155UTIALARIULAY
yuueesdy Awalnsannsansniuludsiinanlifmieuedliviuegld Snvtafudh

Hglunismgegernudulannafulyawihistanudeyadnee
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8) Look for discomforting evidence f® mimwﬁaidaﬁm&
frufvdsiinuendotu dwaliinnsiuiuassonsuviofiuguuesivislvianenfadld

9) Identify what makes you comfortable A® N15010UMAU
losiedefinemunieluinle NdwasionuneIazALARYDILT

10) Practice intellectual humility Ain N5 UANIINI9AY
AnwazSuilsruAnviudy § aztieansadlindule
Dark Patterns sinagueadilualelunisvin Target Hyperbolic Dis-

counting i alvE ldnulasunalseloydiidanudsslusseserinszldnuliauns

Y

= Ql' s A o a

Uszifiunazmaenanannntulussezenile wu n1sadasdwadiiasuiingansiiaansizl

'
a

4 .:4' 1 < °o w M M yva 1 a = o a & ¥ 4
Aoansnagna1ndUsziauddgyly uililddnegrvaziBentnd@rainvulaa 1nnisla
duadiiadnlluanfsuilonuiiuiy [15] nsuedlanluwifvgdwalidauysediulonadn
¢ a a & o 6 a o a :j ! v a

winn1selidsauaziiaduiuawesniiuly wazaiudulaauiuluduasdwmalyauyseiiu
Angnnvassumasardslunintu daudnyhiianainleninvindmunevanvesnuies
dusauaziaazsudigitmuneses

2.2.1.2.2 System 1 and System 2 Thinking LilalavinnsAnenes

a1

AunsinAnvesuyed yliAnauyRgundssuunelyaissiuassssuulausenauiu

<9

[ ¥
=

P vy v a a v a =1 °
Woeuywdladinsyuiunisdndulaindu lnenssuiunisdndulaassssuuiazdunldly
AD1UNITUN 9N ULAEDIINTAT8naNeUFeTNLN 819D LU S2eLaINLY LIITULAR DU
Anud Yeyaniiveldlunisdndula Wusiu [20)

System 1 fidwdieldlun1sdndulaunsdautsegeegiesinsisedio
waziudnlul® anusanl3euldmileunudymngiaveuyed [21] visil Dark Patterns 8l

¥ d' o < % Y] [y T a 1 v 1

wnliungdszavanudnsunszaudldnudnlidunawazglidngfinssuseniuse Dark

Pattern 41N [22]

2
d ¥ =

System 2 1 unszUIUANNAAT g nas 19T unlnuafd Uy

Y

'
=

seuppuuaziimanalunstnaulalgdradsandeyadinuivlinisdnaulauisesagn
wWasulunndawegialds [21] wiegdlsAnuawsiasdadlunisdndulawmeisoed
AMNAAYUaZIREINANTENUADAULDY tapdiuundniinslddysingmuaednie [22]
2.2.1.3 Yadenissnudsau (Social Factors)
2.2.1.3.1 Social norms W3suiadioufuatden auide nginssu
LLawsiﬁmgmmqﬁqﬂuﬁﬂqﬂﬂumﬁuﬁﬁamm LLazuuwéﬂwﬁLaﬁﬁhﬁauma"lﬁl,ﬁawud'mul,m

gndsAularaunTauveInuesiuliaenaqewse iaunsaujiRnueteu il
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2.2.1.3.2 The need to belong W31ENYBEVNANAILLAIINADINTTG
vonuLed lidnazidudvinniaiinainmsiadunsdruiidsnalitinaiuidnnisauy

a [

fregraau anulddulalunuies Audnnisaa AN Aulngs Lagdnuinuie
duvantavdwaliuywdluauisaliafdduldyyelunisdndulalafvinnmsdwalaions
nsznulunaifen
2.2.1.3.3 Maximizers and satisfiers 148 0an151135n157 1%
autesidniianelaeging laglutisnamaesihnsdeaulaniniiszanninudnionvduali
Wansldassesiuisldlmfatdgmilunisindulalusuian wdsanilasnaulaludsnauies
A v 3 A L
@onuaumniazldidelalunienas
2.2.1.4 NauMinNANUiuvamuLes (Self-determination theory)
LsNaNAuTatiaruAnatuiinanaglukazneuen lnenelulufgites
flunaurey Auaulakaznsiunualuddedmdaduiivy dunswanauaisuentiu
91AAAAINMAILATALTU 51978 Unasing AuAIndmsdsalLazusinaau Inedady
1 dy [ L% v a P [ 1 (% da’l’ 1 « [
wialanunsovinbiyarasindulavazasiieviuandaiu lungugilanunsoaglalan “audu
Auieny” Wenueslanudeduluiiewasinungwenseunazilidnia dunaill
& v o a o v 1% a Y & K7 = o oAl
s lunsandnauiiilvanunsannaululdegiadung mnuarawaiuludiauninuium
a l v P Yo a v o § Y a 1 1a o § v s
WigsnouazAaud1andelidudssaunisladigasyiliiiagedninyili  nagwns Dark
Pattern Usvauaudnsala
31NNT3L5UAUY4 Dark Patterns iNauNa113IAINITAAINET [ wazn1shlal
aulalufasssuretodAnIuargsnanie 9 danalviintadenvinly Dark Patterns Useau
AudRSasaa3UlaI Dark Patterns dudl 4 Jadeiineadesusznauldse alulad
ININIMNEATYYIAUANUAA N1TIATIEN F9AL ANTEY KAZAIINABINITVBIYAAS
9819lsNAY Dark Patterns 1An9INNSzUIUAISMNINANETEURUNG ANSTULAaZAIURAUDS
2 v a Y] A o a = ° v v =
uywdlagliniseanwuunmeluweundindunsedweslnd swomilslunisvitlvgldaull
nsdndulansenaeenudunalminnisiUisundamengAinssuanussg nguszadAved
83Ang anaiumadgavunienuanvesldnuwinliiianisinaulanianainaudana v

\NanaUszlevuvesesAnslunITrasnalaz nasun @ runnen1suilutem

2.2.3 Uszanved Dark Patterns

N13ANYINTEUIUNITAIN User Interface Nias1afuiinevalalvgldauin  uieda

vegisAnsadlaligldnuyideiu vieamnsanndntdendsladn “nsi User Inter-face
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lesunseenuuuinegsiididuiievaenigldvhasing 4 viedunsevirdsledmiaiels
vssgarwiesnstu.. lilvaufiowarauiesndla uwisufenisgnasalusgnasaunoudie
mnutlasgadeauiieiuininewesmyedlngliddaianuaulavesildan” [17] v
Tianunsanenysnmves Dark Patterns eenlfifu 3 Ussunngsialddadl

1) General Dark Patterns #o gULuU anu1sanuiiuldialuvisluuled
wazuaunaLAdu

2) e-Commerce related Dark Patterns e gmwuﬁmmmwuLﬁuléfl,aww:
Tudulasiviousundindu e-Commerce iy

3) Privacy-related Dark Patterns e g‘ULLUUﬁmmmWULﬁulmuimﬁﬂa
Aoyt

wazitaiilildnadnsuosUseLnnueensvi Dark Patterns [6] uazdsenou

Aunsanwnudnly [14] waz [21] ¥lanunsaanLuneanlaeanisien 2.2

13799 2.2 Useknnues Dark Patterns fianunsanuiaalatutaguu

UszAngsna Useunnuas Dark Patterns 7l -
5 s18azLDan
anansanualatutagiu
General msaswmtelvaula walaanoeig MsP9lanseyingdanily wiasouluna
Dark Patterns | (Bait and switch) US190UINFULNATULNY

nsUasulawan (Disguised ads) | n1slalawaniivasuiloninieldl
sUuuy wevinlvn ldauaulaus

va993anauldltnuuny

nsgauTuANEURIY nsnsgyitvinligldemidniia i
(Confirm shaming) Tddoauivilsi THnuduens

msthlugiiemaiin n1seeALUUL 81T B UUANAY
(Misdirection) Tavosdldaululumanlsigniosau

NELAAAAULALNIEAIY 9

ANDNUNADNLA Anseamaulinnay dudnali

(Trick Questions) Hldunesudnulaglilandla
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M1399 2.2 Useunnvea Dark Patterns fianansanuiaelatuiagdu (o)

UszLAngsna

Usznnvuase Dark Patterns #

anansanualatutagliu

sneazLden

e-Commerce

related Dark

nsverullgaunamias

(Forced Continuity)

WeYrmaaesdugaas /ldaugn

SenAuky wuvludnisudaiou

Dark Patterns

Patterns wazenidnnissieatgdnludalile
n139ous1A1 (Hidden Costs) mMsBenfuiududulagliud i
ys1uasnii lutuneugatieves
M3vingsnssu
nsUasnunsilieuiieusia MIFeUTIANAUAMTILTATY Sudia
(Price Comparison prevention) | Wl auldanansauiesuiiiey
51l
UTUUNAEIU (Roach Motel) nsgldaudgszuuladg us
8IN719208NIINTLUY LTU N15aU
T viieendiazinseninniind
maweuillungndwesglio | nmsvaenderldnusiodeyaiii
(Sneak into Basket) aulasing q wu WsTudu e
PuINdUANgREn
Privacy- aaadududa nsgnuiaen kLN ToyadI M
related (Privacy Zuckering) wnAuAus Ty

auwvsiiteu (Friend Spam)

73 T
a v ! Y A

miﬁuaﬁwﬁsumgamum WWodwUL

STRANF DYDY

mnlanagnsnnettesiunisnain n1siAulnreseIRnIuAZgINanIe 9 17

Wudadalunisesnuuu ann1sdned [17] wudndneenwuui b uszaunisale iy

n13580nlUU (UX Designen) diusnnilauldlalunisesniuuaudmaligldnuiinnissus

[

Y

wazdndulalanuaz Sushmansenuidandivdvesesdnsiatesunn Sedawalviaiunsadnwun

wazanansameLnseenuduitn1sAisenin “On the ground” [6] lnsulseonunlady 3

d v v dy
AIUNANANU
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2.2.3.1 Value-Sensitive Methods (vSD) t8uwilslunszuiuniseenuuud
aseungulunsamlunsneudamefugua1vesnsesnuuufigaialdesuigliin
“Wunwimeniunannguilunisesnwuulaeadsdanueive sy vdog19dindnnislu
MseenuuY” FedlgesjimneieatiuayuliinesnuuuainsnienaSusTTazaTIAIUTTM
PRBAALINI TN sPeNUUUINTITuLg UM ]

2.2.3.2 Critical and Reflective Design N15tM3A58909A U EETIUNIEIAL
wazuumeAfisuuaznsUfuR Aermdeyaiig q FuumaiiddylunisufoRduiniu
ynwnnduussingiu Taginsiiaueuumnelunsiiaszinisesniuudadningain
Tayadieguarluuunisinudeyaluvenduyweiioy agrelsinulatinisdiaue
vannstmimeaiuayulunisiimiuddnmenseonuuuiieasviouliiiiunaznsymind
auRLAsEavsedesiamsdnnfienainansenudenisviianssusie o

2.2.3.3 Persuasive Design miaaﬂLLUUﬁa%wﬁuﬁaiﬁuﬁn%;ﬂ%mu ials
Aanswdsundasmanginssunisdaauiimiansiuagniedon noliifanguiadn “de
ngAnssndudeigldnuiliiAndu.. wasinisusegunendauietieadulailiife
wansaidnaes” illddmalmAnanagnsnsitutinla 7 Usznsduldud

2.1.3.3.1 m3anal (reduction)

2.1.3.3.2 M3L91%an (tunneling)

2.1.33.3 nadeud iy (tailoring)
2.1.3.3.4 n15kuzU (suggestion)

2.1.3.3.5 N130339@aUNULDY (self-monitoring)
2.1.3.3.6 N353 (surveillance)

2.1.3.3.7 nm3Usuanin (conditioning)

Ine Persuasive Design ansnsaagulaindunisldinalulaglunsnszquuse
L%Uﬂ%’aﬂﬁ;ﬂ%muamﬂﬂé’umﬂ%’ﬁummmﬁuﬁﬂﬂ%ﬂa (Royalty lu Product e Service 11u )
Tae Persuasive Design 14 Artificial Intelligence w3a Al lunnsidnfsdoyavesgldsuile
thininsesingAnssulaziiauenadniigldnudesnsiiiu (23] luthgiuuisweundiady
o1 duuAmehuhsumne bifissuufideunieudenslfruusunmeundindufanunsn
vilgldnuaseglsinaziinmsususuarairsmnuiudiusasresltiuulagldnuetiaue
wadwdinisidudnlaldsuanudsuduegraunnuazlasunisengesindumviglideny

[

WnnsidsugduuugduuungAnssululunenfdvu sgulsinnunisiiansansaudiey
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é’ﬂuﬁaﬁsiué’aLﬂu?fﬂﬁwﬁzguazﬁ%’aﬁﬁmaq Tnonzudnisnnudululdionaintuain
nseenuuulagld Dark Patterns itelastunginssufitunasde
1nmsAnwegeseidesilirunuininesnuuuisuiuunienagysly
seenuuULileaisassANaLTAEIYeY Dark Patterns fiansnsaldifionszduliglda
ngyiuedsmuiidonisld Swuneenldifu 5 sunuunagns (61211 Fedmsdanaaemy
wandldadstunineynsuisuees Brignull (23] iuandlifudaussgdlafanagnslag

A0AAFDITUNITNAUING BYTINEITBITUNITBONRUURININA 2.4

sUuuununaaauuuilgilunagnsiumsadaarskinusianm

- * \

. * =
ms§§ n1sSUQUIY ASLNSALLEY
(Nagging) (Obstruction) (Sneaking)
0——
]— —
OIOISI®
A1SSUAIUNIVIULNASIWY nmsuvAuls

(Interface Interference) (Forced Action)

JUN 2.4 SULUUTTONAENSLUNTORNKUUNBAS AT IARANUNLAE I Dark Patterns
aunsneduIsLRaziITelansil
v . A a a & v A o o
1) 11593 (Nagging) A® N13LUA 8ULUAIT19aLLDIALANUDE NIDUAVINIEL

v " 2 Y A g vy ya a A A A o
dldusgateeninsaiielvdlidvauniviomalesuuanuaulaveldanu
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2) M39n219 (Obstruction) #io Nsnvstumeumshauviedianuvin
LilhiAansnseyilanmisnsevimdamnlsisiui oulvdgldauldufoanueu Saduls
Atsnasinsandniedefuiielvamsanailvanievifanssusiold

3) ANSUNINUAA (Sneaking) A A15EENUUULI DY aUVTBUNT AT ey ATl A
aranieadestugldauriligldaudlainannisvhgsnssumnensiulunsdondodud

4) MITUNIUNBWNBTING (Interface Interference) fiw N3V LU
avdlunisldauuisusznisldmieningldsuaudu Hannsgounieundndosya (Hidden
information) ns\denamiiiedanisiuauyiemans (Preselection) Maldussuaives
#4911 (Aesthetic Manipulation) wagnsdifusuvesteyaiiianan (False hierarchy)

5) n15U3AULY (Forced Action) Aa ilunistadulildaudoudeyanuies

P ) Y = v = v s Y oA
LW@IV]aqﬂJfﬁﬂLSU’]ﬂ\TSUalJUaVﬁaALGUQ"Iu‘WQﬂslju'lﬂ@EJ'NW?JLU@Q

v v
Y NVQGJVLSJ

Usginnves Dark Patterns wiaseuaidnainvatggunuy uavielgIdele
o ! A a ] £ =3 Y ' g.Jl = [ Y
UnausuAzUsvundeuiunlduazanunsanuiiulalutdagiuwinty Jeeunsaduunlaidy
3 sduuuliun wuugsanuiulanall wuugsnssumansi wasdedsausng o tagly
NseENLUULARZASINERNLULITEIEMIMAENag VSl uNM BNk ULKa AeaumualUgy

v 1 ad 1 (B < = £ = = Y !

AluEUIEN19A1e 9 Tddnaslunimss vsen1seeu Fenisdeansvestinesnuuuluusiay
Asavdeniauelagyligldnuidnitdiedlasunansenutdesganseluldsunansenu
91nn1snszsiabe 9 e wazdaludagiuiinisldgunsalnaninaraidutadeddglunisly
aa o v 14 o 4 [ a o ! a ! L3 dy
FinUszariuvesglinuyiliesinsuasusunene o Suaulanmseaiariulanseulaanniu

A O oa v a ) ¢ P v v v 9n v X o v
@ﬂ‘VNLillLGZJ']QLL@UWﬁLﬂGUU'UUQUﬂimwﬂWr]LW@IVLGUWIﬂa@%QqUNWﬂGUUQﬂ9]']EJ

2.3 NMSNANNEIUIZIINE Mobile UX wag Dark Patterns

2.3.1 Dark Pattern A3136ANG1958MINaunUNIINANILaYABNNIADS

muildnaluhdefiudringunsainameesnsdwidede nanerdudswesddy
TuBinuszirivvesilinuynay dealiesdnsviegsiaFuaianeundindiuviemyaamad
widfenguidmnevemuiedliietu dunseeuiamesuieriunigunsainnmag s
Insdwsidedie §f 3903 vldvinnsAnwifinfnAsatuauunnsiiesenitsnisldau Dark
Patterns UumeuiameswazULgUnIainnw [24] Ssanusaesuneldsd

Yovay 85 vosnsuamesMIAlvuINsuAglFauil Dark Patterns litfaendn 1
sUuUY wazfosay 95 veueundiatuilaliuinmsungldeuuugunsainnni 4 Dark

Patterns lalWaenin 1 sUnuuUsInged lavadaiad oves Dark Patterns n1eluunay
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LoUNALATUYIAY 7 3Unuy Tnsanansonuiaelddienazanndiaalu Policy, Terms of
Condition, Cookie Consent #93smsiildlunadouiiviligldenilaidiazyszneuluse

1) mslalawesien (Hyperlink) geuaglu Policy

2) mislddesdiludeiniigassaniuaieie

3) AskvantunsanauladugeuinsTuTe

o 4 14 1

4) NS0 UANYIN AN IE9NUBIUBALANANUFUAUY

Y

Tud1uv99 e-Commerce WaUNALATU S088AY 14 VIADUNIABS LAY Soeay 11
vasgunsalnnninuIndnisldnu Dark Patterns agneilos 1 Uy lngguuuunlduniign
ABN13N5¥R UlLAANISY 0T UAIMTOUTNIT B F918 U LU Flash Sale, Count down

Coupon’s time Dudu

Initial Use
Nagging

— Roach Motel
(— —— Intermediate Currency

Sneaking
| Bait & Switch
Hl Desktop Hidden Information
I Mobile Preselection —— |
BN App Gamification
Aesthetic Manipulation

Account Registration Bl Desktop

M Mobile
B App
B Di Geronimo

Monetization

Engagement

Shopping
Toying with Emotion
False Hierarchy
Disguised Ads
Trick Question
Forced Action
Forced Continuity
Privacy Zuckering
Social Pyramid
(Hidden Costs)
o] 20 40 60 80 0 20 40 60 80
% of Services % of Services

Settings

Location

Leaving

General Use

JUN 2.5 nmeSunenisliusnisndinisly Dark Pattemns aesiles 1 Uy [25]

9NAMA 2.5 91NN15NAADIYDS J. Gunawan [25] Wu1 Dark Patterns #1141y
poufmasuielugUnsainnmiulndidssiuduogisann Tas mwmedendunsiey
Aunquiues Di Geronimo #ildnanfislunismaassues J. Gunawan [25] Afinsdausian
994 Dark Patterns kANAI991NNG ¥ U3 C. M. Grey [6] 8931w v03 De Geronimo
nui1gUuuuni139d (Nagging 1fuisn1suazzunuui deulduugunsainnniuinnds

AONTIADS Uay Privacy Zuckering WugUnuunfexlduuivledluneuiamesinnnituy
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aunsalnnm wiegalsinuanmandonaldldgnienanelumszinsaginveusazynna
Llwloudu swludsdnanmlunisnsraduresseuu Jygyiuseivg (Artificial Intelligence
Al) B335 vAasyAraf limdaudulldanaliiingauanues Dark Patterns (Dark

Patterns Blindness : DP-Blindness)

Dark Patterns Blindness

Dark Patterns Blindness Dark Patterns Blindness
on Apps and Order and Demographic

AU Wssaugideyaliivowelumsdodut \Foonuyueiyuusedony ikuenuesdeyalddonu

E‘Uﬁ 2.6 Dark Pattern Blindness (DP-Blindness)

DP-Blindness tAna1nn1sfszuudyaussivghiaiuisonsiadulaindeiissuy

(%
=

M3198gULAD Dark Patterns viauamaiinaus Audilabiiiesne dewalifauuuesns
lafiunnsefuaudeliiinfneuiidn “lisiilaingufie Dark Patterns’ 1AATY $491AN1S
n9a83lwiTeed L. D. Geronimo [26] WUI1 31NN1SNARBIABUAINAUNG UAIBE19TIUIY
366 aunulndifissdosas 7 nio 26 Au fausanauldediswutaiinanw iy Dark
Patterns ¥&39InHuLh 340 AuLmaaeLfisfiunudn Urseuneuludedn wragly’ duands
Lovaz 56 W50 190 Au wazmaveguiuledn 197 Tngldldanintufie Dark Patterns $7uau
Lovaz 26 w0 82 AU uazsLILTIVEe 48 Au Sosaz 13 Aeaudinaudn lily’

Tuewandulnangunsalnnmazgnihuldlunisidusigrglunsditwesngu

€

U3LNAT0909ANILAZTINTAN 9 B uAudIdINaliian1sin Dark Patterns unldlu n1sfs

[

ayad1AgI N ldunndulaslilasunisdugeteg 1mungananuARAEILY 3NN

o

Qe &>

gunsalnnnddedinanizdl dwalviintauwnnsndlunsly Dark Patterns uugunsal

a4 A

wWILAzANTiameS T sl uaas Ui Dark Patterns fiuunlduiinnuadeafviod
nsthanldegrades 1 sUnuuluynuinisfianansaldls Tneldunnfigalusesni stuges
dayaetns Policy, Term of Conditions waw Cookie’s Consent nssnelifiinguuuulmaity
;§8n91 Mobile Dark Patterns @1 uguuuuiawizdaiildauuugunsainnwivindu us
sgslsfanuldimnavazuesduyuuesfsriuviodlamiloufiunsganauinuuusvse

L%

nsfiveyaliiieanaveslymuseivg Sunelin DP-Blindness ¥ @4 DP-Blindness 1

9

Llddsmansenunieussiegldanuln o
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2.3.2 Dark Patterns Nifisuusinglugunsainnmn
91NM3ANwAIRU Dark Patterns UugunsainnninuinnIseantuuuugunsal

w1 Dark Patterns envdawalviglgeuaunsaidilailu Poor Design %@ Anti-Patterns 16

JuAnANNANULNLARANNS R NWUULAANTIRRINANN LT US L AUNTIUR9UN B NWUY Hhel kU

< a A & LY 4 ¥ Ve 1 & a ¥
anuluasefenudslavesdnesnwuuluniseaniuulvi ldeuianegrsduively Dark

Patterns 18 281138AaNAUTEIEVUVDIBIANTUAZTINDAG 9 WINNIE LT Neila1nNIg

NAABIVOY S. Hoober [24] wuinltukoundiatunuaselildaunsuu App store Hu e

(%

Jevay 11 voulldrunuandugeuldnussuunistudusinuuardniosas 42 gnusAuli

Iduszuunstudusinulag Dark Pattermns vistanunsaagusuiuy Dark Patterns fisinfle

T3lulnsfmniiafioaanunlanan1sen 2.3 fad

M50 2.3 Useunnvea Dark Patterns anansanuiaelatutagiu

UseLnnves Dark Patterns 4

dnunsanualalutagiu

51881280

N13383vevaUAARTUTITINNNLAL
ALY

(Too Much Location Information)

Unawaunaatulaviin1sesvedoyaiieIiuneg

TALIUVDIE LT M waUndiaduinaduly

=) ¥ o

ai"lLﬂuéfaﬂﬁﬁmu%’agamamaqmmﬁ%’awaﬁagﬁ

Farauvosildanunle Inenslgldenuliamnsaues

Y

n1s5eseillaidosnnlufiduvietesndlvinaufes

'
Y

= dy v &/ 1 Yo =
U9 wazuanwteluaintidnissesved liladines

a

Toyanaglviniy U1IATIeTdfeYanfateyadIusn

v -

vasgldan wethluldlunislasanuazdu 9 sely

IR UNLNLAUANT T

(Notification Fatigue)

W odMA NS INA BT DAL LA DULAIT UN
v a a 2 A = DY) °
i lduagsunalnlagisangaiieliialesanngn i
Aanssuniasiunisedlasgewowies sudans
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augRtunsiadeyauniiuanudndue1vdine
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M13099 2.3 Useunnved Dark Patterns fianansanuiaelatuiagdu (o)

Usennvuase Dark Patterns #

dnunsanualalutaglu

sneaLden

T
=

aAnsnaevinvsaliyi

(Do-or-Die Permissions)

i lduldeuginlidifteyaludiuladiunile
LaUNALATUILVINITT AR D98 LA olanl LA U0
HldudevinsBuveiiieliaunsaidildausiola

vsevingieldanugniedulvgusautiuies

Lidnaunisyiniagdudaly
(Unclear or Impossible Touch

Interactions)

My liduneng 9 naenTuiveyiligldanuliaiunse
inanssule 9 Ngldaudesnisiaegsauysalivy n1s
vdudalawanlidnasi el iaunaidalulauds

199NN U UAINALNANITANIU AR UNALAT WA
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a

9 w3andufoulmUaldruluneundintunnu v
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(Ethical and Legal Design)
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1
6 &

awitlenanluludreduiinisesniuuuugUnsaituidedidanazenansliiiin
yumosnuvlminngldsnuiioradawaidu DP-Blindness lalusuran uiuvinsaududuaii
dilalunseenuuuiiesdlariligldeudlafianas nmseenuuuuisediseaifinainnisnn
Uszaunisallunisoonluuas s'ﬁmaiﬁl,ﬁmgﬂLLmeiaamwwiaéhw?a Anti-pattern Ul
design 7u Ing Anti-pattern UiliteunTUaunsdeunsedhefivuiamulaiansauslaldviodu

nsunluanzrtnlutagiu Fauseesunglananisned 2.4 fadl

m’iwﬁ 2.4 Good pattern, Anti-pattern, Dark Patterns

Good Pattern Anti-pattern Dark Patterns
anunslaluniseanuuy | adla laigsla fgka
o a av o a
auinleluniseanuuu | 913fkine A
Juuszlavide Aldau - BIANTALNYITBY
nanauiuang Ly Uszaunsaia | Uszaunmsaiila® | Ussaunisalaldn

Tun1sfneAeaiu Anti-pattern WstAnWu3IN151Y Anti-pattern of Ul design 9
Hrglitnesnuuuitedymuazioudisudlutdymlaiiadu uinisld Anti-pattemn of Ul lu
< 2/ Y v = v v dz”
nsuillgeradunisaiialgmidnesnuuuniatniauiuintu 1nea1unsauanias
HANTENUNDIUANTUIINATITIIU Anti-pattern of Ul 1asadl
1) 1514 Anti-pattern of Ul agtiudsnaliun lulamnlussesdulaass usly
anunsaunbatgmialusseseuasdsdmaidesdossuuiiioawnannsgnuestinulaengu
UnWUIBNeIe
2) o1afidgUszasd i ol unuamsudladgnui alagedluniszna g
M3 usegalsimudgmaniveradnduselusmamananlininfn
3) M3l4 Anti-pattern of Ul e1aviliudludeymliuslunsagansaiduunile
=1 1 g.JI
WAt vy
4) uenan Anti-pattern of Ul agnalitinteynin1un1seanuiula 919
dsmansznusenuau o me 1wy Jymeaiunisinnig Wudu
5) Anti-pattern of Ul 199 n&3519% uu it eunTaa1ua3 a9 iAndu Ly
¥ d' d' ¥ U d! o Y a ] 1 eld' £ Y CY A
anmwIndeuiineidesivlasan1sdwiliingaunnges iy alulagndsliviuadense
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UBNANHANTTNUTD1AATULAD 813LAA Tyn1a1nn15Ie91 Anti-pattern of Ul

T uiu lneanunsokankaslaninisen 2.5

5199 2.5 Jaynannnnsldaru Anti-pattern of Ul

Usym

sneazLden

ilignnusiulaenduy

(Decreased discoverability)

g1yl lduaumvseldanuiiiaesiaen
Tu mseinnnsissuuldlignasieun

lﬂ' 1 lﬂ’l o 1 ¥
ialdigadueseauazmnauiglunisly

NUTTUUVRIFLY

ibinasmslunisssysunidladngay

(Decreased location signaling)

g1l I uAaauduaulunisseyh

14 dal 1 ¥ Y
Toyailegnelaveyale

bAAnn1sUfdunusnlisndunniu

(Increased cost of interaction)

n1sgauszuUR LS luTdusradanal

Y s

i I us el duiusdussuuniniiy

AU

MlmAnn1svduInAuAI LIy

(Increased thumb stretching)

o § v = . o oAy e
msvilviszuuiiaesegluduviaiiinfeenn
919d Al lT Ui a9 us19n18UINLAY

AU

Uy navigation NinalitinAuae

(A form of mystery meat navigation)

n1519Y 4 navigation 7 baig né 01019831

AudvausnnguRldaula

PIANAAUT LI UNTIATIE AT IV

(Increased analysis paralysis)

nshiszydeyalvidaaueiadanalvildnu

#9991N15LASITINULANADUNITAAUNS

20

anAnudulalunisidenltarussuu

(Decreased click confidence)

! IS Y Y L3 =) 1 1 o
nnshdsyuvedadnual v3e Yuse 9 9139
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TmAneuawalunisidenlyanu

Mlmann1sasuilarnlidsndu

(Increased context switching)

nshdeenwuunn lildnuiuinisivaey
YonuEesruUNElukeUNGLATUNI BLIY

ledonvdamaiinanuduausosldau

M MARANLFUAUSEMI AN DY

(Increased confusion across platforms)
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Tngludruvesiegafeaty Anti-pattern fidavesnlesurgluuni 4 wans
fuflumsiinfufiisadestunisSeudisusewing Dark Patterns uag Anti-patternsann
nmsiiulnveanaluladuaznsidsundasuesgaaielutiagtudawalsl Dark Patterns 1in
msTiaumsnnaexiineeigaunsainnmanndu delviAnsuuuuamzdmivgunsaity
uieghdlsfisuuuuvesaeuiinmesiussgndltlugunsainnmnilildFoudan uwarludmed

[

MdaiauvsesankuusTUUBgNURIAnTaRANAIAlAT IS N suAlulangntiionadealy

1
=

Nadgrissezeila laef Auwaulas d38ws158n35n150NI1 Anti-pattern N15wA

anunsalianemildldisesAnusisagsnansandusesididyuazasifonseuiingg

o = = & 1 -
ANLNENUUDE NG R

2.4 Uszaun1salildlunaunandu e-Commerce

2.4.1 ANUNUgUDY e-Commerce

I3 a

NINATE8LAaNNIatnd (Electronic Commerce : e-Commerce) BH18819n1591
gafala 9 dhunsde-veduduazuing vielavakiudedidnnsedndnneia lnetagiu
feald Sumesiidnlunmninausdudnazuinssuiewnnannsoldisnsinauels
sannvaneFULUY 01 Ldes dernu wazaduile adnsvingsiauuy e-Commerce g
Wenunsafsngugnanldegranitnaazdisanlddnglumusing q lunisanliunisla
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E‘Uﬁ 2.10 Traditional Customers Journey [34]
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2.5.3 User Journey
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U1 2.16 User Journey Flow Diagram
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gﬂﬁ 2.17 Example of User Journey in Horoscopic-dating application
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gﬂﬁ 2.18 Example of Screen Flow in Horoscopic-dating application
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2.5.4 Personas
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4.2.2 User Journey
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4.4.2.3 Uselandl 3 — Confirm Shaming
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4.4.2.4 Usglanil 4 — Misdirection
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4.4.2.5 Usznnil 5 — Trick question
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4.4.2.9 Ussinvil 9 —Roach Motel
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4.4.2.6 Uszlandl 6 — Forced Continuity
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0.4.2.7 Useunndl 7 — Hidden costs
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4.4.2.8 Uszknnil 8 — Price Comparison Prevention
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4.4.2.10 Ussuandl 10 — Sneak into the basket
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4.4.2.12 Useianil 12 - Friend Spam
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4.4.2.14 Usznnil 14 — Notification Fatigue
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4.4.2.16 Uszuandl 16 — Unclear or Impossible Touch Interaction
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4.4.2.17 Usztanil 18 - Ethical and Legal design
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M1579% 4.9 asudeyaineniiu Ethical and Legal design ¥@enguiegnei 2 (via)

Dark Patterns sNgazYn
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M1319% 4.9 asUdpyainednu Ethical and Legal design ¥8engusIae1sil 2 (sia)
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M1579% 4.9 asudeyaineniiu Ethical and Legal design ¥@enguiegnei 2 (via)

Dark Patterns sNgazYn
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M1319% 4.9 asUdpyainednu Ethical and Legal design ¥8engusIae1sil 2 (sia)
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M1579% 4.9 asudeyaineniiu Ethical and Legal design ¥@enguiegnei 2 (via)

Dark Patterns sNgazYn
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M1319% 4.9 asUdpyainednu Ethical and Legal design ¥8engusIae1sil 2 (sia)

Dark Patterns sNgazYn
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M1319% 4.9 asUdpyainednu Ethical and Legal design ¥8engusIae1sil 2 (sia)

Dark Patterns sNgazYn
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Closing the "Upgrade to Windows 10"
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Windows 10. But a recent change to the Get Windows 10

hurrott.com
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a° & 5

WINDOWS GAMES DRIVERS MAC SCRIPTS MOBILE HANDHELD GADGETS NEWS

Notepad++ Partahla & & 4 Frae Download

NOT DOWNLOAD | _
BUTTONS s

DO CATIONS
for Notepads+ Portable 56,4

S Video Editol’ QD softpedia Mirror (US) (gxel

\\ VOB, DV, MOV, AV, DivK. 3G Q) sofpedia Mirror (RO) DOWNLOAD

), MP4, WMV, ASF. MPEG, © socais SRR e b aiias BUTTONS
64, RN, RMVE, 362, SWF,
, ASX, MKV, OGM, FLV...

Download now *

wwwavsayou.com a8

ABLE SOFTWARE | Officu L 5

Ads by Google

ngwu

luinewu
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Uszinn : Do-or-Die Permissions #

msUudvAulARTBmunagusauliuduuawwalnduvimsladiaeluliRTdnuld

A Location is required to
use this application

LAgWU

Iiirewu

Us:ian : Ethical and Legal Design *

S, . . . L S . _
msihulnuloellddoionamsiidoyavavildvuudnuduvavavAnsidonalkuavAnssus Mmsaaiaua:iey
wuglEnu

If you don't already have an account, please create your account on the Codemasters
Digital Store

First Name*
Last Name*
Email* a
Confirm email® f il
Password™ SW

Confirm f
password™

Do not uncheck this box if you wish to be contacted via
email about product updates, upgrades, special offers and
pricing

lAgwu

Turawu
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Uszinn : Forced Continuity *

msiuawwatnsulinoaovlivuwslutivs:aznaiktvudibas:onarnuludovimstaaliusnisda

. 7-day Free Trial sk probabilty
Creators Introduction to Probability and Data Is part of the larger Statistics with R Specialization. Your 7 ow such

I day free trial includes: .:’:r:'"
Pricing

| v Unlimited access to all courses in the Specialization
Ratings and § Watch lectures, try assig participate | forums, and more

+  Cancel anytime.
No penalties - simply cancel before the trial ends if it's not right for you.
~/  $49 USD per month to continue learning after trial ends.
Go as fast as you can - the faster you go, the more you save.

' Certificate when you complete,
Share on your resume, Linkedin, and CV.

Get 6 months of access for $235.00 USD (includes 20% discount) after
the course

o

() wawu

) Wwnewu

Uszian : Forced Registration *

msUbAulRavn:GoukSaalinsausaiasuusms mnRtETummsavn:deus:uu:dadoavaalubansaliauanalial
yowduaumsdald

iew Tt operty's Price and Photes

75 Marigold Dr wiew or

Acrensy Have an Aeean?

() wnewu

) Wwewu
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Uszian @ Friend Spam *

msvadayalulasuaniiluliwanals:lastvavridonunduissouad umsninwaavAnsuaidayallineuwsg
EREIIS

Sy e et e o e .

B Setact 40
£ Catherine

L]

5 Aipcia

a Scolumbisads
© bwns

5 Vuankal

= nsou

© Aty

& Bilyssbmacko

Agwu
Tdirawu

Us:ian : Hidden Costs *

Wumsvausimua:TigauuansimiAiidnunsiu Taarliviu (dwain Sneak into the basket asvoA a:lunaavsinin
WuuRUAS:AvTUaaUFaME)

Added to Your Cart:

Sublotal: §54.99

m=m= |

Merchandise: $54.99
Surcharge: $7.99
Shipping Charge: $14.99
Total Before Tax: $77.97
Estimated Tax: $5.97
Order Total: $83.94

By clicking the "Place Order" button | agree to be bound by the Terms of
Use and Privacy Policy.

Lngwu

[GIGET]
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Ustian @ Hidden legalese Stipula

mstoudayadARRRTEIUAISD:S Privacy Policies

ogin can use my information fo
ation and they may contact me




204

NE2NUNS Y NULINALATULAZNISWULAD Dark Patterns TullownaLATUAN99)

Usztan : Limiting Mobile Functionality *

mshoanuuuRWvEuMalutowwalnduliiaulus:uuSulsduunaudinas dowalkildnuandavidausmsikiu
WotusauuutawwanwunvniubulsalAusSnIsws

DRGE

uinawu

Usztan : Misdirection *

nsaanuUUAMTARTEvUgY EoAUdLlokanuasKuTUauTadndokiounu

Premium Witch's Cauldron
$150.00
Eve e know t-tasting potions 1

concoct re Ve lassic cast
witch's ca

() wewu

() Wewu
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Us:zinn @ Notification Fatigue *

msAuawalnsuidvidauuiniaull TaeunanAlsviuv:mmstaudvidoulaaSiwalkauvainsadiliviuksadudu
= . kY 2 > 2 e L ) o - - 1A A [5S
Avnssunautovdavmsld mndoanuuuldrmmsdoAdayanaadowaliinanadaudRidou Ridnuanludiagou

Asznoduaialy

) wowu

() Twnewu

nuses LRV |

Hi Steven!

We've been trying to reach you, but
had some trouble getting through. Is
this still your email?

shoobe01@gmail.com ()

Want to get recommendations
and updates in your inbox?

Not now

Uszian : Price comparison Prevention *

4 2 o T s 3 = " voogho of ada s a
msnszuulovAululkiidouaivisano:nsIvaau lUSUUlnEJUS'IFl'lUODllCIa:a\)nNVIU\)TUUD\)HWSIO

Join the millions of Linkedin members using Premium to get ahead.

Career
red

compare teothar

duancs

Salect plan

) lngwu

() Tunewu

Start your frec 1 manth wial today.

Select plan Select plan

Seloct plan
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Us=ian : Privacy Zuckering *
tfiaoin Mark Zuckerberg Awouun
Wadwrioodayantiiiauaflio
Facebook showing ads to user

e molugunsaiinalulaguavildnuuazli
] o = - -
sunilviuidvauloksadumsag (Hint :

- —— . - . -

RV Terms and Privacy Policy |'T_'|
3.

Key Updates

Terms of Service -+ Privacy Poicy
Respect for your privacy is coded inte our DNA.
Sinca we started WhatsApp, wa've built our

ces with 3 set of siron y principlas
mind. In our updated ivacy Policy
il Find:

that

Share my WhatsApp sceount information
with Faceback ta improve my Faceback
s and products expetientes. Your chats

andd phore rumber will nat ba shared ono
Facebaok regardless of this setting.

Agree

J .
saniBouladisua:ennazan@nmisiion

1800 12332 695
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Usztnn : Shadow User Profile *

(Wumsaswloalus:ydaudunmeld msaunsamunua\wnnaau[oamsTwacmsamsouauam\m d:ogmalduovau
Sublduavauvuasilks:uudiog lawisamumrlsviunuiaseld (Hint : Google Chrome Incognito is good
examples for this part)

Dictionory = Attifickal  Clowo dato Networking  Cybersecunty
tech
W rechopetis itelligence Ceorputing Manogement

More ~

Dictionary > ireernet > Faceosok Shadaw Profil
_ TAREOF
T CONTENTS )
Facebook Shadow Profile
¢ Foghboek T——
i ohle Mean? Last updated: Janvary 16, 2014 aheod of the ¢
Techopedial
o Exgavs e
T, WO receve actinadle tech
Prafile What Does Facebook Shadow Profile ok salyorsasn
Mean?
A Facebook shadow profile is a hidden user profile tnat is created by
Facebook and used to recommand friends and new connections and for g oo
003! Gata analysis/mining, Facedook maintains these orofiles, which are
not deliberately shared or d=rioced o ndividuals or account owners.
Techopedia Explains Facebook Shadow Latest Aricies
Profile 1ML Certificotion: Why
You Need It, How To Get

[3

P s fimter

hawu

) luwmewu

Uszian : Sneak into the basket *

WumskaonRldvUFIUToYamelutowWaIATU KUY MSF0ansavg ua.msuautwué\)ua\)m\)q Was=NSWavH
Tusnun\)miummwumunwInusmsIqummsuuonb (w1 Hidden Cost Ad:ui@apuis:k31on10)

@25 SPORTS DIRECT.com

My Bag

suvtow £20.00

() wewu

() Tmawu
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Uszinn : Suddenly Not Mobile *

s s 2 - A T T g
msaanuuunaviveanuuuwalilAsavsunuuawwWaIRdUKSaMsNaanuUUKINUTsdMelutawwalndu odowalh
tiandwuwaluankau ssarmikridviulasudayaluasusiou

Carrier Options ®

UPS Ground Service  $10.57
ond DayAc  $27.09

J9S Next Day A (Red) 56241
FedEx Priority Overnight $132.36
FedEx Freight 8267255
ConWay 519066
* Orders requesting UPS Next Day Air (Red|
Priority Overnight, or UPS Second Day Air (
Shipping method must be placed before 2
Delivery is not avadable on weekends and.
hoidays. Size restrictions may appYy.

ngwu

() Tinewu

Us:zinn : Trick Question *

mstimuinmiREnuEbenksoauIsadanuRawarald NovdmagidvusulvasBeas:donatinalaykilu

memaklindadldmuuaavhnsaisatiadutiiuustosimanonddiog du

Please enter your details to reserve your item(s)

Title :
¢ M. §

First name *
Lastname " : Last nam
Email *

Phone number * 1 nber

Please do not send me details of products and offers from Currys.co.uk

Please send me details of products and offers from third party organisations
recommended by Currys.co.uk

) wewu

() Wwrewu
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Usztan : Unclear or Impossible Touch Interactions *

msaanuuulRyuciog lutawwaladuansanaldeamuanusiiu

) newu

() Wwnewu

We Rely Upon You

= NATIONAL REVIEW

seemed to work reasonably
well in Germany and Japan
after 1945.” Apparently it is
progressive to regard
unprogressive Americans as
akin to enemies vanquished
in wars. No Churchillian
nonsense about “in victory,
magnanimity.”

UCLA law professor Eugene
Volokh notes that in 1952
California voters used a
progressive device, a
referendum, to amend the
state’s constitution to deny

@ions to certain __
X
- , BACURN

Usztan : Too Much Location Information *

~ - . Mo e
mssavuadayanaguavilsvuunfuiuloslusndudavld nugvsavuawahluiznisaaradnddewunu

) thawu

Tutnewu

Allow AccuWeather 10 access
your location to provide local
content, customized advertising,
product enhancements and a
more personalized experience

Review our Privacy Policy

DONT ALLOW ALLOW
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WneatunsldnuLanaIATULazNS k Patterns TutonnalatumAge (62U 3)

U 3 msifiudayaand

3¢

Description (optional)

MunewuRadika
o lunauwoinas

o Tuuawwain

Mutngkaw

savnauus:d

g Mobile Functio...

Misdirection

Notification Fatigue

Trick Question

Too Much Location Info...



Aegrenasnisinudeyaineaiunisldeunendindulazniswuiae Dark Patterns Tunanndiadiusiieg (Wuuaauaiui 1)

a wugeumulAsaAumsiEnUIBWAIATULA:MSWURD Dark Pattern of User Experience lulowwalagudig (Responses) % B & o 5@
File Edit view Insert Format Data Tools Extensions Help Lasted onds ago
~ o~ E P 100% v § % 0 .00 123v  Defalt(ai. v~ | 10 ~ B I & i ¢ H ~
G56 - LAEWY
A B c D E F G H J K L
1 Timestamp = wA = raunish 1= Tinsw3igh = = s:dun Uu = Us:inn Bad Default = us:inn : Baitand Sw = Us:inn : Confirm Shi = Us:inn : Disguised 2= Us:unn : Do-or-Die P = us:unn : Ethical and =
2 10/10/2021 21:37:11 Male Tsin Ting Useunias (GE] (GENT Trewu [GELT [GEL] Tdinewu
3 10/10/2021 21:42:45 Male watudliaden [GE] Useyanas [CEN newy EWU [GEN] [GEN] WU
4 10/10/2021 22:02:33 Male Tugdn [GE] Usryanas INEWU IEWU InEWU InEWU INEWU IEWU
5 10/10/2021 22:03:05 Male wasthoudljazidaa (L] USryaas AEWU AEWU AEWU (BT Tdinawu AEWU
6 10/10/2021 22:06:42 Female Tdson Twna Useyaios Wy 1wy awu nuwu Tdinawu Tdinawu
7 10/10/2021 22:07:54 Female wasthvuddasidea [GE] useyanln [GEN [GENT (GENT [GELT] [GEL] [GEL]
8 10/10/2021 22:08:54 Male wagtoudliasiden [CE] Useyauln [CEN] [CENT) WY [CELT] Tdinewu AEWU
9 10/10/2021 22:11:47 Female Tugdn [GE] Useyanos (L] nEWU nEWU [LEL] [GEL] TWinowu
10 10/10/2021 22:12:05 Male wastmudlla:den 1"y Useyaing newy newu newu [LEL] Tinewu (L]
n 10/10/2021 22:12:14 Male Tdson Tng Useyaias Wy 1wy INEWU NEWU nuWU Tdinawu
12 10/10/2021 22:14:53 Female Tugin [GH] Useyaln [GELTY 1AEWU 1AEWU IAEWU [GEL [GEL]
13 10/10/2021 22:21:43 Female Tusan [GE] Usegeuiln [CEN] [CENT) YWY [CET] [GELT] AEWU
14 10/10/2021 22:21:53 Male 3n [GE) Useyaias (LN Tinswu Tinswu [LENT [GEL] TWinowu
15 10/10/2021 22:22:55 Male Tugdn [GE] Usryaas INEWU INEWU [EI] INEWU [GE] nEWU
16 10/10/2021 22:28:03 Female wasthoudljasiaea (GL) Useyanas 1wy 1wy Wy Wy nuWU NEWU
7 10/10/2021 22:31:28 Male 1 [GE] USeuaias LAEWU LAEWU (G LREWU [GELT [GELTT
18 10/10/2021 22:31:56 Female Tgin Tdg Useyanln [CENT) [CENT) [GEN] [CET) [GELT] Tinwwu
19 10/10/2021 22:38:22 Male Tugdn [GE] Useyanas InEWU nEWU IREWU WU Tinewu Tinswu
20 10/10/2021 22:42:37 Male wasinoudlia:1son ne Useyaing newy newu oWy Tinewu Tinewu TWinswu
21 10/10/2021 23:06:53 Male wasthoudlazisoa Tdwna Useyanad Tdnawu AEWU AEWU AEWU nawy awu
22 10/10/2021 23.07:14 Female Tdsan [GE] useyanln [GEN] [GET (CEN [GELTY [GEL] Tdinewu
23 10/10/2021 23:57:47 Female Tgin (5] Usfyanas nEWU INEWU InEWY INEWU InEWY EWU
24 10/11/2021 0:09:03 Female T (0] Usryaunas InEWU InEWU INEWU INEWU INEWU IEWU
25 10/11/2021 0:11:23 Female Tugdn (] Usryaas nEWU nEWU INEWU InEWU [GE] nEWU
26 10/11/2021 0:13:18 Male Tugon Tna Useyanad AEWU AEWU awu awu wnawy awu
27 10/11/2021 0:15:17 Male Tugan (GH] Useyanias Tunewy [GELTY 1nEWU 1AEWU [GEEY Tinewu
28 10/11/2021 0:21:29 Male wasthoudlla=iea (Gl JUseyayias InEWU EWU IREWU AEWU IAYWU LAEWU
29 10/11/2021 9:05:54 Male Tugan [GE] Usryanas IEWU INEWU INEWU INEWU INEWU IEWU
30 10/11/2021 9:09:03 Male wasthoudlja=idon (L] Usryay1ng IAEWU IAEWU IREWU AEWU IREWU (L]
n 10/11/2021 9:13:39 Male wasthoudljazidea Tna Useyaod Tdnawu AEWU AEWU AEWU awy Tdinawu
32 10/11/2021 9:27:58 Male Tdsin [GE] useyanln Tewu [GEN] EWU LREWU [GEL] [GEL]
33 10/11/2021 9:31:53 Female wasthuuddazidoa [GD] JUseyeyias Tdwmewu IAEWU IREWU IRYWU IAYWU LAEWU
34 10/11/2021 9:33:21 Female Tugsn Tue Useyanos IREWU ABWU nEWU [LENT [GEL] REWU -
35 10/11/2021 9:57:43 Female wasthuudlja=13aa 1AE USuanng LREWLU IAEWU AEWU IAEWU IREWU Ewy T s

11¢
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AMASINEatuNIsRaNIUUATUlin (Dark Patterns)

>

vuusaumufiendudszaunmsaigldou lums - ©
naaaufFuULLaUWART UL WUD 9 A
Aanusifznfumsaanuuusmuiia (Dark Pattern

of UX)

wuasuanuidaausavdAnasioduwalsiumsiiusiusiudayatfiodAuus:msaivavaisildimsnaaauddunuy
weuwalnduiieiWuyuanudiiesdumsaanuuudiuia (Dark Pattern of User Experience) {usswiomstdoiu
waUwalagudio q

ua:wT}adwwi&Iummﬁusms:uu‘agaua:dwuuﬁuﬁagalﬁaﬁﬁnmquéuaul}ﬂﬁnmuimmﬂn Ing1AmdosukIgauna
(awinalulagasauina) Master of Science Program in Information Technology (MIT) amuuinalulaglne-egdu

masnigoan 15 wiRlumsiuuuaaunu vauRguA:

Tumaiutiayarsadosfudayaiiuau q overbirhuldammndasvaaien o Al

wamsaanuuuadwiinaulaaidnaiinivadwdavuifgrduiningvauyuduaddmofivanuaulakiondnudavnsuavdido ulu
uawwainduranisiddovaviodouovkdo looluns=uaumsaanuuy User Interface fidarmuwiaidiumssaaniRdidmaodion kéanssi
Aolodondowdaliussannudavmsduiians:uiunisuaw Dark Patterns lnedilasuds:Tosdnudasodudia avAnsAWaLawwa Ay
wadudun

“A user interface that has been carefully crafted to trick users into doing things...they are not mistakes, they are carefully crafted
with a solid understanding of human psychclogy, and they do not have the user's interests in mind® -Harry Brignull-

(asudun) - msaanuuuidviomduunwerlidiiounmuiovAnsdeaoms

<

dufl 2 : Jayadiuypravasilvivaya

Description (optional)
A
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LGBTO+

aguaarihn *
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20240

252910

30-340

35 0duly
msAneilopiuvasrim *
dndsnyagng
Uspyngios
Usagaygiln

Usayagian
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ANSINgITU ulla (Dark Patterns)

doui 3: msnaai

msnoaaudo:ga MGEWANGE]

WialhLiniolL

https: e r-Thesis?node-

id=2%3A & 3A5
F 1

A\ i Ll q &l 7
-
nstiimualasaunanksaingssuudreon
x udo «q tdriadwls

(uuauwaindu *

=uU 2-Factor Authentication (ms&an3u 2 u) Tik3alu Tuw

tt ion : AemsAAIEMudaviansuLings:uu 2 Ao Badah
anska OTP fis:uudviRdnaorautinds:uu vaunmusUn WikiHow

you receive your B-digit code, enter it to continue:

Contir

aUn8n Undudsrunsandayanvkuonwiis:u
sandayansaly

:
U0 UAFDIANIASDVKI

() nsanfokua lneludoinatadovsing

() nsandwlunsantio

) lWnsanaguasdon tuduaaud
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AMASINEatuNIsRaNIUUATUlin (Dark Patterns)

.
B

Tagundud panaunsaunsn :Gavilkidan8usau term of condition/privacy policy ¢ q ruld  *
audayakaduadvazdoaiioksall

vauamusUmwan hitps:/blog.mobiversal.com/dark-patterns-or-how-ux-exploits-the-user-rick-
questions-fake-new-notification.html

Credit Provider e
Most recent credit provider (optional) @
Eg Loan Shark
Your Order
Reason for purchase
hoose reason v My Credit Alert

\ W Instant access to creclit report

lagree to the tarms and conditions

" Credil alers for 12 months
You agree bo Weda group and its corporate partners using and disclosing your personal

information to contact you about ather goods and services and using your information for ‘/ G d " Identity thef
uard against el L= 18
direct marketing purposes including contact by phone, email, SM5 or other electronic means., & Y

e

(Including GST & delivery)

anfauduuu mudkdalidn vwasoludayadududmswaiivmsiugaulfio1doyavavamuluing *
uwscawunansiseu:ld looluRannkune?

() $udliaul

() $ wignilblhvauwsiahalsluld

o Ao * o T A
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AMASINEatuNIsRaNIUUATUlin (Dark Patterns)
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dun 4 : Msnodaumaunuuwisni 2 (msuvidau)

»<
-

Description (optional)

mudwgdnssunauauoavla f AumsuvIdauiga:  vavuauwalnduksall (dhaghomw) *

uimwuioia https://uxplanet.org/push-notification-dark-patterns-83a599d6598d

10:01

Fri, 26 Feb

New Customers Discount

0ld Customers Discount

Maonday Discount

[

mamauduuu muddnkdariwnanssulo q IRedAUMSUSDIGauKSall *
() wuazinuda/ldou/mavnssulaq
() sudvidauudluriesdsdald (Susq)

() Trhavla Udasnvl

aAaudiuuu nandusUwalnduuddudvidsunelunauwatasurnuldiianuautouindon *
wenia

aunamsudvidiaumeiuuaUwangu
() swdwlusiudii (Swusiug)

() Wawuaznaiuas
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a o ¢ ] v v a o A a ¢
NgINUUsEAUNTNNEUTuNI5NAaRIR A UL UV UNALATULNBLINN LB A
AUZIAgINUNTTEBNLUUATUANA (Dark Patterns)

Un@pamumaded mutdanasls *

umwuion https://www.bossup.co.th/site/articles/apple-privacy-vs-facebook-personalised/

Allow "App" to
track your activity across
other companies' apps and
websites?
Your data will be used to measure

advertising efficiency.

Ask App Not to Track

Allow

() Ask app not to track

() Allow

Unabauwaavimuriagvls *

tmwuina Figure 3 {u https:/www.uxmatters.com/mt/archives/2019/11/mobile-dark-patterns.php

Hi Steven!

We've been trying to reach you, but
had some trouble getting through. Is
this still your email?

shoobe01@gmail.com

Want to get recommendations
and updates in your inbox?

Not now

() navufia laglildsuasisivau
") dwdauudddonavuiin
() Wawudrnavuin

oty
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ANSINgITU ulla (Dark Patterns)
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50N 5: msnodaud

3¢

WWatkdhlatumsrin

https://www.figm
id=34%3A216&:
sidebar=1

pe-for-Thesis?node-
de-id=33%3A2&show-proto-

nsuly { achon i
Tarhms:
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N1ANUIN A.
NCCIT Conference
The 18™ National Conference on Computing

and Information Technology

May 19-20, 2022. Faculty of Information Technology and Digital
Innovation, King Mongkut’s University of Technology North Bangkok,

Kanchanaburi Rajabhat University. Council of IT Deans of Thailand.



Conference Schedule:

The Eighteenth Matonal Conference on Compising and Informstion Technolozy NCCIT2022
Thursday 19* May 2022
ROOM: V (Factor Analysis and Related Field:) Page
Factor: Influencing Customer Engagement in Using Facebook Messenger
13:00-13:20 ChatBot Servh 241
NCCIT2022-045 | - oot services -
Supawan Pongsupawan and Pramote Luenam
- . Factors Influencing the Intention to Use Robotic Proces: Automation
15:20-13:40 : -
NCCIT2022.033 | Lechmolesy 248
- Chirapern Thepthong and Tanapon Jensurriwelchalkul
13:40 - 14:00 | Factors Influencing Patient Tracking Application Acceptance 754
NCCIT2022-034 | Nawakarn Ninprawit and Tanapon Jensuttiwetchakul -
. . Parazocial Factors and Their Impact to the Intention to Follow Influencers
14:00-14:20 TikTok 260
NCCIT2022-043 | 70 =2 -
- Jamnapa Yodhe and Pramote Lusnam
14:20- 14:40 | An Amalysis of Factor: Influencing Cryptocurrency Investments 166
NCCIT2022061 | Anongwanmesya Sugyroop and Montean Rattanasiriwongwurt =
14:40 — 1500 Clazsification Factors Affecting Customer's Responsiveness Toward
NCCHE_G?_"-QTQ Service Quality Behavior During Covid-19 Pandemic 272
Thanaporn Tepkila and Tanapon Jensuttiwerchakul
15:00-15:20 | Break
15:20-15:40 | A Study of Factors Affecting Consumers' Purchazes on the E-Marketplace 178
MNCCTT2022-087 | Sasima Tanapatpiboon and Tanapon Jemsuttiwerchakul '
15-40— 1600 Stress Factors and Their Impact on Teaching Efficiency at Fundamental
NCCITZG?_"-QCIZ Education Level During the COVID-19 Pandemic 284
Wirote Cherdsawat and Pramote Luenam
An Factor Aualvziz of Components Influencing the Acceptance of
16:00—16:20 | e-Government (G2E) Information Technology Among Civil Servants 90
NCCIT2022096 | Under the Ministry of Justice -
Erittamuk Lexseng and Montean Rattanasiviwengwurt
. . An Analysis of the Dark Pattern of User Experience Ouline Shopping
16:20 - 16:40 ., \ R
NCCTT2022.025 Application in Thailand 206
=" | Pumarin Tiangpanich and Apichaya Nimkoompai

End Sezsion
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Conference paper:

ProceedingsofNCCIT2022.pdf
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An Analysis of the Dark Pattern of User Experience Online Shopping
Application in Thailand
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Abstract
Newadays information is principal for marketing.
Lead te an orgawization tying to extract wsers’
persenal informarion withowt their comsenr. Thus, the
researcher wanis fo create the mowledge to prevent
any gifect using the Dark parern of UX. As testing
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were unaware of the Dark Pattern aof UX and had a
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Eevwords: Dark Pattern of U, User Expenence,
Human Computer Inferaction (HCI),
Mobile Application, E-Commerce.
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AIANUIN 9.
ICBIR Conference
2022 7th International Conference on Business and Industrial Research

(Hybrid Conference)

ICBIR2022 : May 19-20, 2022, Bangkok, Thailand Organizers: Thai-Nichi
Institute of Technology (TNI) and Artificial Intelligence Association of

Thailand (AIAT)



Conference schedule:

ICBIR 2022 Track2 presentation schedule

Session Paper ID Title Presenter Participation
Design of Irrigation Control System for Vineyard Based on . .
1570795168 Li L Onl
11-11T LoRa Wireless Communication and Dynamic Neural Metwork b nine
May 19, 2022
IoT Based Cald Chain Logistics With Blockchain for Food
1.00-2.30 PM 1570795120 | in Logi = e Krittaphas Wisessing Gnline
Thailand ti Manitoring Application
ailand time
Human Activity Recognition Using an loT-Based Posture . .
1570795189 Ravipa Wall Onl
Corrector and Machine Learning anpaTieies mine
Session Paper ID Title Presenter Participation
1570796181 AR Based Magnetic Field Visualizati Yunchang Tang Online
Designing of Chinese Ancient Poetry App Based on i0S .
1570794836 " " _ Fan Yang Online
12-1 1T Platform Augmented Reality and Machine Learning
May 19, 2022
2.45-4.15 PM 1570795073 Traffic Prediction With a Spectral Graph Neural Network Sathita Buapang Online
Thailand time - ——
An Automated Data Analytics and OEE Visualization
1570797757 | Technigue for Assembly Line on Continuous Manufacturing Pikul Vejjanugraha Online
Systermn Using Power Bl
Session Paper ID Title Presenter Participation
Experimental Study of Plant Morphaol LoRa UGZAG
31T 1570798865 | Poenel StUey o . o TRy o0 Yang Jiabao Online
May 20,2022 N ransmission : : . :
PN 1570789316 Optimization of ULD Load Planning Wiphawi Kaeothep Online
- Develapment Conceptual Madel Analysis of Factors That ~ .
Thailand time 1570788572 i Erick Fernando Onliine
Influence User Intention to Use of e-Wallet
Session Paper ID Title Presenter Participation
Disaster-Affected Area Estimation Method With Open
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Abstract Abstract:

As technology has grown faster than expected, marketing is starting to change from offine marketing to social media
marketing. Therefore, marketers have begun o use mobile applications to represent their brands and products to customers.
However, to make it attractive, the user experience (UX) needs to step in to create the communication between brands and
customers smoothly and use the user interface (UI) to represent it in simple and understandable ways. Nowadays information
is principal for marketing. Lead to an organization trying to extract users’ personal information without their consent, resulting
in damage to the property of users via the Dark pattemn of User Experience (UX). However, when designers design the
application, they might notice that the design is having trouble or not having a good solution to deal with the problem that
users might find. The design experience that can saive this problem s called Anti-pattems, In which approaches to common
Issues might appear obvious but are less than optimal In practice. While the dark pattem of user experlence (UX) Is deceptive,
UX/UI design or Inter-actions crea
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