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femgll medansBoudvenadosisgninulilunuasiadeviiegiviedsunsisogng
uninanelutiagiu lnemsidonldnudnuusiivunzay Ao nidutladendivdaasy
UszansamaeanuudiassnisSouslunisduuniegivleddunsie (Malicous URL) s
Audnuuriignataainiieg ivledtduaiuisoutseenlfifuaundundn q Ao nqu
AMANBAEN19N1Y (Lexical feature) ﬂﬁjﬂﬂmﬁﬂwmzwﬂaLﬁaﬂﬁ (Content-based feature)
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NICHAREE EWASAKUL : MACHINE-LEARNED DEFENSE MECHANISM AGAINST
PHISHING URL EXPLOITATION FOR USER PROTECTION. ADVISOR : DR.
THONGTAT ORANSIRIKUL, 53 PP.

Phishing is a cyberattack where attackers deceive individuals or
organizations into providing sensitive information such as passwords, credit card
numbers, or personal data. URL phishing is a prevalent method where attackers
create fake URLs that closely resemble legitimate ones, tricking users into clicking
and potentially compromising their sensitive information. Traditional defense
mechanisms like blacklists and whitelists are effective at detecting known malicious
URLs but strugele with identifying new ones. Consequently, machine learning has
emerged as a robust approach for phishing detection. The effectiveness of machine
learning models depends on the features used for training. Features extracted from
URLs can be categorized into three main types: lexical-based, content-based, and
network-based. Our research aims to determine which feature types enhance the
accuracy and effectiveness of machine learning in detecting malicious URLs.

In this study, we focus on comparing the effectiveness of two feature
groups: lexical-based and content-based features, both of which involve analyzing
the textual properties of URLs. We employ Recursive Feature Elimination (RFE) to
select the top 10 features from each group, ensuring that only the most relevant
features are utilized. Subsequently, we apply a random forest model to classify the
URLs based on these selected features. Our results demonstrate that the 10 features
chosen from the content-based group achieve the highest accuracy, reaching up to
98%, while lexical-based features achieve only 67%. This significant finding highlights
the potential of content-based features in enhancing the performance of machine

learning models for phishing detection.
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uenanazaeliiauilanaunsofesedeanstetulsiogsasmn 10132 uaziiussansamann
Batuudn mwimutwounaluladgaduremmsdmsulillissarilddmiumsnnau uay
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fiFedldsumsdansuslvtiagmegiadsdau iesndsmanssnuegssunssemmaonioves
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Inggunuumslasiimslguasiiannsanulivesiign waslunidnegniniiewing
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Tutlagtu Ae sUwuumslauAwuuiv®s (Phishing) W e sUkuuNslauAnlgIsn1svaen

Y

!
! =

aoldau Winsgvihfanssuidessennuiaonduvesdeyadiuyana Fadlidmunedudeya

Y

dauuana WY Yerldeu saNu v3e vaneauUnsiasin et lugnisuluensngau vse
% = | D% = a = vas 1% & = |

asnanudegunildnungnland lneglauiazldidnisueusruluynna ¥3e o9Ansi
= = o |, S & A saa o s 1 !

Wntedie vinsdetandny lnsuuuiegiuled e lanildauls (Malware) deueg luns

wesnsény vsedwavesldnunidutmunglumsland vieannsdumiied.iuled &

L [

v ° A ¢ v o A & ° v v 1 <
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agvilvidayasng 9 waitu gnulugliuenaniienaneliiinannudenisunasuiainesuas
gunsal vasldauladnsie
Tt 2565 Mk wpaasan seaudansanTanuANImeedltunislaudne

SUBUURNTS 3117U 6,283,745 Asslulsemdaing F9insunu 3 Tuandeu [1] wag Tua 16
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a

1QUI8Y 2566 1n15518971UINNETNNUAITIVAIFA UHUNNDITYYINITAITIVE VA

avyInssuamalulad fewenadfsuaunisudinuesulayifsafuafietvenssunig

goulat] HusTUUNITREIPINTesd TN TIaLiId WoTudl 1 fwieu 2566 4 31
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Auledtu medBnisuuunadu amnsavilanagdsnisdnvingiudeyanuindariviegiiulus
(Blacklist-Based Detection) wag 35n135833afn (Heuristic method) &4 2 35n15A9na17 &

Uszansnmlunisasavaeuiiediiuledlalidesn [3]4] srewail feldiinnsimadanis

q

'
=

= v & dl | @ & v o A ! a t%
Fousvouas asnldlunuasiaasuiegiivleddunsie [5] §edadendrvduasula
LuUTasINsiseusveesesdsavihnuldedsfivszdnsaminde n1sinisdnnistoyai
I I % =i o [ a o £ c{' [ (3
7 uaz n1sidenaudnuasvanaumldluLuuInaes Ineaudneaeainlaaniag iules
annsaduunlailu 3 ngulaevaly GsUsznouiiey audnwaen1In 1w (Lexical Feature),
AMANYMENIUT BT (Content-based feature), hagAMANYUENINATEYY (Network-
based Feature) [6]
1 [ Ya o Y o =2 Q’Jl dy = =

agalsiauITelanmunveulunlunisAnwikaznaasdluassil lnedendnw
wazvin1snnasdlagldiies 2 nguaudnvaeNlnUAEITRITUNTIATIsRaN ML kay
1A59a5190190191 (Textual Properties) igd 2 nauwintiu @sdsenauluig ndunnanvae
1190197 (Lexical Feature) Wag naunndnuwagnailont (Content-based feature) uazly
waila Recursive Feature Elimination (RFE) 1n47eluni1sAntaanaad nvasaInkiazngy
wag Midane3nudalduuuau (Random Forest) Tun1sasisuuudnas i ailSuiisy

[%
1Y v

UszAnsnmseninnguandnuaen 2 nay luaunsduasuanuaunsalunisiseusiag

q

1 o o N 1 s & [y t% 1 [J a £ a
ﬂ')’]iJLLiJ‘L!EJﬂ‘L!ﬂ'ﬁV]THWEJV]EJE\JJL’]UI‘*UGW]LUUEJUG\?WEJ IMLLﬂLL‘U‘U"O']@ENﬂ'ﬁLiEJ‘L!E“U@QLﬂ?EN



1.2 InguseasAvansin

1.2.1 Wefnwuazvienutilafsriudnvurvesnadnuaemieniw (Lexical
Feature) uag @mﬁﬂwmzm&ﬁam (Content-based Feature)

1.2.2 ieFouiisuussansamlumsdaaiuanuannsalunsifeus uaze
wiuglunsviuneiegiulsdlvuauuudaesnsisouiueandes seninangunadnuazmg

A (Lexical Feature) waz AaUaNYMENINUENT (Content-based Feature)

1.3 YaULIANISIAY

1.3.1 HenAnwuagiinIsneass Wes 2 NauAMENYME AD NANAMANYUENS
1191 (Lexical Feature) 4ag NAUAMNANYMENIWTBNT (Content-based Feature) 111U

1.3.2 1dwaila Recursive Feature Elimination (RFE) lu¥'unauni1sdniqaen
AMANYTLARENANWINTY

1.3.3 ldilesdane3iuunldiiuudy (Random Forest) Tunisnaasainty

1.3.4 Yszidunalagn1sunan13vinung (Confusion Matrix) ¥8IMUUTIABINIS
a v a ° ' .. o
bIUUFUBILAS B UIATUIUNIA N Accuracy, Precision, recall hag F1 Score WagynINIg
Wisuiguseniauuuiaesnidnguamanuwaien1n1w (Lexical feature) Wag WUUNADS
nlingunnanyagniuilen (Content-based feature)

< av dou o A = = = a a ! a

1.3.5 Wuenddeidniiiefnwuazilseuneunalseansamlumsdaasuniig
wiuglunisvinunefieg i ulsdliunuuudiaenisifeus sTninNnquananeaEyn1901 ¥
war nuAnanvaemuiont Tunsdlnldisnis swdueiesdevlianediulunimaass

WNTIU
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v 9(Phishing) 1 ufuAnAmuMtlBuas as 19N dnlivasndauasdunsiaun
£ a §f & [y ¥ a (=3 (X ! [ v Ao <t
AldnuBumesils nsdesiuglinunniegiuledunsiesie anmnsevinlaviainvaneIsnds
TAsTignuuzdemsldmsSusveaes swnglglumsduuniiogiulesse waiulay

& d' J =2 & £ & d' U oa A L3 d' [ [
Wemnagnaniduunisuszneuldmelienifgiiuivds, ssrusznevvesiiogiiuled, n1s
o a = % = A s ) A o
Uunafianisiseuiveaes sunldlumsnsageuniegivles, andnuaeniunldlunmeaes,

LAZIIN LN ITBY

2.1 W¥34 (Phishing)
wde Ao nildlugUuuunisvasnatinisesulad lnedlaudlyisnisuemivedng
90 NeANTIUAZANYLIAENI9ETTNYIATE WMWY 1Y AINBIINTOEINMAY AITNAULAL
lngRlanmvzasaaunsainyinlvigudetie AwwmeIanARRENIY LALERNVINMINEITIELALA
soens laeithumnglunmslavdsinasidu nsuluetu v msuluetoyadiuyana lneinte
& v 3 a A & oa = =
ansaldulaviayana wag aeAns [7] JUkuuvesnsHvdetudogvianvay e nglaus
dndnmsimumatie waznagnslunisvasnalivtisagiane aigwniiviinisdesiums

Ty T eudusesenn [81,9]

2.1.1 @wgsnsilaelusuiuumnge

1. nsaseiuleduasy (Spoofed Website) Ao 3UnuunIsHBTLA8NIS

1 a A

afaduleduanutunlnadsunuusiuuuuasdnsasveaivluiiidedass ioadana
undetie

2. N57YTaHIW URL (URL Phishing ) fig n1sgeuden lagilaudldisnasn
solvimBonndsifipmilousiogiiuledass udaTequirdsiiudenludaiuledasuiiven
inasadsiudioulusdeyaveanie [10]

3. naslandnisleiduaiifie (Social Media Phishing) Ao n1slauflaaly
Fosmludvaiifosineg IneglavdensliiBnsasisdyTvasy wafuduynna vidoosdnsiile

% = ° A 1 a cal a v Y] a A Y] v G
LNULLNIUBUA NI V]']ﬂ']iLLUUVl@ﬁ‘JJL’JUI‘UG]VILﬂEJ’JGUENﬂ‘Uﬂ']i‘WWUQIU?J\‘]P?LSU\‘]'WUIULLWﬁWW@iN
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4. n15LANANIULAT DI BAUNT (Search Engine Phishing) A N158519719Y

Y

saa 1

Gulsiuaeutuin Tnsdeunuuivleddfiegase degldnuinisduniiueiosdiodum
nsuansnaansrenIulednng 9 avsudaiuleduanunieg

5. aesly (Spear phishing) Aa JUkUUNITIANA ﬁLﬁaﬂ;ﬁwa%ﬁwmi
Feonihmnsuuuiamsianzas Ssoraduldieyana vie ssdng wasvhmsfnmnaenaulfi
foyafetutimneesazdendieirdeyas q warbuldassaniunsaligmiou
HuiFesas uagviligudeiomnniy

6. n1slauAlaunisunsniiien (Content Injection Phishing) fie nslaw
Tnsmsunsnilevnuasuviedsififeadestumsiivgs Tusaiuleivioueunaiady

7. nslanalaeleldes (Vishing) 13e t38ndnoeg1931 Voice phishing Ao
sUuuunnslandfifienndnazdasudanas Ansenialnsdmsilunivde wazvinnnsaiia
anumsaiivilvigundedeauiliviednadosnuuazivaslvidoyaddnlu

8. N15LaNANIUTDAY (Smishing) AB nsuluedeyalaeldnisdstaniny
sms lugande lasenainsuuuiivdsasiioliiielmbendn uazyimsitilunsendeya

al ay
muwéﬂwmmaﬂmi

2.2 asAUsznavvasagIulyd

= @ Y 1

Mogiaulas (URL: Uniform Resource Locator) g Aa38U#loguoanineInsmieg

Y 9

A
vuduwmesin [11] lnevegiiuleddnuszneuluse 6 diudsy 71 2.1

http:// example.com

A \ | \

Protocol Domain Name Path Anchor

Subdomain

Top Level Domain

(3

JUT 2.1 asAUsenauvesiiogiiules

Y



= | d‘

1. Wslanea (Protocol) Ao daufiogningavesiieg ivled Tniilunisszy
Yo munisnnslunisdoans wiedafulessng q laslusinaoaildeglasiialy 1wy
http:// wag https://

2. FulpLuu (Subdomain) fie Tawmgesiivhnifignedmnslugmiienge aely
Auled Tanudndulunsalivledinmsuseneulumediudessngg aeluivled

3. TaLulusl (Domain Name) Ao deilldifl oy yuazsyydumisvesivleduy
Bumesiin

4. Taunsziuuuga (Top Level Domain : TLD ) e daufegsevielaumiuy Tng
annsnideusielasltiaomunega () i Ae szyuszian vie dnvazveaiulud
A29819U8LAILIUNITAVUUUER LY .com dmsuiiulediniegsia uaznisdive, .org
dwsuasdnslainansiils vi¥e .co.th dwmsuudsmivimsfenegludsemelne Wusu

5. W15 (Path) e @aufitvnslugsiumisiieguesteya vuduled Tnsazegnas

TAIUUNTEAUUNEABNRDAIBLAT BN ETIU (/)

¥
% v

6. W3 (Anchor) ge7itnuyalivuntniules ususmesesnewisy (# )

2.3 M3L38U3Va9ATY (Machine Learning)
LY a a a ! P 12 ¢ Y = 1 ad
nsUasiumslauduuuieds dunesiegivledduliegvainvaieds [12] M3
= v & d = a o - " s
Weusveuaied Ae nildlumaiaigninanldlunisasiaaeuieyivlesd tesain

ANNANNNTARINSISELS LazaNaEnsalunsUsuignludfmuguwuuvesteayadavinli

(3

Jundew [131,[14] Insuuudiasiniseudvesasesaziminlunstiedwuniegiiules

Y
a

ooniluasingu (Binary Classification) #e naufiagiiulusifivasasie (Benign URL) wazdn
nauAeTiegiiulesilsivasade (Malicious URL)

Tow 2 Sanesfiuiidui dounazgniraunldlunuasaaouiiegiduiuled Ao
Support Vector Machine wag Random Forest uaﬂmﬂﬁﬁé’qwuazﬂa%ﬁu?iuqﬁﬂ 19U Naive
Bayes, Decision Tree, Logistic Regression Wag K-Nearest-Neighbor Judu [15] egglsh

ANNAINIUILVDY R. Zieni wazay [16] Nlevinn15d151991uwideiinetesiunisnsiadsy

13 1 v

negiivlednuin MmAdeTunniildanesfiuunnimiawalunisnaaesiieUeuiieu

WRANBSNUNANANGNTUNITNAGBINY 9 WU wuuTnaesUrlduuugdy (Random Forest)

9

O o v ~ a a a A v a= ]
uumLLu’]Iu@JV]ﬁ]SﬂJUigaVlﬁﬂWWVIqu@ﬂg']@aﬂai‘mll@u 9 1Uﬂ']§‘1/l@a@\1uu



2.4 auanwe (Features)
L < = 3 A ] a 4 o a 2 o ¥ ! a
Aasdnuais lunilslussdusenaunyid wasulvikuuitasmsssusinaulaeg el
UssdvSananndsau [17] Weaadnuagivsnglumiddeneaiunsasadeuiiegivlediud
Y NAMNNALNA L LY U AMSNYUENINNTY (Lexical-based Feature), AOUH NN 99N
(Content-based Feature), AudNuMENIATYIY (Network-based Feature) Way Aaudnuaey
Aeadesiuauiey (Popularity Feature) agglsinu TusAdeiiagyiinisdnwinagyinnis
neadlagldiiies 2 AadnuaznNnTe (Lexical Feature) Way Aasinuaizuilon (Content-
based Feature) WU 84 2 AMANYMLAING1INAIUA 82T 037 UNTIATIEIIT 1019 Lag
AasdnEugInwIAeIdeiu Tassasne uaz esuszneu vesdifeg i ulusdiu 9 Tuvae
Y & a ¥ ¢ v & P v & & = 2 a A
dnuaemailon aufgedlufminldemndenlesiuiuleddu q Samunefdmunnguy

HTML code %38 JavaScript

2.4.1 AaAN®EN19N1E (Lexical Feature)

v ! = N ¥ v oa A A | @ s
AamneazlungunIen1w ziliaufeatesivdfiusinguuiiegiiulusd
Wiy Avuevesiegiules Auetiolawu S1UIuTRIRITNYS e INfeenUTELAY

#13 9 [18] Ineegavesrnadnuarlundurnadnuazninwusnglunisen 2.1

M3 2.1 FIRENAMENYENINN1Y [18]

No. | Feature group Feature Data type Description
Number of symbol in
1 SymbolCount_URL | numeric
URL
2 urlLen numeric The length of URL
3 | Lexical group domainlength numeric The length of domain
4 URL Letter Count | numeric Number of the Letter
Number of the numeric
5 URL_DigitCount numeric
Character




2.4.2 pudnuwaraiem (Content-based Feature)
Audnuzailon Fenadnuusdinnanmsiiesgideivsmnguunii
LﬁU"LGUG?‘ﬁILs?fawfaﬁ’uﬁaqﬁulenﬁﬂgu 5 1eALA18% 910 HTML code %38 JavaScript 13y
FIUILVBITN HTML %30 aedUsznaunies wu sauau deideules (Hyperlinks) tdugu

Tnem5197 2.2 Wusegavesnnanuaglunguandnuuginailen

M137 2.2 fegenman vt [19]

Feature
No. Feature Description
group
Total number of characters in HTML pages
1 Length of HTML
excluding tags
Number Script Total number of scripts included in the
2
Tags page
3 Number iframe Total number of iframe tags on page
Content-
Number of
based group Total number of internal hyperlinks on
a4 internal
pase
hyperlinks
Number of
Total number of external hyperlinks on
5 external
pase
hyperlinks




2.5 UIeNNeIVD9

nnsfnwaddelunquiidnwiieiunisiuuniiegiiulediu wuineuide

a

drulngjy wfuluinsiFsuiisudsz@nsnnves sanediiu lnsidenlddanesi
warnvaneNiInsmaaes etnslsfinunudn nilsludadedvisdaasuauutuduas
arunirlunsduundiedfuledeing q du fe aadnumy (Features) [20], Tnonmdnued
Ui?ﬂgiumu”jﬁjﬁﬁf’nmﬂﬁ@@:L%Uiﬁfﬁé’umﬁﬁﬁgu g anNviaenay (WU NaUANENYMENIN
A9 (Lexical Feature) Anudnuniziiieadaaiulaan (Host-based Feature), uay Aadnuoe
fifinrmidisiusiu (Correlated feature) 1usu Inenguandnuaziinutes 9 azilog 3 ngu
AD NAUAMANYMENIIN1Y] (Lexical Feature), ﬂduﬂmé’ﬂwmzmuﬁam (Content-based
Feature), wag NRUAMANYMENINATBYE (Network-based Feature)
TnvaAdelunguusniifidodnu Ao sidelunquitdnulneldnguandnuas
nanelunIINeaed Ineeuise M. Elsadie wavanie [21] nsfinwnieatunssiwuni
agjﬁui%mﬁmﬂ%’ luLma BERT (Bidirectional Encoder Representations from Transformers)
luduneunsadnaudnuzesiiogiulediotslinneilasainmnanswesiegiulusd
$1uru 549,346 Sremslugedoyaiivunldlunismaass Ing Deep Convolutional Neural
Network (CNN) Huaawsauuiugnasde 96.66% 11u3deves A. S. Raja wazAn [22] 1Ju
iAdeiAnwlnedyadamneiienislunisteaniailunisUssnans wazaaiuiidmiy
N33 laviinsAnen aeldiiequanuuzn1anIe (Lexical Feature) 9713 20
Audnuay lagldinaila Correlation analysis 11918lunsandruiuguanyMzIINALE
fiadu 27 Aadnwr wvinseaesiaslduuusiasimaSeuivenaesiuandraiu Tng
wuuTraestnlfuuugs Random Forest) ldA1aauusiugog @ 99.99% usnani &
U3 Te7 Anwilae W.Faigand N.G.M. Jameel [23] ¥11au0buUUT 1809 Multilayer
perceptron (MLP) dadusnuiifisitaunsadieanarlunisdszananals nelunisnaaesd
T¥adnumznsnwdiuI 35 audnvae Tasuuudiassdanaindanuuiugioy
94.51%. Snenddeiidnuilag B Aty et al. [24] anirfidelsvinmsAnuuagnaaedagld
yadouadgniAuausnainiules PhishTank uag Alexa lnsaudnuaueniad an
(Content-based Feature) Qﬂaﬁﬂiﬂﬂw keyword density extractor library ﬁgﬂﬁwuﬂ%
Comodo Group. 4 sAAuusugIgqaey 7 98.24% tasuuusiass Support Vector

Machine (SVM
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[y

dounaidumadeidnunasvaaedasldandnvurlunsaasnnimiangs
Anudnwairduly sddefnuilag S. Kumi uazay [25] thiaueBnsduuniiegiivledlng
19 wiaila Classification based on association (CBA) lngldnquamanuaen1anIw uay
nduaudnvarmaion Tngldmiuusigilunsvinsgaancgi 95.8% seuiduamidod

Anwilag J. Liu wazany [26] vinn1sneassdaslinadnuaeniniv uag Aadnuvaenia

Y v
Y v v

Wen walunuddeiivy f3delavimsadianudnsuzain Taaduatuntdimédn (Homepage

Y

source code) #a99NUUENLINARBASlTLUUTIRDIINAINTAE LALUUINADIN LNAIAIY

wiughasiign fe wuudnassldidy (Random forest) lnaAaduiugag 93% souilu

9 9

[

Nuisefidnwlag P.V. Rao wazamz [27] vinisnaaadlaeld honeypot waz PyShark u

maiuteyaeafiunisidneuiuiegiuledaingg wagn15asnasinuasetie Tneananyuy

Y

mgﬂiﬁé’ﬂumuuﬂsmaﬂwma AUANYILSTIINNTYI, AUANBILSNINUBIN, LaT AUANYIUSNIN

I o

150978 InekuuTIaes XGBoost larauiugadan tnedla1ainuuwiug1agi 96.8%
waunUgymillanaiuaudnuvueNNT1IUes 9 Uu M. N. Alam wazane [28]

L@ldwatia Principal Component Analysis (PCA) 119aelunisandfivetdoya el

v w6 v

ANUFNTUS Ve tayadIedy wazylgludunauniIsAnEanANANYMLY FTINANITNARDIVDS

(%
Y] Y =

NAFelNY drrruwiugiegi 97% dudunanisvinneiiegivledlaenuuitaesyild

! o a

wuugdy (Random forest) 8newidenAnwlay M. Aljabi uazaae [29] Laenld 3 el Tu

TUNBUNITAAGONAMNANTUL LN BYIUAATNANANULEIIN 3 NAN AMENYME AD NAY

[

UANYULNILDM, NAUANGNBAULN AT, LaY NEUANANEAENIAATEYIY B9 3 nAlla

A
ngniunldlutuneunisAndenandnuuziy Usenauluaig watin ANOVA, maila Chi-

square, kazinAila Correlation lngARLABNAMINYULIMIUTNINLA 40 AMGNYLE (SIUNT
3 NRUANSNYME) LAY 15 ANSNYME TINANITNARDIBENNIIT WUUTIa8Y Naive
Bayes tuldm1auuiuggeiianidoiisuiuuuudiasdu q fgninmeasisie lneadn

wiiughlumsiueeg ivleddunsetuegi 96%

Y

wazluuddvanvinenanenuinaadluanuidedu Wun1sAneives C. D. Xuan

9 Y

wazany [30] lngiiufinunluiinisiSeuiiou Usinauesleyaildlunisaeuuuudias lng
wian1sveaeseaniliu 2 seu lneseuwsn lddeyafieg duleddnuau 10,000 518013 wae
NINARDIN 2 887 470,000 518n15 lneauanvuzEenldiy Usenaulume audnyne

NN, AMANYUET LA 817037 ulaas (Host-based feature), waz AaNYMETA i

ANMUFUNUSAU (Correlated feature) 18 NANNSNAABILAY WU NISNAABIAIE 10,000 Va8

Y

Auledfinnuuiugnaindi lneuuuinass
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Unlduuudy (Random Forest) difnauuaiugnog 99.77% ogslsfinuiiieliiiunins iy

av 1 Ya o Y Yo awv A o Y & A
VIWIUIIYUAN € &Jj'J‘DEJlﬂV]']ﬂ']iﬁEUQ']u’]QEJVlLﬂEJ'JsU'EN@ﬂﬂi\T AIUFTIIN 2.3

M131991 2.3 MTREATUNUIR

[y

d

MNYIUDY

F2IMUIY

NEUAMENYME

35013

ANAALUUEN

Intelligent Deep

Phishing URL Detection
Based on Bert Features

Extraction [21]

Machine Learning Cyber

AANYUEN N

Deep
Convolutional
Neural Network

(CNN)

96.66%

Lexical features based
malicious URL
detection using
machine learning

techniques [22]

AMANYULNIIN1E

Random Forest

99.99%

Malicious URL
Detection Tree-based
Lexical Features
Selection and
Multilayer Perceptron

model [23]

AANYUENIINTET

Multilayer
perceptron (MLP)

94.51%

Context-sensitive and
keyword density based
supervised machine
learning techmiques for
malicious webpage

detection [24]

ARAN BN TEN

SVM (Support

Vector Machine)

98.24%




[y

MN8IT09 (98)

12

M131991 2.3 M1TETUNUIRE
V991U nNEuAMANYL /N3 GRL PRI
Malicious URL "
AMANYAENINAIEN Classification
Detection Based on 5
HAY AMANYENIY based on 95.8%
Associative ¥
Lo association (CBA)
Classification [25]
Detecting Web Spam "
ABANYUENINNIY
Based on Novel .
HAY AMANYUENIY Random Forest 93%
Features From Web ¥
LB
Page Source Code [26]
AMANYAENINNTY,
Detection of Malicious . ¥
ABAN YLD
Uniform Resource . XGBoost 96.8%
bbE1S AEUANWYILSNIY
Locator [27] A
bAIDVIY
Phishing Attacks AMANYAUENINNE,
Detection using AaAN YA TleN
. Random forest 97%
Machine Learning HAY ANANYENIY
Approach [28] LSO
An Assessment of
Lexical, Network, and -
ABANYUEN NN,
Content-Based Features . &
ADIANYUENINLUDM
for Detecting Malicious . Random forest 97%
LAY AMANYUENIY
URLs Using Machine o
bAIDVIY
Learning and Deep
Learning Models [29]
AANYIULNINTE,
Malicious URL ARAN B NEITDY
Detection based on Aulean, way Random forest 99.77%

Machine Learning [30]

[

ANANYUENE

ANMUFUNUS U




UNN 3

A5N1SANLTHUIY

¥
S 1

mATeildunmsAnuiAnafuasduuniied iuledoonifuasindu fe nquiied
Julwdnilivaenss (Malicious URL) uag nguileghiuludfiuasnsie (Benign URL) feisnis
Boufveundes Tnefigauszasdlunsfne wag shnsmaaes evmaudnvauzitiodaady
arsugilituLuTenafeudvenaiesunuinunieg duledlddiian Tasmuited
fiduidennquandnuas e 2 ngu fansaadaldaindeg iuled fo ngunaidnuuis
191 (Lexical Features) La ﬂq'uﬂmﬁﬂNM$MWﬂLﬁyawﬂ (Content-based Features) 1
ynsfnyinagneasalieudieulsyansamiiu Tasidomluundandunisesuielu
duvesiunaulunsiuiiunuide Ssaunsoudseonlsidu 4 duneusmuzamd 3.1 Ao

1. m3wiudeya (Data Collection)

2. M3wissuvaya (Data Preprocessing)

3. A3as19lAa (Modeling)

4. n1sUseiiuna (Evaluation)

Data Collection » Data » Modeling Evaluation
Preprocessing

(%
Y

JUN 3.1 Yumaulunsaiiueuide
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3.1 msdaiudaya (Data Collection)

¥

gadeyaniuiltdlunismeassaseiidugadeyaseulail “Malicious and Benign

3

L [

Webpages Dataset” lag AK. Singh [31] Teyagniaiulaeld MalCrawler Fauluinaailo
dmsunsnsiam uasfslayalivledfilivaensis (Malicious Websites) 91n8uimnasiiin

warld Google Safe Browsing API lumsimuainfiegivledninanvasnsevselivasnse

Y

Feluyadayailusznaulue 2 yadeya fie Yatauadviunsasu (Train dataset) uay 0

I ®

ToyadmIun1snaaey (Test Dataset) lnggatagadmsunisaeuiuussanegivleddiuiuy

Y

1,200,000 $18%9 Inswuadusieteiuladndasasde 1,172,747 1839 waz et uladi

Livaendy 27,253 e%e Turagiigadeyarimiunisnagey ussesedelivlediivasasie

' '
A a

353,872 9160 waz Metesivleinlivasadediuau 8,062 s1e%e Taueteniogiiuledlu

] 1 ® 1

Yavayad mTUNIINAGRUNIMINA 361,934 51830 wennlluyaveyaiietiulyddinanidl

Y

Falsznaulumenmuanuagveeyasn 11 918013 aausnglumsnd 3.1

M3 3.1 AnanuaeiusIngluyadeya

Hoamanuns A95U"Y

1. url URL voeiulee

1. ip_add fiog IP veaiulud

2. geo loc sunianenfianansvesivled

3. url_len AINUY1IVDY URL

4. js_len ANEIVOEAIUR JavaScript Tuniiiiu

5. js_obf len | A1Mu81IBIEATUR JavaScript ¥asaINN1TUATA

6. tld Aaduveneingues URL Wy .com, #se .org umu

7. who_is Foyalauuildunannisldou wHo 1S dunsufunielsl
8. https Huduleaaldlustarea HTTPS vk

9. content demmemthduludduatusudaddn Javascript

10. label themduiivledninaraduivlsdlasadenisluivasndy
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3.2 Msin3gudaya (Data preprocessing)

& a 1 T A & o & Ao o = a v v v
GUum@u’r’nil,ﬁﬁﬂllsﬂ@%auu@]@Lﬂumum@uwu;ﬁnu‘V]ﬁ']ﬂiy}LWE]LGﬁEJ@J?J@H@IVW?@N

o Y o

dmsumsinluldaumsfnyiveswuuinasmsiouivesases (Machine Learming) lagly

o v
(% =

Jupautaunsanvgeslaidu 3 Junausail

3.2.1 M3andnuIutaya (Undersampling)

PnMTieTziyateyamianldlunimeassaial nuinduves

1=

cl' 13 [ =3 cal 1 v & o 1 Ly =~ v [ 1 Va o
VI’E]EQJJL’JUVLGUG]‘UGE]@JWEJ LLa8L'JUI"UGWIIQJ‘U@E)@J]EJuu%Jﬂ’J’Wlleilailﬂaﬂu LWE]LLﬂﬁEy‘VI']ﬂ\‘]ﬂa']’J AR

)

JeladenlddSnisquandiuaudeya (Random Undersampling) daidunilsluisnisi ld

] o v

dmiuuitgymenuliaunaiuvestoya lngvinisandiuiudeyaluaaianiduuuinld

Aa o v

Juudeyaaunaiuiuaatanidwiutesnii Inenavnnisldmaiasinavitladiuau

naunvesegiulaineglugndeuadmsunisasu (Train data) 990 1,200,000 Negiiules

Y Y Y

Qe

~ A 1« =

wiaewies 54,506 egiiuled Tnsuuaduiiegiuleddunsis (Malicous URL) 27,253 fleg

Aules uar Negivledfivasnss (Benign URL) 27,253 fegiiules daudwiudeyaluyn

3

o—

Yoyadnsunisvageu (Test data) Inniauiiduiuiegiiulesivioun 361,934 fegiuled

wigewies 16,124 fiegiiuled Tnswvsluiiegyiuludsunsie (Malicious URL) $1uau 8,062

Y
(3

negiuled waz Vivledfivasasie (Benign URL) 1uau 8,062 fegiiulus

Y

3.2.2 MsanaAManyrYaiiea (Feature Extraction)

WesInAuaNvuzvastayans 11 519113 MIun13199 3.1 Ausingluyn

Tayaty GeliligInalazATUAINNANANENYMETA0IN15d MU INAaRsluIUITBl

Y

4

FanINSUT UM B UUTEANT NNV RIANAN YL TEVT1INFUA AN YMEN1IN1EY (Lexical

Feature) wag NauAMaNYAEN1LL0N1 (Content-based Feature) A9t U R BILNT5a1 1A

(3

AaANwaTILAY lnenudnEuzn1In1eIl fie anvagnunwnusngeyluniegiivles

Y

7199 1 A2NENITeINegIuled, Tiuaudnuseiauniae s T3 3.2 Usgney

lumeaudnsueEn N wINaiala wag Aesulvanudnyn
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M3 3.2 AMSNYUENINANgNATRINYATRYA

Yoqmuanums Aa5U"Y
1. url_length ﬂ’ammasuaqﬁagjﬁui%é
2. url_path length Srnussnusimusluduwendunis URL
3. url_host length Srnussnusimusludiuvedeainselay
4. url_slash_count SRSy /
5. url_dot count FAUAS DI .
6. url_ampersand count FNAUATOMINY &
7. url_at_symbol count FMAUATMLY @
8. url_hyphen count FMAUATEMIE -
9. url equals sign count SNIUATEMIY =
10. url_question_mark count FNAUATOMNE ?
11. url_semicolon_count FuauASeINY ;
12. number of digits ﬁi’wmuéhLamﬁﬂﬁﬂguuﬁagﬁﬂ%ﬁ
13. number of parameters Frurwvesmsiwesiusinglu URL
14. number _of fragments 7UIUVB fragment identifier dlefinsld #
15. number of subdirectories frunuredlnainefdesiusingluidunig
16. has_client_in_string encoded | 1af1i1 “client” §i/laidl
17. has_admin_in_string_encoded | 1¥AR131 “admin” 8/l
18. has_server in string_encoded | LGnr137 “server” /1l
19. has_login_in_string_encoded | 1@AA191 “log in” §/13dl

d’ d‘ 1 v 1 v o o d’ = =
FIINATNN 3.2 NIV NAUGNYMY WU AnanweludInud 16 G 19 &

o [ £ v v v ) Y 14 a v CY .
ANIndudeslasdayanndisnusiludiay sewmadanisidisiateya (Encoding) lng
AAUAATINNASNSIINASANALEAINATN I (True) windu 1 1l (False) Ay 0 Nou

lJldiuuuudnaesmsiseuivenases
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daunludiuvesgudnvuznintionn (Content-based Features) Wurdudnuils
ANE NN 1AL 81797 UN1TTLATITVE N¥UrUalATIaT19n190187 (Textual

properties) W ULAEITUNFUAMSNBAENINAIYY UATAIULANANAUATINTANSNYUEN

q

(3

Wemuuazldlidaszianiasiadinmiessdussneufivsnguudovesfiogiiules uses
NedesiunsiasenansaenanIwnusIngludiuves JavaScript %58 HTML code &4

3 ] = v [ ca A 1 o al [ X cl'
L‘UUﬁ’J‘LAGU’ENﬂ?iLLﬁ@\‘lLUE]VI']JWEJVI‘N'WL’JUI"?JGWIL‘U@Nﬁ@ﬂU‘VIE]QJL’JUI‘UG]UU 9 18197199 3.3

wanINaRuanysLlanNaiale uag AesuIBveIusaYAMEN YL

M137 3.3 AaudnyasLlenignananynteys

YonmaNYME Aa5UY

1. js len ANBIVBIEIULAR JavaScript

A21U812UBIdAS Usl JavaScript
2. js_obf len . =
n&991NN1TUATY

A1LE ulnsd ve9 URL ¥99u%N
3. url page entropy PR
Vuled

4. number of script tags SnuinaasuAluniuled

BMI1EIUVBIEASUNABEIUNA1IVBY
5. script_to_body ratio o v .
nudulea

AI1UE12909LA A HTML Tuntin
6. length of html .
Vuled

U ULNLAYN (Tokens) Tuwniin
7. number of page tokens l P
Vuled

8. number of sentences dnuusyloalundiivles

FIUIULAS DINUNETTARBDULUNTIN
9. number_of punctuations .
Vuled

F1UIUINLAUNA wane 197 Ul UrLN
10. number_of distinct tokens . "\
Vuled

U TG @ 28 nwslug Tunt
11. number of capitalizations

Gulws
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M13197 3.3 Audnyugsemgnannanyateya (se)

VonnANYME

ANa5UNY

12.

average number of tokens in_sentence

uneuedgluwmazUselan

v <@ 6
a9t o

13.

number_of html tags

F1uruniin HTML Tumiduled

14.

number of hidden tags

Fuuuiniigngeuegluii

Gulas

15.

number _iframes

F1UIUVDILIAN iframe TUnT

Vulas

16.

number_objects

uuinglumiivled wu

U

17.

number _embeds

UL embed Tuntiniulas

18.

number_of hyperlinks

d1u9u Hyperlink luniiiulae

19.

number_of whitespace

Furuteansdumiiules

20.

number_of included elements

FIUINBIAYTENDUAINY N1gn

1% ¥ < &
sy tuvn A Ulas

21.

number of double documents

Funuenasngrgauluntnivles

22.

number_of eval functions

UAIUMSIENINTY eval Tuntin

Gulaa

23.

average script_length

ANNENVRERSUALRAY UL

Gules

24.

average script_entropy

BWulnsUnasuesansuslunin

Gulws
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3.2.3 MsAnLaanAuanyy (Feature Selection)

a = o

nmsfndenauautidusnuiladsnsfidieidinanuudug iy nsiseui
d' [ Ao 9 ¥ o A N ] =
Y941A384 [32] lngnsanvunvesnadnyaeidleglviegluseAuivansaumitndniu iean

ANnududouvesling Lazanlonialunisiia Overfitting Fadutlymnenainduidiolunall

o =

AudnwazuniulunselnudnvueilidAg@envinlinadnsnlakiviug lun1sveass

va o

1 {33gladenlynaiia Recursive Feature Elimination (RFE) snaglunszuiunisAniiian

[ o

AaudnvugTdfydmsuaunatunsiuuniegiuleddunsne (Malicious URL)

Y

Tae RFE WWunszuaumsiildlunisandiuwiunudnvazuuusalul@lagnis

[ [

91 IagiTuAumgn1saseling NTUAILINAIANNEIAYUBIRMENYATLAREAT Lay

1 o

d Y a o 6 A i o o 5 Y -
La@ﬂﬂmﬁﬂiﬂﬁu%muﬂ’]ﬂ'ﬂﬂﬁﬁﬂi‘gﬁ]’ﬁ/lij@@@ﬂlﬂ ﬁ]E]N’]*ﬂ%ﬁ/l’]“iﬂﬂi%‘U’]Uﬂ’]i‘L!IﬂEJﬁ‘Uﬂmaﬂ‘lﬁm%‘ﬂ
A o A o ! ¥ o v Ay = U sav v 1d
maaaaﬂlﬂmmmmwmmum @U‘Uﬂ'lWQSIWQWUUUﬂmaﬂ‘HmZVIGIBQﬂﬁi mmaawwlm%mu

ARUANNAIAY YIRS NBAY FziTeaanuIINANaNBaENTANdAYNINTan Tag

[

M13199 3.4 UansnuansueidAty 10 SUAULINIINNGUAMSNBULNIINIYT Lagn13199]
0

v v J

3.5 wansAaNYE A 10 SUAULINIINNALAMENYMENILDMN

Y

M50 3.4 AaudnuaeNdARy 10 SUAULIN YBINFUAMSNYAENINNIY

Yoqmuanume A95U"Y
1. url_length mmmmaqﬁagﬁd%ﬁ
2. url_path_length Srnussnusiounludwendunis URL
3. url_host length Srnussnusimusluduedeaiuselamy
4. url_slash _count FuaueSeng /
5. url_dot count FAUAS MY .
6. url_hyphen count FNIULATEMNY -
7. url_question mark count | $MILLATEME ?
8. number of digit ﬁi’wmuéhLamﬁﬂiﬂﬂguuﬁagﬁﬂﬁﬁ
9. number of parameter Frunuveannsfiwesiusinglu URL
10. number_of subdirectories | S1ururaslainesdosiiusngludunis
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M131991 3.5 AANYEEIAY 10 SUAULIN VBINFUANANYAENILEN

vonnANYME ABsUY
1. js len AUBIVDIEIULAR JavaScript
A21UY1IUBIAAS Us JavaScript
2. js obf len

PAIIINNITUAVY

3. script_to body ratio

BMI1EIUVRIEASUARDEIUNA19VDY

v (=3 6
nudules

4. length of html

AI1NE12999LA A HTML Tuntn

Vulas

5. number_of punctuations

FIUIULAT BINUNEITIARNDUTUNTIN

Gulad

6. number of distinct tokens

FNUAULNLAUN WANA 1A UL LN

Gulos

7. average number of tokens in_sentence

Fuulneuad slunnazuselen

v < '3
YT b

8. number_of html tags

Fruruniin HTML Tumidules

9. number_of hyperlinks

d119u Hyperlink luniiAulas

10. number_of included elements

UIUBIAUTENBUANNY TIQNTINT

1luntdules
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3.3 nsa319lana (Modeling)

IBn13iSeusvesiaies (Machine learning) {uwilaluismdundoumnldlunis

Tuuniediulennlivasndy (Malicious URL) wazfiegiiulsafivasnsie (Benign URL) lng

Y

&

a v

INIUIVYLTIF1599999 Z. Rasha et al. [16] U1 UIFENTIINISANYUNZINUAITINLUAT

Y [y

agduled NlsvinsveasdaeiUiouiisunate 9 Sane3fiultu dane3fiuinuldves way I

v
v A (% a =

Yy oA a a o = @ v A | v |
wrldudnfivsedansamlunsdwuniegivladlannaniu Ae danesAuvildwuudy
(Random Forest)

ya o

galuruided §iduldvinnnsAne wagnaaedlagld Sane3fiuviliuuvgy
(Random forest) Tagnnsa$1sluiaa 2 luwnadmiunisnsraaeud eyt ivledsunsie
(Malicious URL) Wievinsiusulfisuussansamszninsnauamdneas 2 nau Inoluinad
1 9914 Anudnwaued1Any 10 BUAULINAINNGUANANBUENINTY (Lexical feature) way

luea 91 2 ldnudnuauediAy 10 duduwsnINNguANaNYMENI9lan (Content-based

feature)

3.4 n13Uszidiuna (Evaluation)
éfm%’umiﬂsmﬁumamﬁmamLﬁaLU'%&JULﬁwﬂiz%m%mwmammé’ﬂwmzﬁgﬂ 2
nga Tumsdaasunnuusiuglunmsihueyssianvesied Sulsdliunuudiassnsiseus
YDUATD THINAUAMSNBAUE NN o nauALENMEMalomy nan1sviuneTes
LuudaeINsIFeud (Confusion matrix) axgnisnduulasmsumumadluluaunisiiien
A1 Accuracy, Precision, recall kay F1 Score uazthwadvsliainnimaaodhuusaznguan

msaguiasiUSeuiiau 91n013197 3.6 1Uuieg1991579 Confusion matrix
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AN57199 3.6 11519 Confusion matrix

Predicted Negative Predicted Positive
Actual Negative True Negative (TN) False Positive (FP)
Actual Positive False Negative (FN) True Positive (TP)

1Y

2991573 Confusion Matrix asnsaagUamnuasvesain o éail
® True Positive (TP): S1urudeyaiignyinutsindu Positive wazaseiu
ANAsTInduPositive
® False Positive (FP): d1urudeyaiignyiungindu Positive usinseiy
A5 TU Negative
® False Negative (FN) - Sruaudoyadignyitunginiu Negative winsai
AUAsIIlu Positive
® True Negative (TN) - $1u7udoyaiignyiiutedndu Negative uagnsa

[y a 1 [ .
AUAINNDTILUU Negative

TagludaureIn1sAIUIUNIAIAINYNABY (Accuracy) HUABNITAIUIULIN I

'
% ) o

aduveayangnvitnelagniesivin aansadnnalalagunumaduauns (1)

Y

TP+TN

® Accuracy = — (1)
TP+TN+FP+FN

dmunisauinmAALuLsl (Precision) Ae MsANUNEMEREIUTBITDYAT
gnyinunedndu Positive wagasIiuAINITIRRT NI INAveTaLaTIkUUT1ReYITUIET

1T Positive &sa1unsarunlalaanisunueiaduaunis )

TP

2

® Precision =
TP+FP
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bl o | v

ludiuveanisAaiienen Recall wie dndiuvestayanuuuitassiuigdd
WJu Positive war n3eiuAINRSe sladuauvesteayavseiiilu Positive a1unsarwiulagly

d1ns (3)

® Recall =
TP+FN

gavinedniunisAIwanmel F1 Score adupiildlunisuszifiuussdngnm
YBIUUIIADINTETEUS lUN13vIINIe Taen13uaAT Precision kag Recall 1nA1uiaiiien
| A & a 1 a = ' ..
Aadgaslulln (Harmonic mean) MLAAINIANENARTENIN Precision Uag Recall v8q

WUUIIa0INTsews InganunsaAuialaenisunuaaduaunis (4)

2 x (Precision xRecall)
® F[1 Score = (4)

Precision + Recall
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NAN15IY

msfnwwarifeluadsd Bumsfinviieiunsduuniiogivledidietosiuns
TauAuuuilvdsihunsiieg iuled Ingldimatiamsifoudveaaios Inegauszasindnueanis
yhmanasedluaiall Ao efnwwazSsuileutsavsnnlunisdaasaissansaimnis
Fouf wazarmusiudlunmsvihuneegiiuleddunsie (Malicious URL) TsiuAveuuudians

Y

MIFHUIVONATRITTNINNGUAMANBULVINNY Uae NauAudnvuzmailon Jadungu

o A AN 1 a

Audnuafitnusing lunuidelununsaaeuilegiules Tnonadnumnsis 2 nguil fa
Redestunsiinseilassad e udlianuusnsiisiufie nguandnvazmanIw
(Lexical feature) Wlumsiinmeiilassairauazasdusznaviiusnguudefiegiiuled Tuvas
fingunadnynzniaiont (Content-based feature) Hu 1iunsiinsiedlassaiiouay
aqﬁﬂizﬂaumamﬂwﬁﬂ%ﬁﬁLs?iawiaﬁ’uﬁagjﬁuienﬁﬂfu q Sevnefsdsiusnguu JavaScript
3o 1An HTML

Tunisvaassasail waiia Recursive Feature Elimination (RFE) gnuinanldlunis
Aadenaudnuaei d1dy 10 quANYAE 9INNANANSAYAENINIYT kag 9INNEs
andnunrnaien Tnsnadnuardidganudasngy aggninunldlunisadhauuudiaes
nsi3oud Taeld Sane3viuvnlfuuuga (Random Forest) Wiai3auriisuussandam
sgmrienquAndnuaE 2 nau 3aldvhnisadlunaduandiua 2 Tuea neluaad 1 14
10 AadnuazdIAty 10 Sufuusnvesngunadnuaznianew wae wuuluaad 2 14 10
AMANWALAIATY 10 BUAULSN mﬂﬂzﬂ;mmé’ﬂwmsmwﬁam n¥nduhmadngainnis
e (Confusion Matrix) 989n15VAaBLLAAEIINAE 1IATUIUNIAT Accuracy (1), Precision
(2), Recall (3) waz F1 Score (@) Ingn1sunuaasiuTuannis (1) 2) (3) (@) wasdnadngi
IfuSeuiiisuasunanisnaass lnemsned 4.1 iJumsssanisitunegiuy Confusion

matrix YeIVeEeIngy



® Accuracy =

#135199 4.1 wan1svinuneiedivledvesusagnguaman vy

Precision =

F1 Score =

TP+TN

TP+TN+FP+FN

TP

TP+FP

TP

TP+FN

2 x (Precision xRecall)

Precision + Recall
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(1)

2)

(3)

(4)

Predicted Negative

Predicted Positive

Actual Negative

True Negative (TN)

False Positive (FP)

Actual Positive

False Negative (FN)

True Positive (TP)

Predicted Benign

Predicted Malicious

Tunad 1 5,650 2,412
2,914 5,148
Predicted Benign Predicted Malicious
Tuaail 2 8,039 23
317 7,745

dmsuAeingg NUTInglumen 4.1 ansoaguanuvunglanal

® True Positive (TP): Tutaavi w1821 URL 6uq 11 URL 7 lddasnde

(Malicious) wag URL 1 9 18 URL filsilaensdeoase

® True Negative (TN): Tawmaviiunedn URL tue «fu URL fivaenste (Benign)

way URL 1y 9 «Ju URL 7ivaendeass

® False Positive (FP): Tuwmaviured URL tuq u URL 7ilivasndy udass

9 URL Hu 9 u URL fivasnds

® False Negative (FN): laaaviunesn URL wuq 1u URL ivasnste urass

qURL 1y 9 1w URL livaensdte
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1AHaa1NN15UINERN Confusion matrix 1unuAlasluan1sy (1) () (3) @)

aunsaazuasinge lemumsnei 4.2

A7 4.2 @Wi?ﬂﬁ?ﬂ&lﬁﬂ’]ﬁ%@ﬁ@ﬂ

Tuina Accuracy Precision Recall F1 Score
Immaﬁ 1 0.6696 0.6809 0.6385 0.6590
T,:umaﬁ 2 0.9789 0.9970 0.9606 0.9785

nn7 4.2 anansaagdldimanaasduaded lwnad 1 Aldaudnvuzms
awlunmsiFeudiednuniiegiivledsunsne (Malicious URL) fidanugnaedlunis
viunelnesau (Accuracy) 987 67% dm3UAN Precision 88l 68% uazAn Recall 3o
Snsrdumesiiog Iuledfidusunseimueiinuudaesniadeudannsasuunldgnies o
fi 64% uazanving A1 F1 Score %3oA1LaAEAILANAATENIN Precision WAz Recall ogi

66% luvgnlunan 2 AlE AnanvuzdAy 10 SuAULSNIINNGUAMEN YN TEMT AT

AMUYNABSlUNITIUIETINUA YT8 A1 Accuracy DY 98% fin Precision 8¢l 100% @

Recall g1 96% UazANARLANLANAATENINA Precision Wag ARecall (F1 Score) B
98%

Farnmanaaedlunsiannsnasuldinsldaaudnumemaiden awnsarae
duasuuszangamlunsiuunuasyineivleddunsie (Malicious URL) Tafukuudnass
msi3eudvenmdeslaind eisuiunudnuazmaniw tnslueaiseuindu (Random
forest) fildAadnuarniad e uiinnuusiugigafis 98% usnainduanisviiung
Confusion matrix 11n<15797 4.1 Adauandliiiudn lueaildnudnuagmadenty &
UsgAnSamlunisviuneiieg 3 ulesdunsie (Malicious URL) 1édindalagaindiuiuwes
fegsfiegiiuledsunsne (Malicious URL) famuasuu 8,062 flegeiulesd uuudiaodld
yhmeRninduduiied Iulsduasnsts (False Negative) 1wy 317 flegiiuled dednidu
fovay 3.93 19n31uruitegi i uledSunsoitanun Turaed uuudaosninfoudald
audnunrlunguaudnumrnisnisiu Ja1 False Negative aglfl 2,914 FsAndusouay

o Y 1 A (- & &
36.14 mﬂmu’;umamwaqnd%mum'}&mwm



UNN 5

YaagUuaziauauz

nAdeneleite “nistesdumsnnidumdesinnisiludaiiunieiiediuled”
o &Y < = a:' o % a = o = . .
aduiily 1WumsAnwufeltunisldimaiianisiseusvednies (Machine Learning) Tunis

91uun (Classification) Negiivladioanidu 2 Uszian fe fegivleddunsie (Malicious

URL) uag fiegiulesdiuaensie (Benign URL) tiadesiunislaufuuuilydanunieieg

Y

Auled Tnglunuidell (iduimuaveuwsmsfinyiiediuauanvue lnadenfnwaniey

Y

NALAMAN YL NNEITRINUNTIATIENLATIATN kaTBIAUTENOUNIINIY Ap Ananvarly

NaUANANYMENINNIY (Lexical feature) kay AnANwMzlunguANTNYMENILT 8N

a

(Content-based feature) @asinusngegluanAdeniigrtesiundnyigafunisiuund
a¢/1UleRdun3 1Y (Malicious URL) T nquaadnsaenieniwty tlun1sinsiziann

& o (%

lassasamnsnwnusngegauied iulednu o wu auenvesiegiulesd S1uiusnuse
a o L 3 o 4 A [ (3 a ' L &

Ay Juudsnwsan-g) NUsInguutenegivled luvaed nauadanwagniilon
Junsiwsgianlassadnmsnieiiusnglulda HTML 3o JavaScript 191 AI13187172

¥ o . o a [~ g
Yo4lAR I1UIUVDY Hyper link Wag 31UV <tag> N1UINg LDusu

¥ '
A =l

TnoTaguszasdlunisfnuaded Ae wileviraumdalaod sadudnumzaes
ANANLAENINW (Lexical feature) wag AndnuwMzyATlom (Content-based feature)
wazilel3ouifisulszansnmseninanguaaidnunzsanan lunmsdaasunsiseuilunis
Sruunfiogiiulesidunsie (Malicious URL) Turuuusiassnisidsuivenades laeidlevily
uniiuagtsznavuluing 2 dau fo dwfiierdostunisasuuanisnaaes uaz @iy

YDLAUDLUY
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5.1 MsagUHaLazafiusenan1sIY

14

maveaedlupsell andunmeasdagldyataya “Malicious and Benign Webpages

Y

= Y [ ! =

Dataset” M153u53ulng AKSingh [31] Fatayannad Tanvasduyateyaniiauliaunariy

Y
[

FEmNIINYesdeya 2 Ussinn Ae fiegiulesddunsig (Malicious URL) uaz fiagiiules
Uaensiy (Benign URL) wiaunUaymsianans g3dedsls waila Random Undersampling titeae
anY 0971938 19TWIUVRIT oY A 2 UTELan NAWRINTWIINTAN AR M NYE 2 NAY AB

o 'Y} & Yy P &l v v
ANENWREN1N TN Uag Audnwasilen ngliteyaniegiulednusnglugadeya uas 14

9 Y

1Y |

wAllA Recursive Feature Elimination (RFE) Tuns¥iefniden 10 Aadnuaeiddey anudaz
ngu wvihnseaedlaglddanesuualivuudgu (Random Forest) lngvinisasrauudnaeinis
= % = ° ° o =i I ° = v A degw
SYUFVRUATRITINIU 2 WUUTad Ingiuudiassd 1 idukuudaesmsiseusveaaso 19
A A NYULE 1A YTIUIY 10 SUAULINVBING 1A LA NBAENINTY (Lexical feature) 1T
(3 o d' [ o a yag v [ o v LY
239AUTENOU UaguuUdNaa 2 Wuuuudnaeinsseusnidnuanuaed1Aty 10 SuAuLinain
nuAnaNYaENiev (Content-based feature)

Tpgn1suszliuranmnaaedty §33glainanisvinng (Confusion Matrix) Yedus
ATUUULINDY 1IYIINITAIUIN LINBUIAT Accuracy, Precision, Recall 1ag F1 Score lag wa
N13AIEENN1I wuuTaesnsseuiUaliiuvdunldnudnuardidy 10 duduwsnain
nauAMaN¥ENILLeNT (Content-based feature)iu dealuuuitassUilduuugy i
Auiuglunsuened duleddunsiegnin wuuIIaeInIsi eusTidRmanBuENIg
A1 (Lexical feature) lngn Accuracy ¥89 WuudnaeInsiseusnldnaanvaenailon
(Content-based feature) 1 g4iis 98% luvaueh AadinvuenIa1 (Lexical feature) 1Uu

IALNEe 67% Wity MaUnINIASIZRANNNANISYINUIe (Confusion Matrix) 22WUIINITNARDS

al

lngldaadnvuzviuienidiai False Negative (F1uaudieg 19l agiiuladdunsie 9

(J a 1 < [ 13 [ 1o d' (= 3 o Y 1 a
LLUU"X]’]ﬁ@QW?EJNWJ’]L"UUL’JUI""U@]U@@@J\EJ) B8 LNYY 317 maqnulsm 1NVTUIUNIDY NV BY

Y

(3

Suladsunsietiavun 8,062 ﬁanLﬁul%ﬁT TneAaludaay 3.93 91n3uIudiegna I Uled
Sunseianun Weifisuiuuuuitaeinsoudildauanumenisniwidu fid False
Negative agfi 2,932 AnLfiufaray 36.36 e iuledsunsenvmn
MnuamsAnwuaznaaestundsinut uuudassnisdeusilinudnumslunds
AndnuENIien (Content-based feature) Sussansamlumaidous uas ANua1NTo
Tun1ssuuniieg ivleddunsieldinit wuudassmsiSeusilinguandnuuzmaniw

(Lexical feature)
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[

wonaniiessuiisuiueiddefianuilae A Saleem Raja uaz Aaiviinns
A579uUUda99 Light weighted ﬁm%“mﬁLmﬂﬁagjfm%ﬁé’umw laeld AaudnwaienIen1w
(Lexical feature) $1u2u 20 Audnwmg og19lsAnuduTsuiiisulasuei oa Light
weighted Wuud1a89n15i5ould s 10 A ENYNZINNE LA NS NBAUE VT 037
(Content-based feature) 911917 ”sjﬁyﬁ?u Unagnoulangludiuueinisas1suuudIasenig

1S8u3 Light weighted 11nA37

5.2 Yaiauaiug

dnsunuifeluadeil fedesiadugunsaidlilunsvanes Fadiausudud
wfosanduudoyaasieuiisvimsatnaudnuas 1ag3s Random undersampling 1y
Fnsiitwandmnuteyalunguiifiinnnii Wanaswihfunguidisnuiiosnin danisanas
wuvdutu oravilvideyadifauisdaiugnauly Semminnisadaaudnuazieudiasyiing
anduuteyasaazdieliianlonalunisgadedeyanddnilu

uaﬂmﬂfzmﬂﬁﬂmsﬁﬂwﬂmaaﬁmﬂmé’ﬂwmamﬂmsﬁayjaﬁmemﬁ’u fagause
aglfannsndladnunzvadoyarie q liatu aunsausulsuuusaediiivssansnim
a9ty uarannsaldanduaniuniseiadelditu

madenlinadnuusiiisngilangunilsenavsiivananududou Lag annsld
n§Nens (Lisht weighted method) 19 usegnslsfinmuiitensiaunssuuiianusadesiunig

Taufuuigeriunseg uledlafiussansaniigaau svdesiarsaniaedusznaudu 9

a8 o=

an 1wy Tadndacmuning1ns siudsguuuunislauanmaune danisidenldnaanvugli
wingnutymazdrglvauisaasiawvuinasinisiieus nivssansamlunisdanisiv

Y
a =

Yoymlanoed
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lnasUsEnauNsUILELanisaautasnuINe tnus

1. MNUNENANSUSENBUNTUEUD

“Machine-Learned Defense

Mechanism against Phishing URL
Exploitation for User Protection”

Nicharee Ewasakul
2. NTWAIDIAUTLNBUVDINITUNLEUD

Outline
Chapter 1 : Introduction

Chapter 2 : Related work

—— — —

()| Chapter 3 : Methodology

SE— —

.[Chapter 4 : Experimental Result

.[Chapter 5 : Conclusion




3. MUNUe9EIU Introduction

ntroduction

4. uNeNaN5UIENBUNITESUNELALINUNISNUT

Phishing Attack

* A type of cyber attack where attackers deceive
individuals into disclosing sensitive information.

* Can result in financial losses, data breaches,
reputational damage, and operational disruption

* Using social engineering tactics to manipulate targets.
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. wihienansusznaunsenmegaguluun Ty

Types of Phishing

There are several types of Phishing such as

Email Phishing * Spear Phishing
Smishing *  Whaling
Vishing * Clone Phishing

6. NULDNANTOSUINYARUNITHVTIN U0 dU e

Y

URL Phishing

a type of cyber attack where attackers create a fake
website that mimics a legitimate one. The goal is to
deceive users into entering their personal information,
such as login credentials or financial data

URLs are used as bait to phish individuals

ﬁ Sending malicious URL

Accidentally Sending sensitive

1
AttaCker information to attacker Target
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7. WenaNsUsENauUn1sasSuneNefuIsN1stun st unslauf wuui TN

d' [~3 '3
e iules

Y

How to defend against
URL phishing ?

List-based Method Machine-based Method

* Blacklist * Machine Learning
* Whitelist * Deep Learning

8. ntlenasusznaunsesuneneInumAlANITTEusIaLAT0

Machine Learning

* Machine Learning plays a role in learning to distinguish between
malicious URLs and benign URLS, and then classifying them
accordingly

* Features are a crucial component thatenhances the effectiveness
of learning to distinguish between malicious URLs and benign
URLSs when using Machine Learning

* Feature selection methods are utilized to identify and select the
most relevant features
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9. UUWBNANSUTENBUNITOTUNELNLINUAIFNN

Malicious URLS VS Benign URLSs

 Malicious URLS : refer to web addresses
designed for harmful activities such as phishing
attacks or the spread of malware

* Benign URLS : refer to web addresses that
are safe and intended for legitimate purposes

10. ntiLenashanaingUszasAuednuivg

Research Objective

* To examine the characteristics and behaviors of lexical
and content-based features

* To compare the effectiveness of lexical features and
content-based features in enhancing machine learning
effectiveness for classifying malicious URLs and benign
URLs

40



11. nengud 2 aganidenineites

elated work

12. Buenasesu1eieIiu Lexical feature

Lexical features of URLs refer to the observable
structural and surface-level attributes including URL

length, domain information, and the presence of
special characters.

example.com

Subdomain Top Level Domain
(TLD)

41



13. niienansuanssitegevasnmdnuae Tungu Lexical feature

srou;|
Feature Features Category
URL len Length
Double-slashes_in URL Count
At@_in_URL Count
Https_in URL Count
Numbers_in URL Count
Lower case letters in URL Count
Upper _case_letters in URL Count
Special char in URL Count
English_words in URL Count
Avg English word len_in URL Length
ﬁmw : [1] A. Saleem Raja, R. Vinodini, and A. Kavitha, “Lexical features based malicious URL detection using machine learning techniques, ”

Materials Today: Proceedings,Volume 47, pp. 163-166, 2021.

14. BULeNA15B5UIBNEANU Content-based feature

ntent-based Feature group

Content-based features of URLSs involve

analyzing the actual content accessible through the

web addresses. This includes examining webpage
text, HTML structure, and semantic elements, such
as keywords and linguistic patterns.
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15. ntnenaswanidiegsnmanuue lungu Content-based feature

Attribute
js_len
Js_obf len
count_link
count_eval
count_exec
count_unescappe
count_search
count_find
Presence_iframe

lines_count

Description
Length of JavaScript
Length of the obfuscated JavaScript
Count appearance of JavaScript link() function in content
Count appearance of JavaScript eval() function in content
Count appearance of JavaScript exec() function in content
Count appearance of JavaScript unescaped() function in content
Count appearance of JavaScript search() function in content
Count appearance of JavaScript find() function in content
The presence of the iFrame tag is checked in content

The number of lines of the content

17\'11’1 : [2] M. Aljabri et al., “An Assessment of Lexical, Network, and Content -Based Features for Detecting Malicious URLs Using Machine

Learning and Deep Learning Models, ” in Hindawi, vol.2022, 2022.

16. mionansUsENBUM IS UL IUTTNSISEUIVBATES

* Traditional machine learning algorithms such as Support Vector Machine,
Decision Tree, K-Nearest Neighbors, Random Forest

* B.Altay et al. [5] conducted research using only content features with several models. The
highest accuracy achieved was 98% with SVM

* A Saleem Raja et al.[6] conducted research using only lexical features with several models.
The highest accuracy achieved was 99% with Random forest

* Z.Rasha et al.[4] conducted a survey of phishing detection papers, observing that
many papers use multiple algorithms to identify the best performing one, with
results showing that Random Forest tends to outperform other algorithms
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17. AuNUNaIUn 3 35n15aLHuaU

Methodology

Benign URLs &

Malicious URLSs Lexical I
B — he—
o L 7
R —

Content
Data Collection
Data preprocessing . 7
Undersampling MOdellng Evaluation

Feature Extraction
Feature Selection

18. NULONAITBTUIBNYINUTUABU Data collectio

Data Collection

* Publicly available dataset released by Singh and Kumar in 2020 [3]

* Collected from the internet using a specialized web crawler named

MalCrawler

* Contains 11 attributes including URL, IP address, geolocation, URLlength,
JavaScript length, JavaScript obfuscation length, top -level domain (TLD),
WHOIS information, HTTPS usage, webpage content, and label (malicious or benign)

¢ Train data: 1,200,000 URLs * Test Data: 361,934 URLs
Malicious URLs: 27,253 URLs Malicious URLs: 8,062 URLs
Benign URLs: 1,172,747 URLs Benign URLs: 353,872 URLs
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19. nienasesungIfuTuneuludIues Data preprocessing

Data Preprocessing

4 B »
,"» "X

Undersampling

1 Feature Selection
Feature Extraction

20. BiLena1sUTENaUNITasUBLABINUTUNOU Undersampling

Data Preprocessing : Undersampling

* To address animbalanced dataset, we use random undersampling

* Random undersampling is a method to balance an imbalanced
dataset by randomly reducing the number of samples in the
majority class

* Train Data: 54,506 URLs
Malicious URLs: 27,253 URLs
Benign URLs: 27,253 URLs

e Test Data: 16,124 URLs
Malicious URLs: 8,062 URLs
Benign URLs: 8,062 URLs
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21. LenansusEneaunNIsasuneTuneu Feature Extraction

Data Preprocessing: Feature Extraction
Lexical features

e Lexical features are characteristics that reflect the structure of a URL

* The features include URL length, presence of specific characters
(such as slashes, dots, and symbols), and patterns observed in the URL
path or host name

* To extract lexical features, we utilized modules and libraries including
* 'pandas' for data manipulation
* 'math' for calculations
* 're' for regular expressions
* 'urllib.parse' for URL parsing

* In total, this research extracted 19 lexical features

21

22. LeNa15UsENaUNISasuNeTUneL Feature Extraction (#8)

Data Preprocessing: Feature Extraction
Content-based features

» Content-based features refer to characteristics derived from the actual
content within a URL, specifically emphasizing the HTML code and
JavaScript elements.

» To extract content-based features, we utilized modules and libraries including
* 'pandas' for data management
*  'PyQuery' for HTML parsing
» 'string' for text manipulation
* 'json' for handling JSON data.

* In total, this research extracted 24 contentbased features.

22
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23, i enasusEnaunNIsesuneTuneu Feature selection

Data Preprocessing: Feature Selection

Recursive Feature Elimination (RFE)

* RFE identifies the top 10 most relevant features for model
performance by selecting from both the Lexical and content
based feature groups

*  Works by training the model on the full feature set, ranking

features based on importance, and eliminating the least
important features until the desired number is reached

23
24. mpnansiansRaanuaedAy 10 Susuwsn vesrRaaneazlungy Lexical feature

10 selected Lexical Features
Fawes  Deerpon

1. url length The length of URL

2. url path_length The length of the path part of a URL

3. url_host_length The length of the domain name (host) in a URL

4. url slash_count The number of slashes (/')

5. url_dot_count The number of dots (“.")

6. url hyphen count The number of hyphens (‘-')

7. url_question_mark count The number of question marks (“?')

8. number of digit The total count of digits (0 -9) in the entire URL

9. number of parameter The number of parameters in the URL's query string

10. number_of _subdirectories The number of subdirectories (folders) in the path part of the URL
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25. nilenansiansnanunedfty 10 dunuwsn vasnansuzlungy Content-based

feature

10 selected content-based Features
Features ~ Description

1.js len

2. js_obf len

3. script_to body ratio
length_of html

number_of punctuations

4.
5.
6. number_of distinct tokens
7. average number_of tokens in_ sentence
8. number_of html tags
9. number_of hyperlinks

10. number_of included elements

The total length of JavaScript code

The length of obfuscated JavaScript code within the webpage
The ratio of the total length of JavaScript code

The total length of the HTML

The total count of punctuation marks

The number of unique words or tokens

The average number of words (tokens) per sentence

The total count of HTML tags used

The total count of clickable hyperlinks

The total count of external resources

25

26. MLBNE15USENAUNITESUNENSES9luLea

Modeling

We conducted two experiments divided into twomodels:
 First, utilizing Lexical features with Random Forest
* Second, utilizing content-based features also with Random Forest

Content
-based

Random

forest

26
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27. BLeNasUsENauNIsasuNeNgINUTUABUNISUS T UNA

Evaluation

Confusion Matrix

Predicted Predicted
Negative Positive
q True Negativ

False Negative True Positive
(FN) (TP)

Actual Positive

28. NUNAIUN 4 NANISNAADY

Experimental Result

A _ TP+IN
Ceuracy = TpITN+FP+FN

i L2
recision = T—+FP

_ TP
Recall = w
FI Score 2 x (Precision xRecall)

Precision + Recall

a9
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29. AULBNATWENINANISYINUY (Confusion Matrix) Vadkfazliiag

Confusion Matrix

Predicted Benign Predicted Malicious

5,650 2,412

Negative Positive

2,914 5,148

Negative
False Negative -
C

(FN)

Predicted Benign Predicted Malicious

Actual Positivi
ctual Positive 3039 23

317 7745
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30. VULBNAITLANINANITNARDIVDILULAAT 1 Nl Lexical feature

Result

Random forest with Lexical feature

*  Achieved accuracy rate of 67%.

Accuracy | Precision | Recall | F1 Score | *  While the precision rate of 68%, the recall rate
of 64%.

*  F1 Score of 66% reflects the balanced
performance considering both precision and
recall.

30
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31. NUNDNAITHANINANITNAADIVDIILAAN 2 MY Content-based feature

Result

Random forest with content-based feature

Accuracy

Precision

Recall

F1 Score

Content-
based

0.98

0.99

0.96

0.98

32. wihUndun 5 agung

Achieved high accuracy of 98%

The precision of 99% and recall of 96%,
indicating excellent performance in
identifying malicious URLs based on
content features.

F1 Score of 98% highlights the

effectiveness of content -based features in
the detection process.

31

Conclusion
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33. MENETUTENBUNNTESUNENEINUNTATUNANITNAADS

Conclusion

Lexical Features Performance
* Achieved accuracy rate of 67%

* Correctly identified many benign URLSs

* Missed a significant portion of malicious URLs

Content-based feature Performance

*  Achieved highest accuracy rate of 98%, precision, recall, and F1 score
*  Identified both benign and malicious URLs accurately
*  Achieved high accuracy with minimal false positives

The experiment shows that using different sets of features leads
to different outcomes in how well the model performs

33

34. MILDNATSLARIDNANTENBINUTINGUULBNAITNITULEUD

[1] A. Saleem Raja, R. Vinodini, and A. Kavitha, “Lexical features based malicious URL detection using
machine learning techniques,” Materials Today: Proceedings,Volume 47, pp. 163-166, 2021.

[2] M. Aljabri et al., “An Assessment of Lexical, Network, and Content -Based Features for Detecting
Malicious URLs Using Machine Learning and Deep Learning Models,” in  Hindawi, vol.2022, 2022.
[3] A.K.Singh, “Malicious and Benign Webpages Dataset,” in Data in brief, vol.32, 2020

[4] R. Zieni, L. Massari and M. C. Calzarossa, "Phishing or Not Phishing? A Survey on the
Detectionof Phishing Websites," in IEEE Access, vol. 11, pp. 18499 -18519, 2023.

[5] B.Altay, T.Dokeroglu, and A.Cosar, “Context-sensitive and keyword density based supervised
machine learning techmiques for malicious webpage detection,” in Soft computing, vol.23, June 2019.

[6] A. Saleem Raja, R. Vinodini, and A. Kavitha, “Lexical features based malicious URL detection using
machine learning techniques,” Materials Today: Proceedings, Volume 47, pp. 163 -166, 2021.

35




	001 ปกวิทยานิพนธ์ภาษาไทย
	002 ปกวิทยานิพนธ์ภาษาอังกฤษ
	003 ใบหน้าอนุมัติวิทยานิพนธ์
	หัวข้อวิทยานิพนธ์
	ณิชารีย์ อิ๋วสกุล
	โดย
	เทคโนโลยีสารสนเทศ
	สาขาวิชา
	ดร.ทองทัต โอฬารศิริกุล
	อาจารย์ที่ปรึกษาวิทยานิพนธ์

	004 บทคัดย่อวิทยานิพนธ์ภาษาไทย
	005 บทคัดย่อวิทยานิพนธ์ภาษาอังกฤษ
	006 กิตติกรรมประกาศ
	007 สารบัญ
	008 สารบัญตาราง
	009 สารบัญรูป
	010 บทที่  1
	010 บทที่  2
	010 บทที่  3
	010 บทที่  4
	010 บทที่  5
	011 บรรณานุกรม
	012 ภาคผนวก

