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3.4 N1SELNL (1Hesvasdaslnidae

OWASP ZAP
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2021
A01:2021-Broken Access Control
AD02:2021-Cryptographic Failures
~A03:2021-Injection
__{New) AD4:2021-Insecure Design
) A05:2021-Security Misconfiguration
AD6:2021-Vulnerable and Outdated Components
A07:2021-Identification and Authentication Failures
<~ {New! ADB:2021-Software and Data Integrity Failures
A09:2021-Security Logging and Monitoring Failures*®
(New) A10:2021-Server-Side Request Forgery (SSRF)*
* From the Survey

2017
AD1:2017-Injection
AD2:2017-Broken Authentication
AD3:2017-5ensitive Data Exposure
A04:2017-XML External Entities (XXE)
A05:2017-Broken Access Control
ADG:2017-5ecurity Misconfiguration
A07:2017-Cross-Site Scripting (XSS)
ADB:2017-Insecure Deserialization
A09:2017-Using Components with Known Vulne
A10:2017-Insufficient Logging & Monitoring

"

J 2021 [10]

ation Testing)

3.5 N1INAEY U (Pen

9ALEUNITNAADUNTT

(proof-of-

ZAR by

Security

Xole}

Nmap ali Li

) WAzeIU HTTP response 1ng

(raw

U /HTTPS
M58 NINAABULINTIA header NlFuannAlulad Fevnndnismaundy
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dadunangriumsiilavesteyamalulagnsyuuld  01avieylaud
AUMBITULarYe MIni@enfaedls Bsinuan1snaaeulagld ncat la

nadnsininisilvavestioyamalulagnszuuldase danmi 3.4

rothcol@kali: =

1i)-[~]

rintf "GET / HTTP, t al.com\r\nConnection: close\r\n\r\n" \
cat --ss1 pentesthospital.com 443 2-/dev/null

awk 'BEGIN{IGI print; exit }'

JUN 3.4 fee19¥aalnd Server Info Leak: X-Powered-By
lngdmsunisiine L iuaulugang winenusduuuvedaniineiinyesniuas

Lwanenswnly @mnsnsnsdslanngiudeyaliv Common Weakness Enumeration (CWE)

[11] woazdNTVIURDUNITNAADULNZIZUU (Penetration testing procedures) Wugullu

Ain®191n OWASP Web Security Testing Guide (WSTG) [12]

3.6 N33R BRI IMIARY OWASP ZAP Waz CVSS V4.0

vasa L lunmImegeulyszuUluudavdedluikdy  uilensiadeutaziudy
AlRgIUE TSR nUTesl el daTiuuuueundiadudumun T fadeldiing
UsgiilusyAuamsulsItestolvindazenslagliinusl CVSsS VA0 8981989910 Hans
naaouIlIUfUR (proof-of-concept) #ildannslaudaie Mniudeinlfesuuuas e
Suauguusweedwinnannluv o wieltiJunummdunisimusdfuanudifey

YaansunluiariuussanuasnaeyesssuuvitiUssansa e an
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3.7 nsUsuusanazausuanistasiuanslaufidednivuivueundnduduiuy

[ [y

AIelanvuakuIndlunsyFudg i lutednilag B @dnsedunIu UL sy

eI CVSS va4.0 laganiunisang insunsageanludadealmifisinaguusas
i vl 8Ensunutestwiusiass CWE (Common Weakness Enumeration)
[12] wleszysiaiiiedos uasdn usiangiudeya CWE anduieiiu
nsUsulsavuilugedninnug idald  iewiuaieesiunsUaendy
VDUV UNGATUAULUUDENS nsUuUssRanafasanaadead
a1vdwasisnsunUestoyad mansenufienaiinannisinnisnaln

AuANUUAeniYeIteyai) aapun1sUTuUTunluvesnivesn

fegNg 1 % Server Info Leak: X-

Powered-By 1 s uTe i IAIUTULS

oF

Fro

| 39danldwuIng ULEY loudflare Tned Custo

{9 14
Domain MtA¥1NN153A Domain wazin oudflare wazld Cloudflare Worker ¥t

\Uu Reverse Proxy uu Edge Server vilifanunsasindu Response neudsdiaflden
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waIiN1saunsewnly Header #ilinasnisla 1w X-Powered-By uag Server 19
Usuntgvinisiilvavesteya (Information Disclosure) et Iaglsispaidiluunlunisnaan
199 Azure lapnse Fsaunsavinlalaemsliou  Cloudflare Worker Script @slnwn

JavaScript Tun15ilgu AN WA 3.5

J5 workerjs X

Js worker,js > (2] default
export default {
async fetc
const ur 2w

url_hostname = "pe tal-f8du southeastasia-@1.azurewebsites. net™;
let response url. toStri

method:
eaders

"X -Fowered-By

response.body, {
.status,
ers,

U7l 3.5 #e8ns Cloudflare Worker Script

Tn# Logic N5 eusisil
1. §in Request 7iiun?l Cloudflare
2. Forward request Aolugds Azure App Service
3. §l4 response NAULN
4. aU header X-Powered-By 980310 response

5. ¢4 response sl naululs Browser

[ T Azure Frontend le | ke
Azure App Service . . (Application Request Routing: - Cloudflare Web Applicauon
ARRHIILS laver)
Response Header Delete X-Powerad- By

5UN 3.6 Diagram n1suNluyaslng Server Info Leak: X-Powered-By.
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naawsn1sunlutedlind Server Info Leak: X-Powered-By
waananiunsiilunudeyatiruuaiiidedslavinisaemegeuane seuuly

wiesile ncat Tu Kali Linux 8nadaiemsanaouindediviogaeguiolsl nadwsaodeind

Server Info Leak: X-Powered-By VLanﬂLLam%umuwﬁw Terminal 3sa3Ulad daalnilegn

WA LLSEUSDULAD AN 3.7

rothcol@kali: ~

s,[j; resbnn

| ncat --ssl pentesthospital.com 443 2>/dew/null
Yecho " " | awk 'BEC /M K=R int; exit }'

:om\r\nConnection: close\r\n\r\n" \

Y 1

JUT 3.7 famgemaansiaanisuilutodind Server Info Leak: X-Powered=By

3.8 MsaLaNmgasv UL Ik UNATURuLUY

wdsne dunisudlutesiwinuasasionsliuda fdelsvhn saunughuuiu
uaUmAldusiunuy nelfiadesile oo umsaunuasausn  iledududideslviitagnsaany
Wsumsudlaud ol | Tnenanisaunudngninanuisuieuiunenuounisufiuio
fiatsandwedlvifingngnda  anamndes | viedsaslngey | Belunouiivaeiiugt
Uszandnmvadnsu s lfBundngruriinisusuusdnuemusiuasuaandeldnasiics

Wi

3.9 dguna
Tudunouan18YeIUNt IapzAndunIsHAlYYe I InTIany 1AgeeasaInay
ATHTULTINNNET CVSS VA0 wazbilandn1sunteaIngudeya CWE 9 nTudgyinn1sa

WNUgIUW Uk UNGRtUR UL UL ugUITedwanilasuntsunlugnUnvield
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AN 4.2 WA UIULBININATIINUUL

UkaUNGLATUYRILIINe U185

Hospital Number of Valnerability
T5ame1una D 14
Tsamenuna E 18
159meuna | 30
T5anenuna K 17
T5amenuna L 14
Total 93

WMEIVIATY Wudi 1se
Jul5angiuIaveIsy us
I
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foyodandan
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9 OWASP ZAP

) UNALATUVBILSINEIUNE A

OWASP TOP10 Matching

Vulnerability Risk Rating

A01:2021

Broken Access

Control

A04:2021

021

SRF Tokens Medium

ite Attribute None Low

eSite Attribute Low

e - Debug Error Messages Low

- Unix Low

High

Low

edium

Medium

X-Content-Type-Options

CSP: script-src unsafe-eval

A06:2021

Vul

and Out oMpo

A08:2021

Software and Data Integrity Failures
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OWASP TOP10 Matching

Broken Access
A01:2021
Control

A04:2021

Vulnerability Risk Rating
ti-CSRF Tokens Medium
neSite Attribute None Low
SameSite Attribute Low
sure - Debug Error Messages Low
ation via "X-Powered-By"

er Field(s) o
Unix Low
High

Low

ulnerable a

Outdated

Low
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P137971 4.6 wansagUsIuTedluiten (Vulnerability) ANun133nnaIAms OWASP Top10

OWASP TOP 1( Number of Vulnerability
A01:2021 Broken A trol 6
A04:2021 Inse . 3
A05:2021 Security 10
A06:2021 Vulnerable a 3
A08:2021 Software 3 1
Gﬂ'i’]\‘]‘?ll 4.7 NAANSATALAUA yUoalsane1una C
OWASP TOP atching Risk Rating
Medium

Low

imestamp Disclc Low

PIl Disclosure

2021 oftware ¢
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OWASP TOP10 Matching

Broken Access
A01:2021
Control
A04:2021 Insecure Design
Security
A05:2021

Vulnerability Risk Rating
SameSite Attribute None Low
t SameSite Attribute Low
closure - Unix Low
_ High
2olicy (CSP) Header Not
Medium
figuration Medium
 Header Medium
Low

Low
Low

Low
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A1597 4.11 madnsmsawnumdedlriudiiukeunainduredsaneuia E

OWASP TOP10 Matching Vulnerability Risk Rating

t SameSite Attribute Low

closure - Debug Error Messages Low

Broken Access ure Low
A01:2021

Control ation via "X-Powered-By"
Low
yder Field(s)
e - Unix Low
Potential Sensitive
A04:2021 Insecure Desig Low
High
Medium

edium

05:2021 Security

A06:2021 Vulnerable and Outdatec onents 1

A08:2021 Software and Data Integrity Failures 1
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OWASP TOP10 Matching

Broken Access
A01:2021
Control

Vulnerability Risk Rating
ameSite Attribute None Low
ormation via "X-Powered-By"
eader Field(s) o
ure - Unix Low
icy (CSP) Header Not Set Medium
iguration Medium
Medium
Medium

Low

P Response

Low
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A1519% 4.15 NAAWSNTALAUM YOIV ULeUNA AT UYDalsane U8 G

OWASP TOP10 Matching Vulnerability Risk Rating
Broken Access out SameSite Attribute Low
A01:2021
Control Disclosure - Unix Low
Directive Medium
y Policy (CSP) Header Not
Medium
isclosure Low
Low
Security
A05:2021 Low
onfigura
Low
Low
Low

ross-Doma

Inclusion

sUduIuYedlgay (Vulnerability) #1303
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OWASP TOP10 Matching Vulnerability Risk Rating
Abse i-CSRF Tokens Medium
Coo Site Attribute None Low
Co eSite Attribute Low
Broken Access
A01:2021 I re - Debug Error Messages Low
Control
jon via "X-Powered-By"
Field(s) o
p Unix Low
A04:2021 Insecure Desig osure High
Medium
Medium
ent Security edium
ross-Domain Misco Medium
Missing Anti-clickjacki M
Multiple X-Frame-Opti ntrie
Vi
re Pages Inc
Server Leaks Version Infor er"
HTTP Response Header Field
Strict-Transport-Security Header
X-AspN ion Respons ader
X-Content- Options H r Miss
¥ ulnerable a Vulnerable JS
Outdated CSP: style-src unsafe-inlin
ponents ulnerable JS Library edium
and
ross-Domain JavaScri W
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37971 4.18 uansagUsautedluigos Mulnerability) munsinvanam OWASP Topl0

OWASP TOP 10 Number of Valnerability
A01:2021 Broken Access Control 6
A04:2021 Insecure Design 1
A05:2021 Security Misconfigurat 13
A06:2021 Vulnerable and Ou 3
A08:2021 Software and Data 1
AN31971 4.19 HadWSNTALNS UL FuolTINGIUIA |
OWASP TOP Aatching ili Risk Rating

Medium

) (\gii'--

Low

Low

Pl Disclosure

Old Asp.Net Version in Use

Low

Cookie out Secure Flag

Secure Pages Include Mixed Content Low
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OWASP TOP10 Matching

LOUNALATUVBILSINENUNA | (D)

a0

A06:2021

Vulnerable ang

Vulnerability Risk Rating
ersion Information via "Server"
Low
eader

curity Header Not Set Low
2sponse Header Low
ons Header Missing Low
High

Medium

Medium

A04:2021

Insecure De

Big Red

Information Leak)

Medium

Low
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OWASP TOP10 Matching

Security
A05:2021
Misconfiguration

A08:2021

Vulnerability Risk Rating
/ Policy (CSP) Header Not Set Medium
acking Header Medium
isclosure Low
Flag Low
e Flag Low
Header Not Set Low
Header Missing Low

Contro

Cookie

Same bute

Security
A05:2021
Misconfiguration

Low

Conten

ecurity Policy (CSP) Header Not Set

Medium

Missing Anti-clickjacking Header

Medium




az

AN3199 4.23 NadnsnsawnurnvedniuBukaUnaltuadlsangiuia K (sa)

OWASP TOP10 Matching Vulnerability Risk Rating

oOnly Flag Low

Secure Flag Low

curity Header Not Set Low

tions Header Missing Low

Low
on via "X-Powered-By" Low
Unix Low
Vulnerable ang High
A06:2021 Medium

Low

Low

NY99l179028 Nikto

ype-Options Header

Missing Secure Flag

Control

erver ormatio Powered-By"

HTTP Response Header Field(s)

Low
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M5497 4.24 nadnEnnsaLnuYedludaiy OWASP ZAP vedlsmenuia L (se)

OWASP TOP10 Matching Vulnerability Risk Rating

Policy (CSP) Header Not Set Medium

onfiguration Medium

ing Header Medium

Flag Low

Security

A05:2021 Flag Low

Misconfiguration
ormation via "Server"

ield

Low

ader Not Set Low

Low

ype-Options Header
es Missing Secure Flag

okies Missing HttpOnly Flag

A01:2021 | Broken Acce ontrol

A02:2021 | Cryptographic Failures 1
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18 (#19)

a4

OWASP TOP 10

Number of Valnerability

13

117

24

A04:2021 | Insecure Design
A05:2021 | Security Misconfigurati
A06:2021 | Vulnerable and Outg
A08:2021 | Software and Data

12

Tot

216

uanINaluIULUY

LHAUANTULTI LAY INUIUAIT
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1SALNUNIYDILNTTLNIN9 OWASP ZAP waz

OWASP ZAP uag Nikto 984 lsswenuia K

Alert Tags OWASP ZAP Nikto
Missing Anti-clickjacking Headey WU WU
Strict-Transport-Security Head nu nu
X-Content-Type-Options He nu nu
Cookie No HttpOnly Flag WU
Cookie Withc Ny

X-Powered-B

NU
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OWASP ZAP vs Nikto — Vulnel

0

bility Detection (Found=1 / Not Found=0)
Hospital

Found=1 / Not Found=0

= OWASP ZAP
- Nikto

Detection Result

i\"‘ P - Mwﬁé‘,@‘
x‘i"w& odffﬁ ‘*‘M °°\v 0. i.n‘“ v
o "'*c@‘*_ : @«*""“
\nqs\éd‘:‘ﬁw \,.,x“‘ﬁ& \W‘:ﬁ;‘”
gﬂﬁ' 4.2 Nasnswuseuniieu NIt SP ZAP way Nikto lsaneuna K

O VDI LIWNEIUE L

Nikto

Taiwu
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¥
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OWASP ZAP vs Nikto — rablllty Detectlon (Found=1 / Not Found=0)

Found=1/ Not Found=0
W OWASP ZAP
W Nikto

Detection Result

\,\eﬂ‘)c \ss\“g
2 \.\o, ~4} & av“ﬁ
<& d‘° 2 o ‘\oﬁa“\ o
e oo “ﬁ\‘\ & ¥ e
R L £y A
S « 5 o W
o e 1.,\3"0
<
2 \x\sé‘“gv

Nikto Tsamenuia L

AULLUULN

SP ZAP way
YYo9mInanus 14 %

A
=
5

-~

"4;,
’ L

PO
A04:2021

o Redire ected

Insecure Design
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A15197 4.29 NAANSNITALNUNIYDINIVHEIULDUNRLATULSINIUIAAULUU (51D)

OWASP TOP10 Vulne ity OWASP ZAP Nikto
A01:2021 Cookie with / X
Broken Access
Cookie / X
Control
A02:2021 Hos X /
Cryptographic
X /
Failures

A
A
OWZAP {\*ﬁ‘ u r q &*7

15015799ULD4

i29lI5EnINg

A5ANUBBILAI LA

A8 (Security Misconf
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AATUAULUU A28 OWASP ZAP way Nikto

sk Rating) A28 OWASP ZAP uaz CVSS V4.0

WASP ZAP / Nikto uag CVSS V4.0

on

OWASP TOP10 Vulnera

A01:2021

Broken Access

deflate compression)

Severity Rating
OWASP
CVSS v4.0
ZAP/Nikto
Low 1.3 (Low)

ow 2.1 (Low)

)

|l
LA

Unmatch

(Low)

Unmatch Unmatch
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M99 4.30 HAENENTIATIEANLLEUIR OWASP ZAP / Nikto wag CVSS V4.0 (7a)

vitation

Severity Rating

OWASP TOP10 Vulnerabilit OWASP
CVSS v4.0
ZAP/Nikto
A06:2021 Vulnerable | CWE-1395
Medium 1.3 (Low)

Components Vulnerab idation)

NTUUININTIe 1135EAUAINTULTS g4 (High), nana

(Medium) 12 W) i A15797 4.31

erver Version Leak

CWE-693

Permissions-Policy Missing

Cookie with SameSite=None

CWE-201:

| Big fedire X%
L VSTiTuTE OF

y Misce Ing

A05:2021 E-102

1.3 (Low)
Security Misconfiguration Anti-clickjacking (X-Frame-Options)
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A15197 4.31 NAANSN1TIAS AP UANNTULSNBlEluNSRINS G nLA TRl (A1)

vitation

OWASP TOP10 lnerability Severity Rating

A05:2021 CWE-6

1.3 (Low)
Security Misconfiguration ons Missing
A06:2021 Vulnerable

1.3 (Low)

Components uery-validation)

4.5 waawsn1susuugeudily yanslasiunislanfvesinivu

uneUnALag:
InuuwINI CWE way

" BRI

Foaliivaen

12991917



Alert type

Content Security Policy (CSP) Header Not Medium 15
(88.2%)

Missing Anti-clickjacking Header Medium 15
(88.2%)

Vulnerable 1S Library Medium 1
(5.9%)

Big_Redirect Detected (Potential S Low 1
(5.9%)

Cookie Without Secure Flag Low 2
(11.8%)

Cookie with SameSite Attrik 2

(11.8%)

2
(11.8%)

300.0%)

on via "Server" HTTP Respo

52



Alert type

Content Security Policy (CSP) Header Not S

Missing_Anti-clickjacking_Header

Vulnerable 1S Library

Application Error Disclosure

Cookie Without Secure Flag

Cookie with Safm

Medium 6
(40.0%)

Medium 5
(33.3%)

Medium 1
(6.7%)

Low 1
(6.7%)

Low 3
(20.0%)

21

(140.0%)
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5.2 Usymuazauassalun1sie

o v v

5.2.1 dodrinnuresianganlivnuideiuesgaelanseuianndnia 1ileann

ANWULVDINUITYADILTLIAIABULNS A LI ANAINULINEIUINLUNNSAMRUNITHAL AT
Fansunuulmdulumunnivue
5.2.2 WAANSANNLATDILL P way Nikto HANUBANANAUUIEIY 91
& v P a & a a ° = P %
Wudealdn1siasigiiasinlung sathundSeuiieuiassiududoya
= %
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(Server Environment) laag (Configuration) WaAZN1INAFDUUN
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